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192.168.10.1 200.1.1.2
192.168.10.2

L2 -192.168.50.1

Inte rneu

Tunnel

203.2020.2 —»

Router - dude §

1721611 —»

172.161.2 —»
L2 -17216.30.1 ——

L1-172.16.20.1
BRIE
CORFIXY N TRADBREEEALET,
L—30BE

version 12.3

service timestanps debug dateti ne nsec
service timestanps | og datetime nsec
no service password-encryption

!

host nane dude

!

menory-size i onem 15

i p subnet-zero

!

ip audit notify |og

ip audit po max-events 100

| I-—- IKE policies. crypto isakmp policy 1
encr 3des

hash md5

authentication pre-share

group 2

crypto isakmp key ciscol23 address 200.1.1.2




| I-—- IPsec policies. crypto ipsec transform-set to_vpn
esp-3des esp-md5-hmac

crypto map to_vpn 10 ipsec-isakmp

set peer 200.1.1.2

set transform-set to_vpn

!--- Traffic to encrypt. match address 101

!

interface Ethernet0/0

ip address 203.20.20.2 255.255.255.0

ip nat outside

hal f - dupl ex

crypto map to_vpn

!

interface Ethernet0/1

ip address 172.16.1.1 255.255.255.0

ip nat inside

hal f - dupl ex

!

ip nat pool mypool 203.20.20.3 203.20.20.3 netmask
255.255.255.0

ip nat inside source route-map nonat pool mypool
overload

ip http server

no ip http secure-server

ip classless

ip route 0.0.0.0 0.0.0.0 203.20.20.1

ip route 172.16.20.0 255.255.255.0 172.16.1.2
ip route 172.16.30.0 255.255.255.0 172.16.1.2

| I-——- Traffic to encrypt. access-list 101 permit ip
172.16.1.0 0.0.0.255 192.168.10.0 0.0.0.255
access-list 101 permit ip 172.16.1.0 0.0.0.255
192.168.40.0 0.0.0.255
access-list 101 permit ip 172.16.1.0 0.0.0.255
192.168.50.0 0.0.0.255
access-list 101 permit ip 172.16.20.0 0.0.0.255
192.168.10.0 0.0.0.255
access-list 101 permit ip 172.16.20.0 0.0.0.255
192.168.40.0 0.0.0.255
access-list 101 permit ip 172.16.20.0 0.0.0.255
192.168.50.0 0.0.0.255
access-list 101 permit ip 172.16.30.0 0.0.0.255
192.168.10.0 0.0.0.255
access-list 101 permit ip 172.16.30.0 0.0.0.255
192.168.40.0 0.0.0.255
access-list 101 permit ip 172.16.30.0 0.0.0.255
192.168.50.0 0.0.0.255

!--- Traffic to except from the NAT process. access-list
110 deny ip 172.16.1.0 0.0.0.255 192.168.10.0
0.0.0.255
access-list 110 deny ip 172.16.1.0 0.0.0.255
192.168.40.0 0.0.0.255
access-list 110 deny ip 172.16.1.0 0.0.0.255
192.168.50.0 0.0.0.255
access-list 110 deny ip 172.16.20.0 0.0.0.255
192.168.10.0 0.0.0.255
access-list 110 deny ip 172.16.20.0 0.0.0.255
192.168.40.0 0.0.0.255
access-list 110 deny ip 172.16.20.0 0.0.0.255
192.168.50.0 0.0.0.255
access-list 110 deny ip 172.16.30.0 0.0.0.255
192.168.10.0 0.0.0.255
access-list 110 deny ip 172.16.30.0 0.0.0.255
192.168.40.0 0.0.0.255




access-list 110 deny ip 172.16.30.0 0.0.0.255
192.168.50.0 0.0.0.255

access-list 110 permit ip 172.16.1.0 0.0.0.255 any
1

route-map nonat permit 10

match ip address 110

!

line con O

line aux 0

line vty 0 4
!

end
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COTZRBETE., FAICOY—IR=—KHPSVPNIENL—RIZTI7EAL, &PED
REZEMLT, ESICHFEMBEREZTIZ7ANNI—HFA2VE—TILAGU)TITSZENT
XY,

[Administration] > [System Reboot] > [Schedule reboot] > [Reboot with Factory/Default
Configuration] Z3#RL T, VPN 2 ML —RICBRFORENBZV L Z2BFELET,

VPN > b L —2& H[Quick Configuration]icRREn, VT —REICXRDEENREENET

o

- KR/ B
. Configuration Interfaces ( /N7 )Y 92 7 RL A =200.1.1.2/24, 754 R—KN PRL A=
192.168.10.1/24 ) TODA 2 Z—T T4 AIXNARY
. Configuration > System > IP routing > Default_Gateway ( 200.1.1.1) DF 7 # )L~ TF—KD
4
CORBET, VPNV EYRL—RE, ABRY RT—IDLS HIMLZNLTT IV ATESR
Jo

A VPNIERL—ZRRB3ARLSERBEATVWD S, AOEBELBRIDZLEN HYET

o

- [Configuration] > [Interfaces] > 2-public > [Select IP Filter] > [1. Private (Default)].
- [Administration] > [Access Rights] > [Access Control List] > [Add Manager Workstation] Z#1R
LT, ABIYZR—F¥DIPT RLAZEML F¥T,
k., AFASVPNIENL—2Z2EBEBULBVRYMBES W EEA,

1.GUIZEBILIZRICA >R —T T4 Az BRI S, [Configuration] > [Interfaces] Zi&
RLET,



Conflguration | Interfaces

Thursday, 03 July 2003 14:04:38
Save Heededly] Refresh®™

Thiz section lets vou configure the WFIN 3000 Concentrator's network: interfaces and powet supplies

[r the table below, or mthe puchure, select and chcle the mterface wou want to conbigure

| Interface | Status | IF Address |EuhnEt Maslk | MAC Address Default Gateway
[Ethernet 1 (Private) | UP [192.168 10.1[255.255.255.0 |00.03.40.88.00.7D

[Ethemet 2 (Public) | TP [2001.1.2  [255255.255.0([00.03.40.88.00.7E 2001 1.1
Ethemet 3 (Extemal] Mot Configured [0.0.0.0 loooo

|UHS Server(s) I.IJNS Server Mot Confipured

IDNS Domain Name
v Power Supplies

2. [Configuration] > [System] > [IP Routing] > [Default Gateways] ZiEiRL ., IPSech 77 # )L
N(AVR—FRYRN)T—RIDIAERNRILFTHILN (W) TF—RVI A ZREL
T, TTAR—BRYRND)—TJHOMHEOHTZRY MMCEELFET,

Confipure the defimlt gareways for your system

Enter the IF address of the defaudt gateswray or router. Enter 00000 for ne

detanlt rauter

Default Gateway 200111

hetrie | |

Tunmel Default

[192.166.10.2]

Gatoway

Overmide Default
Gateway
Apphy Cancel I

Eriter the taetric, Brom 1 to 16

Enter the TF address of the default gatewsay or router for fnnels, Enter 0.0 0.0)
ft 1o defilt router
Check to allow learned default gatesrays to avernde the configured default

Eateway.

3. [Configuration] > [Policy Management] > [Network Lists] Z3&RL, BE{tTB RS T4V 5
ZERIDIXYBNDI—DVUVAREERLET, O—HLRYRND—JRBROEHTT,

Frivate mterface.

Dby a conbgured Metwerk List. Chel en Generate Local List to generate a aetwork bt bazed on routmg entries on the

List Wame |wpn_| ocel_subnet

Marne of the Metwarle Last vou are adding. The name must be
LG ueE.

Enter the MNetworcs and Wildcard masks using the

192 . 168 .10.0/0,.0,0,25!
192 168 .40 .0/0.0,.0,.25
1592 168 .50 .0/0.0,.0,.25

n

un

u

MNetwork List

4]

Apphy I Cancel | Generata Local

follswnng format nunn B (e g

101000600 255 255,

Mote: Enter a wildcand mask, which is the reverse of
a submet mask. A wildcard mask has 1z mn bt posihons
toddgnore, s in kit positions te match, For example,
1010100000255 = all 10.10.1 .10 addresses

Each Metworle and "Wildc ard mask par st be entered
on a smgle ne.

The Wildcard mask may be omitted if the nabiral
Wildeard mask 2 to be used

=

Ao
|

List

VE-—RZRYRDT—DRBRDELBYTTY,



bioddy a confipured IMetwrork List Chok on Generate Local List to generate a neteeork list based on routing entries on the
Frovate mtetface

List Name |n:|u1ar_9uhnal IMame of the Metwork List you are addmg The name must be

unigue,
» Enter the Metworks and Wildcard maslks usmg the
172.16.1.0/0.0.0.255 | follownng Formal, nan/nRRR (28
172.16.20.0/0.0.0.255 10100000000 255253
172.16.30.0/0.0.0.255 « [Note: Enter a wildecard masl, which is the reverse of

a snhnet mask, A wildeard mask has 13 in bit poartions
to ignore, s i bt postons to match For example,
1010010/ 00.255 =40 10,10, 1 ann addresses.
» Each Metwork and Wildcard mask pair must be entered
on a single line.
_’j o The Wildcard mask may be omitted of the natral
- Wildeard mask 15 to be used.

Wetwork List

<]

Apphy | Cancel

Genarate Local Lisi ]

4 TTRHO2I20RY RI)—T UARNEFROESV)TT, F: IPSechRILHFTYy 7LV

BEE. IRRNZ 74V INMAIT—HRIIAESHERIELE T, WRANF T 1Y TR,
LW=BEPIXRY DADT I ELAVARNIEL>TERENEKT, chslk, VPNIEZ B
L— '5!0)7‘V |\'7 '7')7\M._J'~'D'CE§?_“1‘L¥3'O

Thiz section lets you add, modify, copy, and delete Network Lists.

Chek Add to create a Network List, or select a Network List and click Modify, Copy, or Delete.

Network List Actions
WM Client Local LAMN (Defaulf)
gt Add
todify
]
Delete

5. [Configuration] > [System] > [Tunneling Protocols] > [IPSec LAN-to-LAN] D JE(Z#IR L |
LAN-to-LANKN > I ZEELET,



System | Tunneling Protocols [IPSec | LA a LAN | Adi

Ldd a new IPSec LAN-to-LAI connechon.

Enahle ¥

MName ilu_ruutur

Interface |Ethemat 2 (Public) (200.11.2) =|

Connection Type i Brdirectional *i

203.20.20.2 =]
Peers
.«
Digital - -
CortiBrate |Nane (Use Preshared Keys) |

Certificate © Entire certificate chain
Transmission & Tdentty certficate only

Preshared Key |ciscol23
Authentication | ESFAMDE/HMAC-12E =]

Encryption i IDES-168 'i

TKE Proposal | IKE-3DES-4405

#

Check to enable this LA -to-LAN connechon
Enter the name for thos LAY -ro-LA comechon.
Select the interface for this LA -to-LAM connection

Choose the type of LA -to-LAN comnection An Cviginade-
Cliedy commection may have multple peers specified below.

Enter the remete peer IP addreszes for this TAN-to-LAD
connection. Crigimate-Omdy connection may specify up to ten
peer [P addresses. Enter one [P address per bne.

Select the digital certificats to use.

Choose how to send the digital certificate to the TKE peer

Enter the preshared key for this LAN-to-LAN comechion
opecby the packet authenhc abon mechausm to use.

Specif the enctyphon mechandsm to use.
Select the [EE Proposal to use for this LA -to-LATT

connschon.

Filter |-Mane—

TPSec MAT-T T

Bandwidth Policy !—Nu ne— 'I

Houting ! MHong

3

Choose the Blter to apply to the traffc that 15 tunnel=d through
thiz LAIT-te-LAM connection

Checle to let MAT-T compatible IPSec peers estabhsh thus
LAN-to-LAI connection through a AT device, Yeou mnst
alze enable TPEec over FAT-T under AT Transparency.
Choose the bandwedth policy to apply to this LA -bo-TAT
CoOnneChet

Choose the routng mechamsm to use. Parameters helow are

imnored if Metwork Autodiscovery is chosen.

Local Metworle If a2 LAT -to-LAT DIAT rul= 15 used, this 1= the Translated Dletworke address.

B

Metworl: List ]*-fpn_lcu:a _subnet

TP Address |

Wildcard NMask !

Specti the local netwatl address list or the TP address and
wildcard mask for this LAN-te-LADN connechon

Note: Enter a widdegnd masl:, which is the reverse of a
subnet mask. A waldcard mask has 1z in bit posiions to
iomore, 2 i bt postions to match. For example,

10010, 1040 000,255 =all 10,10, 1 nun addresses.

Remote Networle If g LA -to-LAN MAT rule 15 used, thes 15 the Femote Metworks address.

Hetworls Lise |{{={ER=T=)

" Adﬂres:j

Wildcard Mask |

[ Add | cancal |

Spectdy the remotes network address hst or the IF address and
wildcard mask for this LA -to-LADR cotmection

Maote: Enter a wildeand mask, which is the reverse of a
subnet mask. & wildcard mask has 15 i bat posihons to
ignere, Oz in bit postions to match. For example,
10101000000 255 = all 10,10, 1.ndm addresses.

6. [Applyl] 202U Y V9% &, LAN-to-LANK > X

IWEREDHERELTHBNICERE N2 MED




_n.---b\zr\éﬂia-o —

‘Save Needed()
An TPSec LAN-t0-LAN connection has been successfully configured. The following have been added to your configuration

Authentication 8erver [nternal
Group 203 20202
Security Association L2T to router

LaL: bo_touber Ot
i L2L: to_router In

Modifising any of these terne will affect the LATT-to-LAY confipration The Group iz the zare as vour LA -to-LATT peer
The Security Association ard Filter Bules all start wath "L3T:" to medicate that they form a LA -te-LAT confipuraton.

CIE. |

BABTIZ#ER U 7=LAN-to-LAN IPsec/\Z X—#% &, [Configuration] > [System] > [Tunneling
Protocols] [IPSec LAN to LAN]T%E/T\?T._H:QET = iﬂ'

Save Huuded

Thdz zection lets vou cenfisure TFSec LAT-to-LAM connections. LAM-to-LAY commections are established with other VFH
000 Concentrators, PL{ Grewalls, 710000 sepes rowters and other [FSec-complant securty gateways, To configire a
WELT 2002 or other remote access connschon, go to User Management and configure a Group and eer. To configure AT
ower LAN-to-LATT, go to LATT-to-LATT DTAT Fules

[ you want to define a zel of networks on the local or remate ade of the LAN-to-LAN connechon, confpure the necessary
Fletwork Tists prior to creatng the connection

(Chek the Add butten to add 2 LAY -to-LAN connection, or select a commechon and chek Modify or Delete.
(T meicates a disabled LAM-to-LAI connection
LAN-to-LAN

Connection Actions
bo_rouker (203.20.20.2) on Ethern=t 2 [(Pubiliz)

Modify

i

Delata

7. [Configuration] > [System] > [Tunneling Protocols] > [IPSec] > [IKE Proposals] ZiZiRL T,
TOT47BIKEZOR—HI)I2BAELE T,



A dd, delete, priortize, and configure IEE Froposals,

OTLOTIET.
parameters.
Achive
Froposals Actions
CiscovFHClient-30E S8405 2
IKE-IDES-MDS <cAdnols |
IKE-30DES-MDS-0HT e
IKE-DES-MDO5 i i I
KE-3DES-MDS-DHT Mowve Ln I
IKE-3DES-MDE-F5A
CiscoNPHCliemt-30E S-+D5-0HS howve Diown I
CiscoNPHCliemt-AEST 28-5HA
IKE-AES128-5HA Ak |
Madiy |
Copmy |
Deletz |

Sonfigitatlin | Sysbem T inngilng Prloceis| IPSEE INE Prapisais:.

Save Needed E

Select an Inactive Proposal and chok Activate to make & Active, or chick Modify, Copy or Delete as appropnate
Select an Active Proposal and click Deactivate to make i Tnactive, or click Move Up or Mowe Down to change its

(Chek Add or Copy te add a new Inactive Proposal [FE Proposals are used by Secunty Associahons to specty [EE

Inartive
Proposals

IKE-30ES-EHA-DSA
IKE-30DES-MOS-FHEA-DHT

IKE-DE Z-h050HT
CiscoFRCIent-30E S D5-F5A
CiscovFHClient-3DES-SHADISA,
CascavFHClIent-30E S-MD5-FEADHS
CascavFHClent-30ES-SHADSADHS
CascovPHCliemt-AES25R-SHA
IKE-AES25E-5HA

Eroposals to nepohate IEE parameters.
Click Add to add an SA, or zelect an 54 and click Modify or Delete,

IPSec SAs

ESF-1DES+DA
ESF-1DES-DE-DHS
ESF-1DESDE-DHT
ESF-1DES-HOME
ESF-AEST20-5HA
ESF-DESHDE
ESF-LZTR-TRAMNSFORT
ESFAKE-IDESHDA

L2 ta_router

. [Configuration] > [Policy Management] > [Traffic Management] > [Security Associations] O J[E
IE?R ‘|Z=\= _'Ll) 7— »r—/y /I—/El g) UZFE%/T\L i@'

Save Needed|S

Thiz section lets you add, confipure, medify, and delete TFSec Secunty Assoriatons (SA2) Securty Associations use TEE

Actions

A

hodinye i
Delete I

9. tFa1VFATFIYII—>32HKZV)YIL, RICModify|2 7)Y oL TEFIUTA

T\J/I_/E/EEEWL\bi?O




SA Name |L2L: 10_router Specify the name of this Securiy Association (54,
Inheritance |Fr:|m Fula = Felect the pramlarity of this S
IPSec Parameters
Amhz:::;;x | ESFM DS HAC-1 28 j Select the packet authenticahon algonthm to use
Encryption |—__I S .
. JDES-168 = Zelect the EEE enctyphon alzosithm to use,
Algorithm cryphion alg
E““EP“]IEH:;“ | Tunnel 'l Select the Encapsulahon Mode for thes 5A
o
Ll FSZ . | Disehblad | celect the vse of Perfect Forward Secrecy.
MEH&EF;E:: | Time *i Select the ifetme measurement of the TP Sec keys
Data Lifetime |1 nono Specity the data Ifetme in kilobytes (EEB)
Time Lifetime |2E|EI]I] specty the tme betomes n seconds.
IEE Parameters
Connection Type Eidrectional The Comection Type and [EE Peers cannot be modified on
[EE Peers 203 20 20.2 TFSec SA thatts part of a LA -to-LAT Connection
Negotiation Mode |h-iEin 'I Felect the IEE Megotation mode to use
Digital Certificate |N|:|ne Jeo Presharad Keye) __'J Zelect the Digiral Certificate to use,
Certificate © Enbre certificate cham - s . ’
. ) Choose how te send the digital certificats to the [EE pee
Transmission & Identity cerficate only e g : .
I[EE Proposal | [¥E-3DES-MDG j Select the IEE Froposal to use as TKE mbator.

| 2
CNtEUIIAVTIR., CORETHEAE NS show IV REVANLET,
475‘—7147\%1‘3}

COETR, RENFERCBELTVRIAESHEERBIIBRICRIDOBEHRERENLTVET,

FORTYNADE=T)EZ Y= (BRI—YEAH) (OIT) F. BED show AX > RZEYH
R—bhLETF, OIT ZFEAL T, show AN ROH IO DM ERRLET,

- showcryptoipsecsa : REDEF 1V FA 7Y I -3 THEATSHTVBREEZRRL
7,

- show crypto isakmp sa : E7(C# (7% IR DlInternet Key Exchange ( IKE ; 1 > & —X Y K
BB )EFIVFTATISI—232(SAZINTERRLET,

- show crypto engine connection active : I XTOREFSILI VOV OBRET VT4 7 5ES{kt
VI AVERERTLET,

Iﬁgs Command Lookup Tool ( & I1—HEH ) 2FAL T, FENIN RICETIFHHERZ
RCEERT,

VPN Ot NL—42LTCERYTZBE

[Configuration] > [System] > [Events] > [Classes] > [Modify] D JEIZ#IRL T, OF > JZ#FICL
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T, ROAT 3V EZEATEERT,

- IKE
- IKEDBG
- IKEDECODE
- IPSEC
- IPSECDBG
- IPSECDECODE
OJICNIRERE=1~ 13

OAVV—=IICHTRERE=1~3

[Monitoring] > [Event Log]Z#IRL . 4/ R NOAJZWMELET,
AR |7 Rl

4)9_7141%-610

debugdN > RZHETEIC, TdebugdNV ROBERER. 2SBL TILEEL,

- debug crypto engine - ES{tENhENF T 1YV ERTRLET,
- debug cryptoipsec: 7T —X2 M IPsec XTI —a>ERRLET,
. debug cryptoisakmp : 7T —X 1 M ISAKMP 2> I—> 3 %2R RLET,

B : b RIZBHTEZL

IZ—Xv+&—=

20932 10/ 26/ 2007 14:37:45.430 SEV=3 AUTH 5 RPT=1863 10. 19.187.229

Aut hentication rejected: Reason = Sinultaneous |ogins exceeded for user
handl e = 623, server = (none), user = 10.19.187.229, domain = <not
speci fi ed>

BRI E

COSAICKH L THAEREAROJTA U HERETSH. BROTA 2V HESICRETDICE. XD
BRIEZRITLET,

[Configuration] > [User Management] > [Groups] > [Modify 10.19.187.229] > [General] >
[Simultaneouts Logins]icBEIL, OJ 4 HESICEELF T,

PFS

IPSec DX 1> I—= 3> Tk, Perfect Forward Secrecy ( PFS; T2 EEME ) ICK 2T, Th
FThoFLLVESENUGIOEEFIHMILEEDTHI I ENRIEENET, MAEOMXRILE
FCPFSERME-GENICLET, T5THEVEBSA. LAN-to-LAN(L2L)IPsech > X )LiF L — 2
THRIThFHA.

COBSIYYZIVNIICHLTHLLVEFIUFTATYSI—2a 2 (SANFEREhLEE(IC
. IPSecH'PFSEERTDIXSICIEETDICIE,. BEYY THRET— RTsetpfs AV REFEAL


//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

£J. IPSecHPFSEZERLBVRSICEETDICK, COONY ROnoEXZFEALFT,

set pfs [groupl | group2]
no set pfs

setpfs AN RICDWT :

. group1 : L L\Diffie-Hellman3Z#t D R1THEC, IPSecT768E Y k M Diffie-Hellman7"Z 4 L
TEDATRITN—TZ2FERATRILSICEELET,
. group2 : # L \L\Diffie-Hellman3Z MO R1TEE(Z, IPsecH™1024E ¥ K D Diffie-Hellman7"Z 1 A
EDA1ZARIN—TEFEATRILEZEBELET,
F7FILRTE, PFSEERENEFRA. COONY RTITIL—THFEEENTVEVEEL,
group I F7 A NELTHEAENE T,

Bl

Rout er (confi g) #crypto map map 10 ipsec-isakmp
Rout er (confi g- crypt o- map) #set pfs group2

setpfs IV > ROFFMIC DOV TIE. TCisco I0S Security Command References Z2 8L T
=L\,

BYE 15§

=BT L2l BERTEVE—DN FIOERAIPSecVPN D RS TN1—=F 14T FEILDOVT
. Cisco VPN 3000 =X >t L —2&

. Cisco VPN 3002 Hardware Client

-IPSec x> I—3a2/IKEZOKIL

- TOZHhIL BHR—BbE RFI X DN - Cisco Systems
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