Y REREE & o /=, IPSec - PIX * 5 ? Cisco
VPN OIZAFNDA4ILR B—R, Bai#a
s L I\“O)EQE

A&

BE

BIE&MY

=4

FRIZ I R—F b
;/ECE

E=HH

ERIE

XY BRI—OK

"

ax  E

=
20V}

NS7IILZa—hk

NSTNA—F A4 TDEHOIAI R
PIX ©F/\Y T i

VPN Client 4.x DT /\v T

VPN Client 1.1 o F/\v T

B E B R

B=

DREFIE, T4 RA—R, E— RFEE. sysopt connection permit-ipsec AV K, BRY
HK?E%:IE(Xauth)’&ﬁFHb'C VPN 9SA TP RNEPIXT7PAFTIA—NIERTDEZER
LTWET,

PIX 6.3 LAB&®M TACACS+ & RADIUS OREZMHRTDICIE. PIX6.3 BLU PIXIASA7X D
TACACS+ & &L RADIUS R EHIZ#SBL TS TV,

VPN Clientld, Cisco VPN Client!) 1) —X3.6.15A & & & U'PIX Firewall 6.3 CAdvanced Encryption
Standard(AES)ZRESL 7 I IV XLELTHR—KNLET, VPN Clientid128E Y KRB KT
256EY RDF—H AL ADIhZHR—NLET, AES OREFZDOFMICOWVWTIEF., TAES 2
AL TPIXIZ Cisco VPN Client Z5%¥E 32 5% ZZRL T EEL,

Microsoft Windows 2003 Internet Authentication Service ( IAS ) RADIUS #—/\Z A L T Cisco

VPN Client ( 4.x for Windows ) & PIX500 U —X X1 UT 4 FT7SATATXxDOEOVE

— BN T7OEA VPN E#HZRETHHECOVWTIE, TWindows 2003 IAS RADIUS H—/X®

Active Directory F2aFZ £ L 7= PIX/ASA 7.x & Cisco VPN Client 4.x O E—K~ 7Ot A VPN
DEEEHly ZZRBL T EE W,
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A—YREAETHO>T4>7I1Z RADIUS ZERAL T Cisco VPN 3000 Ot RNL—2 &
Cisco VPN Client 4.x for Windows O EIC IPSec N> RN ZHITHHZEICOVTE, TI1—H5R

SEETHO> T4 RADIUS ZHL 2 VPN 3000 OJ>t> b L —2%& & VPN Client 4.x for
Windows B ® IPSec :%EHly Z5RL T EE L\,

1—YER5EC RADIUS ZERAL T)L—AX & Cisco VPN Client 4.x OB QO ELERET D HEICD
WTIlk., TRADIUS ZfFF L 7 Cisco 10S JL—%Z & Cisco VPN Client 4.x for Windows & ®
IPSec ME&Es Z2SHBLTLEETL,

Bl R4
B

CORFIXNIBEOERHREHY EEA,

FATRIIR—F>b

CORFIXVRNOBERE. ROVIKRIITEN—RIITON-I3VICETVTVET,

. Cisco VPN Client 4.xZ ® &G (Z IE Cisco Secure VPN Client 1.x IV, HEX VPN #4aE
NFEHEhhTVWET,
- PIX Firewall 515E /N\—> 3 2 6.3(3)
FoBBTo /00—, BHERFOXNRERYET, BELTFIO /O —0HHBICEETS
EREBMID L. BEEOEFLAYET, HilEk, GAHEEROWebH A RZSHEL T
<EEW, @HAFICEATIEFMCOVWTIK, EFX—ILT export@cisco.com FTHEVED
B<<EEL,

CORFIAIXNDERE, BENDTARAREICHDT/NAAICEIVWTEREhELE, COR
FIAIXKRTHERATIINTOFNA R, B (F72IIEK ) REODRELASEBLTVET
o WROXY RD—INEBBEITHIBEICIE., EORSBIATRICOVTE, TOEEN
FECOVTHERICEMRL THEKMLENHYET,

RECE
KF1XY NEROHMEE. TYRIFINL T4y TAOREE) ESRL T,
BEREH

sysopt connection permit-ipsec 1Y > Kk, IPsec B XD SBETD/NTY M, IPsec #E#k
A DOBIET B access-list. conduit, F7=(d access-group AN ROBREEZ/SAINATHL%E
BROICEFTLET, Xauth &, IPsec 1—HZHAE D TACACS+ E /=l RADIUS H—/NIZX L
THRIALET, T RA—REFHEF—ICMAT, I—HREI-HYRENAD—RZEHT
PHENHYNET,

VPN I9ZA T2 RDIA—YHREISPASIPT7RLAZZGTEWET, COF RLARK, PIXD IP
TFRLAT=ILHPSOIPTRLATEEZEBMEASNET, I—-HFRET77AT 74— ILONEBICH
BP2IXNT(RYRND—VZBU )TV EATEET, VPN IZA TV RNERTLAVI—HFE
 BICBNBEY AT > TRHETNIEABT RLAZE> T Web H—/NICERTEXT,


//www.cisco.com/en/US/products/hw/vpndevc/ps2284/products_configuration_example09186a00807f6e76.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2284/products_configuration_example09186a00807f6e76.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2284/products_configuration_example09186a00807f6e76.shtml
//www.cisco.com/en/US/tech/tk583/tk372/technologies_configuration_example09186a00800946b7.shtml
//www.cisco.com/en/US/tech/tk583/tk372/technologies_configuration_example09186a00800946b7.shtml
http://www.bis.doc.gov/
http://www.bis.doc.gov/
mailto:export@cisco.com
//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

ﬁgll

E

COEVSIVTRER, CORFIANTHHAITIHREZRETDLOICLEZBREZRMLT
WET,

y: RFIAIXNTHERAETNATVWSR IOV ROFMEFANSICIE. Command Lookup
T_( ﬁl HER)ZFEALTLSEEL,
XY RD—OR

CORFIXVRNTR, ROZY RD—T Y NTYTZEALET,

Webserver

1089 129131 28
(192.168.1.11 124 outside) e,

g’ﬁ”ﬁ\ P £ LY ]

10.89.129.128 External \_

_ [25 /10.89.129.194 192.168.1.1',  Metwork ’_);

h 4 128 124 N VPN Client
S (Inside] PIX (Outside) A

Firewall

TACACS* or
RADIUS Server
1089129 134 128

%Y hI—OMREICEY S ER

- JO0—=N)LIPF7RLA192.168.1.1 ZHEAL T Web U —NIZT7 I ERATRDA 2 EZ—FY b
RARNE, VPN RN BUE QB VEETERAETNET, CORTFTT 1Yy JRESLE
FtA

- WofzA IPsec RURILHFBEILIENDE, VPN ITA T NEREBERY ND—D
(10.89.129.128 /25 ) DINTDRARNICT I EATEXRT, VPN IZA T RHS PIX 7

’f} VA=) ADPDITXTDORNT T 1Y INBEBIENE T, IPsec NI BEVE
&, BZJO-NLIPP7RLAZE>T Web H—NICT IV EATEXTAH, 5IEHKERR
/J"‘JZ\E'C?O
- VPN Client &4 >2—%Y NASEETHZOT, IPTRLAREBFICEDAVEEA,

RRIE

CORFIXVNTRADREZFEALET,

- PIX §%7E 6.3(3)

- VPN Client 4.0.5 DFEE
- VPN Client 3.5 ®F%E

- VPN Client 1.1 ®F&E
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PIX B&3E 6.3(3)

pi xfirewal | #show run
Saved

Pl X Version 6.3(3)

interface ethernet0 100f ul

interface ethernet1l 100f ul

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed

passwd 2KFOnbNI dI . 2KYQU encr ypt ed

host nane pi xfirewal

fixup protocol dns maxi num|ength 512

fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719

fixup protocol http 80

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol sntp 25

fixup protocol sqlnet 1521

fixup protocol tftp 69

names

!--- Do not use Network Address Translation (NAT) for
inside-to-pool !--- traffic. This should not go through
NAT. access-list 101 permit ip 10.89.129.128

255. 255. 255. 240 10. 89. 129. 192 255. 255. 255. 240 !---
Permits Internet Control Message Protocol (ICMP) !---
Transmission Control Protocol (TCP) and User Datagram
Protocol (UDP) !--- traffic from any host on the
Internet (non-VPN) to the web server. access-list 120
permit icnp any host 10.89.129.131 access-list 120
pernmit tcp any host 10.89.129.131 access-list 120 permit
udp any host 10.89.129.131 pager lines 24 ntu outside
1500 mtu inside 1500 i p address outside 192.168.1.1
255.255.255.0 ip address inside 10.89.129.194
255.255.255.240 ip audit info action alarmip audit
attack action alarm !--- Specifies the inside IP address
range to be assigned !--- to the VPN Clients. ip |oca
pool VPNpool 10.89.129.200-10.89.129.204 no fail over
failover timeout 0:00:00 failover poll 15 no failover ip
address outside no failover ip address inside pdm

hi story enable arp tineout 14400 !--- Defines a pool of
global addresses to be used by NAT. gl obal (outside) 1
192.168. 1. 6-192.168. 1. 10 nat (inside) 0 access-list 101
nat (inside) 1 0.0.0.0 0.0.0.0 0 0 /--- Specifies which
outside IP address to apply to the web server. static

(i nside,outside) 192.168.1.11 10.89.129. 131 net nmask
255.255.255.255 0 0 /--- Apply ACL 120 to the outside
interface in the inbound direction. access-group 120 in
interface outside !--- Defines a default route for the
PIX. route outside 0.0.0.0 0.0.0.0 192.168.1.3 1 !/---
Defines a route for traffic within the PIX's !--- subnet
to reach other inside hosts. route inside 10.89.129.128
255. 255. 255. 128 10.89.129.193 1 tinmeout xlate 3:00: 00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0: 10: 00 h225 1:00: 00 tineout h323 0: 05:00 ngcp 0:05: 00
sip 0:30:00 sip_nedia 0:02:00 tineout uauth 0:05: 00
absol ut e aaa-server TACACS+ protocol tacacs+ aaa-server




RADI US protocol radius aaa-server LOCAL protocol |oca
!--- Authentication, authorization, and accounting (AAA)
statements !--- for authentication. !--- Use either of
these statements to define the protocol of the group
AuthInbound. !--- You cannot use both.

aaa- server Aut hl nbound protocol tacacs+

!--- OR aaa-server Authlnbound protocol radius !---
After you define the protocol of the group AuthInbound,
define !--- a server of the same type. !--- In this case
we specify the TACACS+ server and key of "secretkey".
aaa- server Authl nbound (inside) host 10.89.129. 134
secretkey tineout 10 !--- Authenticate HTTP, FTP, and
Telnet traffic to the web server. aaa authentication

i nclude http outside 10.89.129.131 255. 255. 255. 255
0.0.0.0 0.0.0.0 Authlnbound aaa authentication include
ftp outside 10.89.129.131 255.255.255.255 0.0.0.0
0.0.0.0 Authlnbound aaa authentication include telnet
out si de 10.89.129. 131 255. 255.255.255 0.0.0.0 0.0.0.0
Aut hl nbound no snnp-server |ocation no snnp-server
contact snnp-server comunity public no snnp-server

enabl e traps fl oodguard enable !--- Trust IPsec traffic
and avoid going through ACLs/NAT. sysopt connection
pernit-ipsec !--- IPsec and dynamic map configuration.

crypto ipsec transformset nyset esp-des esp-nd5-hmac
crypto dynam c-map dynmap 10 set transform set nyset
crypto map nmymap 10 i psec-i saknp dynam ¢ dynmap /---
Assign IP address for VPN 1.1 Clients. Crypto map nynap
client configuration address initiate crypto map mynap

client configuration address respond !--- Use the AAA
server for authentication (AuthInbound). Crypto nep
mymap client authentication Authlnbound !--- Apply the

IPsec/AAA/ISAKMP configuration to the outside interface.
crypto map nynmap i nterface outside isaknp enabl e outside
!--- Pre-shared key for VPN 1.1 Clients. isaknmp key

¥x*xxkxx address 0.0.0.0 netrmask 0.0.0.0 isaknp identity

address !--- Assign address from "VPNpool" pool for VPN
1.1 Clients. isaknmp client configuration address-poo
| ocal VPNpool outside !--- ISAKMP configuration for VPN

Client 3.x/4.x. isakmp policy 10 authentication pre-
share i saknp policy 10 encryption des isaknp policy 10
hash md5 i saknp policy 10 group 2 isaknp policy 10
lifetinme 86400 !/--- ISAKMP configuration for VPN Client
1.x. isaknp policy 20 authentication pre-share isaknp
policy 20 encryption des isaknp policy 20 hash nd5

i sakmp policy 20 group 1 isaknp policy 20 lifetime 86400
!--- Assign addresses from "VPNpool" for VPN Client
3.x/4.x. vpngroup vpn3000 address-pool VPNpool vpngroup
vpn3000 idle-tine 1800 !--- Group password for VPN
Client 3.x/4.x (not shown in configuration). VpnNgroup
vpn3000 password ******** te|lnet timeout 5 ssh timeout 5
console timeout O terminal wi dth 80

Crypt ochecksum ba54c063d94989cbd79076955dbf eefc : end

pi xfirewal | #

VPN Client 4.0.5 DEETE

VPN Client4.0.5 ZERET D ICIF. XDOFIEEZEITLET,

1. Start > Programs > Cisco Systems VPN Client > VPN Client QJEIZEIRL £9,
2.[New] 22 1J¥Y U LT, [Create New VPN Connection Entry] V14 > ROV ZHE X T,



# ¥PN Client - Yersion 4.0.5 {(Rel) =10 =i
Conneckion Entries - Skatus: Cerkificates: Log Opkions: Help
F 1 .
) = £ =) N Cisco SysTems
Lod o .
Connect Me Impart b ccdify Delete
iConnection Entries; I Certificates I Log l
Connection Entry: / Hiozt Tranzport
4 | i3
| Mot connecked, | 7

B EFRIVNIDOBHEHBAZEANLET, Host AR Y 2 AIZ PIX Firewall @ Outside ® IP 7
RLAZABILET, RIC, VPN IIL—TOBBE/NAT—RZAHDL T [Save] 2V U Y
A%

# ¥PN Client | Create New ¥YPN Connection _ﬁi

Cannection Entiy: | pisvpn W‘
Dezcrption: | connection to pikvpn J 1
Hosk {192 168.1.1

Authentication ITranspn:nrt Backup Servers I Crial-Up I

i+ Group Authentication & Mutual Group Authentication
MName: ypra00
Fagaword: i

Confirn Passward: | =

" Cerhificate Authentication

Mame: I ;I

[T Send 5 Certficate Cham

Erage User Passwnnd I Egr‘.ffg I Cancel

o

4. VPN OSATRDAXLY D14 RONS, FERTDERZD )Y UL T [Connect] RA



EVVYOILET,
# ¥PN Client - Yersion 4.0.5 (Rel) - 101 %]
Conneckion Entries - Status: Certificakes Log Ciptions: Help

_ £ = = - Cisco Srstems
P B A B X L

NEW [mpat b ccdify Delete
Connechon Entries IEertific:ates I Log I

D:unnectlnn Entrg:

Trarzpork
192.168.1.1 IPSec/UDP

4] | ]

| Mot connected, | 7

5. 44 TOYKY YAFERRE NS, Xauth O 1—H%&/NAT— kEHEAD L T [OK]
27uw7b UE_b &Y hI_JLBELET,

# VPN Client - Version 4.0.5 (Rel =10/ %]
Connection Ertiles  Gtatis Cerfificates Log Cptioms  Help
@ ) I;@@ M Cisto StsTeus
Cancel Connect M Irriprort b alifys Delete M
Connection Entries |Eertifin':ates, | Log I
Conrection Entry -/ Host Tranzport
piR¥pn 19216811 IPSec/UDP
# ¥PM Client | User Authentication for plﬂ.'u'_" i!
Cisco SYSTEMS i  ———
..‘J_ . Pazzword: I““’“‘““’“‘ J J.J
|.ﬁ.u|:ha 5
Lht Cancel | <
L [

VPN Client 3.5 O FEE

VPN Client 3.5 ZRE T D ICFROFIEZETLET,

1. [Start] > [Programs] > [Cisco Systems VPN Client] > [VPN Dialer] D JEIZ#EIRL £9,




2.New &2 1) ¥ 2 L T New Connection Entry Wizard Z28 L £,
SHLLVERINUDOBRMZAIL T Next ZV9UY I LET,

Mew Connection Entry Wizard i E[

The WPM Client letz pou create secure connections to
remote networks. This wizard helps you create a
Cisco SysTEMS connection entry for connecting to a specific remote

Marne of the new connection entry:

Ipi:-wpn

Descrption of the new connection entry [optional):

ln:u:nnne::tin:un to pix

« Hack I Mext = I Cancel Help

4. UF—KN =N OEEICERENDY—/NORAREELRE IPFRLAZADL,
[Next| 22y 2 LET,



New Connection Entry Wizard N X|

The following informiatior identifies the server to which
noly connect for accezs to the remote netwarlk,

Cisco SysTEMS
Host name ar IP address of the server;

I1921EE1J|

< Back I ﬂeﬁ‘} | Cancel | Help I

5. [Group Access Information] ZiZRL, JE—K H—NANOTF7 IV AQOFIAICFERAETND B
MENAT—RZADLET, [next]) 20UV I LET,

Mew Connection Entry Wizard > E[

four adruinistrator may have provided pou with group
parameters or a digital certificate to authenticate pour
access o the remote zerver. If zo, select the appropriate
authentication method and complete vour entries .

Gisco SYSTEMS

% Group Access Information

M ame: wpra00

Faszsword, |

Canfirmn —
Fazzward:

£ Certificate

I ame:; l Mo Certificates [nstalled R

walidate Eerhfizate. .

< Back I Meut » I Cancel Help

6. Finsh 22 )Y JLTHLWI M) ZRELEXT,



Mew Connection Entry Wizard H El

You have successfully created a new wirtual private
niebworking connechion entry named:

Gisco SysTEMs

P, =

Chk. Finish to zave thiz entry.

To connect ta the remate network., select the Connect
buttan from the main window.

T o modify thiz connechion entry, click Optionz on the main
window and zelect Properties from the menu that appears.

£ Back, I Finizh I Cancel | Help

7. 24 ¥ > T Connection Entry ZiZIRL, Connect 20U Y UL ET,

& Cisco Systems ¥PN Client |

Cisco SrsTems

Conrection Ento:

Py P ll

Mew... Optiots » |

Hast name ar IP address of remate server:
192.168.1.1

r;gnE'em | Close

8.XATOTRY DANKRENES, Xauth DI—FEENAT— RIEHRZ A DL T [OK]




Z0)v oL, VDE—NZXYRND—DICERLET,

# Cisco Systems ¥PN Client

X

| Cizco Sun N
Connecting to 192.168.1.1

- e

authentication.
sername:

User Authentication for pixypn : _

The zerver has requested the information
@ specified below to complete the uzer

clsco_mistomer

Fazzward:

HEENEE

[T Save Password

Q. Cancel

Eannect

Close

VPN Client 1.1 DEXE

Net work Security policy:
1- TACconn

My ldentity
Connection security: Secure
Renote Party ldentity and addressing
I D Type: | P subnet
10. 89. 129. 128
255. 255, 255. 128
Port all Protocol all

Connect using secure tunne
I D Type: | P address
192.168.1.1

Pr e-shared Key=ci sc01234

Aut henti cation (Phase 1)

Proposal 1
Aut henti cati on nmet hod: pre-shared key
Encryp Al g: DES
Hash Al g: M5
SA life: Unspecified




Key Goup: DH 1
Key exchange (Phase 2)

Proposal 1
Encapsul ati on ESP
Encrypt Al g: DES
Hash Al g: MD5
Encap: tunnel
SA life: Unspecified
no AH

2- O her Connections
Connection security: Non-secure
Local Network Interface
Name: Any
| P Addr: Any
Port: All

FhHYIVF 4> QEM

THOOT AT ZEMTRHOANY ROBIXFROESY TT,

aaa accounting include acctg service inbound|outbound 1_ip 1 mask [f_ip f _mask] server_ tag

FEAE PIXDORETE. COOAXY RAEMENET,

aaa accounting include any inbound
0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound

X :Xauth PHIO> T4 2T KFEBETD = ICIE, sysoptipsec pl-compatible IV > R TR &<
sysopt connection permit-ipsec X > RFBETT, Xauth 7HI T4 Tk, sysoptipsec
pl-compatible Y > REFTRHEELEL A, Xauth 7HI T 12T & TCP #EHEICEXTT
o ICMP £2E UDP ICIFBEXTEH Y £H A,

TACACS+ 7AHOT 427 LOA—ROBAPZRIZRLET,

07/ 27/ 2004 15:17:54 cisco_custoner Default G oup 10.89.129.200 stop 15 .. 99 1879 .. ..
0x5 .. PI X 10.89.129.194 tel net

07/ 27/ 2004 15:17:39 cisco_custoner Default G oup 10.89.129.200 start .. .. .. .. .. ..
0x5 .. PI X 10.89.129.194 tel net

CoTH, BENEREICHBELTVANES P ERRBLET,

TIORTYINAEZ=—TNEY=) (BBI—HEH) (OIT) IF. BED show IX> R&H
R—KLET, OIT ZFEAL T, show AN ROBIOoHZERRLET,

X :debug OV REFATZHIC, Tdebug AV ROEEXERHR. 2B L TKEEV,

VAT MIOT/INY J&KRTRT SICIE Cisco Secure Log Viewer ZERICL T &L,
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. debug cryptoipsec : chZHHALT7I—X20 IPsec XA I—>a>ERRULET,
. debug cryptoisakmp : ChZFEALTT7 I —X1 DO ISAKMP X I—>a>ERALET

hZ70231—b

CCTR. REORSZ TN 1—TFT AV JIEATEZBERERLET. TNV THIBEREN
LTWVWERT,

NSNS aA—F420QEHOIAIV R

TORTYINAVER=TVR Y= (BFRI—YERH) (OIT) F, HED show I RZEYH
R—HhLETF, OIT ZFEAL T, show ANV ROH IO DM ERRLET,

X debug NV RZEATSHEIIC., Tdebug X ROEEZEH. 2FRLTSEEL,

. debug crypto engine : chZFEAL THEB{LI Y 7OAODFNY T&2ITVWET,

PIX ®F/XY T §i

pi xfirewal | #show debug
debug crypto ipsec 1
debug crypto isaknmp 1
debug crypto engi ne
debug fover status

tx O f
rx O f
open O f
cabl e O f
t xdmp O f
rxdmp Of
ifc O f
rxip Of
txip Of
get O f
put O f
verify Of
switch Of
fail Of
fsg Of

VPN Client4.x O F/Xv 4

pi xfirewal | #

crypto_i saknp_process_bl ock: src 192.168.1.2, dest 192.168.1.1
VPN Peer: | SAKMP: Added new peer: ip:192.168.1.2

Total VPN Peers:1

VPN Peer: | SAKMP: Peer ip:192.168.1.2 Ref cnt incremented

to:1 Total VPN Peers:1

OQAK_AG exchange

| SAKMP (0): processing SA payload. nessage ID = 0

| SAKMP (0): Checking | SAKMP transform 1 against priority 10 policy
| SAKMP: encryption 3DES- CBC
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| SAKMP: hash SHA

| SAKMP: default group 2

| SAKMP: ext ended auth pre-share

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0x0 0x20 Oxc4 0x9b

I SAKMP (0): atts are not acceptable. Next payload is 3
I SAKMP (0): Checking | SAKMP transform 2 against priority 10 policy

| SAKMP: encrypti on 3DES- CBC

| SAKMP: hash MD5

| SAKMP: default group 2

| SAKMP: ext ended auth pre-share

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0x0 0x20 Oxc4 0x9b

I SAKMP (0): atts are not acceptable. Next payload is 3
I SAKMP (0): Checking | SAKMP transform 3 against priority 10 policy

| SAKMP: encrypti on 3DES- CBC

| SAKMP: hash SHA

| SAKMP: default group 2

| SAKMP: aut h pre-shared

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0x0 0x20 Oxc4 0x9b

I SAKMP (0): atts are not acceptable. Next payload is 3
I SAKMP (0): Checking | SAKMP transform 4 against priority 10 policy

| SAKMP: encrypti on 3DES- CBC

| SAKMP: hash MD5

| SAKMP: default group 2

| SAKMP: auth pre-share

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0x0 0x20 Oxc4 0x9b

| SAKMP (0): atts are not acceptable. Next payload is 3
I SAKMP (0): Checking | SAKMP transform5 against priority 10 policy

| SAKMP: encrypti on DES- CBC

| SAKMP: hash SHA

| SAKMP: default group 2

| SAKMP: ext ended auth pre-share

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0x0 0x20 Oxc4 0x9b

I SAKMP (0): atts are not acceptable. Next payload is 3
I SAKMP (0): Checking | SAKMP transform 6 against priority 10 policy

ISAKMP: encryption DES-CBC

ISAKMP: hash MD5

ISAKMP: default group 2

ISAKMP: extended auth pre-share

ISAKMP: life type in seconds

ISAKMP: life duration (VPI) of 0x0 0x20 Oxc4 0x9b

ISAKMP (0): atts are acceptable. Next payload is 3

!--- Attributes offered by the VPN Client are accepted by the PIX. | SAKMP (0): processing KE
payl oad. nessage ID = 0 | SAKMP (0): processi ng NONCE payl oad. message ID = 0 | SAKMP (0):
processing | D payl oad. nessage ID = 0 | SAKMP (0): processing vendor id payload | SAKMP (0):
processi ng vendor id payload | SAKMP (0): renpte peer supports dead peer detection | SAKMP (0):
processi ng vendor id payload | SAKMP (0): speaking to a Unity client | SAKMP (0): |ID payl oad next-
payl oad: 10 type : 1 protocol : 17 port : 500 length : 8 I SAKMP (0) : Total payload |length: 12
return status is | KMP_NO ERROR crypto_i saknp_process_bl ock: src 192.168.1.2, dest 192.168.1.1
OQAK_AG exchange | SAKMP (0): processing HASH payl oad. nessage ID = 0 | SAKMP (0): processing
NOTI FY payl oad 24578 protocol 1 spi 0, nessage ID = 0 | SAKMP (0): processing notify

I NI TI AL_CONTACT | PSEC(key_engi ne): got a queue event... |PSEC(key_engi ne_delete_sas): rec'd
delete notify from | SAKMP | PSEC(key_engi ne_del ete_sas): delete all SAs shared with 192.168.1.2
| SAKMP (0): SA has been authenticated return status is | KMP_NO ERROR | SAKMP/ xaut h: request
attribute XAUTH TYPE | SAKMP/ xaut h: request attribute XAUTH USER_NAME | SAKMP/ xaut h: request
attribute XAUTH USER PASSWORD | SAKMP (0:0): initiating peer config to 192.168.1.2. ID =
1623347510 (0x60c25136) crypto_i saknp_process_bl ock: src 192.168.1.2, dest 192.168.1.1

| SAKMP_TRANSACTI ON exchange | SAKMP (0: 0): processing transaction payload from 192. 168. 1. 2.
nessage | D = 84 | SAKMP: Config payl oad CFG REPLY return status is | KMP_ERR _NO RETRANS | SAKMP
(0:0): initiating peer config to 192.168.1.2. ID = 2620656926 (0x9c340d1le)



crypto_i saknp_process_bl ock: src 192.168.1.2, dest 192.168.1.1 | SAKMP_TRANSACTI ON exchange
| SAKMP (0:0): processing transaction payload from 192.168.1.2. nessage ID = 60 | SAKMP: Config
payl oad CFG ACK return status is | KMP_NO ERRCR crypto_i saknp_process_bl ock: src 192.168.1.2
dest 192.168. 1.1 | SAKMP_TRANSACTI ON exchange | SAKMP (0: 0): processing transaction payload from
192.168.1.2. message ID = 0 | SAKMP: Config payl oad CFG REQUEST | SAKMP (0:0): checking request:
| SAKMP: attribute | PA_ADDRESS (1) | SAKMP: attribute | PA_NETMASK (2) | SAKMP: attribute | P4A_DNS
(3) ISAKMP: attribute | PA_NBNS (4) | SAKMP: attribute ADDRESS EXPIRY (5) Unsupported Attr: 5
| SAKMP: attribute APPLI CATI ON_VERSI ON (7) Unsupported Attr: 7 | SAKMP: attribute UNKNOM (28672)
Unsupported Attr: 28672 | SAKMP: attribute UNKNOAN (28673) Unsupported Attr: 28673 | SAKMP
attribute UNKNOAN (28674) | SAKMP: attribute UNKNOAN (28676) | SAKMP: attribute UNKNOMN (28679)
Unsupported Attr: 28679 | SAKMP: attribute UNKNOAN (28680) Unsupported Attr: 28680 | SAKMP
attribute UNKNOMN (28677) Unsupported Attr: 28677 | SAKMP (0:0): responding to peer config from
192.168.1.2. ID = 177917346 return status is | KMP_NO ERROR crypto_i saknmp_process_bl ock: src
192.168. 1.2, dest 192.168.1.1 QAK QM exchange oakl ey_process_qui ck_npde: QAK QM | DLE | SAKMP (0):
processi ng SA payl oad. nessage | D = 942875080 | SAKMP : Checking | PSec proposal 1 | SAKVP:
transform 1, ESP_3DES | SAKMP: attributes in transform |SAKMP: authenticator is HVAC MD5 | SAKMP:
encaps is 1 ISAKMP: SA life type in seconds | SAKMP: SA life duration (VPI) of 0x0O 0x20 Oxc4 0x9b
| PSEC(val i dat e_proposal ): transform proposal (prot 3, trans 3, hnac_al g 1) not supported | SAKVP
(0): atts not acceptable. Next payload is O | SAKMP (0): skipping next ANDed proposal (1) | SAKMP
Checki ng | PSec proposal 2 | SAKMP: transform 1, ESP_3DES | SAKMP: attributes in transform
| SAKMP: aut henticator is HVAC SHA | SAKMP: encaps is 1 ISAKMP: SA life type in seconds | SAKMP: SA
life duration (VPI) of Ox0O O0x20 Oxc4 Ox9b | PSEC(validate_proposal): transform proposal (prot 3,
trans 3, hmac_alg 2) not supported | SAKMP (0): atts not acceptable. Next payload is 0 | SAKMP
(0): skipping next ANDed proposal (2) |SAKMP: Checking | PSec proposal 3 | SAKMP: transform 1,
ESP_3DES | SAKMP: attributes in transform |SAKMP: authenticator is HVAC MD5 | SAKMP: encaps is 1
I SAKMP: SA |ife type in seconds | SAKMP: SA life duration (VPI) of 0x0O 0x20 Oxc4 0x9b
| PSEC(val i dat e_proposal ): transform proposal (prot 3, trans 3, hnmac_al g 1) not supported | SAKVP
(0): atts not acceptable. Next payload is O | SAKMP: Checking | PSec proposal 4 |SAKWP: transform
1, ESP_3DES | SAKMP: attributes in transform |SAKMP: authenticator is HVAC- SHA | SAKMP: encaps is
1 ISAKMP: SA life type in seconds | SAKMP: SA life duration (VPI) of 0x0O 0x20 Oxc4 0x9b
| PSEC(val i dat e_proposal ): transform proposal (prot 3, trans 3, hnac_al g 2) not supported | SAKVP
(0): atts not acceptable. Next payload is O | SAKMP : Checking | PSec proposal 5 | SAKMP: transform
1, ESP_DES | SAKMP: attributes in transform |SAKMP: authenticator is HVAC-MD5 | SAKMP: encaps is
1 ISAKMP: SA life type in seconds | SAKMP: SA life duration (VPI) of Ox0 0x20 Oxc4 Ox9b | SAKMP
(0): atts are acceptable. | SAKMP (0): bad SPI size of 2 octets! |SAKMP: Checking | PSec proposa
6 | SAKWMP: transform 1, ESP_DES | SAKMP: attributes in transform |SAKMP: authenticator is HVAC
SHA | SAKMP: encaps is 1 ISAKMP: SA life type in seconds | SAKMP: SA life duration (VPI) of 0xO
0x20 0Oxc4 0x9b | PSEC(val i date_proposal): transform proposal (prot 3, trans 2, hmac_alg 2) not
supported | SAKMP (0): atts not acceptable. Next payload is O | SAKMP (0): skipping next ANDed
proposal (6) |SAKMP : Checking | PSec proposal 7 | SAKMP: transform 1, ESP_DES | SAKMP: attri butes
in transform |SAKMP: authenticator is HVAC-MD5 | SAKMP: encaps is 1 ISAKMP: SA life type in
seconds | SAKMP: SA |ife duration (VPI) of Ox0O 0x20 Oxc4 Ox9b | SAKMP (0): atts are
accept abl e. | PSEC(val i dat e_proposal _request): proposal part #1, (key eng. nsg.) dest=
192.168.1.1, src= 192.168.1.2, dest_proxy= 192.168. 1. 1/ 255. 255. 255. 255/0/0 (type=1), src_proxy=
10. 89. 129. 200/ 255. 255. 255. 255/ 0/ 0 (type=1), protocol = ESP, transforn= esp-des esp-nd5-hmac ,
Iifedur= 0Os and Okb, spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x4 | SAKMP (0): processing
NONCE payl oad. message | D = 942875080 | SAKMP (0): processing | D payl oad. nmessage | D = 942875080
I SAKMP (0): 1D _IPV4A_ADDR src 10.89.129.200 prot 0 port 0 | SAKMP (0): processing | D payl oad
nmessage | D = 942875080 | SAKMP (0): ID | PVA_ADDR dst 192.168.1.1 prot 0 port Ol PSEC(key_engi ne):
got a queue event... |PSEC(spi_response): getting spi 0x64d7a518(1691854104) for SA from
192.168.1.2 to 192.168.1.1 for prot 3 return status is | KMP_NO ERRCR
crypto_i saknp_process_bl ock: src 192.168.1.2, dest 192.168.1.1 OQAK_QM exchange
oakl ey_process_qui ck_npde: OAK_QM I DLE | SAKMP (0): processing SA payl oad. nessage ID =
3008609960 | SAKMP: Checking | PSec proposal 1 |ISAKMP: transform 1, ESP_3DES | SAKMP: attributes in
transform | SAKMP: authenticator is HVAC- MD5 crypto_i saknmp_process_bl ock: src 192.168. 1.2, dest
192.168. 1.1 QAK_QM exchange oakl ey_process_qui ck_nmode: QAK QM AUTH AWAlI Tnap_al | oc_entry:
allocating entry 2 map_alloc_entry: allocating entry 1 | SAKMP (0): Creating | PSec SAs inbound SA
from192.168.1.2 to 192.168.1.1 (proxy 10.89.129.200 to 192.168.1.1) has spi 1691854104 and
conn_id 2 and flags 4 lifetime of 2147483 seconds outbound SA from 192.168.1.1 to 192.168.1.2
(proxy 192.168.1.1 to 10.89.129.200) has spi 1025193431 and conn_id 1 and flags 4 lifetine of

2147483 seconds | PSEC(key_engine): got a queue event... |IPSEC(initialize_sas): ,(key eng. nsg.)
dest= 192.168.1.1, src= 192.168.1.2, dest_proxy= 192.168.1.1/0.0.0.0/0/0 (type=1), src_proxy=
10. 89.129. 200/ 0.0.0.0/0/0 (type=1), protocol= ESP, transform= esp-des esp-md5-hmac , |ifedur=

2147483s and Okb, spi= 0x64d7a518(1691854104), conn_id= 2, keysize= 0, flags= 0x4



IPSEC(initialize_sas): , (key eng. nsg.) src= 192.168.1.1, dest=192.168.1.2, src_proxy=
192.168.1.1/0.0.0.0/0/0 (type=1), dest_proxy= 10.89.129.200/0.0.0.0/0/0 (type=1), protocol= ESP,
transf or nresp- des esp-nd5-hmac , |ifedur= 2147483s and Okb, spi= 0x3d1b35d7(1025193431), conn_i d=
1, keysize= 0, flags= 0x4 VPN Peer: |PSEC. Peer ip:192.168.1.2 Ref cnt incremented to:2 Total
VPN Peers:1 VPN Peer: |PSEC. Peer ip:192.168.1.2 Ref cnt incremented to:3 Total VPN Peers:1
return status is | KMP_NO ERROR crypto_i saknp_process_bl ock: src 192.168.1.2, dest 192.168.1.1
OAK_QM exchange oakl ey_process_qui ck_node: OAK QM AUTH AWAI Tnap_al l oc_entry: allocating entry 4
map_alloc_entry: allocating entry 3 I SAKMP (0): Creating | PSec SAs inbound SA from 192.168.1.2
to 192.168.1.1 (proxy 10.89.129.200 to 0.0.0.0) has spi 3415657865 and conn_id 4 and flags 4
lifetinme of 2147483 seconds out bound SA from 192.168.1.1 to 192.168.1.2 (proxy 0.0.0.0 to

10. 89. 129. 200) has spi 2383969893 and conn_id 3 and flags 4 lifetime of 2147483

secondsl| PSEC(key_engi ne): got a queue event... IPSEC(initialize_sas): , (key eng. msg.) dest=
192.168.1.1, src=192.168.1.2, dest_proxy= 0.0.0.0/0.0.0.0/0/0 (type=4), src_proxy=

10. 89.129.200/0.0.0.0/0/0 (type=1), protocol = ESP, transformesp-des esp-md5-hnmac , |ifedur=
2147483s and Okb, spi= 0xch96cd89(3415657865), conn_i d= 4, keysize= 0, flags= 0x4
IPSEC(initialize_sas): , (key eng. nsg.) src= 192.168.1.1, dest=192.168.1.2, src_proxy=
0.0.0.0/0.0.0.0/0/0 (type=4), dest_proxy= 10.89.129.200/0.0.0.0/0/0 (type=1l), protocol = ESP,
transf or nresp-des esp-nd5-hmac , |ifedur= 2147483s and Okb, spi= 0x8el187e65(2383969893), conn_i d=

3, keysize= 0, flags= 0x4 VPN Peer: |PSEC. Peer ip:192.168.1.2 Ref cnt increnmented to:4 Total
VPN Peers:1 VPN Peer: |PSEC. Peer ip:192.168.1.2 Ref cnt incremented to:5 Total VPN Peers:1
return status is | KMP_NO ERROR pi xfirewal | #show uauth

Current Most Seen

Aut henti cated Users

1 1

Aut hen I n Progress

0 1

i psec user 'cisco_custoner' at 10.89.129.200, authenticated

pi xfirewal | #

VPN Client 1.1 ®F/Sy ¥

crypto_i saknp_process_bl ock: src 192.168.1.3, dest 192.168.1.1
VPN Peer: | SAKMP: Added new peer: ip:192.168.1.3

Total VPN Peers:1

VPN Peer: | SAKMP: Peer ip:192.168.1.3 Ref cnt increnented to:1
Total VPN Peers:1

OAK_MM exchange

| SAKMP (0): processing SA payload. nessage ID =0

| SAKMP (0): Checking | SAKMP transform 1 against priority 10 policy
encrypti on DES- CBC

| SAKMP: hash MD5
| SAKMP: default group 1
| SAKMP: auth pre-share

| SAKMP (0): atts are not acceptable. Next payload is O
| SAKMP (0): Checking | SAKMP transform 1 against priority 20 policy

| SAKMP: encrypti on DES- CBC
| SAKMP: hash MD5

| SAKMP: default group 1

| SAKMP: auth pre-share

| SAKMP (0): atts are acceptable. Next payload is O

| SAKMP (0): SA is doing pre-shared key authentication

using id type |1 D_| PV4_ADDR

return status is | KMP_NO ERROR

crypto_i saknmp_process_bl ock: src 192.168.1.3, dest 192.168.1.1
OAK_MM exchange

| SAKMP (0): processing KE payl oad. nessage ID = 0

| SAKMP (0): processi ng NONCE payl oad. nmessage ID =0
| SAKMP (0): processing vendor id payl oad

| SAKMP (0): processing vendor id payl oad



return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 192.168.1.3, dest 192.168.1.1
QAK_MM exchange

| SAKMP (0): processing |ID payload. nessage ID = 0

| SAKMP (0): processing HASH payl oad. nmessage ID =0

I SAKMP (0): processing NOTIFY payl oad 24578 protocol 1

spi 0, nmessage ID =20

| SAKMP (0): SA has been authenti cated

| SAKMP (0): | D payl oad
next - payl oad : 8

type 01
pr ot ocol 117
port : 500
| engt h : 8

| SAKMP (0): Total payload length: 12

return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 192.168.1.3, dest 192.168.1.1
| SAKMP: Created a peer node for 192.168.1.3

QAK_QM exchange

| SAKMP (0:0): Need XAUTH

| SAKMP/ xaut h: request attribute XAUTH TYPE

| SAKMP/ xaut h: request attribute XAUTH _USER_NAME

| SAKMP/ xaut h: request attribute XAUTH_USER_PASSWORD

I SAKMP (0:0): initiating peer config to 192.168.1. 3.

I D = 3196940891 (Oxbe8d725b)

return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 192.168.1.3, dest 192.168.1.1
| SAKMP_TRANSACTI ON exchange

| SAKMP (0:0): processing transaction payl oad

from 192.168.1.3. nessage ID = 84

| SAKMP:  Config payl oad CFG_REPLY

return status is | KMP_ERR NO RETRANS

I SAKMP (0:0): initiating peer config to 192.168.1. 3.

I D = 3196940891 (Oxbe8d725b)

crypto_i saknp_process_bl ock: src 192.168.1.3, dest 192.168.1.1
| SAKMP_TRANSACTI ON exchange

| SAKMP (0:0): processing transaction payl oad

from 192.168.1. 3. nessage ID = 60

| SAKMP:  Config payl oad CFG_ACK

I SAKMP (0:0): initiating peer config to 192.168.1. 3.

ID = 1647424595 (0x6231b453)

return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 192.168.1.3, dest 192.168.1.1
| SAKMP_TRANSACTI ON exchange

| SAKMP (0:0): processing transaction payl oad

from 192.168.1.3. nessage ID = 60

| SAKMP:  Config payl oad CFG_ACK

| SAKMP (0:0): peer accepted the address!

return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 192.168.1.3, dest 192.168.1.1
QAK_QM exchange

oakl ey_process_qui ck_node:

OAK_QM | DLE

| SAKMP (0): processing SA payl oad. nessage | D = 802013669

| SAKMP : Checking | PSec proposal 1

| SAKMP: transform 1, ESP_DES

| SAKMP: attributes in transform

| SAKMP: aut henticator is HVAC MD5

| SAKMP: encaps is 1

| SAKMP (0): atts are acceptabl e. | PSEC(val i dat e_proposal _request)



I proposal part #1,

(key eng. nsg.) dest= 192.168.1.1, src = 192.168.1. 3,
dest _proxy= 10. 89. 129. 128/ 255. 255. 255. 128/ 0/ 0 (type=4),
src_proxy= 10. 89. 129. 200/ 255. 255. 255. 255/ 0/ 0 (type=1),
protocol = ESP, transformresp-des esp-md5-hnac ,
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize=0, flags= 0x4

I SAKMP (0): processi ng NONCE payl oad. nmessage | D = 802013669

| SAKMP (0): processing |ID payl oad. nessage | D = 802013669

| SAKMP (0): 1D | PV4_ADDR src 10.89.129.200 prot 0 port O

| SAKMP (0): processing |ID payl oad. nessage | D = 802013669

| SAKMP (0): 1D | Pv4_ADDR SUBNET dst 10.89.129. 128/ 255. 255. 255. 128

prot O port Ol PSEC(key_engi ne): got a queue event...

| PSEC(spi _response): getting spi Oxd7cef 5ba(3620664762)for SA
from192.168.1.3 to 192.168.1.1 for prot 3

return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 192.168.1.3, dest 192.168.1.1
QAK_QM exchange

oakl ey_process_qui ck_node:

OAK_QM AUTH_AVWAI Tmap_al l oc_entry: allocating entry 1

map_al l oc_entry: allocating entry 2

| SAKMP (0): Creating | PSec SAs
i nbound SA from 192.168.1.3 to 192.168.1.1
(proxy 10.89.129.200 to 10.89.129.128)
has spi 3620664762 and conn_id 1 and flags 4
out bound SA from 192.168.1.1 to 192.168.1.3
(proxy 10.89.129.128 to 10.89.129. 200)
has spi 541375266 and conn_id 2 and flags 4
| PSEC(key_engi ne): got a queue event...

IPSEC(initialize_sas): ,
(key eng. msg.) dest= 192.168.1.1, src=192.168.1. 3,
dest _proxy= 10. 89. 129. 128/ 255. 255. 255. 128/ 0/ 0 (type=4),
src_proxy= 10.89.129. 200/ 0.0.0.0/0/0 (type=1),
protocol = ESP, transformresp-des esp-nmd5-hnac ,
|'i fedur= 0s and Okb,
spi = Oxd7cef 5ba(3620664762), conn_i d= 1, keysize= 0, flags= 0x4
IPSEC(initialize_sas): ,
(key eng. msg.) src= 192.168.1.1, dest=192.168.1. 3,
src_proxy= 10. 89. 129. 128/ 255. 255. 255. 128/ 0/ 0 (type=4),
dest _proxy= 10.89.129. 200/0.0.0.0/0/0 (type=1),
protocol = ESP, transformresp-des esp-nmd5-hnac ,
|'i fedur= 0s and Okb,
spi = 0x2044bb22(541375266), conn_i d= 2, keysize= 0, flags= Ox4

VPN Peer: |PSEC. Peer ip:192.168.1.3 Ref cnt increnented
to:2 Total VPN Peers:1

VPN Peer: |PSEC. Peer ip:192.168.1.3 Ref cnt increnented
to:3 Total VPN Peers:1

return status is | KMP_NO ERROR
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