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CDRETIE, CiscolOS IL—2ZFEHLT, NTIY I A VR—TIL A (AFAE—TI
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DXNZALEZRMULET, ChiZ&kY, RANTHEAETABLSBE2LZIPPRLAZEBRNAT

EEXY,

PIXAIN—BASDHAFZY T IPsec BB ZZTAND T AOFMCOWVWTE., FACS
6X:NATICkV), RARTAYIILT RLABEE hiz PIXFirewall EX A4SV JICT RLAKE
EENLI0S L—Z2EOHAFZY D IPSec DEEHy Z2SHBL T EE L),

PIXIASAtEF*1 )T 4 FITSAT AN NI0S IL—BFHS5DFAFZIY Y IPsec EREZ T AN
BDESICHRETAHEICOVWTE., TPIXIASAZX U NAT &Y, AZTAYOICFRLA
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IEEENE PIXFirewall EX A4 TSV OICT RLABEENEIOS L—Z2BOEAFIV YD
IPSec DEREHI ZSBL T EEL,

PIXIASAEF21VFT A TITSAT VAN IOSIL—EZAS5DFAFZY D IPsec EHZZ(TAN
BESICEETDAEICOVTIEE., TPIXIASA7ZX U :NATICEKY, RAZTAYIICFTRLA
EBEENE PIXFirewall EXAFEVIICT RLABEENLZIOS L—RBEOEAFZIV D
IPSec DEREHL ZSRBL T EE L,

Bl R4

B4
CORFIXNIBEOERHEHYEEA,

FATRIIR—F>b

CORFIXVRNOBERE. ROVIKRIITEN—RIITON-TIVICETVTVET,

. Cisco |0S® Y7 hDTT7 UU—2 124

. Cisco PIX Firewall YV 7 hoT7F7 U1)—X6.34
. Cisco Secure PIX Firewall 515E
. Cisco 2811 JL—2%&
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FAXRNTERATEDZINTOFNA AR, DB (F72)N ) REORELSEBLTVET
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HEICOVWTHREICERL TEKBEN HYET,

RECE
KFIXD NERROBMEG. "YRIFIN T4 Y TAOKRK ESRLTIEE W,
AXJE

COEI3AVTR, CORFIXNTHATIMEBEREI S LOICLERFTRERMLT
WET,

E: CORFIAIXINTHEASNATVS IOV ROEMEFINSIZIE. Command Lookup
Tool (BFEI—HYEHA ) ZFEAL TKEEL,
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() Dynamic L2L IPSec Tunnel

10.1.0.0 ) 24
CP Outsid
WLk MM ISP / Intemet
* 172.16.1.0/24 i
Inside
-

PIX515E

BUE

CORFIXVNTR, ROBREFERALET,

- PIX515E
- R2 (Cisco 2811 JL—%& )

PIX 515E

Pl X Version 6.3(4)

interface ethernet0 100full
interface ethernetl 100full
interface ethernet2 shut

nanei f ethernet0 outside security0
nanei f ethernetl inside securityl00
nanei f ethernet2 intf2 security4
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQhbNI dI . 2KYQU encrypt ed
host nane Pl X515E

fixup protocol dns maxi num|ength 512
fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719
fixup protocol http 80

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol sntp 25

fixup protocol sqlnet 1521

fixup protocol tftp 69

nanes

!-—-- The access control list (ACL) to avoid NAT on the
IPsec packets. access-list NO-NAT permit ip 10.1.0.0
255.255.255.0 10.0.0.0 255.255.255.0

!--- The ACL to apply on crypto map. !--- Include the
private-network-to-private-network traffic !--- in the
encryption process. access-list 101 permit ip 10.1.0.0
255.255.255.0 10.0.0.0 255.255.255.0

pager lines 24

| oggi ng on

nt u outsi de 1500

ntu inside 1500

mu intf2 1500

!--- ISP will providthe the Outside IP address.

O

10.85.49.0 ) 24

Router —R2

10.0.0.0v24

N

FE DA




ip address outside dhcp

ip address inside 10.1.0.3 255.255.255.0
ip audit info action alarm

ip audit attack action alarm

no failover

failover timeout 0:00:00

failover poll 15

no failover ip address outside

no failover ip address inside

no failover ip address intf2

pdm hi story enabl e

arp timeout 14400

global (outside) 1 interface

nat (inside) 0 access-list NO-NAT

nat (inside) 1 0.0.0.0 0.0.0.0 0 O

route outside 10.0.0.0 255.255.255.0 172.16.1.5 1
ti meout xlate 3:00:00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0:10: 00 h225 1:00: 00

ti meout h323 0:05: 00 ngcp 0:05:00 sip 0:30:00 sip_nedia
0: 02: 00

ti meout uauth 0:05:00 absolute

aaa- server TACACS+ protocol tacacs+

aaa- server TACACS+ nax-failed-attenpts 3
aaa- server TACACS+ deadtine 10

aaa- server RADI US protocol radius
aaa-server RADI US nax-failed-attenpts 3
aaa- server RADI US deadtine 10

aaa-server LOCAL protocol |oca

no snnp-server | ocation

no snnp-server contact

snnp-server community public

no snnp-server enable traps

fl oodguard enabl e

sysopt connection permit-ipsec

!--- IPsec configuration, Phase 2. crypto ipsec
transform-set DYN-TS esp-des esp-md5-hmac

crypto map IPSEC 10 ipsec-isakmp

crypto map IPSEC 10 match address 101

crypto map IPSEC 10 set peer 10.95.49.1

crypto map IPSEC 10 set transform-set DYN-TS

crypto map IPSEC interface outside

!--- Internet Security Association and Key Management
Protocol (ISAKMP) !--- policy, Phase 1. !--- Note: In
real show run output, the pre-shared key appears as

kkkkkk*k

isakmp enable outside

isakmp key ciscol23 address 10.95.49.1 netmask
255.255.255.255

isakmp policy 10 authentication pre-share
isakmp policy 10 encryption des

isakmp policy 10 hash md5

isakmp policy 10 group 1

isakmp policy 10 lifetime 86400

telnet tinmeout 5

ssh tinmeout 5

consol e tineout 0O

termnal width 80

Crypt ochecksum f 0294298e214a947f c2e03f 173e4a405
: end




R2 ( Cisco 2811 JL—#& )

R2#show running-configuration
Bui | di ng configuration..

Current configuration : 1916 bytes
|
version 12.4

service tinmestanps debug dateti ne nsec
service tinmestanps | og datetime nsec
servi ce password-encryption

|
host nane r 1800
!
boot - st art - mar ker
boot - end- mar ker

!
!
no aaa new node
!
resource policy
|
nmi  pol l'ing-interval 60
no nm auto-configure
no mm pvce

nm  snnp-ti meout 180

i p subnet-zero

ip cef

!
!

no i p dhcp use vrf connected

|

1

no ip ips deny-action ips-interface

|

no ftp-server wite-enable

|

1

!--- ISAKMP policy, Phase 1. crypto isakmp policy 10
hash md5

authentication pre-share

crypto isakmp key 6 ciscol23 address 0.0.0.0 0.0.0.0

|

1

!--- IPsec policy, Phase 2. crypto ipsec transform-set
DYN-TS esp-des esp-md5-hmac

crypto dynamic-map DYN 10

set transform-set DYN-TS

match address 101

1

1

crypto map IPSEC 10 ipsec-isakmp dynamic DYN
1

1

!

interface FastEthernet0/0

i p address 10.95.49.1 255. 255.255.0
ip nat outside

ip virtual -reassenbly

| oad-interval 30

dupl ex auto

speed auto




crypto map IPSEC

1

interface FastEthernet0/1

i p address 10.0.0.1 255.255.255.0

ip nat inside

ip virtual -reassenbly

dupl ex auto

speed auto

!

ip classless

ip route 10.1.0.0 255.255.255.0 10.95.49.2
1
ip http server

no ip http secure-server

!--- Except the private network from the NAT process. ip
nat inside source list 102 interface FastEthernet0/0
overload

!
!--- Include the private-network-to-private-network !---
traffic in the encryption process. access-list 101
permit ip 10.0.0.0 0.0.0.255 10.1.0.0 0.0.0.255

! --- Except the private network from the NAT process.
access-list 102 deny ip 10.0.0.0 0.0.0.255 10.1.0.0
0.0.0.255

access-list 102 permit ip 10.0.0.0 0.0.0.255 any

1
!
control - pl ane
!
!
line con O
exec-timeout 0 O
line aux O

line vty 0 4
exec-timeout 0 O
| ogin

end

i

CoTiR. REFERICHELTVINESHERBLET.

TORTYIDNAVER=TVRY—) (BERI—YEAH) (OIT) F, HED show I RZEYH
R—HhLETF, OIT ZFEAL T, show ANV ROHIDDMERRLET,

. showcryptoisakmpsa : EZ ICETDHRED KKEF¥21UFT1 FYSI—32 (SA) %
FTXTRRLET,
. show crypto ipsec sa : RTED (IPSec ) SA THEAThTUVEIREZRTLET,
. show crypto engine connections active : RENDERE . BB LRTFESILEhENTY N
DER(IL—2DHk ) ZERRLET,
WMADODETTSAZI )T IBRENHYET,

REE—RT, XOPIXOXYY REERITLET,

. clear cryptoisakmpsa: 7T —X1SAZIVUTFLET,
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. clearcryptoipsecsa: 7I—AX2SA%ZVUFLEY,
A1 FZF—7I) E—RT, ROIL—2 IXV REERTLET,

. clear cryptoisakmp : 7I—X1SAZVUTFLET,
.clearcryptosa: 7I—X2SAZVJFLET,

hZ70231—b

Ot AR, BEORNZ TN 1—FT42TZTIBICSBLTSEZL,

NSNS aA—F420QEHOIAIV R

TORTYINAVER=TVRY—) (BFRI—YERH) (OIT) F, HEND show I RZEYH
R—HhLETF, OIT ZFEAL T, show ANV ROH IO DMERRLET,

Tdebug AV ROEELZEH., 2SR TEEL,

X :debug AN REMFHTDHEIIC,

- show crypto isakmp sa : BEETFICHDFTXTHDIKESAZRRLET,
- show crypto ipsec sa : BBIED (IPSec ) SA CHEATNTVAREEZRRLET,
. show crypto engine connections active : REDER L, BB RTESLEhENTY N

OER (IL—2DHh ) ZRRLET,

BOE TR

—BEABILLBETUE—NFIEAIPSecVPN D RS TLS 1 —F 1452 EDWT

. Cisco PIX Firewall YV 7 RO ITTF

. CiscoSecure PIX 77AFJ#—=)) AR R UZPLA
- Requests for Comments (RFCs)

. IPSec x> I—>3a IKEZOMIL
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