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BLTLKEZVL, COXEOREIL, BEZENEREATVET,
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COXYZ1F7ILTHERALTVWARAOHF T, 2MBOKNFTARNKRA > N%ZEHEFD IKEvT LAN-to-LAN
RFRILHFEGIL—RICHYNET, A, CORERFELVWRSICBAET, LEL, <D VPN
ROZRILBGEGEORFORNSOHKABRTEERT, <hid. catrust-point I > R Internet
Security Association and Key Management Protocol ( ISAKMP ) 7’17 7 1 L O B{ED =8 (" fE
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Ao
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Cisco Tld, BH O ISAKMP 7’O7 74 HFHY) ., JO—NILEBEENENTANRSA O NEE
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CAl CA2
E0/O E0/O

192.168.0.3/24 192.168.0.4/24

3Witeh lo0: 192,168.200.1/24
loD: 192.168.100.1/24 ol: 192.168.200.1/
@ E0/0: 192.168.0.1/24 E0/0: 192.168.0.2/24 e

Tun(: 10.0.0.1/24 Tun(: 10.0.0.2/24

R1 R2

D IKEVI 0BT, BIL—ROFEIAR (CA) ZELL2BORNFARNRA NIHY, KT
ARKRAY NOFAENBRENTVET,

R1 A ISAKMP A Z> I —X2THDHBE. PRI BEYICZISI—NEh, NST714v 0l
REENET, ChFEELEEETT. RN ISAKMP /A ZI—&2THh38BE., 7I—X1X%
doI—2a> iEBLET,

FE:IONZATIIOIKEVZ2 OFITE, RAROZETRLYS 2T IKEVI OFITRLU 12
EOERUTY,

NTYy N 70OE A

CCTR, N7y RRBRTOLALERAE NS, IKEVI & IKEV2 DREONUI—T 3> e,
AT TMRMEOHDIBEICOVTHAL XY,

HROTAREMA TS IKEVT

EHOIPEEEATS IKEVI DR1 %Y RJ—2 & VPN REERICRLET,

crypto isaknp policy 10
encr 3des

hash nd5

group 2

crypto isaknp profile profl
self-identity fqdn
ca trust-point IOSCA1l



mat ch identity host R2.cisco.com
!
crypto i psec transformset TS esp-aes esp-sha256-hmac
node tunne
!
crypto ipsec profile profl
set transformset TS
set isaknp-profile profl
!
interface LoopbackO
description Simulate LAN
i p address 192.168.100.1 255. 255. 255.0
!
interface Tunnel 1
i p address 10.0.0.1 255.255.255.0
tunnel source Ethernet0/0
tunnel destination 192.168.0.2
tunnel protection ipsec profile profl
!
interface Ethernet0/0
i p address 192.168.0.1 255.255.255.0

ip route 192.168.200.0 255.255.255.0 10.0.0.2

EMOTRBEHEATS IKEVI DR2 XY RT—2& VPN BEERICRLET,

crypto i saknmp policy 10
encr 3des

hash nd5

group 2

crypto i saknp profile profl
self-identity fqdn
mat ch identity host Rl.cisco.com
!
crypto i psec transformset TS esp-aes esp-sha256-hmac
node tunne
!
crypto ipsec profile profl
set transformset TS
set isaknp-profile profl
!
interface LoopbackO
i p address 192.168.200.1 255. 255.255.0
!
interface Tunnel 1
i p address 10.0.0.2 255.255.255.0
tunnel source Ethernet0/0
tunnel destination 192.168.0.1
tunnel protection ipsec profile profl
|
interface Ethernet0/0
i p address 192.168.0.2 255.255.255.0

ip route 192.168.100.0 255.255.255.0 10.0.0.1

COPITRE. RIC2BEORZARRAZ M HYET, 1HB T IOSCA1 ZEAL, 2B T
& IOSCA2 ZEAL &Y,



crypto pki trustpoint IOSCAl
enrol | ment url http://192.168.0. 3: 80
seri al - nunber
fgdn R1.cisco.com
i p-address 192.168.0.1
subj ect - name CN=R1, OU=I T, O=ci sco, O=com
revocati on-check crl

1

crypto pki trustpoint IOSCA2
enrol | ment url http://192.168.0. 4: 80
seri al - nunber
fgdn R1.cisco.com
i p-address 192.168.0.1
subj ect - name CN=R1, OU=I T, O=ci sco, O=com
revocati on-check crl

COPITRE, RRICE2EORZARRA M HYET, 1B T IOSCA1 ZEAL, 2 EH
T IOSCA2 2fERL & T,

crypto pki trustpoint IOSCAl
enrol | ment url http://192.168.0. 3: 80
seri al - nunber
fgdn R2.cisco.com
i p-address 192.168.0.2
subj ect - name CN=R2, OU=I T, O=ci sco, O=com

revocati on-check crl
1
crypto pki trustpoint IOSCA2
enrol | ment url http://192.168.0. 4: 80
seri al - nunber
fgdn R2.cisco.com
i p-address 192.168.0. 2
subj ect - name CN=R2, OU=I T, O=ci sco, O=com
revocati on-check crl

CNESDREILHD 1 DDEWVICEEIDEHNEETY, R1ISAKMP 7O7 7 AT
IOSCA1 S ARRA > MR catrust-point IV REFEALET, chik, R1 TR, COK
EDORZARRAY NEX > TREZNADEAROZZBTRIDCLEERLET, chicxL,
R2ZETO-NNCERENIEIXNTORTARRA Y MK 2 TRIEE WD IXTOAAEFZRE
FLEY,

IKEv1 1 Z> I —2&ELTOR1
RIZ,RTER2OBAFOFNYYT IR RZRLET,
- R1# debug crypto isakmp

- R1# debug crypto ipsec
- R1# debug crypto pki validation

ST, R1EE, PURILZRKBL, MM3 ICANTIEHEERZEBLET,



*Jun 20 13:00: 37.609: | SAKMP: (0): SA request profile is profl
*Jun 20 13:00: 37.610: | SAKMP (0): constructing CERT_REQ for issuer
cn=CAl, o=cisco, o=com
*Jun 20 13:00: 37.610: | SAKMP: (0): sending packet to 192.168.0.2
my_port 500 peer_port 500 (1) MV _SA SETUP
*Jun 20 13:00:37.610: | SAKMP: (0): A d State = IKE_I_MW New State = IKE I _MM3

CcONTY NMIRE—DOIHABEROANEENTVSHCEICEBLTLKEEZY, chiF
IOSCA1 RSAMRLS FNEATYT, chlk, ISAKMP 7’07 7 1 )L ( CN=CA1, O=cisco,
O=com ) DREDHRETTFHENDEETT, MICEBFEENIAAETEREHVELEA, D
& &, Embedded Packet Capture #gE THRIITE £ T,

Mc~ |Time |5QI..|H:E |Drﬁtinatiun IPrﬂtucuI| Lengthl Infa
18 2013-06-20 192.168.6.1 192.168.0,2 ISAKHP 192 Tdentity Protection (Main Mode)
19 2013-06-20 192.168.0.2 192,168.0,1 ISAKHP 132 Identity Protection (Main Mode)
70 2612-86-20 192.168.08.1 192.168.0.2 ISAKHP 355 Identity Protection (Main Mode)
21 2013-06-20 192,168.0.2 192,168.0,1 ISAKMP 755 Identity Protection (Main Mode)
22 2013-06-20 192,168.0.1 192,168.0.2 ISAKHP 736 Identity Protection (Main Mode)
2
1

23 20013-06-20 192.168.0.2 192.168.8,.1 TSAKMP 712 Tdentity Protection (Main Mode)
24 20013-06-20 192,.168.0.1 192.168.0.2 TISAKHMP 192 Quick Hode
25 20013-06-20 192 . 16E_ A2 192.TAR. 0.1 TSAKHP 192 rick Mode
Frame 208: 355 bytes on wire (2848 bits), 355 bytes captured (2840 bits)
Raw packet data
Internet Protocol Yersion 4, Src: 192,168.8.1 (192.168.0.1), Dst: 192.168.0.2 (192.168.08.2)
User Datagram Protocol, Src Port: isakmp (588), Dst Port: isakmp (588)
Internet Security Association and Key Management Frotocol
Initiater cookie: 2a718318c5500119
Responder cookie: 62717993a5ch9%ad
Mext payload: Key Exchange (4)
¥Yersiom: 1.0
Exchange type: Identity Protection (Main Mode) (2)
Flags: ©xad
Message ID: Ox@o0oo00000
Length: 327
Type Payload: Key Exchange (4)
¢ Type Payload: Nonce (18)
* Type Payload: Certificate Request (7)
Next payload: Yendor ID (13)
Payload length: 51
Certificate Type: X.509 Certificate - Signature (4)
= Certificate Authority Signature: @

{4 = ¥ w =

-

=

© rdnSequence: 3 items (id-at-commonMame=CAl, id-at-organizationMName=cisco, id-at-organizationName=com)
Type Payload: Yendor ID (13) : RFC 3706 DPD (Dead Peer Detection)
Type Payload: Yendor ID (13) : Unknown Yendor 1D
l'ype Payload: Yendor ID (13) : XAUTH
Type Payload: NAT-D (RFC 3947) (2a)
Type Payload: NAT-D (RFC 3947) (2a)

oW W W o

R2EGNT Y NEZETHE, AMAEEROMEEZBHBLET., ChiZky), MMSORRIICFERE
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&, ISAKMP/NT Y NOEIAEERRAO—REBFUTY, child, BIO—BHNFEREND
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*Jun 20 13:00: 37.617: | SAKMP: (1010): peer wants a CT_X509_SI GNATURE cert
*Jun 20 13:00:37.617: | SAKMP: (1010): peer wants cert issued

by cn=CA1, o=ci sco, o=com
*Jun 20 13:00: 37.617: Choosing trustpoint IOSCAl as issuer

TNHE., RREMMAZERBLET., Chik, IXNTOEEENENTANRSA Y NOFIAEERE
BUNTYRNTT, RRIFISAKMP LARVATH B, JO—NILERENEITXNTORNS

ARRKRAY NFEEENET (catrust-point FFERFREEIAEZV )., RTARRKRIINDSE52
@ (IOSCA1 BRVIOSCA2 ) FFETEZETNTHY, BYBEBEFICERZRENTVERT,

*Jun 20 13:00:37.617: | SAKMP (1010): constructing CERT_REQ
for issuer cn=CAl,o=cisco,o=com

*Jun 20 13:00: 37.617: | SAKMP (1010): constructing CERT_REQ
for issuer cn=CA2,o0=cisco,o=com

*Jun 20 13:00: 37.617: | SAKMP (1010): constructing CERT_REQ
for issuer ou=Class 3 Public Primary Certification Authority,
o=VeriSign, Inc.,c=US

*Jun 20 13:00: 37.617: | SAKMP (1010): constructing CERT_REQ
for issuer cn=Cisco SSCA2,0=Cisco Systems

*Jun 20 13:00: 37.617: | SAKMP (1010): constructing CERT_REQ
for issuer en=Cisco Manufacturing CA,o=Cisco Systems

*Jun 20 13:00: 37.617: | SAKMP (1010): constructing CERT_REQ
for issuer cn=Cisco Root CA 2048,0=Cisco Systems

*Jun 20 13:00: 37.617: | SAKMP (1010): constructing CERT_REQ
for issuer cn=Cisco Root CA M1l,o0=Cisco

*Jun 20 13:00: 37.617: | SAKMP: (1010): sendi ng packet to
192.168.0.1 nmy_port 500 peer_port 500 (R) MM _KEY_EXCH

*Jun 20 13:00: 37.617: | SAKMP: (1010): Sendi ng an | KE | Pv4 Packet .

*Jun 20 13:00: 37.617: | SAKMP: (1010): I nput = | KE_MESG_ | NTERNAL,
| KE_PROCESS_COWPLETE

*Jun 20 13:00:37.617: | SAKMP: (1010): O d State = | KE_R_MvB
New State = IKE R MM4

Wireshark TN Y RZRIETEET, R2HASO MM4A /NIy N 7 BOSEAZEERI > NU %
EATLVET,



Ne= | Time Source Destination | Protocol| Length| Info

18 2013-06-20 192.168.0.1 192.168.0.2 ISAKMP 192 Identity Protection (Main Mode)
19 2013-06-20 192.168.0.2 192.168.0.1 ISAKMP 132 Identity Protection (Main Mode)
20 2013-06-20 192.168.0.1 192.168.0.2 ISAKMP 355 Identity Protection (Main Mode)
212013-06-20 192,168.08,2 192,168.0,1 755 Identity Protection

22 2013-06-20 192.168.0,1 192,168.08.2 ISAKMP 736 Identity Protection (Main Mode)

23 2013-06-20 192.168.0.2 192.168.0.1 ISAKMP 712 Identity Protection (Main Mode)
24 2013-06-20 192.168.0.1 192.168.0.2 TISAKMP 192 Quick Mode
25 2013-06-28 192.168.0.2 192.168.0.1 TSAKMP 192 Ouick Mode

* Frame 21: 755 bytes on wire (6848 bits), 755 bytes captured (6848 bits)
Raw packet data
Internet Protocol VWersion 4, Src: 192.168.8.2 (192.168.0.2), Dst: 192.168.0.1 (192.168.0.1)
User Datagram Protocel, Src Port: isakmp (580), Dst Port: isakmp (500)
Internet Security Association and Key Management Protocol
Initiator cookie: 2a710318c¢5500119

q = = =

Responder cookie: 62717993a5ch9%ad
Next payload: Key Exchange (4)
Version: 1.8
Exchange type: Identity Protection (Main Mode) (2)
b Flags: 0x00
Message ID: Qx00000800
Length: 727
Type Payload: Key Exchange (4)
Type Payload: Nonce (18)
Type Payload: Certificate Request (7)
Type Payload: Certificate Request (7)
Type Payload: Certificate Request (7)
Type Payload: Certificate Request (7)
Type Payload: Certificate Request (7)
Type Payload: Certificate Request (7)
Type Payload: Certificate Request (7)
Type Payload: Vendor ID (13) : CISCO-UNITY 1.6
Type Payload: Yendor ID (13) : RFC 3706 DPD (Dead Peer Detection)
Type Payload: Vendor ID (13) : Unknown Yendor ID
Type Payload: Vendor ID (13) : XAUTH
Type Payload: NAT-D (RFC 3947) (20)
Type Payload: NAT-D (RFC 3947) (20)

- - - I - D - - - - N - - -

K, R EFEBOMAZTER7 A —I)LRZFEODMME 2 R2HSZFELERT,

*Jun 20 13:00: 37.623: | SAKMP: (1010): processi ng CERT_REQ payl oad. nessage ID = 0
*Jun 20 13:00: 37.623: | SAKMP: (1010): peer wants a CT_X509_SI GNATURE cert

*Jun 20 13:00: 37.623: | SAKMP: (1010): peer wants cert issued by

cn=CAl, o=cisco,o=com

*Jun 20 13:00: 37.623: | SAKVMP. Examining profile list for trustpoint IOSCAl

*Jun 20 13:00: 37.623: | SAKMP. Found matching profile for IOSCAl

*Jun 20 13:00:37.623: Choosing trustpoint IOSCAl as issuer

*Jun 20 13:00: 37.623: | SAKMP: (1010): processi ng CERT_REQ payl oad. nessage ID = 0
*Jun 20 13:00: 37.623: | SAKMP: (1010): peer wants a CT_X509_SI GNATURE cert

*Jun 20 13:00: 37.623: | SAKMP: (1010): peer wants cert issued by
cn=CA2,o0=cisco,o=com

*Jun 20 13:00: 37.623: | SAKMP: (1010): processi ng CERT_REQ payl oad. nessage ID = 0
*Jun 20 13:00: 37.623: | SAKMP: (1010): peer wants a CT_X509_SI GNATURE cert

*Jun 20 13:00: 37.623: | SAKMP: (1010): peer wants cert issued by ou=Class 3

Public Primary Certification Authority,o=VeriSign, Inc.,c=US

*Jun 20 13:00: 37.623: | SAKMP: (1010): processi ng CERT_REQ payl oad. nessage ID = 0



*Jun 20 13: 00: 37.623: | SAKMP: (1010): peer wants a CT_X509_SI GNATURE cert
*Jun 20 13:00: 37.623: | SAKMP: (1010): peer wants cert issued by
cn=Cisco SSCA2,0=Cisco Systems

*Jun 20 13:00: 37.623: | SAKMP: (1010): processing CERT_REQ payl oad. nessage ID =0
*Jun 20 13:00: 37.623: | SAKMP: (1010): peer wants a CT_X509_SI GNATURE cert

*Jun 20 13:00: 37.623: | SAKMP: (1010): peer wants cert issued by

cn=Cisco Manufacturing CA,o=Cisco Systems

*Jun 20 13:00: 37.623: | SAKMP: (1010): processing CERT_REQ payl oad. nessage ID =0

*Jun 20 13:00: 37.623: | SAKMP: (1010): peer wants a CT_X509_SI GNATURE cert

*Jun 20 13:00: 37.623: | SAKMP: (1010): peer wants cert issued by

cn=Cisco Root CA 2048,0=Cisco Systems

*Jun 20 13:00: 37.623: | SAKMP: (1010): processing CERT_REQ payl oad. nessage ID =0
*Jun 20 13:00: 37.623: | SAKMP: (1010): peer wants a CT_X509_SI GNATURE cert
*Jun 20 13:00: 37.623: | SAKMP: (1010): peer wants cert issued by

cn=Cisco Root CA M1l,o=Cisco

R1 ORIO—FHIIL—I)LICKY), IOSCA1 FSAMRSA NOBRAIOIHABERE—HBLET,
nICKY, RINNSARNKRAZ NMOSCATICB EF TS N -FEFABREMMSORIEICFER TS &
FREEhET, TLBHRXAVBFQADN)FIKEIDELTHERAEhET, Chik, ISAKMP 7
07 7 4 )L O self-identity fqdn BEIC &K V) £,

*Jun 20 13:00: 37.624: | SAKMP (1010): constructing CERT payl oad for serial Number =
100+i paddr ess=192. 168. 0. 1+host nane=R1.cisco.com, ch=R1, ou=l T, o=ci sco, o=com
*Jun 20 13:00: 37.624: | SAKMP: (1010): using the IOSCAl trustpoint's

keypair to sign

MM5A'R2ICK 2 TEFEEh, BEBEThFET, ZEL IKE ID(R1.cisco.com)EISAKMPZ'O 7 7
AI)proflE —HLET, ZELLAAEN RIS h, FRAIAKILET,

*Jun 20 13:00: 37.625: | SAKMP: (1010): processing | D payl oad. nmessage ID =0
*Jun 20 13:00:37.625: | SAKMP (1010): ID payl oad
next - payl oad : 6

type 2

FQDN nane : Rl.cisco.com
pr ot ocol 117

port : 500

| engt h 1 20

*Jun 20 13:00: 37.625: | SAKMP: (0):: peer matches profl profile
*Jun 20 13:00: 37.626: CRYPTO PKI: (A0013) Certificate validation succeeded
*Jun 20 13:00: 37.626: | SAKMP: (1010): SA aut henti cation status:

aut henti cat ed

RIZ, R2 1F IOSCAT1 LBAERITSNTWVWAAAZICL > T MM6 Z22HBL £,

*Jun 20 13:00: 37.627: | SAKMP (1010): constructing CERT payl oad for serial Number =
101+i paddr ess=192. 168. 0. 2+host nane=R2. ci sco. com cn=R2, ou=l T, o=ci sco, o=com
*Jun 20 13:00: 37.627: | SAKMP: (1010): using the IOSCAl trustpoint's keypair to sign
*Jun 20 13:00: 37.632: | SAKMP: (1010): sendi ng packet to 192.168.0.1
my_port 500 peer_port 500 (R) MM _KEY_EXCH



NTY NER1TREETN, R1 FAABERAZRIALET .

*Jun 20 13:00:37.632: | SAKMP (1010): received packet from 192.168.0.2
dport 500 sport 500 dobal (1) MM KEY_EXCH
*Jun 20 13:00: 37.632: | SAKMP: (1010): processing |ID payl oad. nmessage ID =0
*Jun 20 13:00:37.632: | SAKMP (1010): ID payl oad

next - payl oad : 6

type D2

FQDN nane : R2.cisco.com
pr ot ocol ;17

port ;500

| ength ;20

*Jun 20 13:00:37.632: | SAKMP: (0): Creating CERT validation list: |OSCAL
*Jun 20 13:00: 37.633: CRYPTO PKI: (80013) Certificate validation succeeded

*Jun 20 13:00: 37.637: | SAKMP: (1010): SA aut hentication status:
aut henti cat ed
*Jun 20 13:00: 37.637: | SAKMP: (1010): A d State = I KE_| _MVb
New State = IKE_P1l_COMPLETE

SnT, 7I-X1AFRTLES. 7I-ZX2RBEEEBYICRZIVI—RehEd, AR
REBCRIESN, NS71YorREENET,

IKEV1 1 Z>T—2ELTOR2

BT, R2ARU IKEVI > RILZRBLIZEEOTOLAE, BYEhBZWERIZDL
THELET,

F AOETRLEHIENEZERICEETZIHPTOXKICEREHTEDLSIC, OJ0—BH &
HIREhTVWET,

R2ZIE ISAKMP A7 7 AL EBEENITSNERNTARRLA U MFBEVED (TRXTORTA
RRAKNEFE). R2 TR 7 DOFHAZEERRAMO—REZEL MM3 ZIEELE T,

*Jun 17 18:08:44.321: | SAKMP (0): constructing CERT_REQ for
issuer cn=CAl,o=cisco,o=com

*Jun 17 18:08:44.321: | SAKMP (0): constructing CERT_REQ for
issuer cn=CA2,o=cisco,o=com

*Jun 17 18:08:44.321: | SAKMP (0): constructing CERT_REQ for
issuer ou=Class 3 Public Primary Certification Authority,
o=VeriSign, Inc.,c=US

*Jun 17 18:08:44.321: | SAKMP (0): constructing CERT_REQ for
issuer cn=Cisco SSCA2,o0=Cisco Systems

*Jun 17 18:08:44.321: | SAKMP (0): constructing CERT_REQ for
issuer cn=Cisco Manufacturing CA,o=Cisco Systems

*Jun 17 18:08:44.321: | SAKMP (0): constructing CERT_REQ for



issuer cn=Cisco Root CA 2048,o0=Cisco Systems
*Jun 17 18:08:44.321: | SAKMP (0): constructing CERT_REQ for
issuer cn=Cisco Root CA M1l,o=Cisco
*Jun 17 18:08:44.321: | SAKMP (0): sending packet to 192.168.0.1
my port 500 peer_port 500 (I) MM_SA_SETUP

R1ITRER2ZASNTY h2ZETD L, AEAZTERZLEL, IOSCA1 FFARRLY MY —H
LEF, chickt), MM6 TREBEh2AHBIRELET,

*Jun 17 18:08:14.321: | SAKMP: (1099): processing CERT_REQ payl oad.
message ID =0
*Jun 17 18:08:14.321: | SAKMP: (1099): peer wants a CT_X509_SI GNATURE cert
*Jun 17 18:08:14.321: | SAKMP: (1099): peer wants cert issued by
cn=CAl,o=cisco,o=com
*Jun 17 18:08: 14. 321: Choosing trustpoint IOSCAl as issuer
*Jun 17 18:08:14.321: | SAKMP: (1099): processing CERT_REQ payl oad.
message ID =0
*Jun 17 18:08:14.321: | SAKMP: (1099): peer wants a CT_X509_SI GNATURE cert
*Jun 17 18:08:14.321: | SAKMP: (1099): peer wants cert issued by
cn=CA2,o0=cisco,o=com
*Jun 17 18:08:14.321: | SAKMP: (1099): processing CERT_REQ payl oad.
message ID =0
*Jun 17 18:08:14.321: | SAKMP: (1099): peer wants a CT_X509_SI GNATURE cert
*Jun 17 18:08:14.321: | SAKMP: (1099): peer wants cert issued by
ou=Class 3 Public Primary Certification Authority,o=VeriSign, Inc.,c=US
*Jun 17 18:08:14.321: | SAKMP: (1099): processing CERT_REQ payl oad.
message ID =0
*Jun 17 18:08:14.321: | SAKMP: (1099): peer wants a CT_X509_SI GNATURE cert
*Jun 17 18:08:14.321: | SAKMP: (1099): peer wants cert issued by
cn=Cisco SSCA2,0=Cisco Systems
*Jun 17 18:08:14.321: | SAKMP: (1099): processing CERT_REQ payl oad.
message ID =0
*Jun 17 18:08:14.321: | SAKMP: (1099): peer wants a CT_X509_SI GNATURE cert
*Jun 17 18:08:14.321: | SAKMP: (1099): peer wants cert issued by
cn=Cisco Manufacturing CA,o=Cisco Systems
*Jun 17 18:08:14.321: | SAKMP: (1099): processing CERT_REQ payl oad.
message ID =0
*Jun 17 18:08:14.321: | SAKMP: (1099): peer wants a CT_X509_SI GNATURE cert
*Jun 17 18:08:14.321: | SAKMP: (1099): peer wants cert issued by
cn=Cisco Root CA 2048,0=Cisco Systems
*Jun 17 18:08:14.321: | SAKMP: (1099): processing CERT_REQ payl oad.
message ID =0
*Jun 17 18:08:14.321: | SAKMP: (1099): peer wants a CT_X509_SI GNATURE cert
*Jun 17 18:08:14.321: | SAKMP: (1099): peer wants cert issued by
cn=Cisco Root CA M1, o=Cisco

TND%E. R1FCOIAEERRAO—RTMMANT Y R E2HBELET, ChTIEEHEERARS
O— RAEHREFETDELSICEYELLE,

*Jun 17 18:08:14.321: | SAKMP (1099): constructing CERT_REQ for issuer
cn=CA2, 0=cisco,o=com

*Jun 17 18:08:14.321: | SAKMP (1099): constructing CERT_REQ for issuer
cn=CAl, o=cisco,o=com

*Jun 17 18:08:14.322: | SAKMP (1099): constructing CERT_REQ for issuer
ou=Class 3 Public Primary Certification Authority,

o=VeriSign, Inc.,c=US

*Jun 17 18:08:14.322: | SAKMP (1099): constructing CERT_REQ for issuer



cn=Cisco SSCA2,o0=Cisco Systems

*Jun 17 18:08:14.322: | SAKMP (1099): constructing CERT_REQ for issuer
cn=Cisco Manufacturing CA,o=Cisco Systems

*Jun 17 18:08:14.322: | SAKMP (1099): constructing CERT_REQ for issuer
cn=Cisco Root CA 2048,o0=Cisco Systems

*Jun 17 18:08:14.322: | SAKMP (1099): constructing CERT_REQ for issuer
cn=Cisco Root CA M1l,o=Cisco

*Jun 17 18:08:14.322: | SAKMP: (1099): sending packet to 192.168.0.2
my_port 500 peer_port 500 (R) MM _KEY_EXCH

Embedded Packet Capture ( EPC ) & &K ¥ Wireshark TOY Z#IEL £,

No. |Time Source ‘ Destination | Protocol | Lengthl Info

2 2013-06-17 192.168.0 192.168.6.1 TISAKMP 192 TIdentity Protection (Main Mode)
3 2013-06-17 192.168.0. 192.168.0.2 ISAKMP 132 TIdentity Protection (Main Mode)
4 2013-06-17 192 153,3 192 lﬁE B 1 ISAKHP 735 Identity Protection (Main Mode)
5 2013-06-17 1 A, 1 TSAKMF 755 Identity Protection (Main Mode
6 2013-06-17 192 153 2 192 153 B 1 ISAKHP 736 Identity Protection (Main Mode)
T 2013-06-17 192.168.0.1 192.168.0,2 ISAKMP 755 Identity Protection (Main Mode)
8 2013-06-17 192.168.08.2 192.168.0,1 ISAKMP 736 Identity Protection (Main Mode)
9 2013-06-17 192.168.8.1 192.168.8.2 ISAKMP 755 Identity Protection (Main Mode)

8.08,2 B.1

8.0.1 8.2

8.0.2 8.1

8.0.1 8.2

I =

10 2013-06-17 192.16 192.168. ISAKMP 736 Identity Protection (Main Mode)
11 2013-06-17 192.16 192.168. ISAKMP 755 Identity Protection (Main Mode)
12 2013-06-17 192.16 192.168. ISAKMP 736 Identity Protection (Main Mode)

13 2013-06-17 192.16 192,168, ISAKMP 755 Identity Protection (Main Mode)
5 Flags: Ox00

Message ID: OxPOOOOGOO

Length: 727

Type Payload: Key Exchange (4)

Type Payload: Nonce (1@)

Type Payload: Certificate Request (7)

Type Payload: Certificate Request (7)

Type Payload: Certificate Request (7)

Type Payload: Certificate Request (7)

Type Payload: Certificate Request (7)

Type Payload: Certificate Request (7)

Type Payload: Certificate Request (7)

Type Payload: Vendor ID (13) : CISCO-UNITY 1.0
Type Payload: Vendor ID (13) : RFC 3706 DPD (Dead Peer Detection)
Type Payload: Vendor ID (13) : Unknown Vendor ID
Type Payload: Yendor ID (13) : XAUTH

Type Payload: NAT-D (RFC 3947) (20)

Type Payload: NAT-D (RFC 3947) (20)

L - - - - - - -

R1®ISAKMP Z7O7 7 A )IE—DRNZARNRKA N (I0OSCAT1) AICEREENTVWETH, &
BEND2EROMHAEERNHYET, ik, ISAKMP 7O7 7 1)L O ca trust-point ¥ > K
HIAARERRAMO—RERETSH—HFT, I— ﬂﬁg®SNWPt“/a/®4 SI—ART
HE2BECRSNDEDTT, IL—FINLARVEZTHDEE. RITEZOIKEEY>avIC
FRIDISAKMP ZVO7 74 E2EEIREBETEREVLED, JO—NILERENEITRKTORTA
RRANCRTHIEHRDIAAZEERRAMO—RAFBYET,

BEIKEEY> 32k, IKEIDZEOCMMSNDZEE, BEDISAKMPZ’O7 7AIIICNA> REh
F9, TOE, BEOZ7O7 7AINIERT B match identity IX > RIZK 2T, IKEEYZah



ZT7A77AINCNA 2 RENFET, EEL, I—FTRIOBRETICCNEHBITEEE A,
E7O0774I)AICREETNTWVWSEALS catrust-point AV RICKDEHD ISAKMP 7’07
FANTHDTEMEFHYET,

LEAST, RI TRIO—NILBEEENLEINTORNSTANRSA 2 NOAZEREZXFTHH
BENFHUERT,

catrust-point AN ROIONV R D7 7L AZZRLTLKEEV,

IKE 2Bt T2 —R & IKE BERICEETDIIL—ZFZDORNTANRSA Y MREBEWVICHHN TS
DREHFHYET, LA, RAAIZXFYESIUBRUORIEZERTHORLEIL—2 (IKE X
1> F—RK) Tk, CERT-REQRAMO—ROZEEERIC, JO0-N)IL D> 714F1L—>3a >R
TERENERNSARNRA M ERAETNATVRHEEFHYYET, LAL., TOIL—2 TR, i
BHEOKRIADLEHIZC ISAKMP 7O7 74 IIATERENENTARNRSA 2 NOFHIBRU AN EA
ENTVBRBENHYET, EP (IKEDAZSI—Z )N, RTZARNKRLA DI BEIL—ZD
JO0-NIL VDANRKRICEETZH, IBEEIL—20 ISAKMP 7O7 7 A4 )L AICFFEL 5 VWEEH
ERFEATRILSICKREETNTVEZEES, TOMBAERFESEhET, (L, BHBIL—ZIC
&2T, BEL—2070-N)A>74F2L—232HAORNTARNKRSA MFRBREA TV
BVWEEIE., TOMBPERFRIMENET ),
CCTRYIDIHEERRAO—RERHTZDLEHICMMANT Y NOFEMERIILET,

= Type Payload: Certificate Request (7)
Mext payload: Certificate Request (7)
Payload length: 51
Certificate Type: X.509 Certificate - Signature (4)
= Certificate Authority Signature: @

- rdnSequence: 3 items (id-at-commonMame=CA2,id-at-organizationName=cisco,id-at-organizationNamescom
r Type Payload: Certificate Request (7)
P Type Payload: Certificate Request (7)
b Type Payload: Certificate Request (7)
b Type Payload: Certificate Request (7)
b Type Payload: Certificate Request (7)
b Type Payload: Certificate Request (7)

R1 ASEFEEND MM4 N7V MCiE, BEAEN A VAR —ILEATVWRIEFAERAT, KD
ALAEERRAO—RICIOSCA2 RZARRAY RFEHSNATVET, HRIORAO—RE
IOSCA2 hZARRA Y MCL > TREETATLET,

Rl#sh crypto pki certificates
Certificate
Status: Avail able
Certificate Serial Number (hex): 03
Certificate Usage: Ceneral Purpose
| ssuer:
cn=CA2
0=ci sco
o=com
Subj ect :
Narme: RL1.ci sco.com
| P Address: 192.168.0.1
Serial Nunber: 100
seri al Nunber =100+i paddr ess=192. 168. 0. 1+host name=R1. ci sco. com
cn=R1
ou=IT


//www.cisco.com/en/US/partner/docs/ios-xml/ios/security/a1/sec-cr-c1.html

0=cCi sco
o=com
Validity Date:

start date: 13:25:01 CET Jun 17 2013
end date: 13:25:01 CET Jun 17 2014

Associ ated Trustpoints: | OSCA2

<output omtted, 1 nore Rl cert signed by CAl, 2 nore CA certs>

R DAEAZTERRAO—RIZIOSCA1 RTFARRAU MABENDEED R2 A 5iEE

MM3 NT v M EEBL TS EZ W,

R2#sh crypto pki certificates
Certificate
Status: Avail able

Certificate Serial Number (hex): 02

Certificate Usage: Ceneral Purpose
| ssuer:

cn=CAl

0=ci sco

o=com
Subj ect :

Nane: R2.cisco.com

| P Address: 192.168.0.2

Serial Nunber: 101

seri al Nunber =101+i paddr ess=192. 168. 0. 2+host nane=R2. ci sco. com

cn=R2

ou=IT

0=ci sco

o=com
Validity Date:

start date: 13:23:49 CET Jun 17 2013
end date: 13:23:49 CET Jun 17 2014

Associ ated Trustpoints: | OSCAL
St orage: nvram CAl#2. cer

<output omtted, 1 nore R2 cert signed by CA2, 2 nore CA certs>

Tha

CCT,. R2IE. RIASMMANTY haeZ{EL, AIAZEROLEZRHKBL T, HZYIDILH
EERRAO—REFIOSCA2 RZARRL NE—HLET,

*Jun 17 18:08: 44.335: | SAKMP: (1100):

message ID =0

*Jun 17 18:08: 44.335: | SAKMP: (1100):
*Jun 17 18:08: 44.335: | SAKMP: (1100):

cn=CA2, o0=cisco,o=com

processi ng CERT_REQ payl oad.

peer wants a CT_X509_SI GNATURE cert
peer wants cert issued by

*Jun 17 18:08:44.335: Choosing trustpoint IOSCA2 as issuer

*Jun 17 18:08: 44.335: | SAKMP: (1100):

message ID =0

*Jun 17 18:08: 44.335: | SAKMP: (1100):
*Jun 17 18:08: 44.335: | SAKMP: (1100):

cn=CAl, o=cisco,o=com

*Jun 17 18:08: 44.335: | SAKMP: (1100):

message ID =0

*Jun 17 18:08:44.335: | SAKMP: (1100):
*Jun 17 18:08:44.335: | SAKMP: (1100):
ou=Class 3 Public Primary Certification Authority,o=VeriSign, Inc.,c=US

processi ng CERT_REQ payl oad.

peer wants a CT_X509_SI GNATURE cert
peer wants cert issued by

processi ng CERT_REQ payl oad.

peer wants a CT_X509_SI GNATURE cert
peer wants cert issued by



*Jun 17 18:08: 44. 335:
message ID =0

*Jun 17 18:08:44.335: | SAKMP: (1100):

*Jun 17 18:08:44.335: | SAKMP: (1100):
cn=Cisco SSCA2,o0=Cisco Systems

*Jun 17 18:08:44.335: | SAKMP: (1100):
message ID =0

*Jun 17 18:08:44.335: | SAKMP: (1100):

*Jun 17 18:08:44.335: | SAKMP: (1100):
cn=Cisco Manufacturing CA,o=Cisco Systems

*Jun 17 18:08:44.335: | SAKMP: (1100): processing
message ID =0

*Jun 17 18:08:44.335: | SAKMP: (1100):

*Jun 17 18:08:44.335: | SAKMP: (1100):
cn=Cisco Root CA 2048,o0=Cisco Systems

*Jun 17 18:08:44.335: | SAKMP: (1100): processing
message ID =0

*Jun 17 18:08:44.335: | SAKMP: (1100):

*Jun 17 18:08:44.335: | SAKMP: (1100):
cn=Cisco Root CA M1l,o=Cisco

| SAKMP: (1100): processi ng CERT_REQ payl oad.
peer wants

peer wants

a CT_X509_SI GNATURE cert
cert issued by
processi ng CERT_REQ payl oad.

peer wants
peer wants

a CT_X509_SI GNATURE cert
cert issued by

CERT_REQ payl oad.

peer wants
peer wants

a CT_X509_SI GNATURE cert
cert issued by

CERT_REQ payl oad.

peer wants
peer wants

a CT_X509_SI GNATURE cert
cert issued by

MM5NTY NE%#ETDEE, R2 TIEIOSCA2 FSARNRA NEBRERFTShTVAIEAER
EFEALET,

*Jun 17 18:08: 44. 335:
using id type | D_FQDN
*Jun 17 18:08:44.335: | SAKMP (1100):
next - payl oad : 6

| SAKMP: (1100) : SA is doing RSA signature authentication

I D payl oad

type 2

FQDN nane R2.cisco.com
pr ot ocol 17

port 500

| engt h 20

*Jun 17 18: 08:44.335: | SAKMP: (1100): Total payl oad |l ength: 20
*Jun 17 18:08:44.335: | SAKMP: (1100): | KE->PKI Get CertificateChain to be sent

to peer state (1) MM _KEY_EXCH (peer
*Jun 17 18:08: 44.335: | SAKMP: (1100):
to peer state (1) MM _KEY_EXCH (peer
*Jun 17 18:08:44.336: | SAKMP (1100):

192.168.0. 1)
PKI - >| KE Got
192.168.0. 1)
constructing CERT payload for

CertificateChain to be sent

serialNumber=101+ipaddress=192.168.0.2+hostname=R2.cisco.com,cn=R2,
ou=IT,o=cisco,o=com
R2#
*Jun 17 18:08: 44. 336:
keypair to sign
*Jun 17 18:08:44.336: | SAKMP: (1100): sending packet to 192.168.0.1
my_port 500 peer_port 500 (1) MV _KEY_EXCH
*Jun 17 18:08:44.336: | SAKMP: (1100): Sendi ng an | KE | Pv4 Packet .

| SAKMP: (1100): using the IOSCA2 trustpoint's

MM5/XT Y RARITEEENhET, R1IKIOSCAIN T A MRS > NISAKMPZ'O7 714 )L
proff )N K ZEFEHIT BB, FAEOKRIFEIKLET,

*Jun 17 18:08:44.337: | SAKMP (1100): received packet from 192.168.0.2

dport 500 sport 500 d obal (R) MM KEY_EXCH
*Jun 17 18:08:44.337: | SAKMP: (1100): | nput = | KE_ MESG FROM PEER, | KE_MM EXCH
*Jun 17 18:08:44.337: | SAKMP: (1100): O d State =IKE. R MM New State = | KE_ R MVb
*Jun 17 18:08:44.337: | SAKMP: (1100): processing | D payl oad. nmessage ID =0



*Jun 17 18:08:44.337: | SAKMP (1100): ID payl oad
next - payl oad : 6
type 2
FQDN nane ! R2.cisco.com
pr ot ocol 17
port 500
| engt h 1 20
*Jun 17 18:08:44.337: | SAKMP: (0):: peer matches profl profile
*Jun 17 18:08:44.337: | SAKMP: (1100) : processing CERT payload. nessage ID =0
*Jun 17 18:08:44.337: | SAKMP: (1100): processing a CT_X509_SI GNATURE cert
*Jun 17 18:08:44.337: | SAKMP: (1100): | KE->PKI Add peer's certificate state
(R) MM _KEY_EXCH (peer 192.168.0. 2)
*Jun 17 18:08:44.337: CRYPTO PKI: (900C5) Adding peer certificate
*Jun 17 18:08:44.337: | SAKMP: (1100): PKI->lI KE Added peer's certificate state
(R) MM _KEY_EXCH (peer 192.168.0. 2)
*Jun 17 18:08:44.337: | SAKMP: (1100): | KE->PKI Get PeerCertificateChain state
(R) MM _KEY_EXCH (peer 192.168.0. 2)
*Jun 17 18:08:44.337: | SAKMP: (1100): PKI->I KE Got PeerCertificateChain state
(R) MM _KEY_EXCH (peer 192.168.0. 2)
*Jun 17 18:08:44.337: | SAKMP: (1100): peer's pubkey isn't cached
*Jun 17 18:08:44.337: | SAKMP: (1100): Profile has no keyring, aborting key search
*Jun 17 18:08:44.337: | SAKMP: (0): Creating CERT validation list: IOSCAL,
*Jun 17 18:08:44.337: | SAKMP: (1100): I KE->PKI Validate certificate chain state
(R) MM _KEY_EXCH (peer 192.168.0. 2)
*Jun 17 18:08:44.337: CRYPTO PKI:ip-ext-val:IP extension validation not required
*Jun 17 18:08:44.341: CRYPTO PKI: (900C5) Check for identical certs
*Jun 17 18:08:44.341: CRYPTO PKI: (900C5) Create a list of suitable trustpoints
*Jun 17 18:08:44.341: CRYPTO PKI: (900C5) No suitable trustpoints found
*Jun 17 18:08:44.341: | SAKMP: (1100): PKI->IKE Validate certificate chain state
(R) MM _KEY_EXCH (peer 192.168.0. 2)
*Jun 17 18:08:44.341: % RYPTO 5-1 KMP_I NVAL_CERT: cCertificate received from
192.168.0.2 is bad: unknown error returned in certificate validation
R1#
*Jun 17 18:08:44.341: | SAKMP: (1100): Unknown error in cert validation, -1
NEREFE. R1 TOAAEORFRIEFHFEE > TVIIE, BIICKRTE hBEAEN IOSCAT

I\77\ RRADRNCZR>TEREATVROBELET., £lz. MM4 ORI OFAZTERRA
O—REIOSCA1 RZARRARTHY), ChIFRICR2 TERENT, MMBICANTRI T
ERCRIEETIET,

7’07 7 4 ca trust-point I¥> KD & IKEv1

BEROZ7O77ALERNTAMNRAV N ZERALTWE—AT, ZA77ALIZBEEDO RN T AN
RARNERELTWARWSFUATIE, catrust-point IV REBEICK 2 THRIE NI RBED
RZARKRAY NOBREEABZWVED, BERE®HY EBA. £LEL, BR7OCLAGHSH TRE
WCENBHYNET, A ZI—XFTHBDIN—RICIHLUT, SERECEZOIEFICEAL TREZ'O
T ARICELDAAEN BRENET,

AAER. BERICEAT S —RWE/N\Y S 2BHTEAWV X509 /N—232 1 8L, #E0

—HOREFTHR-—RNTERZZENHY)ET, VPN RO RILBERO—FORA S DHELT
EBRENBYNET,

IKEv1 ® RFCUZ7F7L2A



RIZ RFC4945 O —#f5 2 RLE T,
3271 FIEAKEE DIEE

F—BEBHROA /N Rz ERTIHHES, RETR, REOXBBELCO—HIL RV —T
BARNICEETESELRBEIET NSANTUH—EIC CERTREQ ZERTHIHLENHY) K
9,

RFC FEBARETRE B EB A, VT NISAKMP 7O7 7 4 )L TEREE 1 /- ca trust-point AN >/
ReO—AN RV —FARHICHREL TVWSBENFrGYVERT, BERK. 7O0LAD MM3 &
CMME RAT—2TRE,. IDDIPPRLABRERNTARRANZHERALTVWEVRY, 7’0t
AD MM5 AT—2 8 MM6 AT —U TORRINETTRETIHLEN HB 1, ISAKMP 7’07
FANBBIRTERBRVCEILHYET, LENF2T, FNAMARACEREETNATVDIINTORNT A
RRA4AhEO—AIL RV —FHARWICEEL XTI,

¥ 0B, Cisco EETEAL, IKEvI EETT,

F—NR—Zv 732 IDDHS IKEv2 7O7 7 1 )LiER

IKEV2 DEBOEAEZHATIRIC, INTOTOVT7AILNERBLET—HTD ID FEAEISD
BEO7TO7T7TAINBREZEZEMIBDCENEETT, COZFUATE, IKEv2 XIS I —
JAVORRNEBOERICKETZ O, #HEENDDFTIUATREHY) EEA. IKEVI TH—
N=2v7327O07 71N 2ERAIZBEIERAUEENfr #ELET,

RIZIKEV2Z A Z T—2BEDHFZRLET,

crypto i kev2 proposal prop-1
encryption 3des

integrity nd5

group 2

1
crypto i kev2 policy pol-1

match fvrf any

proposal prop-1

1
crypto i kev2 profile profilel

match identity renpte address 192.168. 0.2 255. 255. 255. 255
identity |local address 192.168.0.1
aut hentication renpbte rsa-sig

aut hentication |local rsa-sig

pki trustpoint TPl

crypto i psec transformset trans esp-3des esp-sha-hmac
node tunne

!
crypto ipsec profile profilel

set transformset trans

set ikev2-profile profilel

!
interface LoopbackO

i p address 192.168. 100.1 255. 255. 255. 255


http://www.ietf.org/rfc/rfc4945.txt

interface Tunnel 1

i p address 10.0.0.1 255.255.255.0

tunnel source Ethernet0/0

tunnel destination 192.168.0.2

tunnel protection ipsec profile profilel
1

interface Ethernet0/0

i p address 192.168. 0.1 255.255.255.0

ip route 192.168.200.1 255. 255. 255. 255 10.0.0. 2

IDZA7OTF7 RLAR, EHomAlicERAEhET, COFITE, SEBEEEN LU LR (e
BFXF—ICTBEETME ) FEETRHOYEEA, BEIKEV2Z NRF 74V OEITXNT—HTHE
Bo7O077AINNLARIAIZHYYET,

crypto i kev2 proposal prop-1

encryption 3des

integrity nd5

group 2

!
crypto i kev2 policy pol-1

match fvrf any

proposal prop-1

1
crypto i kev2 profile profilel

match identity remote address 192.168.0.1 255.255.255.255
identity |local address 192.168.0.2

aut hentication renpte rsa-sig

aut hentication |local rsa-sig

pki trustpoint TPl

1

crypto i kev2 profile profile2

match identity remote address 192.168.0.1 255.255.255.255
identity |local address 192.168.0.2

aut hentication renpte rsa-sig

aut hentication |local rsa-sig

pki trustpoint TPl

1

crypto i kev2 profile profile3

match identity remote address 192.168.0.1 255.255.255.255
identity |local address 192.168.0.2

aut hentication renpte rsa-sig

aut hentication |local rsa-sig

pki trustpoint TPl

crypto i psec transformset trans esp-3des esp-sha-hmac
nmode tunne

|

crypto ipsec profile profilel

set transformset trans

set ikev2-profile profilel

!

interface LoopbackO

i p address 192.168.200.1 255. 255. 255. 255
!

interface Tunnel 1

i p address 10.0.0.2 255.255.255.0

tunnel source Ethernet0/0

tunnel destination 192.168.0.1



tunnel protection ipsec profile profilel
!

interface Ethernet0/0
i p address 192.168. 0.2 255.255.255.0

ip route 192.168.100.1 255.255. 255. 255 10.0.0.1

AZYI—RE3BEDIKEV2 N Y hEREL. LARVARSELLEIDICESWVT7OY
FAINEBRTDLEN BV ET, IDEIPvA 7 RLRA (192.168.0.1) TF,

IKEv2: (SA ID = 1):Searching policy based on peer's identity '192.168.0.1' of
type 'IPv4 address'

IRNTOTO77AIEEEREE 1TV S match identity AN RICK>TZDID EZ®/BELET,
IOS BEENPZRENC7O7 74, ZOHITIE profile3 ZiBIRL £,

| KEv2: f ound matching | KEv2 profile 'profile3

B % #REET % 2 (k. show crypto ikev2 profile I RZEADLET,

¥:707740MC2T)Y 9 FRLA(0.000)FH3BETE, BIREELTTY,
1I0S BHRELE —BORREZATLELA,. BIO—BOREEZHRTLUET, £EL. Zh
RETDIORFINTOTO7 7 A4 JLICE LU match identity remote IY > RFREZ T
BPBEALTTY., EBD2—HIDIIL—IIFr®H3 KEVI BT IKEV2 7O7 71 ILDBAE,
BREEANABTO77AIIUNEICEAETNE T, Cisco TlE, BREhD7O774I)L%EF
B3N #L V=& overlapping match identity X > RERELAEZ7O77AILER
BLBEWCEZHRLET,

CcOF)FTE, profile3 ZL AR ATEERL TVWETH, profilet ZER ORI A2 —T I
AACEALTVWET, Chicky), Z7O0F> DAZRISI—RENBEZICIS—HRREN
x£¥9,

*Jul 17 09: 23:48.187: map_db_check_ isakmp profile profile did not match
*Jul 17 09:23:48.187: map_db_find_best did not find matching map
*Jul 17 09:23:48.187: | PSEC(i psec_process_proposal):
proxy identities not supported
*Jul 17 09:23:48.187: IKEV2: (SA ID = 1): There was no
| PSEC policy found for received TS
*Jul 17 09:23:48.187: IKEV2: (SAID = 1):
*Jul 17 09:23:48.187: IKEv2: (SA ID = 1): Sending TS unacceptable notify

AR EFERAITSIBSO IKEV2 70—

ALAEN IKEV2 TRALICHEAETNEBE, 1 ZI—XBHAONT Y NTIAREFERR/O—



ReEFELEREA

| KEv2 | KE_SA I NIT Exchange REQUEST
Payl oad contents:

SA KE N VI D VI D NOTI FY( NAT_DETECTI ON_SOURCE_| P)
NOTI FY( NAT_DETECTI ON_DESTI NATI ON_| P)

LARVARFCOARAT—TRERTZD7O77AINICETIABERFELZVES, SIASER
RAO—R (B2NXTYR)EFRTO CATIHELET, BHRESTNTY M1 Z>I—4
ICEEENET,

| KEv2 | KE_SA I NIT Exchange RESPONSE
Payl oad contents:
SA KE N VI D VI D NOTI FY( NAT_DETECTI ON_SOURCE_| P) NOTI FY
( NAT_DETECTI ON_DESTI NATI ON_| P) CERTREQ NOTI FY( HTTP_CERT LOCKUP_SUPPORTED)

AZT—RBNTY N EREL, REENIZCAE—HIBDRNTAMNKRA N EZBRLET,

IKEV2: (SAID = 1):[IKEv2 -> PKI] Retrieving trustpoint(s) from
recei ved certificate hash(es)
IKEV2: (SAID = 1):[PKI -> I KEv2] Retrieved trustpoint(s): 'TPl'

AZ2T—RF, RIC, AAEEREAAERMO—ROBLEEZEHTIFEBONT Y NEEE
LET, <O/N7 Y K Diffie-Hellman (DH ) 7 T—ADF —BEEERICK > TI TICHES{LE
nNTVERT,

I KEv2: (SA ID = 1):Building packet for encryption.

Payl oad contents:
VID IDi CERT CERTREQ NOTI FY(HTTP_CERT_LOOKUP_SUPPORTED) AUTH CFG SA TSi
TSr NOTI FY( | NI TI AL_CONTACT) NOTI FY( SET_W NDOW S| ZE) NOTI FY( ESP_TFC_NO_SUPPORT)
NOTI FY( NON_FI RST_FRAGS)

ABBONTY NELARUENSAZOT—RICEFEN, AIABRAO—ROKEBATL
£9,

| KEv2 | KE_AUTH Exchange RESPONSE

Payl oad contents:

VID I Dr CERT AUTH SA TSi TSr NOTI FY( SET_W NDOW Sl ZE) NOTI FY( ESP_TFC_NO_SUPPORT)
NOTI FY( NON_FI RST_FRAGS)

CCTHAEIR7O0—R, IKEVI EEBLTVET, LARVAR, EATZT7O77 /L OH
WU THHEERRAO— REBHICREIIRLEF S E T, COBR, ED IKEVI ICH
TAEECELURENRELET ( ZARJLOBRAS ) o KL, I0S MEEE. IKEV1 &
W& IKEV2 ICBL TVWERT,



AZ>T—2RA0 IKEV2 RERTFARMRA2 B

RIZ, IKEV2 A Z2 I —XNARAERAEH Y T7O7 74 INOERZRTL. 070774
CRZARRA MHRESNATVEWHZRLET,

crypto i kev2 profile profilel

match identity renpte address 192.168. 0.2 255. 255. 255. 255
identity local address 192.168.0.1

aut hentication renote rsa-sig

aut hentication local rsa-sig

RBOONTY NME, FIRLIERS CAEAEERRAO—RBLTREBENET, LARIEINS
OREFCE. JO0-NIL a2 T74F1L—>32 E—RTERENLEIXNTORTARNRSAZ K
DIAZFBERRAO—RABENRTVET, ChHFMZOTI—RICELI2TEFEENET,

*Jul 17 17:40:43.183: IKEV2: (SAID = 1):[IKEv2 -> PKI] Retrieving trustpoint(s)
from received certificate hash(es)

*Jul 17 17:40:43.183: IKEV2: (SAID = 1):[PKI -> | KEv2] Retrieved
trustpoint(s): 'TP1l'

*Jul 17 17:40:43.183: CRYPTO PKI: crypto_pki _get_cert_record_by_subject()

*Jul 17 17:40:43.183: CRYPTO PKI: Found a subject match

*Jul 17 17:40:43.183: CRYPTO PKI: crypto_pki _get_cert_record_by_subject()

*Jul 17 17:40:43.183: CRYPTO PKI: Found a subject match

*Jul 17 17:40:43.183: CRYPTO PKl: Trust-Point TPl picked up

*Jul 17 17:40:43.183: CRYPTO PKI: 1 matching trustpoints found

*Jul 17 17:40:43.183: IKEV2: (SAID = 1):[IKEv2 -> PKI] Retrieving trustpoint(s)
from received certificate hash(es)

*Jul 17 17:40:43.183: IKEV2: (SAID = 1):[PKI -> | KEv2] Retrieved
trustpoint(s): 'TP2'

*Jul 17 17:40:43.183: CRYPTO PKl: Trust-Point TP2 picked up

*Jul 17 17:40:43.183: CRYPTO PKI: crypto_pki _get_cert_record_by_subject()

*Jul 17 17:40:43.183: CRYPTO PKI: Found a subject match

*Jul 17 17:40:43.183: CRYPTO PKI: crypto_pki _get_cert_record_by_subject()

*Jul 17 17:40:43.183: CRYPTO PKI: Found a subject match

*Jul 17 17:40:43.183: CRYPTO PKI: 1 matching trustpoints found

*Jul 17 17:40:43.183: IKEv2: (SA ID = 1): Failed to build certificate payload

AZOI-3TREBBEILERAITDIVDEDHDNZARNRANIFDLYERA, i,
IKEV2ORENIKEVI ELERENDEBZIEWVWT T, IKEV2A Z2 T —RICEK, KEV2A Z2 I —4&
ZO77ANLNTRZARNRLAU MHFBREENTVRREN B ETH, IKEV2ZL ARV HZF &
BEhYEREA

OAX>RYUTZFPLUADSOER¥ZRIZRLET,

IKEV2Z’O7 7AARELCNTARNRA Y MAERENTVWEWES, F74)MTR, JO—
NILBRETERENTVRIINTORZARNRA U N 2EAL TAEAZEZRAL KT
RBADRNFARNKRAVRNEERTIZDENTERT, BEAC 1 HCKRAALCHIC1ETT, &
SRECEL, KEV2Z7O77ANCHEARNTANRA YV N ERET D ETRFBRE B VEE
FHYNERT,


//www.cisco.com/en/US/partner/docs/ios-xml/ios/security/m1/sec-cr-p1.html#wp2513418959

IKEv2 1 Z>IT—2ELTDR2

COBITRE, RRFIKEV2AZI—XTT,

crypto i kev2 profile profilel

match identity renpte address 192.168. 0.1 255. 255. 255. 255
identity local address 192.168.0.2

aut hentication renote rsa-sig

aut hentication local rsa-sig

pki trustpoint TP1

pki trustpoint TP2

COBITIE, R1AIKEV2 LARYATT,

crypto i kev2 profile profilel

match identity renpte address 192.168. 0.2 255. 255. 255. 255
identity local address 192.168.0.1

aut hentication renote rsa-sig

aut hentication local rsa-sig

pki trustpoint TP1

CCT, RRIJIFEABERBLTHAONTY NEEFLET, LARVARE, BEEIATVST
NTORZFARRAD NIRRT RAABERTHELE T RAO—ROJEFE IKEVT EEHET
HV), 1A= ILENTVRARECHKFELET,

Rl#show crypto pki certificates
Certificate
Status: Available
Certificate Serial Nunmber (hex): 04
Certificate Usage: GCeneral Purpose
| ssuer:
cn=CA2

Associated Trustpoints: TP2

RTICREENTVRRIOIAAER TP2 NZFAMRAY NEREFRITFTSAhTVWE 20, RO
AEARERRAIO—RBETP2 FZFARMRA NERERNTSNTVWS CARATY, LA DT,
R2 TR, CheffiAICBRLET (RIO—BIL—J ),

R2#

*Jul 17 18:09:04.542: IKEV2: (SA ID
*Jul 17 18:09:04.542: IKEV2: (SA ID
fromreceived certificate hash(es)
*Jul 17 18:09:04.542: IKEV2: (SAID = 1):[PKI -> IKEv2] Retrieved
trustpoint(s): 'TP2'

*Jul 17 18:09:04.542: IKEV2: (SAID = 1):[IKEv2 -> PKI] Getting cert chain for
the trustpoint TP2

1): Processi ng IKE_SA_INIT message
1):[IKEv2 -> PKI] Retrieving trustpoint(s)



*Jul 17 18:09:04.542: IKEv2: (SAID = 1):[PKI -> IKEv2] GCetting of cert chain
for the trustpoint PASSED

RIZ, RAGTP2ICBIEMN TS h-fIFARERRAO—RESLHE (NTYR3) ZEBLET
o RIBTPIRTSARNRLA UV NCHTIRIACKREESATVS 0, IIAREFHETEEEA,

*Jul 17 18:09:04.550: IKEV2: (SAID = 1):[IKEV2 -> PKI] Retrieving trustpoint(s)
fromreceived certificate hash(es)
*Jul 17 18:09: 04.550: IKEv2: (SA ID = 1):[PKI -> | KEv2] Retrieved
trustpoint(s): 'TP1’'
*Jul 17 18:09:04.550: IKEV2: (SAID = 1):[IKEV2 -> PKI] Getting cert chain for
the trustpoint TP1
*Jul 17 18:09:04.550: IKEV2: (SAID = 1):[PKI -> IKEv2] GCetting of cert chain
for the trustpoint PASSED
*Jul 17 18:09:04.550: IKEv2: (SA ID = 1): Get peer's authentication nethod
*Jul 17 18:09:04.550: IKEv2: (SA ID = 1): Peer's authentication nethod is ' RSA
*Jul 17 18:09:04.550: IKEV2: (SAID = 1):[IKEv2 -> PKI] Validating

certificate chain

*Jul 17 18:09: 04.554: IKEv2: (SA ID = 1):[PKI -> | KEv2] Vvalidation of certificate
chain FAILED

*Jul 17 18:09:04.554: |KEv2: (SA ID = 1):Verification of peer's authentication
data FAILED

*Jul 17 18:09:04.554: IKEv2: (SA ID = 1): Sending authentication failure notify
*Jul 17 18:09:04.554: IKEv2: (SA ID = 1):Building packet for encryption.

Payl oad contents:

NOTIFY (AUTHENTICATION FAILED)

BIRL =& SIZ, Cisco TRRE—D IKEV2 VA7 7AIICEBO RS ARNKRA U M EFERALEWV
CEEHBLET, BHRORNSANRA U M E2FERTZEHEEE, MATELICEAU NS ARNRS
VRNEEHEIBZDCEERBIDIMVENHYET, FEAF. RMER2TE., 707 74)LIC TP1
BRUOTP2 AREENTVERT,

=

ST, CONZATIITHALERBOENZRLET,

AMAEERRAMO—ROABRRKREICE>TELEYET, BEORNFTARNRA 2 KN ISAKMP 7°
O77A4)EICEKREENTSY), II—FZNISAKMP A Z I —XTHH5HE. MM3 OIEEREE
RECORTFARNRANEBEERITSNTVB CALETZERET, L, AUIL—FH
ISAKMP L ARV A DIBE. COIL—RICKI2TEEEND MMANTY NCRRITO-NILES
ENLEIXTORNTANRSA Y NADEBEEHEERRAMO—RFEENTVWET (catrust-
pmMJ?/hE%HbRUﬂA) ik, ISAKMP L AR ATk, MM5 Z23Z{EL T MM4

CEFENTVRAHEERZZFELERTHAOH T, FRAITIHVENDHS ISAKMP 7O77 ()L %
BETEDLEHTT,

MM3 8 RT MM4 QORERAZEERRAMO—RIEE, FRIO—BIIL—INFHDLHICEETT, HID
—ZI)L—I)LIE, MM5 & MM6 TORRREICHERFIAENBRICEAETNENTARNKRS 2 NER
ELET,

AAEERRAMO—ROIEFEE, 1 VAR =—ILEhTVWBHAEOIEFICE > TREVET,
show crypto pki certificate A > RKOHDICRTRENZDBAOAABRORIT I BRAICEFTEh



T, CORANAABTREBRRICERESNEAHAETI.

B—@QISAKMP Z7OA77A)LNAICEBORNSARNRA VN ERETDCENTEET, chiER
TFULEBE., RO IXNTOI—INEEHEEBACAET,

CONZATINICREETN TV IBES LT ESFIANT, IKEVI ZORILORFICKDED
TYo Al AT—2JFE MM5 & MM6 THRAELXRTAH, RALAORTK (GIAZSER ) IEATIL
E0HBISAKMP 7O77ANICEATHHBBL T, RITAT—IT (BHI ) XETIHNYE
AHVYWET, Chik Cisco BENRETIR AL, IKEv1 ZORNIJLORFFICHDHIRICEHEL T
WET,

IKEV2 ZORNJLGEBENXRIS I -3 JOEAICDOVWT IKEVT EBTVWET, ZEL.
IOS TORETRK, 1 ZI—XAICKBEDORNZARNRSA MOFEANBHEIAET, ChiCK
2T, BENFNIXNTHRENDDITRESYEEA. BE—07O774MILACEBDONZARNR
AR HFREESHh, REAUTE-DORZFARNRSA VR IRESNATVREEE, KEFRLEICET
DEBENFRETDIHETNN BV ET, Cisco TREGOHRBICHMNZTANRA Y NREZER
TREEHBLET (MADIKEV2Z 7O FAILTEAURNTARNRSAV RZERE ) »

COXZAITIITHEALTHZIZARICEIZEELIEBEHZRICRLET,

CETOIKEVI Z7O77ALICHUTHERHBRNZARNRSA Y RREZEALTVWRHEE, b
FILE, FRILO—FORAIASEFRETERCENFHYET, IKEVI 7O774IL0O K
ZARNRAV RRERATS32TY,

CETFOIKEV2 ZO7 7ZAIICKRUTERMNZTARNRS > NREZFERAL TVWREE, b
ZLE, FRILO—FOAILASEHBABTEDCENHYET, IKEV27O07 740N
FANKRAVRNEERF, A Z>I—XTREMHETT,

. SERAEERRAO— RDJEF &, show crypto pki certificate AV ROHDICKRREhBEE
AEOEFICE>TREYNEYT (BIO—H) .

CAEAEERRAO—ROIEFICI > TL AR A TERENDAAZTHAIRKYET (HKID
_dzgl ) o

CIKEVI B8R IKEV2 ICEBO7O7 7/ ZERAL, BU—HIDL—IAREEHATVS
BE. BRREFAIZICLIABTY (BRIDERNZTED ),

. Cisco Tlt IKEV1 & IKEV2 O FICKRHNTARNKRS 2 NREZFERATHCEEHRBLET

o

BYE 1§

- Internet Key Exchange for IPsec VPNs Configuration Guide, Cisco 10S Release 15M&T -
Certificate to ISAKMP Profile Mapping

- Cisco |0S Security Command Reference:Commands A to C - ca trust-point through clear eou

TO_AIL HR—PE RFI X2 B - Cisco Systems
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