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CORFIXVNOERE. ROVITKRIITEN—RIITON—II3IVICEITIKEDNTT,

- VOS #—/\: Cisco Unified Communications Manager ( CUCM ) /N\—>32, 9.1.2

. CA : Windows 2012 H—/\

- DZA4AT >~ 7 Z % Mozilla Firefox /N\—> 32 47.0.1
AEOBERE, BEODTRRELCLHDTFNAAICETVTERENEENDTT, CcORFIXY
RTHEATDIINTOTFNA AR, FIA (F7 2D ) REORELSEFBLTVERT, HEF
DRY NT—OTHEZTSIHE, OINROBEIODVWTITDICEBLIES A THELTLKE
=L,

HREH

Comunications X T ® Cisco Unified VOS @ TR DB EE 2 DOERBREN BV ET: 7
7)o —>3>& (ccmadmin, ccmservice, cuadmin, cfadmin, cuic ) HFHERL V) B RT
VOS ( cmplatform, drf, cli) 7’2 Y N7 #—L,

WS DADEEDSFIUATTIIT—>2320% WebR—DICK>TEEL, ANV R S04
CR2TTIYRNTA—LBEETIVTAETAZTSCERFRICENTT., HBZOTTCL
L& 2TH—R N—FT 1 BREAYRIAZEES5AVR—KTBFZEO7O>—v 2RO
APELNBEWVWTT, O Tomcat HITIERAERF 7Y 7 O—R&ENFETF, CallManager K D &

OF7VTr—>a ICBLTRENERUZRA LET,
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BWiFsHTHEAETNDIN ROUAR,

show cert |ist own
show cert own tontat

set csr gen Cal | Manager
show csr |ist own
show csr own Cal | Manager

show cert list trust
set cert inport trust Call Manager
set cert inport own Cal |l Manager Cal |l Manager-trust/all evi ch-DC12-CA pem

EUVLVIAREEREZFTYOLTTFEW

IXNTCOTY 7 O—RENI-EETEDIAAEZEEZVANLTTEL,

adm n: show cert |ist own

toncat/tontat.pem Self-signed certificate generated by system

i psec/ipsec. pem Self-signed certificate generated by system

Cal | Manager/ Cal | Manager. pem Certificate Signed by allevich-DCl12-CA
CAPF/ CAPF. pem Sel f-signed certificate generated by system

TVS/ TVS. pem Sel f-signed certificate generated by system



N Tomcat H—EAD O ORAEERITLUEAFIVILTTEL,

adm n: show cert own tontat

Version: V3
Serial Nunber: 85997832470554521102366324519859436690
Si gnat ureAl gori thm SHAlwi t hRSA (1.2.840.113549.1.1.5)
I ssuer Nane: L=Krakow, ST=Mal opol skie, CN=ucmil-1.all evich.local,
Validity From Sun Jul 31 11:37:17 CEST 2016
To: Fri Jul 30 11:37:16 CEST 2021

Subj ect Nane: L=Krakow, ST=Mal opol ski e, CN=ucnil-1.allevich.local,

Key: RSA (1.2.840.113549.1.1.1)
Key val ue: 3082010a0282010100a2
<out put onited>

CHRRTANSYTOIINE—HTBOTHCESTRETT,
£MTS AR Y1 EXR (CSR)

4T % CSR,

adm n: set csr gen tontat
Successfully Generated CSR for tontat

AERRE HA > requst FERICERENECEZBRLTTEL,

adm n: show csr list own
tontat/tontat. csr

ThZzRE. TFANTZ7AINICATOYZIE-LTTEL,
7PA4ILREFELTTEL,

adm n: show csr own tontat

----- BEG N CERTI FI CATE REQUEST- - - - -

M | DSj CCAj | CAQAWgbOx Cz AJBgNVBAYTAI BMVRQMEQ YDVQQ Ewt NYWkvcX@sc2t p
ZTEPMAOGALUEBX MGS3J ha293MUWDAYDVQRKEWDa XN bz EMVIA0 GA1UECX MDVEFD
MRAWHAYDVQQDEX V1Y20X LTEUYWkS ZXZpY2gub@j YW STBHBgNVBAUTQDI hMAJ k
NDASMR2Vj OGYXNj | j ODhmNGUy ZTYWZTYzM2Rj Nj | hZnmFkNDY1YTgz MDhkNj RhNGU1
Mz ExOGQOY] ZkZj cwggEi MAOGCSqGSI b3 DQEBAQUAAAI BDWAWggEKA0I BAQCV05j h
I MyTUnYbHQUNYPt O0PTT | Wbj 7hi 6PSYI 7pVCbhGUZBpl Z5PKWTD560Z8Sgpj YX5Pf
| 9D09H2gt QJTMW 1GmleGdl JsbuABRKn6l WkO6b706M GSggel +41vnl t j n3Y3kU
7h51nr uJye3HpPQzv XXpOKJ/ Jedc8l nEvQecd UQrFMKNnOul COveFBHNG7 TLDWDaQ
WLAI 1r wr ezN9Lwn2a/ XZQR1P65sj mkFFF2/ FONdBnooei | NJDOGHF4bKi glym R
84f aF27pl wH cw8WAN2HWI T60O7 TaE6EQId0s gL U+HFAI 3t xKyc SONvLUMZYQH81s
/ C74CI RW bEWI2qLAgMBAAGgRz BFBgk ghki GOwWOBCQ4x ODA2MCc GA1UdJ QQuvVB4G
CCs GAQUFBWMVBBggr BgEFBQc DAg Y KwYBBQUHAWUMCWYDVROPBAQDAg 4 MAOGCSq G
S| b3DQEBBQUAA4I BAQBUU1FhKuy QLX58A6+7KPkYsW i 0SOPoycl t u@sVoOaav82
Pi JkCvzWreEo6v9qg@nnal 53e15+RPpWpEgAI PPht t 6as DuMB0SgSx4ed f gnkH
ak/ t Tuwrzbf yk2i gNFy0YgYTeBk G3AqPWAUCNoduPZ0/ f 041QoJPw E184U64WKB
gCzhl Hf sV5Dz Yp3l R5C13hEa5f DgpD2ubQW a2L| d85NGHEI qyi Wjwnt 07pTkBc+
7ZKa6f KnpACehr t VgEn02j O +sanf QKGQqH8VYM~sW2uYFj 9pf / WhdaDGuJoqdOH
St V2EhOaf xPEq/ 1r QP3/ r zg4NMyl J7gl yNFGPUVP

----- END CERTI FI CATE REQUEST- - - - -

Tomcat H—/SREBAZER L TTFE WV

OU=TAC, O=Cisco, C=PL

OU=TAC, O=Cisco, C=PL

Fhzk>SI(C tac_tomcat.csr



CA T Tomcat H—EAD =S DIAAEELERL TTEL,

TZ20H0ONDHD WebR—T ZFREE/ (CA) BBWTTE VW, RIE7OVFMNIELVERE
MZEVWTTEL,

http://dc12.allevich.local/certsrv/

Microsoft Active Directory Certificate Services - allevich-DC12-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using
a certificate, you can verify your identity to people you communicate with over the Web, sign and

encrypt messages, and, depending upon the type of certificate you request, perform other security
tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or
certificate revocation list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Certificate
Services Documentation.

Select a task:
Request a certificate
View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL

CAJI—REBZADO—RLTTEVW, XZa1—% TDownload a CA certificate , certificate
chain, orCRLs ZBIR LTTEW, Next XZ21—TUARNDSEE CAZBIRLTTEV
o B51t Ak Base64 THBFETTF, CARIEEATI>O—RL., X—AL cacer DAARL
—T AT AT ALAICEFNEREFELTTEL,

Certificate EXR%& TRequest a certificates &L, RICEDEL =, IAROTTL—N%E
WebH—/NICEEE L. RENATVWBRERDIIETFANT 7 1)L tac_tomcat.csr # 5 M CSR O T
VB RFTTTEL,


http://dc12.allevich.local/certsrv/
http://dc12.allevich.local/certsrv/

Microsoft Active Directory Certificate Services - allevich-DC12-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or
PKCS #10 certificate request or PKCS #7 renewal request generated by
an external source (such as a Web server) in the Saved Request box.

Saved Request:

P1JkCvzWTeEob6vIigGinnal53el5+RPpWXPEQAIFPP
Base-64-encoded ak/tTuWmzbfyk2igNFy0YgYTeBkG3AgPWWUCNodu
certificate request gCzhIHfsV5DzYp3IR5C13hEaSfDgpD2ubQWjaZLll

(CMC or 7ZRa6fRnpACehrtVgEn02j0i+5anfORGOQHBVYME

PKCS #10 or StV2EhOafxPEq/1rQP3/rzqg4NMY1J7glyNFGPUVE |=|

PKCS #7):  |———- END CERTIFICATE REQUEST-———-— =
il I | r

Certificate Template:
Web Server v

Additional Attributes:

Attributes:

EXh: ARL—=23VHTRT (IThhhFE & Cisco VOS H—NH KV CA FKE
ZEHNIZEALEERXAVOTIC ) IE—=T Y RR=ARMLEIXEIUNYTT7HS5D
CSRZHVET,

FSUBMIT:s Z#LTT&E\V, A>3 % TBase 64 encodeds #%#iEIR L. Tomcat H—E A
DEHDEERAEEATO—RLTTEL,

E: FEERE £ RA/NILD T meaninful 1 ICREFAENBHIZZETHLEHICETEhi-REEREL
ThHE L,

Cisco VOS ¥ —/XIZ Tomcat SEEAEZ A > R—NLTFE W
CARRREZ A > R—BMLTTFEV

CARIEBV T FE WR—LA cacer LRFE N, ThEBHICAVR—NTIBENHY &



ER

" de12 cacer - Notepad e
File. Edit Format View Help

———- BEGIN CERTIFICATE-----
MIIDczCCAlugAwIBAQIQEZglrTI9TALIB6HYKkXMi1kITANBgkghkiGI9wOBAQUFADBM
MRUWEWYKCZImiZPyLGQBGRYFbG9jywwxGDAWBgolkialk/IsZzAEZFghhbGx1dm1j
aDEZMBCGA1UEAXMQYWXSZXZpY2gtREMxM11DQTAeFWOXNJAIMDEXNZUXNT laFwOy
MTA1MDEXODAXNT1aMEwxFTATBgoJkialk/IsZAEZFgvsb2NhbDEYMBYGCgmSJomT
81xkARkWCGFsbGv2ZawNoMRkwFwYDVQQDEXxBhbGx1dm1jaClEQzZEYLUNBMIIBIjAN
Bgkghk1G9wOBAQEFAAOCAQB8AMIIBCgKCAQEAOL2ubJlogyTX2X4zhmzs+f0zZz7SF
03GReUavF916uz/CsP49EgHcuYw58846uxZwbbc jgwsaE+oMQD2EYHKZmQAALWXV
ERVFyc5kS6EM7oR6CcWONKSp1ZOUORZq/Y7teinF91lwtosJoR6ap8aec3Bsfr23siInN
bDIXMB5KYw68MtoebhiDYXEXVY+XYREOQSFC4KeRrpTmuy7VFGPjvOc lwmfm0O/Ir
MzYtkAILcfvEVduz+KgZzdehuwYWAIQBhvDszQGW5aUEX]j+07GKR1IT9vaPOt6TBZ
g781IKQoXxeb6a8uge/1+FIVIFvQiG3AegkIvD/UHrzAcfAysSp8t+csGnr3vQIDAQAB
01lEWTZALBgNVHQB8EBAMCAYYWDWYDVROTAQH/BAUWAWEB/ZAdBgNVHQ4EFgQUrlsv
rSHPbDhDGoSN5EeU7upV9iQWEAY JKWYBBAGCNXUBBAMCAQAWDQY JKoZIhvcNAQEF
BQAD%QEBABFguqaESwmmXpSthgﬂmPquanHQTPonQlSSKyyY3+icHaU1Xng9
wppstMmajzkKouewelzDowsBk1l7CYEA1TOSGnak8/+Yz5NCy4foowl 70vRz9jP1100
Zd9eowHbTgYwb+M5zsLvBB3SFGatKguUrpBI9rExawotsZHCFSmrdl13v1+BmpBxDCz
FuzsFfyxuMzoxkIPmHOLBYBUWI0Oh4s6wIgIHp9BOf6315d9ES7PkzHUKVTEIXVioHa
uflg9jqgogoeluxqQh+09uzKoi62gfkBczZiwkHaPOOmjoQCbSQCcSLLMTIORVLXZKNX
jzqAoy 1 rPEYgvQFrkH1lYvo8fotXywSA=

————— END CERTIFICATE-----

A7)y 77I2E—L, CUCMCLI @RXOIAN>Y RZAALTTFE LN

adm n:set cert inport trust tontat

Paste the Certificate and Ht Enter
CARZMYFWIZ 7OV NERTT D, TRICRENTVBRRSICTENZRYFEFTTE
(A

adm n:set cert inport trust tontat

Paste the Certificate and Ht Enter

EHETEIAAETY 7 O—RAEELS COHORBRRTT S,

admi n:set cert inport trust toncat

Paste the Certificate and Hit Enter

CAFREEN Tomcat S8 1 ELTEEICA VR—PNENBEZERLTTEL,

adm n: show cert |ist trust

toncat-trust/ucnl-1. pem Trust Certificate
tonctat-trust/allevich-w n-CA pem w2008r2 139
<output omted for brevity>

Tomcat SEAR/ZE A R—RNULTTFEW

RDATY 7IE Tomcat CA BEAV) R Z A VR—RNTBDETT, AXRL—>3 2 & Tomeat



BEASLEKRIC, 5LS5EOVVRFEZ>TVWREALUZRA LET,

set cert inport own tontat tontat-trust/all evich-DCl2- CA pem

H—EAZBRBHTS

FTLTHRREIC Tomcat H—ERAZBRAL TT= L\,

utils service restart Cisco Tontat

XEE: ThNIVOATZIAVEEVT A, FHEBR. #A T LI NUB RO KS
T WebT—NEKFELIEH—EADARL—232 %, FHTHEICEELTTEL,

TR

ERENLEAZERIEL TTE L,

adm n: show cert own tontat

[
Ver si on: V3

Serial Nunber: 2765292404730765620225406600715421425487314965
Si gnatureAl gorithm SHA1wi t hRSA (1.2.840.113549.1.1.5)
| ssuer Nane: CN=al | evi ch-DC12- CA, DC=al | evi ch, DC=l ocal
Validity From Sun Jul 31 12:17:46 CEST 2016
To: Tue Jul 31 12:17:46 CEST 2018
Subj ect Nanme: CN=ucml-1.allevich.local, OU=TAC, O=Ci sco, L=Krakow, ST=Mal opol skie, C=PL
Key: RSA (1.2.840.113549.1.1.1)
Key val ue: 3082010a028201010095a

RITABN TOABEEAUTIECAILEITAELIICLTTZEL,

T7S9HOH—/N\O FQDN 22 A 7§D EIC& 2T WebR—JICOYF 1 Y T nIFSIREESE
FRTT S,

NZTNa1—-F42T

CDFEED B MK ABEF— Infrastucture (PKI) OMEBZEFARRLEVLESIC CLI &> THE
HEZ7Y7 O—RIBDFEOIANREXO7A>—2+v252%52ETT, Thldk SANEE
BBE., {¢/8 CA. 4096 Certificate B REBLVPMNDZL DI F U AZEAN—LEHA,

WebH—/NFEBAE%Z CLI LK 2TT7 Y7 O—RULEHBEARL =3 VA CARIEL 250 C
ENFFTTHERIS—XvtE—28 TREBTDENIC, TRAOEHORISEE WebR— % FH
LTABHEZRAAN=ITBHETT,

IERERFLR (CA) RERRAA VAR —ILNICST2BEZEIERCTRERELDHEN H V)

Y. EXNBTFT7FIILD REZAVSHIO CALSTAAEZERL., 1 VARN—IILTBRILZE
AR TTREL,

FTBEREF Y EILET



B EBRUAEZERITIVEUN HNEELECLITTRDRENTEET,
TEOON REZZALTITNIE Tomcat ALFAERFEHESBEZELDOICBELET,

adm n: set cert regen tontat
WARNI NG This operation will overwite any CA signed certificate previously inported for tontat

Proceed with regeneration (yes|no)? yes
Successfully Regenerated Certificate for tontat.

You nmust restart services related to toncat for the regenerated certificates to becone active.

#FUWAEHE Tomecat U —ERAZHEHATA L EBREBITIHLEN BV ET,

admn:utils service restart C sco Tontat

Don't press Ctrl-c while the service is getting RESTARTED. If Service has not Restarted
Properly, execute the same Conmand Again

Servi ce Manager is running
Ci sco Tontat [ STOPPI NG

Ci sco Tontat [ STOPPI NG
Commanded Cut of Service
Ci sco Tontat [ NOTRUNNI NG
Servi ce Manager is running
Ci sco Tontat [ STARTI NG

Ci sco Tontat [ STARTI NG

Ci sco Tontat [ STARTED|

EiE

WebR—Z kDT VY 7 O— REEASE

Gl
AT

BINETOS—JYHLTEETS Upload V4RI H—/)N BE-FLEFFEEH (CA) ...



https://supportforums.cisco.com/document/30501/cucm-uploading-ccmadmin-web-gui-certificates
https://www.cisco.com/c/ja_jp/support/docs/customer-collaboration/unified-contact-center-enterprise-1101/200288-UCCE-PCCE-Procedure-to-obtain-and-uplo.html
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