SD-WAN Advanced Malware Protection(AMP)##
BOREENT TN 1—FT12T

2E

QLo
'ﬁf‘ 852
=
FHTRZAVR—FV N
y)i—>3>oBE
dVR—F b
#ero 70—
SD-WAN AMP##& D EEE
vManageA 5 Qt+F¥ 1 UF 1R —DFRE

R

>ai1—

—MWBENSTINI—F4 2T TO—

vManageTORI > —F'v > 1 OEE

CiscoT ¥ V) —RTOAMPDEE
UTDO> T+ 0 e QR

FL®IC

CORFIXDPMNTIE, Cisco lOS® XE SD-WAN)L—%A TCisco SD-WAN Advanced Malware
Protection(AMP)#ESZREL . NZTN21—F 12 TFBHEICODVTHBALET,

AR SR
25

ROERICETDHBANHD N HRENET,

« Advanced Malware Protection ( AMP )
+ Cisco Software-Defined Wide Area Network(SD-WAN)

FATAIR—FU N

CORFIXVNOERE, FEOFARELCLHZTNAARACETVWTERENhELEZ, DR
FAXVRNTEATEIINTOTNARR, JUTB (F7AIIK ) RETHERZRBLTLE
T, XEAPORY RND—UTR, FEOAVVRICK>TECH AN HIREZTHEIELT
<EZEW,



Vi )1—>3a>niE
JoR—%2 K~

SD-WAN AMPO#H&EIE., 750F01—5%=2IIINDIT7Hh5aHRILL., RETHZERBEMEL
JESD-WANIT Y2 +EFa2UF4V D)1= ICAARBEETT,

RORBIAVER—FXV R TEBRENATVET,

« TSUFOWANIYDI—R, ChiE, UTDOAVTFFICEFI VT #EEZmA IR
O—2F— R®MCisco IOS® XEJL—XTT

c AMP U5 OO RAMPUZIORA VI ZARNTZIF Y., 774NNV 20T VICRLTH
BB >TIWELET

« ThreatGridTd., Y RRY VARBETEBENBINIITOTITAINETANTED DT
IDRAZTSANTIOF+

CNSOOVR—R NIEEL T, AMPLROEESHEZRHEL FT,
« 77A4IMLEIT—=2320T7EAXT K

BEZNILIITHEAMP)I 2T RY—NET7AI)ZLBL, BRAATUD T ARRIC
TOEATREHICEAETNBSHA256/\Y > 1 070O1R, BEICE. JU—>, FH, £
FEBENHDURMAN B ET, BEYN "FHL T, 77MILIHFIREENTVEIEE, 77
1LV BBNICEGSEN, ES5ICIMITORET,

« 774D

B RRYIVARBETOTFRR—2320EHIC, FHBET 7 AN ThreatGrid(TG) P Z 7 RIC
BEEEhET, FhIx—23VF, YO RRYIVART—FTAT77IORKNEFY¥T7FYLTTT7A
LOBEEZBREL, 77MIILEHEO0AT7ERBLET, BREADTICEDWVWT, Threat
GridEBEANDOHLE I —FLEREZEOHDIRNEICEETEET, ThreatGridDiFR(E
AMPOZ I RIZEEETEND YD, IXTOAMPI—HR@EHFEICREENENILDITHSRKRES
nEI,

« LNOAXRSZ A

AI9VO—RBEET7AIICHETRIEHREZRFTL. FTVVO—RBICEENF B HMEshiz7
FAIWCOWTILR—RTEET, AMPIZIRTEBEIEHFLVWERAVTUDIVAILE
TUT, 774N OHENFEDZAESEN HVET. CcOBZEICKY . BBNCHRBEAN %
KENET,

RE. AMPREZMATZSD-WANR:, XROZORINDT7ANAV AR AV &EFR—KL
TVERT,

- HTTP
- SMTP
- IMAP

- POP3



- FTP
- SMB

N 5 HTTPSEBHO 7 7 A LESEE. SSUTLST O TOAYA—REhTVET,

N TSR T FALEEIRLTOARTTE, 77 ALEBHNEIL TV
SETBHCEETEE LA, LERE. HTTPYS (7> MM RangeA Yy A —E S
WO FoYAEERL, HTTP/1.1 206 Partial ContentZ2 B8 2 HE8TT. _DHEE.
BATPANNY S INEEBT P ANEAE<ERBLSD, SnotEHLIVFLYDT
FANA VARG AV BAXFYTLET,

#Ween 70—

CORIE, DHDEHICT 7 A EThreatGridICIEZET I ULEN HBHIZEE D, SD-WAN AMP#HE
DELARIL7O0—%&ZRLTVWET,

9. Update AMP Cloud
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1. File Capture
2. Calculate SHA256 hash
3. Query Local Cache

6. Pre-classifier
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Add Security Policy

Choose a scenario that fits your use-case. Click Proceed to continue building your desired policies.

Compliance
Application Firewall | Intrusion Prevention | TLS/SSL Decryption

Guest Access
Application Firewall | URL Filtering | TLS/SSL Decryption

Direct Cloud Access
Application Firewall | Intrusion Prevention | Advanced Malware Protection | DNS Security | TLS/SSL Decryption

Direct Internet Access
Application Firewall | Intrusion Prevention | URL FiIteringIAdvanced Malware Protection IDNS Security | TLS/SSL Decryption

* Custom
Build your ala carte policy by combining a variety of security policy blocks

A
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4 ﬂ CONFIGURATION  Secunty = Add Security Policy

B & B & 8|

Activate File Reputation and File Analysis 1o escalate malware protection.

© Add Advanced Mabware Pratection Palicy =

Copy fram Existing
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£ CONFIGURATION | TEMPLATES

Basic Information Transport & Management VPN Service VPN

|
-]
Additional Templates
.
AppQsE Chooss
m
Global Template * Factony_Delouls Global_CISCO_Template - 0
Cisco Bamner Chooss
Cisco SNMP Chooss
GLI Add-On Template Choose
Policy oo
Probas
Security Policy BAASecurity-Policy
Container Profils * Factory_Dedsult_LUTD_Tempiate - 0
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<#root>

branchl-edgel#show sdwan running-config | section utd
app-hosting appid utd
app-resource package-profile cloud-Tow
app-vnic gatewayO virtualportgroup 0 guest-interface 0
guest-ipaddress 192.168.1.2 netmask 255.255.255.252
|
app-vnic gatewayl virtualportgroup 1 guest-interface 1
guest-ipaddress 192.0.2.2 netmask 255.255.255.252
|
start
utd multi-tenancy
utd engine standard multi-tenancy
threat-inspection profile IPS_Policy_copy
threat detection
policy balanced
Togging level notice
|

utd global

file-reputation

cloud-server cloud-isr-asn.amp.cisco.com

est-server cloud-isr-est.amp.cisco.com
!

file-analysis



cloud-server isr.api.threatgrid.com
apikey 0 <redacted>

!

!

file-analysis profile AMP-Policy-fa-profile

file-types

pdf
ms-exe
new-office
rtf
mdb
mscab
msole?2
wri
xTw
flv
swf

|

alert level critical
!

file-reputation profile AMP-Policy-fr-profile

alert level critical
!

file-inspection profile AMP-Policy-fi-profile

anal ysis profile AMP-Policy-fa-profile

reputation profile AMP-Policy-fr-profile

!
policy utd-policy-vrf-1
all-interfaces

file-inspection profile AMP-Policy-fi-profile

vrf 1

threat-inspection profile IPS_Policy_copy
exit

policy utd-policy-vrf-global
all-interfaces

file-inspection profile AMP-Policy-fi-profile

vrf global
exit
no shutdown
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®EETBIZIE. neodjDBICF Ut AL, vmanagedbAPIKEYNODETF—7 )L OABRERRFLET

o

neodj @neodj> match (n:vmanagedbAPIKEY NODE) return n; +

+|n|+

+ | (:vmanagedbAPIKEYNODE { _rid:
"0:ApiKeyNode:1621022413389:153", keyServerHostName: "isr.api.threatgrid.com”, feature: "Amp", apiKey:

"$CRY PT_CLUSTER$IbGLEMGIY MNRy1s9P+WcfA==$dozo7tmRP1+HrvEnX Qrax1V xSViY kKwQ4HBAIhXWOtQ=", devicel D: "CSR-

07B6865F-7FE7-BAOD-7240-1BDA16328455"} ) | +

CiscoLY )L —RXTOAMPDKES
UTDI > FF+ 04 M OmEs

showutd VY > REFERAL T, UTDOAVTFHE2E0OREEXERLET,

show utd engine standard config

show utd engine standard status

show platform hardware qfp active feature utd config
show platform hardware qfp active feature utd stats
show app-hosting detail appid utd

show sdwan virtual-application utd

UTD AMPAT—X A DR

T7ANA AR IAVHFEMCBE>TVWDB L ZERLET,

<#froot>

branchl-edgel#show sdwan utd dataplane config
utd-dp config context 0
context-flag 25427969

engine Standard

state enabled

snh-redirect fail-open
redirect-type divert
threat-inspection not-enabled
defense-mode not-enabled
domain-filtering not-enabled
url-filtering not-enabled
all-interface enabled

file-inspection enabl ed

utd-dp config context 1



context-flag 25559041

engine Standard

state enabled

sn-redirect fail-open
redirect-type divert
threat-inspection enabled
defense-mode IDS
domain-filtering not-enabled
url-filtering not-enabled
all-interface enabled

file-inspection enabled

AMPZ 27 RANDERABIUENTVWD L ZHBLET,

<tfroot>

branchl-edgel#show utd engine standard status file-reputation
File Reputation Status:
Process:

Runni ng

Last known status: 2021-06-17 16:14:20.357884-0400 [info] AMP module version 1.12.4.999

<#froot>

branchl-edgel#show sdwan utd file reputation
utd-oper-data utd-file-reputation-status version 1.12.4.999

utd-oper-data utd-file-reputation-status status utd-file-repu-stat-connected

utd-oper-data utd-file-reputation-status message "Connected to AMP Cloud!"

ThreatGrid\ DIEHEA I TN TWVWD L ZHRLET,

<#root>

branchl-edgel#show utd engine standard status file-analysis
File Analysis Status:
Process:

Runni ng

Last Upload Status: No upload since process init

<tfroot>



branchl-edgel#show sdwan utd file analysis

utd-oper-data utd-file-analysis-status status tg-client-stat-up

utd-oper-data utd-file-analysis-status backoff-interval 0
utd-oper-data utd-file-analysis-status message "TG Process Up"
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branchl-edgel#show utd engine standard statistics file-reputation
File Reputation Statistics

File Reputation Clean Count: 1
File Reputation Malicious Count: 4
File Reputation Unknown Count: 44
File Reputation Requests Error: 0
File Reputation File Block: 4
File Reputation File Log: 45

774N D OBHEREZRBLET,

branchl-edgel#show utd engine standard statistics file-analysis
File Analysis Statistics

File Analysis Request Received:
File Analysis Success Submissions:
File Analysis File Not Interesting:
File Analysis File Whitelisted:
File Analysis File Not Supported:
File Analysis Limit Exceeding:

File Analysis Failed Submissions:
File Analysis System Errors:

OO OO OONN



E BN RZBHEEEERIE. show utd engine standard statistics file-reputation vrf global
internal N> RTHBTEEX T,

T—27L =081k

REENLAMPRU S —ICEILK T 7AIINAVARI DAV ORMREBDIT—ETL—2KF7
4V O, UTDOAYTFHEEEEhTREBENET, chik, NTYBMNL—RAZEAL THER
TEXRY, 7Y OFAVTFIEELLEBEEETNBZVWES, BEOT7AIINA2VARY >3
DTOTIVERELEEA

AMPO—ALT77A4IILF¥Yv2

UTDOYTFHICk, LEIOAMPO ST RDILY VT Y THREICEITWVWT, SHA256/\Yv> 1, 7
FANEZRAT, BE, 7o23a>o00—AlFyv21rdUEs, 774IN\v>2150—H
ILFEYYIACFERELBEVEES, VT TRAMPOZ O RASOEENDHEZERLET, O—H
ILFEYYIDOTTLIE, FY Y ANHIBRENDETO2HEETY,

branchl-edgel#show utd engine standard cache file-inspection
Total number of cache entries: 6

File Name| SHA256 | File Type| Disposition| action|
sand.png 78A908C1DDAC169A 69 1 1
putty.exe 13D8429D500E20BE 21 1 2
makemalware.exe AEBA9F39FE18D27E 21 3 2
putty_unknown.exe 833A609CA00665EB 21 1 2
documentl.pdf 5CBF56E3C3B07259 285 1 1
eicar.com. txt 275A021BBFB6489E 273 3 2
AMPEZEI— R :

0 NONE

1 UNKNOWN

2 CLEAN

3 MALICIOUS

Ui

\I
L
I
-

AMPF7 >3

0 UNKNOWN
1 ALLOW
2 DROP

77AIDOELBESHA256/\Y > 1 ZBBITBICE (ZhiFE, BEOD77AMIILHEOREZ NS
TN21—FT 42 T32EHICEBICEETYT ). OV RDdetail A7 7> 3> 2 AL ET,



branchl-edgel#show utd engine standard cache file-inspection detail
SHA256: 78A908C1DDAC169A6E147A781E3B1B7EC637797E88BOF42A6A5B59810B8E7EES
amp verdict: unknown

amp action: 1

amp disposition: 1

reputation score: 0

retrospective disposition: 0

amp malware name:

file verdict: 1

TG status: O

file name: sand.png

filetype: 69

create_ts: 2021-06-21 16:58:1624309104
sig_state: 3

SHA256: 13D8429D500E20BE8588F250449F70A6E8F8F34DF9423B2897FD33BBB8712C5F
amp verdict: unknown

amp action: 2

amp disposition: 1

reputation score: 0

retrospective disposition: 0

amp malware name:

file verdict: 1

TG status: 7

file name: putty.exe

filetype: 21

create_ts: 2021-06-21 16:58:1624309107
sig_state: 3

SHA256: AEBA9F39FE18D27E40D0629D80BA3B2EEEAOO3FB5B33A376C611BB4D8FFD0O3A6
amp verdict: malicious

amp action: 2

amp disposition: 3

reputation score: 95

retrospective disposition: 0

amp malware name: W32.AEBA9F39FE-95.SBX.TG
file verdict: 1

TG status: O

file name: makemalware.exe

filetype: 21

create_ts: 2021-06-21 16:58:1624309101
sig_state: 3

<SNIP>

UTDI> 2 OO—ALF vy 1IN ZKRETRICE. XAOIXY RZEALET,

clear utd engine standard cache file-inspection

UTDF/NY Y O ETT

AMPORBIEBEZ RSN 1—FT 420093, utdFNYTE2BHMICLET,



debug utd engine standard file-reputation level info
debug utd engine standard file-analysis Tevel info
debug utd engine standard climgr level info

FINY JH A&, tmp/rp/trace/vman_utd_R0-0.binD > AT A TI)LA SEERMEBTIH., XOF
JBEZERLUTCRL—AT7 74N ZIL—B3DOT7 74N ATALAICIE—TEEXT,

branchl-edgel#app-hosting move appid utd Tog to bootflash:
Successfully moved tracelog to bootflash:/iox_utd_R0-0_R0-0.5113_0.20210622110241.bin.gz
branchl-edgel#

UTDRL—AOVZRTRITDICE. ROFIEZETLET,

branchl-edgel#more /compressed bootflash:/iox_utd_R0-0_R0-0.5113_0.20210622110241.bin.gz

<snip>

2021-06-22 10:35:04.265: (#1) : SPP-FILE-INSPECTION File signature query: sig_state = 3

2021-06-22 10:35:04.266: (#1) : SPP-FILE-INSPECTION start_time : 1624372489, current_time : 1624372504,Dif
2021-06-22 10:35:04.266: (#1) : SPP-FILE-INSPECTION amp_cache_node_exists:: Entry

2021-06-22 10:35:04.266: (#1) : SPP-FILE-INSPECTION Signature not found in cache

2021-06-22 10:35:04.266: (#1) : SPP-FILE-INSPECTION file_type_id = 21

2021-06-22 10:35:04.266: (#1) : SPP-FILE-INSPECTION Write to cbuffer

2021-06-22 10:35:04.266: (#1) : SPP-FILE-INSPECTION Sent signature Tookup query to Beaker

2021-06-22 10:35:04.266: (#1) : SPP-FILE-INSPECTION File Name = /putty_unknown.exe, file_name = /putty_unk
2021-06-22 10:35:04.266: (#1) : SPP-FILE-INSPECTION amp_extract_filename :: Extracted filename 'putty_unkn
2021-06-22 10:35:04.266: (#1) : SPP-FILE-INSPECTION amp_cache_add:: Entry

2021-06-22 10:35:04.266: (#1) : SPP-FILE-INSPECTION amp_cache_allocate:: Entry

2021-06-22 10:35:04.266: (#1) : SPP-FILE-INSPECTION Return FILE_VERDICT_PENDING

<SNIP>

S

E:206. 1 TR, utdhL—AOJZEEBL TRTRTSHER. show logging process
vman module utd ... N>V RICKBDEBEERNL—ATV—070—-ICH#>TVET,

IYv2hS50777 RNDBEEDHT

TYSTFNAANAMPTGU ZTVREBEFELTVRS L ZHFETHICE,. WANIYDIL—20
EPCZERAL T, 92TV RY—EAEOBTRAABENITOATVS L ZHELET,

branchl-edgel#show monitor capture amp parameter
monitor capture amp interface GigabitEthernetl BOTH
monitor capture amp access-1ist amp-cloud

monitor capture amp buffer size 10

monitor capture amp Timit pps 1000
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