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LTWBie®H, Z74v0ZUTDAVTFHICEELET, COEBRTR, HHh1>52—7 14
A& L TVirtualPortGroup14 > 8 —7 T A4 AN ERAE 1, Generic Routing
Encapsulation(GRE) N ZILADNT Y KRBT EILILENET,

IN—REGEER : 64 ( H—ERIUNTYN)ZFEALT TPUNT, 70> 3> #xET0, I
—NZ7OYHRPIWCKRS T4V IOEEEFELET, N MAYAX—NEMEHh, O>FF T
[internal0/0/svc_eng:0]y NOABHEIA 2 Z—T I A AZFEALTNT Y KAV TFHICEFE
nEY

COBRKET, Snortk 7’V 7Oty HEL—ILtEY NEFRALET. NTY NS, REBHERICEDS
WTROYTELREETEXT,

273 H SLAN/WANA

RZ74vONFROVYTENBVLEDERETSDE, NTY MIUTDREOZICIL—RICERE N
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NEJT, TOR, L—RICE>TREEh, WANA U EZ—T IS AL —FT A2 TENBDLEN
HYET,



Holal

ﬁ “Byil=in" GRE TormslBOOOOH
Irgress interface

O FFiE. 1I0SP XEF—ENATOUTDA VARY D AV ORBELTRETHEAEHIMEL
£9,
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. i WBRAR BDi pavpie ]
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ﬂ gress inerface QFF Packet processing .,ﬁ.;._a' B
=

ERE, HTTPS7O—0%BE, 7V 70ty HRTLSXKIS I -3 ZFALTH -0
Hello/7Z 4 7> K ®Hello/NT Y NZH#FELET., TOHR, 7JO-RBBUEZALIRENKEA,
ChiE, TLSEEILRZ 71V U EZRETIBROEAREAEZVEZOHTT,

F—BNAFTA—=THALT

NTYRRL—YOERINS, ChESD—EDOT I IVNFRRENKT(192.168.16.254 1
WebTZA4TF7>2 RTT)o

debug platformcondition ipv4 192.168. 16. 254/ 32 both
debug platformcondition start
debug pl atform packet-trace packet 256 fia-trace data-size 3000

LANEZGWANBIA SO TFHFAOALNT Y b

COREDSFIATR., NL—REhENTY NELAND SEFEhET, UFAL U3
DERA S, 7O—NLANEKIZREWAND 5KZ5EEF. BETIEVSHYET,

954 TF > NMEHTTPS Twww.cisco.comlC 77 AL LS EHAETT
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cedge6b#show pl at f orm packet-trace packet 14

Packet: 14 CBUG | D: 3849209
Sunmmary
I nput : G gabitEthernet?2
Qut put : internal 0/ 0/svc_eng: 0
State : PUNT 64 (Service Engine packet)
Ti mest anp
Start : 1196238208743284 ns (05/08/2019 10: 50: 36. 836575 UTC)
St op : 1196238208842625 ns (05/08/2019 10: 50: 36. 836675 UTC)
Pat h Trace
Feature: |PV4(Input)
I nput : G gabitEthernet?2
Qut put : <unknown>
Sour ce : 192.168. 16. 254
Destination : 203.0.113. 67
Pr ot ocol 6 (TCP)
SrcPort : 35568
Dst Por t 1 443
Feat ure: DEBUG_COND_| NPUT_PKT
Entry : Input - 0x8177c67c
I nput : G gabitEthernet?2
Qut put : <unknown>
Lapsed time : 2933 ns
<sni p>

FHC—BIBDNTT1Y Ik, 412 R—7T I 14 AGigabitEthernet2D AHASNL—AENET

o

Feature: UTD Policy (First FlIA)
Acti on : Divert
Input interface : G gabitEthernet?2
Egress interface: G gabitEthernet3
Feat ure: OUTPUT_UTD_FI RST_| NSPECT

Entry : Qutput - 0x817cc5b8
I nput : G gabitEthernet2
Qut put : G gabitEthernet3

Lapsed time : 136260 ns

Feature: UTD I nspection
Acti on Di vert <LLLLL L L L L L L L L L L L
Input interface : G gabitEthernet?2
Egress interface: G gabitEthernet3

Feat ure: QOUTPUT_UTD_FI NAL_I NSPECT
Entry : Qutput - Ox81l7ccb5e8
I nput G gabi t Et hernet 2
Qut put G gabi t Et hernet 3
Lapsed time : 43546 ns

<sni p>

HhA > R—7 T A4 ADH HFeature Invocation Array(FIA) T, UTD FIARZONT Y NZ2 2T

FEEETDEZBRELEL I,

Feature: |PV4_OUTPUT_LOOKUP_PROCESS_EXT
Entry Qut put - 0x81781bb4
I nput G gabi t Et her net 2
Qut put Tunnel 6000001

<r enoved>

Feature: | PV4_OUTPUT_LOOKUP_PROCESS_EXT
Entry Qut put - 0x81781bb4
I nput G gabi t Et her net 2
Qut put Tunnel 6000001

<r enoved>



Feature: |PV4_| NPUT_LOOKUP_PROCESS EXT

Entry : Qutput - Ox8177c698
I nput : Tunnel 6000001
Qut put : Virtual Port G oupl
Lapsed time : 880 ns

<sni p>

NTY REFT7 IO B ZRI)LTunnel600001ICEEE N, VPGIA 2 RX—T7 I 4 AEHATI—
TAVTENET, CORBETR., TONTY NFGREATEIILENET,

Feat ure: OUTPUT_SERVI CE_ENG NE

Entry : Qutput - 0x817c6bl0
I nput : Tunnel 6000001
Qut put : internal 0/0/svc_eng: 0
Lapsed tinme : 15086 ns
<r enoved>

Feat ure: | NTERNAL_TRANSM T_PKT_EXT
Entry : Qutput - Ox8177c718
I nput : Tunnel 6000001
Qut put : internal 0/0/svc_eng: 0

Lapsed time : 43986 ns
NTY NEREBTODTFICEBENET,

A COBEOOAVTFREHOFMGE., FROBNTOGEH#ENET, UTDIVTFICE,
BEOCLMYER—TIAANSTIEATEXRE A,

IL—Z2BHEOBERRICADE, RST74v 0B BIN— 7O Y S A2 Z2—T I 4 Reth2D RSP
VRFICEZEL T,

[cedge6:/1$ chvrf utd ifconfig

et hO Li nk encap: Et hernet HWaddr 54: Oe: 00: Ob: Oc: 02
inet6 addr: fe80::560e:ff:felb:c02/64 Scope: Link
UP BROADCAST RUNNI NG MULTI CAST MTU: 1500 Metric:1
RX packets: 1375101 errors: 0 dropped: 0 overruns:0 frame: 0
TX packets: 1366614 errors: 0 dropped: 0 overruns: 0 carrier:0
col l'isions: 0 txqueuel en: 1000
RX byt es: 96520127 (92.0 M B) TX bytes: 96510792 (92.0 M B)

ethl Li nk encap: Et hernet HWaddr 00: le: e6: 61: 6d: ba
inet addr:192.168.1.2 Bcast:192.168.1.3 Mask: 255.255. 255. 252
inet6 addr: fe80::2le:e6ff:fe6l: 6dba/ 64 Scope: Li nk
UP BROADCAST RUNNI NG MULTI CAST MTU: 2000 Metric:1
RX packets: 1069 errors: 0 dropped: 0 overruns:0 frane: 0
TX packets: 2001 errors: 0 dropped: 0 overruns: 0 carrier:0
col l'isions: 0 txqueuel en: 1000
RX bytes: 235093 (229.5 KiB) TX bytes: 193413 (188.8 Ki B)

et h2 Li nk encap: Et hernet HWaddr 00: le: e6: 61: 6d: b9
inet addr:192.0.2.2 Bcast:192.0.2.3 Mask: 255. 255. 255. 252
inet6 addr: fe80::2le:e6ff:fe6l: 6db9/ 64 Scope: Link
UP BROADCAST RUNNI NG MULTI CAST MTU: 2000 Metric:1
RX packets: 2564233 errors: 0 dropped: 0 overruns:0 frame: 0
TX packets: 2564203 errors: 0 dropped: 0 overruns: 0 carrier:0
col l'isions: 0 txqueuel en: 1000
RX byt es: 210051658 (200.3 M B) TX bytes: 301467970 (287.5 M B)

lo Li nk encap: Local Loopback



inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope: Host

UP LOOPBACK RUNNI NG MTU: 65536 Metric:1

RX packets: 0 errors: 0 dropped: 0 overruns: 0 frane: 0
TX packets: 0 errors: 0 dropped: 0 overruns: 0 carrier:0
collisions:0 txqueuelen:1

RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

EthOl&. 10Sd7’ O+ AIC#E#EE hi=Transport Inter Process Communication(TIPC)f > & —7 T
{2TF, OnePF ¥ XL, 108> FFEUTDIYTFOMTREL BAERESETH LS
i, TOLTHEELET,

CIEBLEE W, Teth2 [ container interface]s (&, TVPG1[192.0.2.1/192.168.2.2]1 71UV
JENET, chldE, vManagell K2 TIOSXEL AV TFHICT Y2 1EanNBDFT RLATTY,

tcpdumpZ E1T9d &, AT FHICAADGREATEIMLRNT T4 v V%2 ERTEET, GRES
THEILIZIEVPATHAY X —AEENET,

[cedge6:/]1% chvrf utd tcpdunp -nNvvvXi eth2 not udp
tcpdunp: listening on eth2, |ink-type ENLOMB (Ethernet), capture size 262144 bytes
06: 46: 56. 350725 I P (tos Ox0, ttl 255, id 35903, offset 0, flags [none], proto GRE (47), length
121)
192.0.2.1 > 192.0.2.2: GREVO, Flags [none], length 101
gr e- prot o- 0x8921
0x0000: 4500 0079 8c3f 0000 ff2f abl2 c000 0201 E..y.?2.../[......
0x0010: c000 0202 0000 8921 4089 2102 0000 0000 ....... r@!.....
0x0020: 0000 0000 0300 0001 0000 0000 0000 0000 ................
0x0030: 0004 0800 e103 0004 0008 0000 0001 0000 ................
0x0040: 4500 0039 2542 4000 4011 ce40 cOa8 10fe E .9%B@@.@...
0x0050: ad26 c864 8781 0035 0025 fe81 cfa8 0100 .& d...5.%.....
0x0060: 0001 0000 0000 0000 0377 7777 0363 6e6e ......... WWW. chn
0x0070: 0363 6f6d 0000 0100 01 .com. ...

A2 T+ SLANK EEWANRIND A DNT Y b

Snortft¥ ( RS 74V ONFROYTENBVEDERE ) D&, QFPEE/NAICEIAEHET

o

cedge6b#show pl at f orm packet-trace packet 15

Packet: 15 CBUG | D: 3849210
Sunmmary

I nput : Tunnel 6000001

Qut put : G gabitEthernet3

State : FWD

Tunnel60001iE., A>T FHFASOHEAA 2V EZ—T I A AT,

Feature: OUTPUT_UTD_FI RST_I| NSPECT_EXT

Entry : Qutput - 0x817cc5b8
I nput : G gabitEthernet2
Qut put : G gabitEthernet3

Lapsed time : 2680 ns
Feature: UTD I nspection
Action . Reinj ect
Input interface : G gabitEthernet2
Egress interface: G gabitEthernet3
Feat ure: QOUTPUT_UTD_FI NAL_I NSPECT_EXT



Entry : Qutput - Ox8l7cc5e8
I nput : G gabitEthernet?2
Qut put : G gabitEthernet3
Lapsed time : 12933 ns

RZ74Y ORI TICRETNTVDLD, I—RBNZBIEIATHIERBLTVERT,

Feature: NAT

Direction : INto QUT

Acti on : Transl ate Source
St eps :

Match id 1

O d Address : 192.168. 16. 254 35568
New Address : 172.16.16.254 05062

RZ74Y ONATREBZEh, /22— Y NCAFTEFENET,

Feat ure: MARMOT_SPA D TRANSM T_PKT

Entry : Qutput - O0x8177c838
I nput : G gabitEthernet2
Qut put : G gabitEthernet3

Lapsed time : 91733 ns

Ny NNL—REOUTD7O-—-OF > THE

IOS-XE 17.51Tlk. N7y RRL—REQUTDZ7O—OF 2 IHEENFBMEhEL . CDIFEE
I NARL—AHAHICEFUTDHEANEENE T, HER. XOVWThAICEYET,

- UTDA"Snortd 7 OY /7 5—RZERELENT Y K

. URLFO&FFR/ROY S

-AMPO 7 0OY J/5FH
UTDHIEBHRZF VNI Y h0FE, 7O0-0O0F 2 JBEREREENFEFLBA, . N7
— N ACEFEZRIFIUREEN BB -8, IPS/IDS pass/allowH|EOOF > TEH VY EH A,

70-0OF > IREEBHCTRICE, ROCLIZRAVTVTL—RNEFERALET,

utd engi ne standard nul ti-tenancy
utd gl obal
flow | ogging all

TSERTEBRAZBOLE LG -
URLBEZA LTINS :

show pl atform packet-trace pack all | sec Packet: | Feature: UTD Inspection
Packet: 31 CBUG I D: 12640
Feature: UTD I nspection
Action . Reinject
Input interface : G gabitEthernet2
Egress interface : G gabitEthernet3
FI ow Loggi ng I nformation :
URLF Policy ID 1
URLF Action : Allow(1)

URLF Reason : URL Lookup Ti meout (8)



URLFLE 17— 32 EYWEDRT :

Packet: 21 CBUG I D: 13859
Feature: UTD I nspection

Action . Reinj ect

Input interface . G gabitEthernet3

Egress interface . G gabitEthernet2

Fl ow Loggi ng I nformation :
URLF Policy ID 1
URLF Action : Allow(1)
URLF Reason : No Policy Match(4)
URLF Cat egory : News and Medi a(63)
URLF Reputation 81

URLFLE 15— /a/t:#IJm?I:IWJ

Packet: 26 CBUG I D. 15107
Feature: UTD I nspection

Action : Reinject

Input interface : G gabitEthernet3

Egress interface : G gabitEthernet?2

Fl ow Loggi ng I nformation :
URLF Policy ID 1
URLF Action : Bl ock(2)
URLF Reason . Category/ Reputation(3)
URLF Cat egory : Social Network(14)
URLF Reputation : 81

BSR4
UTD/S\—2 3 HFIOS XELEMMN HBH ESH ERRTS

cedge7#sh utd eng sta ver

UTD Virtual -service Nane: utd

| OS- XE Reconmended UTD Version: 1.10.33_SV2.9.16.1_ XEnain

| OS- XE Supported UTD Regex: ~1\.10\.([0-9]+)_SV(.*)_XEmai n$
UTD Installed Version: 1.0.2_SV2.9.16.1_XE17.5 ( UNSUPPORTED)

FTUNSUPPORTED, £ERRENTVRBAWE., NSZTILND1—FTa4 0 %BEBITDEC. H
NDATY7ELTAVTFTFOTYTIL—RHIMBETT,

AVTTAOEMBRZF—LY—/\REERALET

AMP®URLFEREDEF IV T4 H—ERAO— Tk, UTDOVFTFAUZT RY—ERZ7ON
A E—DEBUEBRTEDHREN DO, UTDAV T FHICREMNBER—LYT—NBENMVET
T, chiF, ATALIINOOATF Dresolv.econf7 7 A )N R THETHEIATEET,

cedge: / harddi sk/virtual -i nstance/utd/rootfs/etc]$ nore resolv. conf
nameserver 208.67.222.222

nameserver 208.67.220.220

nameserver 8.8.8.8

& 1

FRETICH¢ > T, Unified Thread Defenseld. Direct Internet Access® 1— A —A(DIA) & —#&(C



RETIHENHYET, A>T FHR. URLOLE1FTF—>23>eATIVERELTIEHIIC
api.bcti.brightcloud.comZfRL XS ELET, cOFITE, BYRRENfNERAEIATE, BRES
NEZURLE7OY V& hELA

NS7L>a1—b

OAYFFO77 74 2B ICHERBLTSEZ W,

cedge6#app- hosting nove appid utd | og to bootfl ash:
Successful ly noved tracel og to bootfl ash:
i ox_utd_RO-0_R0-0.18629_0.20190501005829. bi n. gz

chZRY, 7Ty 218®ICOT77AAANIE—ENET,

O7%KRIBICE, ROOAIXV RZEALET,

cedge6# nore /conpressed i ox_utd_RO-0_RO-0.18629_0.20190501005829. bi n. gz
OJnORTR :

2019- 04-29 16:12: 12 ERROR Cannot resol ve host api.bcti.brightcloud.com Tenporary failure in
name resol ution
2019- 04-29 16:17: 52 ERROR Cannot resol ve host api.bcti.brightcloud.com Tenporary failure in
name resol ution
2019- 04- 29 16: 23: 32 ERROR Cannot resol ve host api.bcti.brightcloud.com Tenmporary failure in
name resol ution
2019- 04- 29 16:29: 12 ERROR Cannot resol ve host api.bcti.brightcloud.com Tenporary failure in
name resol ution
2019- 04- 29 16:34: 52 ERROR Cannot resol ve host api.bcti.brightcloud.com Tenporary failure in
name resol ution
2019- 04- 29 16:40: 27 ERROR Cannot resol ve host api.bcti.brightcloud.com Tenmporary failure in
name resol ution

77 # )L N TlE. vManageldOpenDNS* —/\[208.67.222.222% & 1*'208.67.220.220] 2 A 9 %
AYT+r#70E23Z2J0LET

BARE
api.bcti.brightcloud.comZf#R g2 RX AV X—LZATALDNS) O RZ7 4y Ok, AVTFE

BEMNEDNSH—NEONAOQEZAICROYTENET, BTHEEODNSHFEETETH S
EEBRELTSEEL,

& 2

Computer and Internet Info A7) OWebt 4 KA 7 OY V& nBFEE, HTTPSERA7OY
JENTVELVE., www.cisco.comNDHTTPERAELL ROY7ENET,

NS7LZa1—hk

BICHEALERSIC, RS 74y oRROVTFICNIRENET, COTJO—HFGREAY X —IC
H7EItEendE, YIRNITITRVPATHAY A —ERBEICEMLET,. cOAYA—%FEH
I2E, DATARTFNY I&EE2 AT FHFEKICETENTEERT, hlk, UTDOVTF
NAPH—ERAAETHD I EEZEKRLET,
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COIFIATR, 94T MOIPT RLAWEK192.168,16.254TF . V74T RHASDKNZ
74V OIRMULTAYTFTFERICKRBSnotLEBZ NZ TN 1—FT 12T L THELES,

debug platformcondition ipv4 192. 168. 16. 254/ 32 both

debug platformcondition feature utd control pl ane subnode servi cepl ane-web-filtering | eve
ver bose

debug platformcondition start

CcHO—EOIIN> RIE, 192.168.16. 254 DE TR 7 1Y UV ZEX—U T B KD IZIOS-XEIZE R
LET, ChiZkl), debug-me7 ZUHVPATHAY A —ZNL TV TFICEEhET

LSMPI punt Outer IP header (e.g. GRE header vPath header (conditional debug Inner (original) IP packet
header 192.0.2.x) flag is here)

SnortOFNY I T, BEO7O—EWATNYITEh, O7O0-RBERICAEEIhET,

COEBET, 9247 MY sSwww.ciscocomNODRZ T4V 02 KNJH—TFTBLSICIT—HIC
HKFETEET,

ROFIEE, OTZBEITHETT,

app- hosting nove appid utd | og to bootfl ash:

HTTPRZ 7 4 Y O DF\E. Snort HTTPZ U 770t Y ¥k getERTURL InZREL £,

2019- 04- 26 13:04:27.773: (#1): SPP- URL- FI LTERI NG UTM pr epr ocessor p->src_port
= 80

2019- 04- 26 13:04:27.793: (#1): SPP- URL- FI LTERI NG UTM pr eprocessor p->src_port = 80, p->dst_port =
39540

2019- 04- 26 13:04:27.794: (#1): SPP- URL- FI LTERI NG UTM pr epr ocessor p->src_port
= 80

2019- 04- 26 13:04:27.794: (#1): SPP- URL- FI LTERI NG UTM pr epr ocessor p->src_port
= 80

2019- 04- 26 13: 04: 27. 794: (#1) : SPP- URL- FI LTERI NG got ut ndata_p

2019- 04- 26 13:04:27.794: (#1): SPP- URL- FI LTERI NG HTTP Cal | back, directi on = 00000080

39540, p->dst_port

39540, p->dst_port

39540, p->dst_port

2019- 04- 26 13:04:27.795: (#1): SPP- URL- FI LTERI NG Wiite |ist regex nmatch not enabl ed

2019- 04- 26 13:04:27.795: (#1): SPP- URL- FI LTERI NG Bl ack |ist regex nmatch not enabl ed

2019- 04- 26 13:04:27.795: (#1): SPP- URL- FI LTERI NG URL dat abase Request: url_len = 12, nsg overhead
12 url: www. ci sco.com <<<<<<<

2019- 04- 26 13:04:27.795: (#1): SPP- URL- FI LTERI NG Send to URL database: req_i d=0x10480047
2019- 04- 26 13:04:27.795: (#1): SPP- URL- FI LTERI NG Sent to URL database 24 bytes

2019- 04- 26 13:04:27.795: (#1): SPP- URL- FI LTERI NG Send to URL database done, idx: 71, URL:
WwWw. ci sco. com

2019- 04- 26 13:04:27.795: (#1): SPP- URL- FI LTERI NG Recei ved from URL dat abase 24 bytes

2019- 04- 26 13:04:27.816: (#1): SPP- URL- FI LTERI NG UTM pr eprocessor p->src_port = 80, p->dst_port =
39540

2019- 04- 26 13:04:27.816: (#1): SPP- URL- FI LTERI NG Found UTMData at 0x007f 8d9ee80878, action =
0000000a

2019- 04- 26 13:04:27.816: (#1): SPP- URL- FI LTERI NG Ut m verdi ct Process: vrf_id 1, category 0x63,
sScore 81 <<

2019- 04- 26 13:04: 27.816: (#1) : SPP- URL- FI LTERI NG Cat egory Ox3f

<L LLLLLLLLLLLL L L L L L L L <

2019- 04- 26 13:04:27.816: (#1): SPP- URL- FI LTERI NG i ndex = 63, action =1

<LLLLLLLLLLLLLL L L L L L L L L <<

2019- 04- 26 13:04: 27.816: (#1): SPP- URL- FI LTERI NG Bl ocki ng cat egory = Ox3f

<L LLLLLLL L L L L LK
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https N2 7 4 Y J MFE, FEEDNSIKHTTPSZ U7’ Ot Y HIZ& 2 TH—/Yheloh SHHE h
TVWET

2019- 05- 01 00: 56: 18. 870: (#1) : SPP- URL- FI LTERI NG UTM pr eprocessor p->src_port = 35322, p->dst_port
= 443

2019- 05- 01 00: 56: 18. 886: (#1): SPP- URL- FI LTERI NG UTM preprocessor p->src_port = 443, p->dst_port =
35322

2019- 05- 01 00: 56: 18. 887: (#1) : SPP- URL- FI LTERI NG UTM pr eprocessor p->src_port = 35322, p->dst_port
= 443

2019- 05- 01 00: 56: 18. 887: (#1) : SPP- URL- FI LTERI NG UTM pr eprocessor p->src_port = 35322, p->dst_port
= 443

2019- 05- 01 00: 56: 18. 903: (#1): SPP- URL- FI LTERI NG UTM preprocessor p->src_port = 443, p->dst_port
35322

2019- 05- 01 00: 56: 18. 906: (#1) : SPP- URL- FI LTERI NG UTM preprocessor p->src_port = 443, p->dst_port
35322

2019- 05- 01 00: 56: 18. 906: (#1) : SPP- URL- FI LTERI NG UTM pr eprocessor p->src_port = 35322, p->dst_port
= 443

2019- 05-01 00: 56: 18. 907: (#1) : SPP- URL- FI LTERI NG UTM preprocessor p->src_port = 443, p->dst_port =
35322

2019- 05-01 00: 56: 18. 907: (#1) : SPP- URL- FI LTERI NG UTM preprocessor p->src_port = 443, p->dst_port =
35322

2019- 05-01 00: 56: 18. 907: (#1): SPP- URL- FI LTERI NG UTM preprocessor p->src_port = 443, p->dst_port =
35322

2019- 05- 01 00: 56: 18. 908: (#1): SPP- URL- FI LTERI NG UTM preprocessor p->src_port = 443, p->dst_port =
35322

2019- 05- 01 00: 56: 18. 908: (#1) : SPP- URL- FI LTERI NG ut m ssl| LookupCal | back

2019- 05- 01 00: 56: 18. 908: (#1) : SPP- URL- FI LTERI NG got ut ndata_p

2019- 05-01 00: 56: 18.909: (#1) : SPP- URL- FI LTERING White |ist regex match not enabl ed

2019- 05-01 00: 56: 18.909: (#1) : SPP- URL- FI LTERI NG Bl ack |ist regex match not enabl ed

2019- 05- 01 00: 56: 18. 909: (#1): SPP- URL- FI LTERI NG URL dat abase Request: url _len = 11, nmsg overhead
12 url: www. Ci SCO. com <<<<<<<<

2019- 05-01 00: 56: 18.909: (#1): SPP- URL- FI LTERI NG Send to URL dat abase: req_i d=0x10130012
2019- 05- 01 00: 56: 18. 909: (#1) : SPP- URL- FI LTERI NG Sent to URL dat abase 23 bytes

2019- 05- 01 00: 56: 18. 909: (#1) : SPP- URL- FI LTERI NG Send to URL dat abase done, idx: 18, URL:
WWW. Ci SCO. com

2019- 05- 01 00: 56: 18. 909: (#1) : SPP- URL- FI LTERI NG UTM preprocessor p->src_port = 443, p->dst_port
35322

2019- 05-01 00: 56: 18.910: (#1): SPP- URL- FI LTERI NG Found UTMData at 0x007f 1d9c479640, action =
00000008

2019- 05-01 00:56: 18.910: (#1): SPP- URL- FI LTERI NG Verdict very late, in queryig state 2, idx=18
2019- 05-01 00: 56: 18. 910: (#1): SPP- URL- FI LTERI NG UTM preprocessor p->src_port = 443, p->dst_port
35322

2019- 05-01 00: 56: 18. 910: (#1) : SPP- URL- FI LTERI NG Found UTMData at 0x007f 1d9c479640, action =
00000009

2019- 05-01 00:56: 18.910: (#1): SPP- URL- FI LTERI NG Verdict very late, in queryig state 2, idx=18
<LLLLLLL L L L L L L L L L L L L L <

2019- 05- 01 00: 56: 18. 909: (#1) : SPP- URL- FI LTERI NG Recei ved from URL dat abase 24 bytes
V7 R JITHWebroot7 TUDHEREZLAR—NLAEVESD, 7OYFIR=—IHA NI H—2&
g\ EeEFbhYERT,

BERE

CSCvo77664 "HTdVKBRZEDOUTDURL7Z 1 )LR > T HFwebroot)y VT Y TR THRBLE
Ll ., V7RO ITHAURLHEERICBZLTWVWAVWEEIZRS 7149 I8 )—0&hTV
SBEBETTY,


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvo77664

FIRE3

SOTFIATE, URLZ ARV T (HEDRS ) THAETNBWeb 7 T2 Tty >3
VHMESBIC ROY 7EhE T, HIXE. www.google.com DT VA, A7 "Webtk
BRIV FHAENTVRIEETES VRALILTS LR TEERR A,

NS7L>a1—b

ATY 71— BT D%

A COONY REHRFSHIEICUEY MEIET

cedge7#show utd engine standard statistics internal
*************Engi ne #1*************

<r enoved> HTTP

I nspect - encodings (Note: streamreassenbl ed packets included): <<<<<<<<<< generic l|layer7 HITP
statistics POST nethods: 0 GET nmethods: 7 HTTP Request Headers extracted: 7 HTTP Request Cookies
extracted: O Post paraneters extracted: 0 HTTP response Headers extracted: 6 HTTP Response

Cooki es extracted: O Unicode: O Double unicode: O Non-ASCI| representable: 0 Directory
traversals: 0 Extra slashes ("//"): 0 Self-referencing paths ("./"): O HTTP Response &zip
packets extracted: 0 Gzip Conpressed Data Processed: n/a Gzip Deconpressed Data Processed: n/a
Http/ 2 Rebuilt Packets: O Total packets processed: 13 <renpbved>

SSL
Preprocessor: <<<<<<<<<< generic layer7 SSL statistics SSL packets decoded: 38 Client Hello: 8
Server Hello: 8 Certificate: 2 Server Done: 6 Client Key Exchange: 2 Server Key Exchange: 2
Change Cipher: 10 Finished: 0 Cient Application: 2 Server Application: 11 Alert: 0 Unrecognized
records: 11 Conpl eted handshakes: 0 Bad handshakes: O Sessions ignored: 4 Detection disabled: 1

<renpved> UTM Preprocessor Statistics < URL filtering statistics including ---------------------
------ URL Filter Requests Sent: 11 URL Filter Response Received: 5 Blacklist Hit Count: O
Whitelist Hit Count: O Reputation Lookup Count: 5 Reputation Action Block: O Reputation Action
Pass: 5 Reputation Action Default Pass: 0 Reputation Action Default Bl ock: O Reputation Score
None: O Reputation Score Qut of Range: 0 Category Lookup Count: 5 Category Action Block: 0
Category Action Pass: 5 Category Action Default Pass: 0 Category None: 0 UTM Preprocessor
Internal StatisticsS ------------cmmmmiii Total Packets Received: 193 SSL Packet
Count: 4 Action Drop Flow. O Action Reset Session: 0 Action Block: 0 Action Pass: 85 Action

O fload Session: 0 Invalid Action: O No UTM Tenant Persona: 0 No UTM Tenant Config: O URL Lookup
Response Late: 4 <<<<< Expl anation bel ow URL Lookup Response Very Late: 64 <<<<< Expl anation

bel ow URL Lookup Response Extrenely Late: 2 <<<<< Expl anation bel ow Response Does Not Match
Session: 2 <<<<< Expl anation bel ow No Response Wen Freeing Session: 1 First Packet Not From
Initiator: 0 Fail Open Count: O Fail C ose Count : O UTM Preprocessor |Internal G obal Statistics
------------------------------------------- Domain Filter Wiitelist Count: O utndata Used Count:
11 utndata Free Count: 11 utndata Unavailable: 0 URL Filter Response Error: 0 No UTM Tenant Map:
0 No URL Filter Configuration : O Packet NULL Error : O URL Database Internal Statistics -------
------------------------- URL Dat abase Not Ready: O Query Successful: 11 Query Successful from
Cloud: 6 <<< 11 queries were succesful but 6 only are queried via brightcloud. 5 (11-6) queries
are cached Query Returned No Data: 0 <<<<<< errors Query Bad Argunent: 0 <<<<<< errors Qery
Network Error: 0 <<<<<< errors URL Database UTM di sconnected: 0 URL Dat abase request failed: 0O
URL Dat abase reconnect failed: 0 URL Database request blocked: 0 URL Database control nsg
response: 0 URL Database Error Response: 0

Fil es processed:

none

Mate requesty :HTTP GETE 1z EHTTPSY 54 7 > N —/NGEEAE[Z C TSNI/DNZRZEKIC
METEERT, BEERNBEEINET,
MIEEIZEVER, : )L—XHBrightcloud? SURLHEZZETSHET. 7O0—-KWO/NT VY


http://www.google.com

RAROAYZ7EnBMASHPOEYSIVROVITHIVRZERLET, 2FY, HRIO
HTTP GETDO#&., £LWESSL7O0— DRV EINT, HENZEETNDETHEEEIIET,
- TEECEVDOIIAN)  MEZTHTICBrightcloudNDtEY > a>oTUAUEY &
NiE\EE, N—232< 172101y 2 3 RB60BRICEZALTINLET, 17.2 1T
. BrightcloudA® I T VY>3 @32WRICZALTIMLET, [ CSCvros7234EH
UTD:2M R ICURLERZZ A AT I N]
COTFIATR, BEBRRERTIO-—NILADEFRRENET,

ATFYT2FP7Vr—a>r 00774 %ER

Unified Thread Detectiony 7 N DI 7k, 77U —>3a>O0 7 7ANICAR NERELUE
g,

cedge6#app- hosting nmove appid utd | og to bootfl ash:
Successful ly noved tracel og to bootfl ash:
i ox_utd_RO0-0_R0-0.18629_0.20190501005829. bi n. gz

AVTFFF70Tr—23a>o0d 7 74 2#MmEL, 72921 C0KRELET,

OJZ&XRRIBICE. ROOAX RZFEALET,

cedge6# nore /conpressed iox_utd_RO-0_RO-0.18629_0.20190501005829. bi n. gz

EIOSXEVT7RNIJITN—232206. 180T, UTDZ7Z7Ur—>a> O 2F&HT
BETAIMEBEELZSAZYELE, chsnOJ k., ZEEIT > Rshow logging process
vman module utdZEA L TRRTEXRT

OJ0&RR :

2020-04-14 17:47:57.504: (#1): SPP- URL- FI LTERING txn_id miss match verdict txn_id 245 , utndata
txn_id 0 2020-04-14 17:47:57.504: (#1): SPP-URL- FILTERING txn_id miss natch verdict txn_id 248 ,
utndata txn_id 0 2020-04-14 17:47:57.504: (#1): SPP- URL- FILTERING txn_id miss match verdict txn_id
249 , utndata txn_id 0 2020-04-14 17:47:57.504: (#1): SPP- URL- FI LTERI NG txn_i d niss match verdict
txn_id 250 , utndata txn_id O 2020-04-14 17:47:57.660: (#1): SPP-URL-FI LTERING txn_id m ss match
verdict txn_id 251 , utndata txn_id O 2020-04-14 17:47:57.660: (#1): SPP- URL- FI LTERING txn_i d m ss
match verdict txn_id 254 , utndata txn_id O 2020-04-14 17:47:57.660: (#1): SPP- URL- FI LTERI NG
txn_id miss match verdict txn_id 255 , utndata txn_id O 2020-04-14 17: 48: 05. 725: (#1) : SPP- URL-
FILTERING txn_id miss match verdict txn_id 192 , utndata txn_id O 2020-04-14

17:48:37.629: (#1): SPP- URL- FI LTERING txn_id miss match verdict txn_id 208 , utndata txn_id O
2020-04- 14 17:49:55.421: (#1): SPP- URL- FI LTERING txn_id miss match verdict txn_id 211 , utndata
txn_id 0 2020-04-14 17:51: 40 ERROR Cannot send to host api.bcti.brightcloud.com Connection
timed out 2020-04-14 17:52:21 ERROR Cannot send to host api.bcti.brightcloud.com Connection
timed out 2020-04-14 17:52:21 ERROR Cannot send to host api.bcti.brightcloud.com Connection
timed out 2020-04-14 17:53:56 ERROR Cannot send to host api.bcti.brightcloud.com Connection
timed out 2020-04-14 17:54:28 ERROR Cannot send to host api.bcti.brightcloud.com Connection
timed out 2020-04-14 17:54:29 ERROR Cannot send to host api.bcti.brightcloud.com Connection
timed out 2020-04-14 17:54:37 ERROR Cannot send to host api.bcti.brightcloud.com Connection
timed out

FError:Cannot send to host api.bcti.brightcloud.com" - BrightcloudAN® 2 T tvy <> a2 A&
ALFIRNLECERBERLET[600<17.2.1/28>=17.2.1], Zhid. Brightcloud O
HEAROIKIKRTT,


https://tools.cisco.com/bugsearch/bug/CSCvr98723

COEEZRERITS8HIC, EPC [Embedded Packet Capture] 232 &, EHKEOREEE
ARLTEET,

. TSPP-URL-FILTERING txn_id miss match verdicty — DI T —IREEICIEAD UL WA
WMHETT, BrightcloudZ Tk, L—RICK2THOIVIDAERE NBPOSTEN L TEIT
ThET

FRE 4

COFIATE, UTDTEMICBEDTWAE—OEF 1T #EERKIPSTHY), TCPFTTV
T—3arTHBI TV ABELCHIIBAENRELTVET,

RS7TIa1—pk
CDF—ENADEBERNSTIIN1—F14200F3ICIFk. ETEBOHBTCPHRARNAS/INT
YRNFEYTFYERBLET, COFYTF YK, TCP3TVIA/N\RIIAIONFRBLECE

ZRUTVETH, TCPTF—REZESCEKEOT—F2/NTY MA'cEdge/l—RIC&>TROY &
NERSICRAET, RIZ. NTYRNRL—RZEMILET, XOBIZRLET,

edge#show pl at f or m packet-trace summ

Pkt I nput Qut put State Reason

0 G0/0/1 internal 0/0/svc_eng: 0 PUNT 64 (Service Engi ne packet)
1 Tu2000000001 G 0/0/2 FWD

2 G 0/0/2 internal 0/0/svc_eng: 0 PUNT 64 (Service Engi ne packet)
3 Tu2000000001 G 0/0/1 FWD

4 G0/0/1 internal 0/0/svc_eng: 0 PUNT 64 (Service Engi ne packet)
5 Tu2000000001 G 0/0/2 FWD

6 G0/0/1 internal 0/0/svc_eng: 0 PUNT 64 (Service Engi ne packet)
7 Tu2000000001 G 0/0/2 FWD

8 G 0/0/2 internal 0/0/svc_eng: 0 PUNT 64 (Service Engi ne packet)
9 G 0/0/2 internal 0/0/svc_eng: 0 PUNT 64 (Service Engi ne packet)

FERoEDE. NTY NBEEBSEINUTDI VD VICEEETSNELEN, 740 —F14 2T NAIC
BIEAThBA>ECEEZRLTVET, UTDI 2> 0OF AR NEFIVILTEH,

SnotJZF vy O ROY FIEBHASHICEYYEHA, RIZ. UTDOAZPHEITERERIBLET,
hickty), TCP/—XZAYICLD/NNTY NROY THESHICKEYYET,

edge#show utd engi ne standard statistics internal
<sni p>

Nor mal i zer drops:

QUTSI DE_PAWS

AHEAD_PAVS

NO_TI MESTAMP:

BAD_RST:

REPEAT_SYN:

W N_TOO BI G

W N_SHUT:

BAD_ACK

DATA_CLOSE:

DATA_NO_FLAGS:

FI N_BEYOND:
BERE

COMBEORAERE, 77U AOTCPARY YV DBBEICH ET, TCPIVIA/\V R T
A OHICTimestampA 7> a AR II—h&Ehnd &, RFC7323IFTCPA IE<RST>/NT v KT

OO OO0 O0OO0OOoOhMOOo



EWZTSoptA 7> AV BREETIHENBDERELET. NTYRNFYTF vy E2HLLSFARS
E. ROYZTENBTCPF—ENT Y RTROAT a2V HFERHCBE>TVWREVZEN DAY E
Fo IOS-XEUTDDEETIE, IPSELFIDSICEFEEL, 7Av9A 73> #ERL Snort
TCP/ —XZA YN BRICEY)FT,

SEEH

- EFIVTAOREHAR  REERHST



https://www.cisco.com/c/ja_jp/td/docs/ios-xml/ios/sec_data_utd/configuration/xe-17/sec-data-utd-xe-17-book/snort-ips.html
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