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# -*- text -*-

#

# dictionary.viptela

#

#

# Version: $1d$

#

VENDOR Viptela 41916

BEGIN-VENDOR Viptela

ATTRIBUTE VipteTla-Group-Name 1 string
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Identity Services Engine » Operations » Policy

= Network Devices  Metwork Device Groups

Network Device Profiles  External RADIUS Servers

Network Devices List = vEdge-01
Network Devices

[+ name |
) E—

Network Devices

Default Device

Device Security Settings

RADIUS Server Sequences  NAC Managers

» System ¢ |dantity Managament |~ MNatwork Resources ¢ Davica Portal Management  pxGrid Servicas » Fead Sarvica ¥ Threat Cantric NAC

External MDM  » Location Services

| IPAddress  =| *1P: | 10.48.87.232

| (22 ]

* Device Profile | Xk Cisco

e m—

* Network Device Group

Location [a)| Locations © | [ Set To Default |

IPSEC (g © | | Set To Default |
Device Type |pl pevice Types 0 | | Set To Default |

= RADIUS Authentication Sattings

RADIUS UDP Sattings

Protocol

RADIUS

* Shared Secrat

sasas

o |

Use Second Shared Secret

CoA Port

RADIUS DTLS Settings
DTLS Required
Shared Secret
Cod Port

Issuer CA of ISE Certificates for CoA

DNS Mame

Ganeral Sattings
Enable KeyWrap
* Key Encryption Key
* Message Authenticator Code Key

Kay Input Format

FIE 6 : vEdge/A> hO—ZZ2/ELE T,

system
aaa
auth-order
radius
server 10.48.87.210
vpn 512
key cisco
exit
]

radius Tocal

Oa

Show |

[ 1700 Set To Default |

Oa

radius/dils i

[ 2083

Select if required (opti hall 11

Sheow

Show

= ASCI HEXADECIMAL



FIE7 : #REL.vEdgelc O 1> L, UE—RI—HF(ZnetadminFIL—THFEIN)HTS5HhTWB
EZBELET,

vEdgeCloudl# show users

AUTH
SESSION USER CONTEXT FROM PROTO GROUP LOGIN TIME
33472 ekhabaro c1i 10.149.4.155 ssh netadmin 2020-03-09T18:39:40+00:00

VEdge&B XTI NA—FHDOTACACSR—AND 1 —HRIAH K TEFFH

ATY 7 1: TACACS7O7 74N EERLET,. COFIETI, ERENETACACSZO7 7
AIID, EEZXEnetadminBFEL RN ZRBIEE N EI—HICEYHTSNET,

« Custom attributetz > 3> TMandatoryZiZ2RL, XOKXSICEMHZEBMLET,

Type [% #T(Name)] &

Mandatory|Viptela?' )L —7"%& |netadmin




Lo R

A, Do L
Tl st 'y e Ko o

L= B H

Cefad o o | FETH
[THPRE R — & :.1_.|+|.1|.
B (o 'r
A s, e '
e L eamen D | s vy it
S =T ]
slim T | Mt -
o e By
o daid --\'-"-' I B=
i e L
ey s ] i - Ll

ATY 7 2: SD-WANDFNARTIN—TZHEBLET,

]

| e 1 o rapewry || - e Fapaean | = Dren Sew Vorapeene rlew e 0 o breew 1 P e SgAT

[ |—.-'|'\.-.I.|I.-.I.I. I-.l.l.l.l.lal-l.-.l I MR LEE SRR Laam Mioiid WA ML SO A § e e

fpwardy Dvva e Seeagm

Bl il e e -
[= = =] n 1 = L. T TR R R R e T R Y #n
L= = [§ L] . o g Caecvan.
0 i P ] P e
RS -

o B P S [P SN TN - 1Y -



Hama SOWAN
Duserpton
Paront Group * | AN Davice Types “ |

ATYT 3: FTINAAZEREL ., SD-WANFNARATILN—TIZEVETET,

S T L ST

Rl Carvlaes
I 'hﬂ-:_'-u,i-m ]
fanaanll NN

| s o] o | | flm_] e

T

] S—
] S—

Lot |1 . ]| e et
FHL w i | | S B-Dumait
ot Tri: [y sy | | e

& T et Tarle

I.mbior Biruyim Coorerwm | banlwr

=i mgEy Do [
TR, Crady Commgmera gy Comvae fogpae

b e patiege
LR P S —
S

ATYVT 4 TFNAARAEBRY—2ERBLET,



EEOBEIC LT, RUS—tY NOABHFBEEDBANBYET. CORFIXY RO
ETlR. RUS—EERLET.
ey I S S

mipiei ey =Tomideeess | Tepillen P el sPairr o e pe———i— - Syl

=dmrrm rErew oaaarsmiran Gfrbees o e rfendeews ewcieerFes b Gwers bEe

Pty Juti CI= ==y o o

¥ [ T RS S S [ N

it Fodin s P e e A e

- I] F= 1 IEaa R s N A i, B AN e e o = o E

o ey LS EERT = = IS ok i

>SEVD)YOFRE, RORICRTEHENRRENET, CORUT—E, SD-WANE WS EH]
DTFNAARRATICETVTREEN, ATY M THERLESIILO7 74 ZE)HTET

o et . o Joew dpmeen ¢ Uil - O o e ey D e Sp—]

TIENTEN T ECTEE CUER i e w meam ¢ e cesmeam. 2w deewen rem s S Em Cmarn e

oy o = b e

o P el S [ _ S =]

= - = Beiad " D alilen B B il " sl NN, rma o e e

B i ety
B aerrd we Pty 0
B o o Py . R e

[ e N

[ IS
¥
iy B B I i ey s L oo SR
. war . = e e oo e i = - ddge ol ERl a
[ - crmomrm + (= ] r + [r]

AT Y7 5: vEdgeDFLE :

system
aaa
auth-order tacacs Tocal
I
tacacs
server 10.48.87.210
vpn 512
key cisco
exit
!
!



FIE 6 : #RFE.VEdgelcOJ 1> L, UE—KRI—H(lnetadminFIL—THFEIN) HTSshTWB
EEBRLET,

vEdgeCloudl# show users

AUTH
SESSION USER CONTEXT FROM PROTO GROUP LOGIN TIME
33472 ekhabaro c1i 10.149.4.155 ssh netadmin  2020-03-09T18:39:40+00:00

BYIE 5 ¥

+ Cisco ISE Device Administration#Z3 EBHIE A 7 1 R : https://community.cisco.com/t5/security-

documents/cisco-ise-device-administration-prescriptive-deployment-quide/ta-p/3738365#toc-
hld-298630973

s A=Y T O EABRVRINERE : https://sdwan-
docs.cisco.com/Product Documentation/Software Features/Release 18.4/02System and Interface
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https://community.cisco.com/t5/security-documents/cisco-ise-device-administration-prescriptive-deployment-guide/ta-p/3738365#toc-hId-298630973
https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/Release_18.4/02System_and_Interfaces/03Configuring_User_Access_and_Authentication
https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/Release_18.4/02System_and_Interfaces/03Configuring_User_Access_and_Authentication
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