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interface gel/0

description MPLS
description mpls

ip address 192.168.9.242/24
ipvée dhecp-client
tunnel-interface
encapsulation ipsec

=~ 1A aritratal r»aetricst

OJOAREZRICRLET,

tail /var/log/vsyslog -f -n O

local 7.info: Nov 26 15:21:08 BRU SDW V5K-01 FTMDJ[ 2202]: %/ pt el a- BRU- SDW V5K- 01- f t md- 6- | NFO-
1400002: Notification: 11/26/2019 14:21:8 fib-update severity-1level:mnor host-nane:"BRU SDW
V5K- 01" systemip: 10.10.10.242 vpn-id:1 address-fam|ly-type:ipv4 fib-last-update-tine:2019-11-
26T15: 18: 09+00: 00

local 7.info: Nov 26 15:21:13 BRU SDW V5K-01 BGP. 1[ 6505]: Y%ADJCHANGE: nei ghbor 10.0.0.1 Down
local 7.info: Nov 26 15:21:13 BRU SDW V5K-01 FTMJ[ 2202]: %/ pt el a- BRU- SDW V5K- 01- FTMD- 6- | NFO-
1000001: VPN 1 Interface ipsecl DOMN

local 7.info: Nov 26 15:21:13 BRU SDW V5K- 01 CFGMGR[ 2195]: /i pt el a- BRU- SDW V5K- 01- cf gngr - 6- | NFO-



1400002: Notification: 11/26/2019 14:21: 13 bgp-peer-state-change severity-I|evel:mjor host-
name: " BRU- SDW V5K- 01" systemi p: 10. 10. 10. 242 vpn-id: 1 peer:10.0.0.1 bgp-newstate:idle |ocal -
address: 10.0.0.2 local -routerid: 10. 10. 10. 242 peer-routerid: 192. 168.9.1

local 7.info: Nov 26 15:21:13 BRU SDW V5K-01 FTMD 2202] : /i pt el a- BRU- SDW V5K- 01- f t nd- 6- | NFO-
1400002: Notification: 11/26/2019 14:21:13 interface-state-change severity-Ilevel:mjor host-
name: " BRU- SDW V5K- 01" systemi p: 10. 10. 10. 242 vpn-id: 1 if-name:"i psecl” new state: down

local 7.info: Nov 26 15:21:13 BRU SDW V5K- 01 CFGMGR[ 2195]: /i pt el a- BRU- SDW V5K- 01- cf gngr - 6- | NFO-
1400002: Notification: 11/26/2019 14:21:13 systemcomit severity-Ievel:ninor host-nane:"BRU
SDW V5K- 01" systemi p: 10. 10. 10. 242 user - nane: "vmanage- adm n"

local 7.info: Nov 26 15:21:14 BRU SDW V5K-01 FTMD 2202]: %/ pt el a- BRU- SDW V5K- 01- FTMD- 6- | NFO-
1000001: VPN 1 Interface ipsecl UP. Speed 10 Dupl ex Full

local 7.info: Nov 26 15:21:14 BRU SDW V5K-01 FTMD 2202] : /i pt el a- BRU- SDW V5K- 01- f t nd- 6- | NFO-
1400002: Notification: 11/26/2019 14:21:14 interface-state-change severity-Ilevel:mjor host-
name: " BRU- SDW V5K- 01" systemi p: 10. 10. 10. 242 vpn-id: 1 if-name:"i psecl" new state: up

I ocal 7.warn: Nov 26 15:21:18 BRU SDW V5K-01 BGP. 1[ 6505]: 10.0.0.1 unrecogni zed capability code:
70 - ignored

local 7.info: Nov 26 15:21:18 BRU SDW V5K- 01 BGP. 1[ 6505]: %ADICHANGE: nei ghbor 10.0.0.1 Up

local 7.info: Nov 26 15:21:18 BRU SDW V5K- 01 CFGMGR[ 2195]: /i pt el a- BRU- SDW V5K- 01- cf gngr - 6- | NFO-
1400002: Notification: 11/26/2019 14:21:18 bgp-peer-state-change severity-I|evel:mjor host-
name: " BRU- SDW V5K- 01" systemi p: 10. 10. 10. 242 vpn-id: 1 peer:10.0.0.1 bgp- new st at e: est abl i shed

| ocal - address: 10.0. 0.2 | ocal -routerid: 10. 10. 10. 242 peer-routerid: 192.168.9.1

BGPRAN—=HNT7ZY7LTVWBZEN DAY ET, varllog/messageslc FHEMIN RRENET,

auth.info: Nov 26 15:24:38 BRU SDW V5K- 01 sshd[27423]: Accepted publickey for vnanage-admin from
10. 10. 10. 253 port 40555 ssh2: RSA SHA256: ySi wiui Bxf f v6Hr Qi wDE3j nD5m™41 Qoc+qgzf uyd4
authpriv.info: Nov 26 15:24:38 BRU SDW V5K-01 sshd[ 27423]: pam uni x(sshd: sessi on): session
opened for user vnanage-adm n by (uid=0)

local 1.info: Nov 26 15:24:38 BRU SDW V5K-01 confd[1310]: audit user: vnanage-adni n/ 1232 assi gned
to groups: vmanage-admi n, | og

local 1.info: Nov 26 15:24:38 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 new tcp session for
user "vmanage-adm n" from 10.10. 10. 253

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 got rpc:
{urn:ietf:paranms: xm:ns: netconf:base: 1. 0}get attrs: nc:nessage-id="1"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 get attrs: nc:nmessage-
id="1"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 sending rpc-reply,
attrs: nc:nessage-id="1"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 got rpc:
{urn:ietf:paranms: xm :ns: netconf:base: 1. 0}get attrs: nc:nessage-id="2"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 get attrs: nc:nmessage-
id="2"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 sending rpc-reply,
attrs: nc:nessage-id="2"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[1310]: netconf id=1232 got rpc:
{urn:ietf:paranms: xm:ns:netconf:base: 1. 0}get attrs: nc:nessage-id="3"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 get attrs: nc:nmessage-
id="3"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 sending rpc-reply,
attrs: nc:nessage-id="3"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 got rpc:
{urn:ietf:paranms: xm :ns:netconf:base: 1. 0}get attrs: nc:nessage-id="4"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[1310]: netconf id=1232 get attrs: nc:nmessage-
id="4"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 sending rpc-reply,
attrs: nc:nessage-id="4"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 got rpc:
{urn:ietf:parans: xm :ns:netconf:base: 1.0}l ock attrs: nc:message-i d="5"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 | ock target=candi date
attrs: nc:nessage-id="5"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 sending rpc-reply,
attrs: nc:nessage-id="5"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 got rpc:



{urn:ietf:paranms: xm:ns: netconf:base: 1. 0}copy-config attrs: nc:message-i d="6"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 copy-config

sour ce=runni ng target=candidate attrs: nc:nmessage-id="6"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 sending rpc-reply,
attrs: nc:nessage-id="6"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 got rpc:
{urn:ietf:paranms: xm:ns:netconf:base: 1. 0}edit-config attrs: nc:message-id="7"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 edit-config

target =candi date attrs: nc:nessage-id="7"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 sending rpc-reply,
attrs: nc:nessage-id="7"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 got rpc:
{urn:ietf:paranms: xm:ns:netconf:base: 1. 0}validate attrs: nc:nmessage-id="8"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 validate

sour ce=candi date attrs: nc:nessage-i d="8"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 sending rpc-reply,
attrs: nc:nessage-id="8"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 got rpc:
{urn:ietf:paranms: xm:ns:netconf:base: 1. 0}validate attrs: nc:nmessage-id="9"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[1310]: netconf id=1232 validate source=inline
attrs: nc:nessage-id="9"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 sending rpc-reply,
attrs: nc:nessage-id="9"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 got rpc:
{urn:ietf:paranms: xm:ns:netconf:base: 1. 0}edit-config attrs: nc:nmessage-i d="10"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 edit-config

target =candi date attrs: nc:nessage-i d="10"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 sending rpc-reply,
attrs: nc:nessage-id="10"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 got rpc:
{urn:ietf:paranms: xm:ns:netconf:base:1. 0}comit attrs: nc:nessage-id="11"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 conmit attrs:

nc: nessage-i d="11"

daenon. i nfo: Nov 26 15:24:39 BRU SDW V5K-01 charon: 14[ CFG unl oaded shared key with id
"ipsecl 1

daenon. i nfo: Nov 26 15:24:39 BRU SDW V5K-01 charon: O07[CFG vici terminate | KE_SA 'ipsecl 1
daenon. i nfo: Nov 26 15:24:39 BRU SDW V5K-01 charon: O06[IKE] closing CH LD SA child_ipsecl 1{8}

with SPI's 00000107_i (6247108 bytes) 12107f74_o (6235990 bytes) and TS 0.0.0.0/0 === 0.0.0.0/0
daenon. i nfo: Nov 26 15:24:39 BRU SDW V5K-01 charon: O06[IKE] closing CH LD SA child_ipsecl 1{8}
with SPI's 00000107_i (6247108 bytes) 12107f74_o (6235990 bytes) and TS 0.0.0.0/0 === 0.0.0.0/0

daenon. i nfo: Nov 26 15:24:39 BRU SDW V5K-01 charon: O6[KNL] Deleting SAD entry with SPI 00000107
daenon. i nfo: Nov 26 15:24:39 BRU SDW V5K-01 charon: O6[KNL] Deleting SAD entry with SPI 12107f74
daenon. i nfo: Nov 26 15:24:39 BRU SDW V5K-01 charon: 06[|KE] sending DELETE for ESP CHI LD SA with
SPI 00000107

daenon. i nfo: Nov 26 15:24:39 BRU SDW V5K-01 charon: O06[ ENC] generating | NFORMATI ONAL_V1 request
226869087 [ HASH D ]

daenon. i nfo: Nov 26 15:24:39 BRU SDW V5K-01 charon: O06[ NET] sendi ng packet: from

192. 168. 9. 242[ 4500] to 192.168.9.1[4500] (76 bytes)

daenon. i nfo: Nov 26 15:24:39 BRU SDW V5K-01 charon: O06[IKE] closing CH LD SA child_i psecl 1{9}

with SPI's 00000108_i (6247912 bytes) 1286959a_o (6235990 bytes) and TS 0.0.0.0/0 === 0.0.0.0/0
daenon. i nfo: Nov 26 15:24:39 BRU SDW V5K-01 charon: O06[IKE] closing CH LD SA child_i psecl 1{9}
with SPI's 00000108_i (6247912 bytes) 1286959a_o (6235990 bytes) and TS 0.0.0.0/0 === 0.0.0.0/0

daenon. i nfo: Nov 26 15:24:39 BRU SDW V5K-01 charon: O6[KNL] Deleting SAD entry with SPI 00000108
local 7.info: Nov 26 15:24:39 BRU SDW V5K- 01 BGP. 1[ 6505] : %ADICHANGE: nei ghbor 10.0.0.1 Down
daenon. i nfo: Nov 26 15:24:39 BRU SDW V5K-01 charon: O6[KNL] Deleting SAD entry with SPI 1286959a
local 7.info: Nov 26 15:24:39 BRU SDW V5K-01 FTMD 2202] : /i pt el a- BRU- SDW V5K- 01- FTMD- 6- | NFO-
1000001: VPN 1 Interface ipsecl DOMN

daenon. i nfo: Nov 26 15:24:39 BRU SDW V5K-01 charon: 06[|KE] sending DELETE for ESP CHI LD SA with
SPI 00000108

daenon. i nfo: Nov 26 15:24:39 BRU SDW V5K-01 charon: O06[ ENC] generating | NFORMATI ONAL_V1 request
2972009957 [ HASH D ]

daenon. i nfo: Nov 26 15:24:39 BRU SDW V5K-01 charon: O06[ NET] sendi ng packet: from

192. 168. 9. 242[ 4500] to 192.168.9.1[4500] (76 bytes)

daenon. i nfo: Nov 26 15:24:39 BRU SDW V5K-01 charon: O06[IKE] deleting | KE_SA ipsecl _1[10] between



192. 168. 9. 242[ 192. 168. 9. 242] ... 192. 168. 9. 1] 192. 168. 9. 1]

daenon. i nfo: Nov 26 15:24:39 BRU SDW V5K-01 charon: O06[IKE] deleting | KE_SA ipsecl 1[10] between
192. 168. 9. 242[ 192. 168. 9. 242] ... 192. 168. 9. 1] 192. 168. 9. 1]

daenon. i nfo: Nov 26 15:24:39 BRU SDW V5K-01 charon: 06[|KE] sendi ng DELETE for | KE_SA

i psecl_1[ 10]

daenon. i nfo: Nov 26 15:24:39 BRU SDW V5K-01 charon: O06[ ENC] generating | NFORMATI ONAL_V1 request
956819772 [ HASH D ]

daenon. i nfo: Nov 26 15:24:39 BRU SDW V5K-01 charon: O06[ NET] sendi ng packet: from

192. 168. 9. 242[ 4500] to 192.168.9. 1[ 4500] (92 bytes)

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[1310]: audit user: vnanage-adnin/ 1232 conmmit

t handl e 4552 begi n

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[1310]: audit user: vnanage-admi n/ 1232 commit

t handl e 4552 /vi ptel a-vpn: vpn/ vpn-instance{0}/interface{ge0/0}/description set to "npls"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[1310]: audit user: vnanage-admi n/ 1232 commit

t handl e 4552 /viptel a-vpn: vpn/vpn-instance{1}/interface{ipsecl}/ike/authentication-type/pre-
shar ed- key/ pre-shared-secret set to "****"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[1310]: audit user: vnanage-adnmi n/ 1232 commit

t handl e 4552 /vi ptel a-system syst enlf pseudo-confirmcomrit set to "300"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[1310]: audit user: vnanage-adnmi n/ 1232 commit

t handl e 4552 end

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 sending rpc-reply,
attrs: nc:nessage-id="11"

local 7.info: Nov 26 15:24:39 BRU SDW V5K- 01 CFGMGR[ 2195]: /i pt el a- BRU- SDW V5K- 01- cf gngr - 6- | NFO-
1400002: Notification: 11/26/2019 14:24: 39 bgp-peer-state-change severity-1|evel:mjor host-
name: " BRU- SDW V5K- 01" systemi p: 10. 10. 10. 242 vpn-id: 1 peer:10.0.0.1 bgp-newstate:idle |ocal-
address: 10.0.0.2 local -routerid: 10. 10. 10. 242 peer-routerid: 192. 168.9.1

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=38 sending notification
{http://viptel a.com vpn} bgp- peer - st at e- change

local 7.info: Nov 26 15:24:39 BRU SDW V5K-01 FTMD 2202] : /i pt el a- BRU- SDW V5K- 01- f t nd- 6- | NFO-
1400002: Notification: 11/26/2019 14:24:39 interface-state-change severity-Ilevel:mjor host-
name: " BRU- SDW V5K- 01" systemi p: 10. 10. 10. 242 vpn-id: 1 if-name:"i psecl” new state: down

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=38 sending notification
{http://viptel a.com vpn}interface-state-change

local 7.info: Nov 26 15:24:39 BRU SDW V5K- 01 CFGMGR[ 2195]: /i pt el a- BRU- SDW V5K- 01- cf gngr - 6- | NFO-
1400002: Notification: 11/26/2019 14:24:39 systemcomit severity-Ievel:ninor host-nane:"BRU
SDW V5K- 01" system i p: 10. 10. 10. 242 user - nane: "vmanage- adm n"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[ 1310]: netconf id=38 sending notification
{http://viptel a.com systen}system commt

daenon. i nfo: Nov 26 15:24:40 BRU- SDW V5K-01 charon: 14[ CFG added vici connection: ipsecl_ 1
daenon. i nfo: Nov 26 15:24:40 BRU SDW V5K-01 charon: 14[CFG | oaded | KE shared key with id
"ipsecl_1' for: '192.168.9.242', '192.168.9.1'

daenon. i nfo: Nov 26 15:24:40 BRU SDW V5K-01 charon: 14[CFG vici initiate 'child_ipsecl_1'
daenon. i nfo: Nov 26 15:24:40 BRU SDW V5K-01 charon: 15[IKE] initiating Main Mde | KE_SA
ipsecl 1[11] to 192.168.9.1

daenon. i nfo: Nov 26 15:24:40 BRU SDW V5K-01 charon: 15[IKE] initiating Main Mde | KE_SA
ipsecl 1[11] to 192.168.9.1

daenon. i nfo: Nov 26 15:24:40 BRU SDW V5K-01 charon: 15[ ENC] generating |ID PROT request O [ SAV
VVYVYV]

daenon. i nfo: Nov 26 15:24:40 BRU SDW V5K-01 charon: 15[ NET] sendi ng packet: from

192. 168.9.242[500] to 192.168.9.1[500] (180 bytes)

daenon. i nfo: Nov 26 15:24:40 BRU SDW V5K- 01 charon: O6[ NET] received packet: from

192.168.9. 1[500] to 192.168.9.242[500] (104 bytes)

daenon. i nfo: Nov 26 15:24:40 BRU SDW V5K-01 charon: O6[ENC] parsed | D PROT response 0 [ SA V]
daenon. i nfo: Nov 26 15:24:40 BRU SDW V5K-01 charon: O06[IKE] received NAT-T (RFC 3947) vendor |D
daenon. i nfo: Nov 26 15:24:40 BRU SDW V5K-01 charon: O06[ ENC] generating I D _PROT request 0 [ KE No
NAT- D NAT-D ]

daenon. i nfo: Nov 26 15:24:40 BRU SDW V5K-01 charon: O06[ NET] sendi ng packet: from

192. 168.9.242[500] to 192.168.9.1[500] (244 bytes)

daenon. i nfo: Nov 26 15:24:40 BRU SDW V5K- 01 charon: O8[ NET] received packet: from

192.168.9. 1[ 500] to 192.168.9.242[500] (304 bytes)

daenon. i nfo: Nov 26 15:24:40 BRU SDW V5K-01 charon: O8[ENC] parsed |ID PROT response O [ KE No V
V V V NAT-D NAT-D ]

daenon. i nfo: Nov 26 15:24:40 BRU SDW V5K-01 charon: O8[IKE] received C sco Unity vendor ID
daenon. i nfo: Nov 26 15:24:40 BRU SDW V5K-01 charon: O0O8[|KE] received DPD vendor |ID



daenon. i nfo: Nov 26 15:24:40 BRU SDW V5K-01 charon: O08[ENC] received unknown vendor |D:

5e: b0: e6: 33: 27: 48: bf : 3b: 80: a6: a7: d5: cd: 37: 64: 1f

daenon. i nfo: Nov 26 15:24:40 BRU- SDW V5K-01 charon: O8[IKE] received XAuth vendor |D

daenon. i nfo: Nov 26 15:24:40 BRU SDW V5K-01 charon: O08[IKE] faking NAT situation to enforce UDP
encapsul ati on

daenon. i nfo: Nov 26 15:24:40 BRU SDW V5K-01 charon: O8[ENC] generating ID PROT request O [ ID
HASH N( I NI TI AL_CONTACT) ]

daenon. i nfo: Nov 26 15:24:40 BRU SDW V5K-01 charon: O8] NET] sendi ng packet: from

192. 168. 9. 242[ 4500] to 192.168.9.1[ 4500] (108 bytes)

daenon. i nfo: Nov 26 15:24:40 BRU SDW V5K- 01 charon: O7[ NET] received packet: from

192. 168.9. 1[ 4500] to 192. 168.9.242[ 4500] (76 bytes)

daeron. i nfo: Nov 26 15:24:40 BRU SDW V5K-01 charon: O7[ ENC] parsed | D_PROT response O [ | D HASH
]

daenon. i nfo: Nov 26 15:24:40 BRU SDW V5K-01 charon: O7[IKE] | KE_SA ipsecl_1[11] established
bet ween 192. 168. 9. 242[ 192. 168. 9. 242] ... 192. 168. 9. 1] 192. 168. 9. 1]

daenon. i nfo: Nov 26 15:24:40 BRU- SDW V5K-01 charon: O7[IKE] | KE_SA ipsecl_1[11] established
bet ween 192. 168. 9. 242[ 192. 168. 9. 242] ... 192. 168. 9. 1] 192. 168. 9. 1]

daenon. i nfo: Nov 26 15:24:40 BRU SDW V5K-01 charon: O7[IKE] scheduling rekeying in 13069s
daenon. i nfo: Nov 26 15:24:40 BRU- SDW V5K-01 charon: O7[IKE] maxi mum | KE_SA |ifetine 14509s
daenon. i nfo: Nov 26 15:24:40 BRU SDW V5K-01 charon: O7[ENC] generating QU CK_MODE request
1775307947 [ HASH SA No KE ID ID ]

daenon. i nfo: Nov 26 15:24:40 BRU SDW V5K-01 charon: O7[ NET] sendi ng packet: from

192. 168. 9. 242[ 4500] to 192.168.9.1[ 4500] (316 bytes)

daenon. i nfo: Nov 26 15:24:40 BRU SDW V5K-01 charon: 11[ NET] received packet: from

192. 168.9. 1[ 4500] to 192.168.9.242[ 4500] (348 bytes)

daenon. i nfo: Nov 26 15:24:40 BRU SDW V5K-01 charon: 11[ ENC] parsed QUI CK_MODE response
1775307947 [ HASH SA No KE ID I D N((24576)) 1

daenon. i nfo: Nov 26 15:24:40 BRU- SDW V5K-01 charon: 11[KNL] add SAD entry with SPI 00000109
daenon. i nfo: Nov 26 15:24:40 BRU- SDW V5K- 01 charon: 11[KNL] add SAD entry with SPI d8cl72fc
daenon. i nfo: Nov 26 15:24:40 BRU SDW V5K-01 charon: 11[IKE] CHI LD SA child_i psecl_1{10}

established with SPls 00000109 _i d8cl72fc_o and TS 0.0.0.0/0 === 0.0.0.0/0
daenon. i nfo: Nov 26 15:24:40 BRU SDW V5K-01 charon: 11[IKE] CH LD SA child_i psecl_1{10}
established with SPls 00000109 _i d8cl72fc_o and TS 0.0.0.0/0 === 0.0.0.0/0

local 7.info: Nov 26 15:24:40 BRU SDW V5K-01 FTMD 2202] : /i pt el a- BRU- SDW V5K- 01- FTMD- 6- | NFO-
1000001: VPN 1 Interface ipsecl UP. Speed 10 Dupl ex Full

daenon. i nfo: Nov 26 15:24:40 BRU SDW V5K-01 charon: 11[ ENC] generating QU CK_MODE request
1775307947 [ HASH ]

daenon. i nfo: Nov 26 15:24:40 BRU SDW V5K-01 charon: 11[ NET] sendi ng packet: from

192. 168. 9. 242[ 4500] to 192.168.9. 1[ 4500] (60 bytes)

local 7.info: Nov 26 15:24:40 BRU- SDW V5K-01 FTMD 2202] : /i pt el a- BRU- SDW V5K- 01- f t nd- 6- | NFO-
1400002: Notification: 11/26/2019 14:24:40 interface-state-change severity-Ilevel:mjor host-
name: " BRU- SDW V5K- 01" systemi p: 10. 10. 10. 242 vpn-id: 1 if-name:"i psecl" new state: up

local 1.info: Nov 26 15:24:40 BRU SDW V5K- 01 confd[ 1310]: netconf id=38 sending notification
{http://viptel a.com vpn}interface-state-change

local 1.info: Nov 26 15:24:44 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 got rpc:
{urn:ietf:paranms: xm:ns:netconf:base: 1. 0}unl ock attrs: nc:nessage-id="12"

local 1.info: Nov 26 15:24:44 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 unl ock target=candi date
attrs: nc:nessage-id="12"

local 1.info: Nov 26 15:24:44 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 sending rpc-reply,
attrs: nc:nessage-id="12"

local 1.info: Nov 26 15:24:46 BRU SDW V5K-01 confd[1310]: netconf id=1232 cl ose-session attrs:
nc: nessage-i d="13"

local 1.info: Nov 26 15:24:46 BRU SDW V5K-01 confd[ 1310]: netconf id=1232 sending rpc-reply,
attrs: nc:nessage-id="13"

auth.info: Nov 26 15:24: 47 BRU SDW V5K-01 sshd[ 27428]: Received di sconnect from 10.10. 10. 253
port 40555:11: C osed due to user request.

auth.info: Nov 26 15:24: 47 BRU SDW V5K-01 sshd[ 27428]: Di sconnected from user vmanage-adm n
10. 10. 10. 253 port 40555

authpriv.info: Nov 26 15:24: 47 BRU SDW V5K-01 sshd[27423]: pam_uni x(sshd: sessi on): session

cl osed for user vmanage-adm n

I ocal 7.warn: Nov 26 15:24:47 BRU SDW V5K-01 BGP. 1[ 6505]: 10.0.0.1 unrecogni zed capability code:
70 - ignored

local 7.info: Nov 26 15:24:47 BRU SDW V5K-01 BGP. 1[ 6505]: %ADICHANCE: nei ghbor 10.0.0.1 Up
local 7.info: Nov 26 15:24:47 BRU SDW V5K- 01 CFGMGR[ 2195]: /i pt el a- BRU- SDW V5K- 01- cf gngr - 6- | NFO-



1400002: Notification: 11/26/2019 14:24: 47 bgp-peer-state-change severity-1|evel: mjor host-
name: " BRU- SDW V5K- 01" systemi p: 10. 10. 10. 242 vpn-id: 1 peer:10.0.0.1 bgp- new st at e: est abl i shed
| ocal - address: 10.0. 0.2 | ocal -routerid: 10. 10. 10. 242 peer-routerid: 192.168.9.1

local 1.info: Nov 26 15:24:47 BRU SDW V5K-01 confd[ 1310]: netconf id=38 sending notification
{http://viptel a.com vpn} bgp- peer - st at e- change

ROTICHRISEREL TS EE L,

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[1310]: audit user: vnanage-adni n/ 1232 commit
t handl e 4552 /vi ptel a-vpn: vpn/ vpn-instance{0}/interface{ge0/0}/description set to "npls"

local 1.info: Nov 26 15:24:39 BRU SDW V5K-01 confd[1310]: audit user: vnanage-admi n/ 1232 commit
t handl e 4552 /viptel a-vpn: vpn/vpn-instance{1}/interface{ipsecl}/ike/authentication-type/pre-
shar ed- key/ pre-shared-secret set to "****"

AVB—TIAADRAO N TV TL—RTEEENATVRICENM I DS T, ipsect/ X —
TIAAF—EMSHNDERTEHFENEL L

BRI &

1.£9, #eET> 7 L—NICEI3<KvManageT/ N1 AT>7L—hZ2FERALTVRHEE. BRE
CNEOSBHEBELEZBWEIDCEFETEELER A, vManagelET > 7L —KEIUTTFHFARNNA
J—REFEHAL, RAT8N\Y1OMEIZKY), TUTL—NIEENF MASNDECICBER
TndEH, BEOVYIRNIITZN=2320OCLITV7L—RNCHYBAZHZENHYET,
Type 8/\Y > 1, $8$REB TCHESBESTFANTT,

CDEER. FESID CSCvn20971

£, HEET > 7L —NCSCvr86574I- %t L THERERARANMTLVET

2.CLIR—ADFNA AT T L—KNZ2FERATIHEES. JU7TFAMNAT—RTREBEL TN
A ARETlype 8/\V 1 2IBETHE, BMBEEZLEETEET, chIlMA T, X/ 7T8OESL
NAT—ROBHEZB TS EHIC, vManagefRED[ESLE hiz/V AT — RO EE (Manage

Encrypted Password)|D & E Z [B%H(Enabled)|ICBRET A VBN HYET. hlk,
[Administration] > [Settings] CTREE CE £,

Manage Encrypted Password Disabled

Avoid recompute of type 8 encrypted passwords . Enabled Disabled

To7L—rE2EBRALES, BETV7L—KEY21TEET, CcOHE. N RILEFERE
ICEFHE N, vManageE FNA RAZRHITZIHEN HD LD, KRERICTZYITLET, TOED
ATOREERRT, PRIFRZELEREZ#IFL, RSEOBEBSLETFICEENf 1THONET

o



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn20971
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr86574
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr86574

local 1.info: Nov 26 15:42:37 BRU SDW V5K-01 confd[1310]: audit user: vnanage-admi n/ 1267 conmit
t handl e 4651 begin

local 1.info: Nov 26 15:42:37 BRU SDW V5K-01 confd[1310]: audit user: vnanage-adni n/ 1267 conmit
t handl e 4651 /vi ptel a-vpn: vpn/vpn-instance{0}/interface{ge0/0}/description set to "MLS"

local 1.info: Nov 26 15:42:37 BRU SDW V5K-01 confd[1310]: audit user: vnanage-adni n/ 1267 conmit
t handl e 4651 end

RKDED23a>TRE, Y4 MNEIKERXR—ADIPSeclC BETRREZSRTELT,

E

CCTR. BRAOTNA AREEZRRETEET,

gﬂg

vEdge/l—2Z :

vpn 1
rout er
bgp 65001
nei ghbor 10.0.0.1
no shut down
renot e-as 65000
|
|
1
interface ipsecl
i p address 10.0.0.2/30
tunnel -source-interface ge0/0

tunnel - desti nation 192.168.9.1
i ke

ver si on 1

node nai n

rekey 14400

ci pher-suite aes128-chc-shal

group 2

aut henti cation-type
pr e- shar ed- key
pre-shared-secret $8$cFG | i aNKkFYXG H TCobDEQYcCL4t x1t EncDh1k93f zNgc4LDSI | gESFeC6/ / yU

|l ocal -id 192. 168. 9. 242
renote-id 192.168.9.1
|
|
!
i psec
rekey 3600
repl ay-wi ndow 512
ci pher-suite aes256-chc-shal

perfect-forward-secrecy group-2
|

no shut down
!
|

Cisco IOS®:

router bgp 65000
bgp | og- nei ghbor - changes



nei ghbor 10.0.0.2 renote-as 65001
!
crypto keyring KR
pre-shared-key address 0.0.0.0 0.0.0.0 key testtesttesttest
!
crypto i psec profile | PSEC PROFI LE
set transformset TSET
set pfs group2
set isaknp-profile | KE_PROFILE
!
crypto i saknmp profile | KE_PROFILE
keyring KR
self-identity address
match identity address 0.0.0.0
|
interface Tunnel 1
i p address 10.0.0.1 255. 255. 255. 252
tunnel source G gabitEthernet?2
tunnel node ipsec ipv4d
tunnel destination 192.168.9. 242
tunnel protection ipsec profile | PSEC PROFILE i saknp-profile | KE_PROFILE

BNV T RO ITN=23 2 UEOVEdgeDEF I VT 1 BILICKY), BRIHEF—
F16XFULETHIBEN HBYET,
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