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CORFIXVNTE, AV MO-LTL—2ERRICYA NETTF—27 L BRI BYE
hEWVEEDVEdgeT— 27 L —EHROBBEIC DVWTHALET,

CIE =353
B4

CiscoT &, Cisco Software Defined Wide Area Network (SDWAN) YU 1—2a > (CEd2MEE#HELTVET,

EATHIAVR—ZT K



CORFIXMNOABRR., BEDVIRIITRN—RIITON—2AaVICREENDEOTEHYEEA, ORFIX
U RNTE, VEdge7’ S Y R 7 #—AICERZBVWTVET,

CORFIAVNOBERIEE, BEOTRREBEILHEDFNAARILETVTEREhELE, CORFIXINTHERATZIINTOT
NAARFE, JUTB(F74ILN ) BRETEEZRBLTVET, XEEAFOXY M-I TR, FONV RIZK > TR D AEE

HABHIFBETHEEL TILEE L,
CiscoLY P —&(A2 hMAO—FF— R?DCiscolOS® XEL—R)CDVW T, ZZRLTSEE L,

> hO-L7L—25B8

> hO—-LoO—AL70NT 1 ORER

vEdge® 1 > X —7 Wide Area Network (WAN) T4 ADRAT—R A=A T SHIZIE. <> Rshow control local-properties wan-
interface lisZEALE T,

ZOHATIE, RFC 47872 EETZ Network Address Tranglation (NAT) TypeE 9,

VEdGQeNATTFINA A (7 7AT A=), L—2BE )DERILHDEE. NTVYIBLOTTAR—=NP4T RLA, N7
DYy 9B KV T T4 R—NEETT User Datagram Protocol (UDP) R— R EFERALTF—2 7L —2 RO RIHFBEENET,

Rley RORIMAVE—TIAADRE, €, BLOFRETATVR I MNO—LERORAREEETEERT,

vEdgel# show control local-properties wan-interface-list NAT TYPE: E -- indicates End-point independent mapping A -- indicates Address-port dependen

COTF—2EFEALT. T2 IIILOBEFEE. (L—20BRLS ) T2 XLOBERICEATZIR—MNIOWVWT
DRENDEREZRBETEERT,

d2 hO—)LERORER

F=RTL— R FRILEERLBEVRIC, A—N—LAAOIY  O—Z&00Y NO—ILERFABIEATVS Z L ZHRR
BENEETY,

ThUANDBE. vEdgeld B2 H TvSmartlZ1E Transport Locator (TLOC) ¥R % %15 L & Overlay Management Protocol (OMP)t A,

1Y show control connections > RZEFA L TEETEEDA ES A ZHEEL., IR connect BZEIRT ENTEET,

vEdgel# show control connections PEER PEER CONTROLLER PEER PEER PEER SITE DOMAIN PEER PRIV PEER PUB GROUP TY PE PROT SY!

T—BRRILVEEBRLBEWVWA D R—T I AN ERZEAZEEE. TOEGTIVMNO-LERZEFCESL TRAEZHERL
£

FEE., NRILAR—T T4 At 3 > max-control-connections0 T, BIRLEA 2V R—T IA ADERELET,



vpn 0 interface ge0/1 ip address 10.20.67.10/24 tunnel-interface encapsul ation ipsec color mpls restrict max-control-connections 0 no allow-service bgp all

% F BEUBEZRERTSLEHIC, dnocontrol-connections Y REFERATEZHEN HYET, L, TOONXURT
&, AV MO—ILEFORABEBILIEhERA, COOANY REN—J 31540 5FLEEh, HFILWYTRKNDITFT
FERAEhFELA,

F-—N—LAEZZ7ORIL

OMPTLOCAH'VEdgeh* 57 RNZA XEnNBD L ZHRELET,

OMPTLOCZREETE A, 1V E—TIA AN TOBENL THEEREZERLISEL, IV MO-FICHETEEVEY
TY,

B(F—ENFRNRIVITTEE ) FTOBEDBOTLOCEZVSNAtSICEE TN ESH ZRBELET,
OMPE 7 show omp tlocs advertised ICEEE NDTLOCE R T2 ICIE. AN REFALET,

5l : & mpls & gold& TLOCIE 1T —mplsDvSmartiZiAfEE hEH AL

vEdgel# show omp tlocs advertised C -> chosen | -> installed Red -> redistributed Rej -> rejected L -> looped R -> resolved S -> stale Ext -> extranet Stg

fl . & mpls & golde A DEICKL TTLOCHEFENE T,

vEdge2# show omp tlocs advertised C -> chosen | -> installed Red -> redistributed Rej -> rejected L -> looped R -> resolved S -> stale Ext -> extranet Stg

% FoO—ALICEREN D NO-ILTL—2BHBOBE. "FROM PEER) 7 1 —JL RI£0.0.00IC8EehEd, O
— WL TRETNEBRERERTZHEARF. COBICEIVT—HRLTVWRZLEZEELET,
vSMart A" TLOCZZEL T RNZR A XTB L Z2MHERTS

TLOCA VSmartlc 7 RNZRA RXEhET, ELVWETHASTLOCEZEL, BOVEdgGelc 7 RNZA XTB L EZRBLET,

il - vSmartld10.1.0.2 vEdgel A STLOCZ ZEL £ 7,

<#root>
vSmart1# show omp tlocs received
C ->chosen | -> installed

Red -> redistributed Rej -> rejected L -> Tooped



R -> resol ved

S -> stale Ext -> extranet Stg -> staged Inv -> invalid PUBLIC PRIVATE ADDRESS PSEUDO PUBLIC PRIVATE P

10.1.0.2 npls ipsec 10.1.0.2 C I,R 1 10.20.67.20 12386 10.20.67.20 12386 :: 0 :: O -

10.1.0.2 blue ipsec 10.1.0.2 C |,R 1 198.51.100.187 12406 10.19.146.2 12406 :: 0 :: O -

10.1.0.30 mpls ipsec 10.1.0.30 C,I,R 1 10.20.67.30 12346 10.20.67.30 12346 :: 0 :: 0 - 10.1.0.30 gold

TLOCHERRENBVWEE, FLEMOI—RARTENZIFEEF. ROKEBRELTIEE L,

<#root>
vSmart-vl Ptela-M EX# show omp tlocs received

C -> chosen

I ->installed

Red -> redistributed
Rej -> rejected

L -> Tooped
R -> resol ved

S -> stale Ext -> extranet Stg -> staged

nv ->invalid
PUBLIC PRIVATE ADDRESS PSEUDO PUBLIC PRIVATE PUBLIC IPV6 PRIVATE IPV6 BFD FAMILY TLOC IP COLOR ENCAP F

10.1.0.2 npls ipsec 10.1.0.2 C I,R 1 10.20.67.20 12386 10.20.67.20 12386 :: 0 :: O -

10.1.0.2 blue ipsec 10.1.0.2 Rej,R Inv 1 198.51.100.187 12406 10.19.146.2 12406 :: 0 :: O -

10.1.0.30 mpls ipsec 10.1.0.30 C,I,R 1 10.20.67.30 12346 10.20.67.30 12346 :: 0 :: 0 - 10.1.0.30 gold

TLOCE7OY VDRI —ABVCEERBELET,

show run policy control-policy - vSmart©, &=k TLOCZER ¥ Stloc-listadvertised % 3R received LE T,

<#root>

vSmart1(config-policy)# sh config policy liststloc-list SITE20
tloc 10.1.0.2 color blue encap ipsec
I I control-policy SDWAN

sequence 10 match tloc tloc-list SITE20 ! action reject ---->



here we are rejecting the TLOC 10.1.0.2,bTue,ipsec ! ! default-action accept !
apply-policy
site-Tist SITE20

control-policy SDAMN in ----- >

the policy is applied to control traffic coming IN the vSmart, it will filter the tlocs before adding i

% ETLOCA R IzIEDIZEE. Reected InvalidOvEdgelc 7 RINZ A XEhFEH A,

TLOCHAVSMatA 87 RINZA XEhBEEIL, RUT—ICKRI2TTLOCHA 74N RV TEehBEWl 2R LET, TLOCH
VSMat TEEFEENE TS, OVEdgeTREFE BV ENDHAVET,

fl1:C, I, ROTLOC% AT B vSmart

<#root>
vSmart1# show omp tlocs
C ->chosen | -> installed

Red -> redistributed Rej -> rejected L -> Tooped

R -> resol ved
S -> stale Ext -> extranet Stg -> staged Inv -> invalid PUBLIC PRIVATE ADDRESS PSEUDO PUBLIC PRIVATE P
10.1.0.2 npls ipsec 10.1.0.2 C,I,R 1 10.20.67.20 12386 10.20.67.20 12386 :: 0 :: O - 10.1.0.2 blue ipse

10.1.0.30 mpls ipsec 10.1.0.30 C,I,R 1 10.20.67.30 12346 10.20.67.30 12346 :: 0 :: 0 - 10.1.0.30 gold

f512:vEdgelid, VEdge2MTLOCEBEBASRBCEN TEEH A, MPLSTLOCO R EEBHL£T,

<#root>
vEdgel# show omp tlocs C -> chosen | -> installed Red -> redistributed Rej -> rejected L -> looped R -> resolved S -> stale Ext -> extranet Stg -> staged |
10.1.0.2 npls ipsec 10.1.0.3 C/I,R 1 10.20.67.20 12386 10.20.67.20 12386 :: 0 :: O up

10.1.0.30 mpls ipsec 10.1.0.3 C,I,R 1 10.20.67.30 12346 10.20.67.30 12346 :: 0 :: O up 10.1.0.30 gold

RUS—#BRETDE, TLOCHVEdgellc RRENGZVWERIDAVYET,

<#root>
vSmart1# show running-config policy policy liststloc-list SITE20
tloc 10.1.0.2 color blue encap ipsec

I site-1ist SITE10 site-id 10 ! ! control-policy SDWAN sequence 10 match tloc

tloc-list SITE20



I action reject ! ! default-action accept !
apply-policy
site-Tist SITE10

control -policy SDWAN out

NAEBT #0—F 4Ttk

show bfd sessions1¥ > RICDWT

HOTHRBINEELHEBEZRICRLET,

<tfroot>
vEdge-2# show bfd sessions SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC DETECT TX SYSTEM IPSITE ID STATE COLOR COLC
10.1.0.5 10 down bl ue gold 10.19.146.2 203.0.113.225 4501 i psec 7 1000 NA 7

10.1.0.30 30 up blue gold 10.19.146.2 192.0.2.129 12386 ipsec 7 1000 0:00:00:22 2 10.1.0.4 40 up blue

10.1.0.4 40 up npl s mpl s 10. 20. 67. 10

e SYSTEM IP: E Fsystem-ip
¢  SOURCE and REMOTE TLOC COLOR : chid, TLOCHOREZEN FHREIhDINBREHZIEHICKRIEET,

+  SOURCEIP : (g private TTIPT T, NATOBERICVZHBE. COBBICCICRRENET(EFEAL THERTE
show control local-properties <wan-interface-list& 7).

« DSTPUBLICIP: Chik, NATOERICHDHAESHICHAADST, vEdgeA' N> DataPlane RILEFK T B HIC
FRIDIEETIW . 41 2—F v MIEEERE hizvEdge, F/I1&) Multi-Protocol Label Switching (MPLS) > %),

« DST PUBLIC PORT 'JE— hvEdgeAN® k> DataPlane XL Z KT 2 1= ICvEdge AT 2 /N7 U v INATERR
- |\o

« TRANSITIONSBFDEY 3 UHFAT—RAZZEL ZEEH(E NA T UP EZ0i¥),

show tunnel statisticsa = >~ F

&, F—=27L—2 M ZRIICET S 1EHZE KRR T show tunne statistics £ £ 9, VEdgeBINDHBEDIPSECK > RILONT v N&IE
SEITINESHERETEET,



SRR, NTY R ARKICEETZIHNESH ZEREL, /— REOEEOBEZYIW S TEDENTERT,

COBITR., COONY REZEBERTIDE, FLERIZEDPHFRTEND D, BOFRRENBV Cixpkts EIZEETE rx-
pktsE 9,

p B Mitx-pktsD AT EFEML TVWBHER, ETICT—REEFLET. phtshBMLEWVWBEERZE, T—25ET
ASEF/EATVEVCEZERLET, COBREF, E5-FOWEFIY UL T, tx-pktstiBINT 2 H ES H ZFERD
LEY,

<tfroot>

TCP vEdge2# show tunnel statistics

TUNNEL SOURCE DEST TUNNEL MSS PROTOCOL SOURCE IP DEST IP PORT PORT SYSTEM IPLOCAL COLOR REMOTE COLOR MTU tx-
i psec 172.16.16.147 10.88.244.181 12386 12406 10.1.0.5 public-internet default 1441 38282 5904968 38276

ipsec 172.16.16.147 10.152.201.104 12386 63364 10.1.0.0 public-internet default 1441 33421 5158814 334

TUNNEL SOURCE DEST

PROTOCOL SOURCE IP DEST IP PORT PORT  SYSTEM IP LOCAL COLOR REMOTE COLOR

i psec 172.16. 16. 147 10. 88.244. 181 12386 12406 10.1.0.5 public-internet default :
ipsec 172.16.16.147 10.152.201.104 12386 63364 10.1.0.0 public-internet default 144
ipsec 172.16.16.147 10.152.204.31 12386 58851 10.1.0.7 public-internet public-internet
ipsec 172.24.90.129 10.88.244.181 12426 12406 10.1.0.5 biz-internet default

ipsec 172.24.90.129 10.152.201.104 12426 63364 10.1.0.0 biz-internet default 144
ipsec 172.24.90.129 10.152.204.31 12426 58851 10.1.0.7 biz-internet public-internet

E£3120EFRIEIN > K show tunnel statisticsbfd &, FENDT—RX 7L —2 N RIATEZEESNEBFD/NT Y N OB E R
TREHICEATEET,

vEdgel# show tunnel statistics bfd BFD BFD BFD BFD BFD BFD PMTU PMTU PMTU PMTU TUNNEL SOURCE DEST ECHO TX ECHO RX BFD

AccessList

HOZEBRLEREF., TOERAVANIERTHER A show bfd sessions 7Y 7' TF o

TSAR=KNPENT VY JIPH KTR— NAHBIL AccessControl List (ACL) =M T, SRC_PORT, DST_PORT, SRC_IP,
DST_IPEBBATHACLEERTEET,

Zhix, EZEETINEBDAYE—OERICKRISEET,

RIZ, ACLERENHIZRLET,



policy access-list checkbfd-out sequence 10 match source-ip 192.168.0.92/32 destination-ip 198.51.100.187/32 source-port 12426 destination-port 12426 !
default-action accept

I

access-list checkbfd-in sequence 20 match source-ip 198.51.100.187/32 destination-ip 192.168.0.92/32 source-port 12426 destination-port 12426 ! action :
vpn 0

interface ge0/0

access-list checkbfd-inin

access-list checkbfd-out out

|

|

|

COHITE. COACLE2DDY -T2 A%Z2EALET., 22— A10E. COVEdgeh SETICEFENBBFDX Y E—J & —
BLET, 2—TA20FTOFEETVET,

EE T (Private)R— M B KRV (Publicg/R— N EBEE N ET, VEdgeA NATZFEAL TVWBBEEF. ELVEERR—NEEE
R—REBERLTLEEL,

BT VANV RADOEY NEERETBICE. show policy access-list counter s <access-list name>

vEdgel# show policy access-list-counters NAME COUNTER NAME PACKETSBYTES checkbfd bfd-out-tc

XY RND—OFT RLAZH:
Y —)Lstun-clientZEA L TNATY Y & 71 )L 2 &RET B 5%

TRXTOFIEZETL., NATOERIZVWBIHEEE. ROFIETE UDP NAT Traversal (RFC 4787) Map and Filter fEZ2EL &9

o

OV =&, VEdgeNATTFNA ANDEBRICHBDBEIC, O—NIVEdgeD ABIPT RL AZHRETIEHICFERAENET,

OOV RIEE, FNARAOR—RMIVEVTERBL, #A7>a>rcO—ALFNA ALY —NBONATICET27O0NT1 %
BHELET (N7 VY U5 —/\: googlestun server’z & )

Q% 3 BFMEIC DWTIE, DocsViptela- STUN ClientZ S 8B L T & LV

<ffroot>

vEdgel# tools stun-client vpn O options "--nmode full --1ocal addr 192.168.12.100 12386 --verbosity 2 stur

stunclient --mode full --localaddr 192.168.12.100 stun.1.google.com in VPN 0 Binding test: success
Local address: 192.168.12.100:12386

Mapped address: 203.0.113.225:4501

Behavior test: success


https://sdwan-docs.cisco.com/Product_Documentation/Command_Reference/Operational_Commands/tools_stun-client
https://sdwan-docs.cisco.com/Product_Documentation/Command_Reference/Operational_Commands/tools_stun-client
https://sdwan-docs.cisco.com/Product_Documentation/Command_Reference/Operational_Commands/tools_stun-client

Nat behavi or: Address Dependent Mapping

Filtering test: success

Nat filtering: Address and Port Dependent Filtering

FLWN=2320YT7RIITTR, BXHADPLEBDBENBUET,

<{froot>

vEdgel# tools stun-client vpn O options "--nmode full --1ocaladdr 192.168.12.100 --local port 12386 --vert

ZNHITIE. Google STUNY —/SAMOUDPAETTAR—N12386% AL T, TE2BNATRETARNERITLET,

COOX ROBHICIE, NATOBEERFCATSTICE TKNAT 7 AN BZATHRENE T,

% FEERATRHEER., NOFRILAVR—TIAATSIUNY—EREZFATI L ZEZE toolsstunnEVWTL &V, FF
aALBEVE, BELEFEA, STUNF—2A alow-servicestun ZE T -dICFERALET,

<#root>
vEdgel# show running-config vpn 0 interface ge0/0 vpn O interface ge0/0 ip address 10.19.145.2/30 ! tunnel-interface encapsulation ipsec color gold max-
al | owservi ce stun

! no shutdown ! !

WRIZ, STUNHEE ( 7)LO—2NAT ) &ERFC 4787 (UDPONATEIE ) DN Y EY T ZRLET,

NAT Traversal Mapping Between used Viptela Terminologies

STUN RFC 3489 Terminology RFC 4787 Terminology
Mapping Behavior Filtering Behavior

Full-cone NAT Endpoint-Independent Mapping Endpoint-Independent Filtering
Restricted Cone NAT Endpoint-Independent Mapping Address-Dependent Filtering
Port-Restricted Cone NAT Endpoint-Independent Mapping Address and Port-Dependent Filtering

. ) Address-Dependent Filtering
Symmetric NAT Address-and(or) Port-Dependent Mapping —

Address and Port-Dependent Filtering

CLITHEAE D F—27L— XL TEEL AICHR—RNENBNATZA S

REAEDZE, ESRAAVE—FY RRNT VY ILB—Y NBEODNT VY INT—%A2E—ZY NCERERTE
£Y,



T/, VEAdgeWANA VB —T I A RAEEBOA 2V Z2—ZY M —EX7ONAZ—(ISPOBZICNATFNA AN BEETIHEE
HYVET,

COLSIZ, VEdgeld 7T A R—NIPEH D ENTE, BOTFNA R (IL—2, F7A T 0=\ E ) GNTVY VEOIPT
RLAZFITFNAARICTRENTEET,

@ Internet ISP

Private Network NAT Router

Public Network

vEdge
Router

NV S2IAIBS

NATRA THAELLKBWEE, F—27L—2 R RILOEEEHFALBEVEE —RNBCEHDIDTHIAREEN HYET. ¥
R—RENTVWBINATRA TEROEHY T,

NAT Traversal Support
Source Destination Supported (YES/NO)
Full-Cone NAT Full-cone NAT Yes
Full-Cone NAT Restricted Cone NAT Yes
Full-Cone NAT Port-Restricted Cone NAT Yes
Full-Cone NAT Symmetric NAT Yes
Restricted Cone NAT Full-cone NAT Yes
Restricted Cone NAT Restricted Cone NAT Yes
Restricted Cone NAT Port-Restricted Cone NAT Yes
Restricted Cone NAT Symmetric NAT Yes
Port-Restricted Cone NAT Full-cone NAT Yes
Port-Restricted Cone NAT Restricted Cone NAT Yes
Port-Restricted Cone NAT Port-Restricted Cone NAT Yes
Port-Restricted Cone NAT Symmetric NAT No
Symmetric NAT Full-cone NAT Yes
Symmetric NAT Restricted Cone NAT yes
Symmetric NAT Port-Restricted Cone NAT No
Symmetric NAT Symmetric NAT No

774T72#—)

HR—RENTVEVRETHSLUTBERSM T TEEL, TTICNATEF I VO LTWVWSEEE. M DataPlane RIL ORI

FERENDR—NFTPATIA=)NIC&E>TTOYIENTVR AN BVET,

ROR—KHFTFPATIA=)INTTF—R2TL—EERICAVTWVWS & Z2MEELE 9, vEdgeto vEdge Data Plane:




UDP 12346 ~ 13156

VvEdgeA 5O RO—5ANOI> MO—)LEEA -

UDP 12346 ~ 13156

TCP 234567 524156

F=BRTL—V R RIILOBREERECTSLEDHIC. ChSOR—MZ2HEVTVWREZRRBLET,

F—BTL— R RLNCERAENBDEERR— N ETRER— NZHERT S show tunnel dtatistics &, FizlkZ £ show bfd
sessions|tab TEETAH. FEHTE EHE A show bfd sessions,

EEAR—NERRENT, BER—NEFNFRREAET,

vEdgel# show bfd sessions SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC DETECT TX SYSTEM IPSITE ID STATE COLOR COLCOF

% EFERAENBD-WANT ZA T IA=)LR—RNOFMICOVTR, 2582 BLTLKEEW,

tFIYTFA

ACLAD Y BDA VNIV RETFTIRNNIY RABIMLTVRHEERE. W< DA DKV IEL 2R L T & L show system

statistics diff and ensure there are no drops.

<ffroot>

vEdgel# show policy access-list-counters NAME COUNTER NAME PACKETSBYTES

checkbfd bfd-out-to-dcl-frombrl 55 9405

bfd-in-fromdcl-to-brl 54 8478

rx_replay_integrity drops < ®H A Tl&, show system statistics diff command.

<{froot>

VvEdgel#show system statistics diff

rx_pkts : 5741427

ip_fwd : 5952166
ip_fwd_ap:3
ip_fwd_to_egress: 2965437
ip_fwd_null_mcast_group : 26
ip_fwd_null_nhop : 86846


https://www.cisco.com/c/ja_jp/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/cisco-sd-wan-overlay-network-bringup.html#c_Firewall_Ports_for_Viptela_Deployments_8690.xml

ip_fwd_to_cpu: 1413393
ip_fwd_from_cpu_non_local : 15
ip_fwd_rx_ipsec : 1586149
ip_fwd_mcast_pkts: 26
rx_bcast : 23957

rx_mcast : 304
rx_mcast_link_local : 240
rx_implicit_acl_drops: 12832
rx_ipsec_decap: 21
rx_spi_ipsec_drops: 16

rx_replay_integrity_drops : 1586035

port_disabled_rx : 2
rx_invalid_qtags : 212700
rx_non_ip_drops : 1038073
pko_wred_drops : 3
bfd_tx_record_changed : 23
rx_arp_non_local_drops : 19893
rx_arp_reqs : 294
rx_arp_replies : 34330
arp_add_fail : 263
tx_pkts : 4565384
tx_mcast : 34406
port_disabled_tx : 3
tx_ipsec_pkts : 1553753
tx_ipsec_encap : 1553753
tx_pre_ipsec_pkts : 1553753
tx_pre_ipsec_encap : 1553753
tx_arp_replies : 377
tx_arp_reqs : 34337
tx_arp_reqg_fail : 2
bfd_tx_pkts : 1553675
bfd_rx_pkts : 21
bfd_tx_octets : 264373160
bfd_rx_octets : 3600
bfd_pmtu_tx_pkts : 78
bfd_pmtu_tx_octets : 53052
rx_icmp_echo_requests : 48
rx_icmp_network_unreach : 75465
rx_icmp_other_types : 47
tx_icmp_echo_requests : 49655
tx_icmp_echo_replies : 48
tx_icmp_network_unreach : 86849
tx_icmp_other_types : 7
vEdgel# show system statistics diff

rx_pkts : 151

ip_fwd : 157
ip_fwd_to_egress : 75
ip_fwd_null_nhop : 3
ip_fwd_to_cpu : 43
ip_fwd_rx_ipsec : 41
rx_bcast : 1

rx_replay_integrity_drops : 41

rx_invalid_qtags : 7
rx_non_ip_drops : 21



rx_arp_non_local_drops : 2
tx_pkts : 114
tx_ipsec_pkts : 40
tx_ipsec_encap : 40
tx_pre_ipsec_pkts : 40
tx_pre_ipsec_encap : 40
tx_arp_reqs : 1
bfd_tx_pkts : 40
bfd_tx_octets : 6800
tx_icmp_echo_requests : 1
vEdgel# show system statistics diff

rx_pkts : 126

ip_fwd : 125
ip_fwd_to_egress : 58
ip_fwd_null_nhop : 3
ip_fwd_to_cpu : 33
ip_fwd_rx_ipsec : 36
rx_bcast : 1
rx_implicit_acl_drops : 1

rx_replay_integrity drops : 35

rx_invalid_qtags : 6
rx_non_ip_drops : 22
rx_arp_replies : 1
tx_pkts : 97
tx_mcast : 1
tx_ipsec_pkts : 31
tx_ipsec_encap : 31
tx_pre_ipsec_pkts : 31
tx_pre_ipsec_encap : 31
bfd_tx_pkts : 32
bfd_tx_octets : 5442
rx_icmp_network_unreach : 3
tx_icmp_echo_requests : 1
tx_icmp_network_unreach : 3
vEdgel# show system statistics diff

rx_pkts : 82

ip_fwd : 89
ip_fwd_to_egress : 45
ip_fwd_null_nhop : 3
ip_fwd_to_cpu : 24
ip_fwd_rx_ipsec : 22
rx_bcast : 1
rx_implicit_acl_drops : 1

rx_replay_integrity drops : 24

rx_invalid_qtags : 2
rx_non_ip_drops : 14
rx_arp_replies : 1
tx_pkts : 62

tx_mcast : 1
tx_ipsec_pkts : 24
tx_ipsec_encap : 24
tx_pre_ipsec_pkts : 24
tx_pre_ipsec_encap : 24



tx_arp_reqs : 1

bfd_tx_pkts : 23

bfd_tx_octets : 3908
rx_icmp_network_unreach : 3
tx_icmp_echo_requests : 1
tx_icmp_network_unreach : 3
vEdgel# show system statistics diff

rx_pkts : 80

ip_fwd : 84
ip_fwd_to_egress : 39
ip_fwd_to_cpu : 20
ip_fwd_rx_ipsec : 24

rx_replay_integrity drops : 22

rx_invalid_qtags : 3
rx_non_ip_drops : 12
tx_pkts : 66
tx_ipsec_pkts : 21
tx_ipsec_encap : 21
tx_pre_ipsec_pkts : 21
tx_pre_ipsec_encap : 21
bfd_tx_pkts : 21
bfd_tx_octets : 3571

F 9. VEdgeTrequest security ipsec-rekey ZR1ITLE T, RIC. DEVIRL &%) Rshow system statistics diff L, FEERRENT
WBAESH ZERFELrx replay integrity dropsE 9,

RITIZHER, EFIVT REEBELET,

vEdgel# show running-config security security
ipsec

authenti cation-type shal-hmac ah-shal-hmac
!

!

DSCPT=—%&ht +57¢v 2 CEATAISPORIER

F7FI)I KT, vEdge)l—Z A S5 NO—FADIXRNTCOFBRNT T4V IEBEBRNT T4 Y Uk, DTLSELRTLSERZN
L Tia#EE h, DSCPIECSG ( 10##HT48 ) TY—UEhE T,

TF—=2TL—ARNYZRINT T 1Y ODiFE, vEdge)l— 2 EIPsecE I EFGRED 7L ZHEALTF—RXNZ 74 v U ZMEIC
EELET,

F—RTL—VEBEORBENTA—IVAREDCLEHIC. L—REEHHICEVICBFDNT Y NEEEFELET,



ZhSOBFD/NT Y M., DSCPECSS ( 10$T48 ) TEX—F T EhE T,

ISPOBEN S, CORATDODRNTT 1Y JEDSCPENCSBOUDPRT 714 v JERKICEBRENE T, Chid. vEdgell—2&
ESD-WANIY ROA—=Z#, F7FILRTY—F 2 TENTVBDSCPEABIPAY A —ICIE—FBLEHTT,

RIZ, tepdumpA ISP —R TRITENTVWREHEEDOHERLET,

14:27:15.993766 | P (tos 0xcO, ttl 64, id 44063, offset 0, flags [DF], proto UDP (17), length 168) 192.168.109.5.12366 > 192.168.20.2.12346: [udp sum ok]

CCIRFTRIIE, IRNTONT Y MEDST7 1 =)L REEFEFENBTOS/NA ROXOTN =T ENFET ( Zhik, 10EHD192, D
FW2EHND110 000 00ICHZH L KT ) o

BAO6DO0O EMEY MME. 10EBODSCPE Y ME48E 2IFCSBIZXIEL T ).

HAOFAO2200ONTY NEO RO=ILTL—2 R ZRILICTEL, BYD20ONTY NEF—E2TL—2 R RIS T
1Y IICRHIBELET,

NTY RRETOSY—JICETVT, ZhABFDAT Y M (RXB LU TXAE ) TH2EZENfBEICERNTTSNET, Chs
ONTY RECSBTY—TENET,

—EBOY—ERATONASE— ($FICMPLSL3VPN/MPLSL2VPN Y —ERZ7ONA A — ) &, BA52SLAZM#IZFEL, DSCPY—2
CESVWTEBDITADKNS T4V U RERDFETRETEET,

EEXE, DSCPEFECSBNBEF BRI F UV IR T4V VICBREIBNERIZDTLITAY—EANHDHEETT,

TYTUODEFFHEBEEZBEATVELTE, BEBELRNS 714V VRBEREICRVI D IENBEH, CORITORNT T4
YOTENTY NEBRFREL, BFDEY 2 IVETIYEYTTHAREMNAHYET,

H—ERATONA A — 2 LOERABEFI—HAHELTVT, BEORNZ T 1Y J(vEdge)l— 2 D 5 BB pingZ R1TI 245
EBREVNEREENBVIENHALEBENFHYET,

chid, COLRSBRNZT4YINTFT7 4L NODSCPEO (TOS/NA k) TY—F2JEh3E0TT,

15:49:22.268044 |P (tos OxO, ttl 62, id 0, offset 0, flags [DF], proto UDP (17), length 142) 192.168.110.5.12366 > 192.168.109.7.12346: [no cksum] UDP,

LALBERIC, BFDEY>3a @75 vy7LET,

show bfd history DST PUBLIC DST PUBLIC RX TX SYSTEM IP SITE ID COLOR STATE IP PORT ENCAP TIME PKTS PKTS DEL ---------=-=-------

SCT.onping RTINS AT A Y IRASETS,



vedge2# tools nping vpn 0 options "--tos 0xOc --icmp --icmp-type echo --delay 200ms -¢ 100 -q" 192.168.109.7 Nping in VPN 0 Starting Nping 0.6.47 ( ht

BFDOF/INY &

KYBHAEREN BELZEE, VEdge)l—X TBFDOF/NY JE2RITLET,
Forwarding Traffic Manager(FTM)ldvEdge)l — 2 L MBFDIZEZIEH I 5 /=&, HE debug ftm bfdIZ%& V) £,

FTRTOF/INY TH AT 7 arllogtmplogivdebug 1 LICHRBFEENTEY ., CchsOXYE—2200 V- )ICRTRTREER
(Cisco 10S® Efiter minal monitor ¥ & @#k(C) % £ A T & monitor start /var/logitmplog/ivdebug®E 9

AOF > J=Z1E9d 521k, monitor stop /var/log/tmplog/vdebug

RIZ, BALTIRNIR>THI LIEBFDEY IV ZHATHRIAEERLET(PT KL A192.168.110.60 ') E— R TLOCIC
BFEETEEEA)

log:local 7.debug: May 7 16:23:09 vedge2 FTMD[674]: bfdmgr_session_update_state[1008]: BFD-session TNL 192.168.110.5:12366->192.168.110.6:123

BMITIES1ODOEERT/NY JIE, Tunnd Traffic Manager (TTM) events debug is debug ttm eventsT 3,

TIMOERNSE=A4AXBFDDOWN > KOABRRXOESY) TS,

log:local 7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug_announcement[194]: Received TTM Msg LINK_BFD, Client: ftmd, AF: LINK log:loc

BHEE R

e FTIO=-hN HK—bEFFa x>y -CiscoSystems
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BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



