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Guest Access
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Application Firewall | Intrusion Prevention | Umbrella DNS Secunty
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Cisco vManage el admin ~

PRl X CONFIGURATION | SECURITY View DNS Security Policy

Policy Behavior

]
Target
VPNs Attached:  ALL
* A L L Domain List:  domainbypasslist Registration: Umbrella Default
DNS Server:  Umbrella Default
= PN . : ;
- Local Domain Bypass i Umbrella Registration
Action
a8
o : : :
DNS Security - Policy Rule Configuration @
Policy Name
Umbrella Registration Status: Configured
&\ s
@
Local Domain Bypass List domainbypasslist
DNS Server IP ®
Advanced %
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policy
lists
| ocal - domai n-1i st donmai nbypassli st
ci sco.com
|
|
!
exit
!
security
unbrel | a
t oken XFFFX543XDF14X498X623CX222X4CCAX0026X88X
dnscrypt
|
exit
!
vpn mat chAl | Vpn
dns-redirect unbrella match-1ocal -domai n-to- bypass
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ATY 71 FINA ADCEdgeREICNTA—RIVTHARREND L ZHELET,

dnz2-site201- 1#show run | sec paraneter-map type unbrella
paraneter-nap type unbrella gl oba
t oken XFFFX543XDF14X498X623CX222X4CCAX0026X88X
| ocal -donmi n donmi nbypassl i st
dnscrypt
udp-tineout 5
vrf 1
dns-resol ver unbrella
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mat ch- | ocal - domai n-t o- bypass
Cisco IOS-XETCD/NTX—BIVTZRTTDDICENTVDIDT, 1 X—TILATZD
INFGX=BIVTANDZBAR DAY ERA

Chid, NOX=ZIYTAVRFICEREN, A2 Z—T7IAALRBERETNEVELHTT, =
CTHRATEERT,

dnz2-site201- 1#show unbrella config
Unbrell a Configuration

Token: XFFFX543XDF14X498X623CX222X4CCAX0026X88X
Organi zationl D 2525316
Local Domai n Regex paraneter-nap nane: donmi nbypassli st
DNSCrypt : Enabl ed
Publ i c- key: B735:1140: 206F: 225D: 3E2B: D822: D7FD: 691E: A1C3: 3CC8: D666: 8D0C. BEO4: BFAB: CA43: FB79
UDP Ti neout: 5 seconds
Resol ver address:
1. 208.67.220.220
2. 208.67.222.222
3. 2620:119:53::53
4. 2620:119: 35::35
Regi strati on VRF: default
VRF List:
1. VRF1 (1D 2)
DNS- Resol ver: unbrella
Mat ch | ocal - donmi n-t o- bypass: Yes

TSI, ROOXY RZFEAL THABRZEBTERT,

dne2-site201- 1#show pl at form hardware qf p active feature unbrella client config
+++ Unbrella Config +++

Unbrella feature:

Init: Enabled
Dnscrypt: Enabl ed

Ti meout :

udp tineout: 5
O gid:

orgi d: 2525316

Resol ver config:



RESOLVER | P' s
208. 67. 220. 220
208. 67. 222. 222
2620: 119: 53:: 53
2620: 119: 35:: 35

Dnscrypt | nfo:

public_key:

A7: Al: OA: 38: 77: 71: D6: 80: 25: 9A: AB: 83: B8: 8F: 94: 77: 41: 8C. DC. 5E: 6A: 14: 7C. F7: CA: D3: 8E: 02: 4D: FC. 5D: 21

magi c_key: 71 4E 7A 69 6D
serial nunber: 1517943461

Urbrella I nterface Config:

65 75 55

09 G gabitEthernet0/0/2 :

ebc56df

ebc56df

Mode : IN
Devicel D : 010aed3ff
Tag :vpnl

10 Loopbackl :
Mode : IN
Devicel D : 010aed3ff
Tag :vpnl

08 G gabitEthernet0/0/1 :
Mode el

12 Tunnel 1 :
Mode el

Unbrella Profile Deviceid

ProfilelD: O

Mode .oaJr
ProfilelD: 2
Mode o IN

Confi g:

Resol ver : 208.67.220.220

Local - Donai n: Tr

ue

Devi cel D : 010aed3f f ebc56df

Tag :vpnl

Unbrella Profile I D CPP Hash:

VRF ID :: 2
VRF NAME : 1

Resol ver : 208.67.220.220

Local - Donai n:

True
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dnz2-site201- 1#show unbr el

| a deviceid
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Device registration details
VRF Tag St at us Devi ce-id
1 vpnl 200 SUCCESS 010aed3f f ebc56df

ATYT73: BODNSUR AL U MNRFHEMERE T D HEZRICRLET,

dnz2-site201- 1#show pl atform hardware qfp active feature unbrella datapath stats
Unbrell a Connector Stats
Parser statistics:
parser unknown pkt: 12991
parser fmt error: O
parser count nonzero: O
parser pa error: O
parser non query: O
parser multiple name: O
parser dns nane err: 0
parser matched ip: 0
parser opendns redirect: 1234
| ocal domai n bypass: 0
parser dns others: 9
no device id on interface: 0
drop erc dnscrypt: O
regex |locked: O
regex not natched: 0
parser mal forned pkt: O

Fl ow statistics:

feature object allocs : 1234
feature object frees : 1234
flow create requests : 1448
flow create successful: 1234
flow create failed, CFT handle: 0O
flow create failed, getting FO 0
flow create failed, malloc FO: 0
flow create failed, attach FO: 0
flow create failed, match flow 214
flow create failed, set aging : O
flow | ookup requests : 1234
flow | ookup successful: 1234
flow | ookup failed, CFT handle: O
flow | ookup failed, getting FO 0
flow | ookup failed, no nmatch 0
fl ow detach requests : 1233

fl ow detach successful: 1233

fl ow detach failed, CFT handle: 0O
fl ow detach failed, getting FO 0
flow detach failed freeing FO: 0
fl ow detach failed, no nmatch 0
fl ow ageout requests 1
flow ageout failed, freeing FO O
flow i pv4 ageout requests 1
flow i pv6 ageout requests 0
flow update requests : 1234

fl ow update successful: 1234
flow update failed, CFT handle: O
flow update failed, getting FO 0

flow update failed, no match : O
DNSCrypt statistics:

bypass pkt: 1197968

clear sent: O

enc sent: 1234

clear rcvd: O

dec rcvd: 1234

pa err: O



enc liberr: O
padding err: O
nonce err: O
fl ow bypass: 0
di sabled: 0O
flow not enc: O

DCA statistics:
dca match success: 0
dca match failure: 0O

AT Y T4:pingXtraceroute’BED NS TN 1—FT 40 T5EHIC, ARY—IZFERALT
DNSUVINICEETED L ZHRELET,

AT Y 7'5:Cisco I0S-XEMEmbedded Packet Capture(EPC)%Z £ L T, cEdgeh SEFEE 13
DNSAATY RF v 7F v EZRTITHEETEET,

M OVTIE, B A Rhttps://www.cisco.com/c/en/us/td/docs/ios-
xml/ios/epc/configuration/xe-16-9/epc-xe-16-9-book/nm-packet-capture-xe.htmlZ SR L T< £ &
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Umbrella® EDNSS2% o) H %

NTY RE¥TF v HFTb % T, DNSZ I A Umbrella DNSU Y JL/N—(208.67.222.222#
& 17208.67.220.220, ©EL WEDNSO ( DNSHLEEX A=K L ) BHMICELK UA ALY REnB T
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¥ «Robie: type OPT
Hass: =ESal>=
Type: OFT {41)
UOPF poaylaad sire: 502
Higher D183 in extended RLDDL: Q=@
E[NSR wersion® @
L L]
Buee asas wiws sasa =@ M bitz Cannot Pasdle DMSSEC security RRs
BB DOOD D BDBD = ReEREreed:  Dulded
Data lemgihs 39
¥ Dptics: Unknown [2E346]
fation Code: Uakngem [269406)
Option Lengths 1%
Oorion Datad 4ITBESEe444eSIR10aTEAGS FiRlalT I
v Optios; Unknown L2@392]
Dption Code! Unknown [Z8TFE)
farian Lengths 6
Dption [l-:I‘l-:I:IJ--‘lﬂlbi!ﬁ]ﬂﬂ&ﬂﬁ??ﬁﬂﬂ'-'lEEl:'El]II'I.IIE I

F723aVORRERCRLET,

RDATAD A :

Ox4f 70656e444e53: Data ="CpenDNS"
Ox10af b86c9blaff: Device-1D

RDATAUE—RNIPP RLAF 723>

Ox4f 444e53: MG C = ' ODNS

0x00 : Version
0x00 : Fl ags
0x08 : Organi zation I D Required

0x00225487: Organi zation ID
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0x10 type : Renote |Pv4
0x0b010103: Renpte IP Address = 11.1.1.3

FINAADHNELL, BEIDAUmbrellarR—Z )L ZFERAL TUmbrella7 A hE—FHLTWS
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5% : DNSCryptE EMIC T B &, DNSYTUNKESIENET, NTY RF+7F+ T
Umbrella') Y JL/NIC[E A SDNScrypt/NT Y RARENTVWBBEICUR—2RNTF T4V D
HFEWEEE. DNSCryptZEMICL TRBEN BB LM ESH ZRERL T EEV,

vManageX v > 1 R— R THRRBLET,

Cisco Umbrellal8 TO R Z 7 1 ¥ J &, vManageX Y > 1 R—RHASKRTEEXT, [Monitor] >
[Network] > [Umbrella DNS Re-direct| CRRTEE T, KIC, COR—Z DA X—T%ZRLET

DNSF¥+vv< 1

Cisco cEdge)L—R Tk, O—HAILRXAVNANAT ST —BLEBEVENFHYET, ch
&, RARNIZVIDZATNCFAYYDANEENTVBIHESICRELES, £EAE, O—
DI RXA 2NN A D www.cisco.com(.*cisco.com)ic —BIL TNA/INATB RS ICEREETNT
WBBEE. A—AWLRXA O NANAFERENET, FHICT I Fwww.cisco.comlZx L
TiIhh, 94T RTHFY Y 1ENICONBECNAMEE L TIRENEL 1=,
www.cisco.com®nslookupl_ Xt g2 #&#MD Y L) &, CDNR X A > (akamaiedge)lC 3501
NDHhEXEFEITDETLIE,

Non- aut horitative answer:

WwWw. ci sco. com canoni cal nanme = www. ci sco. com akadns. net

WWW. Ci sco. com akadns. net canoni cal name = wwws. ci sco. com edgekey. net .

wwwds. ci sco. com edgekey. net canoni cal nanme = wwwds. ci sco. com edgekey. net. gl obal redir. akadns. net.
wwwds. ci sco. com edgekey. net. gl obal redi r. akadns. net canoni cal nane = e2867. dsca. akanmai edge. net .
Narme: e2867. dsca. akamai edge. net

Address: 104.103. 35.55
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Name: e2867. dsca. akamai edge. net
Addr ess: 2600: 1408: 8400: 5ab: : b33
Name: e2867. dsca. akamai edge. net
Addr ess: 2600: 1408: 8400: 59c: : b33

O—ALRXANANAFERICEELTVSEHEEEF. /N\—H—0penDNSURX AL I DAY
VENBEMLTVRCEADANET, ChFERENLELITT,

dnz2-site201- 1#show pl atform hardware gf p active feature unbrella datapath stats
Unbrel | a Connector Stats:
Parser statistics:

parser unknown pkt: O

parser fmt error: O

parser count nonzero: O

parser pa error: O

parser non query: O

parser multiple name: O

parser dns nane err: O

parser matched ip: O

parser opendns redirect: 3

| ocal domain bypass: 0 <<<<<<<<<<<

Shid, O—ALRXAYNANAFIL—RCRRENBVEATHD TERSBYET. KA
NOSATYRIDYOF v Y15 9UTFEHE, JTUNELKEEERATVBZEAN DA
WET,

% 1 7DNS

Google Chrome’s EDFREF O 7 ZJH(E. DNS over HTTPS(DoH) % = I&DNS over TLS(DoT) &
EFRENDEF1IT7DNSEFEAL TVET, COBEEICKY), Umbrella DNStEF 1 1) F 1 #EED
BEICTFEENTVEVESEFERATERLSAKVYET, Secure DNSIE, FREFHEKRK) S —&FEH
LTEMCTILE, IVE—TSAXERBAVE1I—XE—DOFERE, F74I)LNTEMIC
TREETEET,

Settings Q. DNS &

&  Youand Google Use secure DNS

This setting is disabled on managed browsers
B Autodill

EEFRRADBYODT /NS AL, WD2ADAFT>arFHET, RIODOFAT 3,
Secure DNSTEHE NBTCPAR— K853 7OV U TBHZETT, CHOEMICIE. Cisco Zone
Based Firewall(ZBFW)ZFERHTE X T, 220BDA 7> 3, Umbrella’R—&JILT T77OF >
/BB, ATdVO7AYI0EBMCTRHETT, FMICODVWTR., 25525RBLTLKEE
W

https://support.umbrella.com/hc/en-us/articles/360001371526-Web-Browsers-and-DNS-over-
HTTPS-default
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