BGPIL— N7 F OV AX N EERALEEF2
TA—N—L 1A DERE

2E

BLoic
FERTRAR=—Fb
BGPL—hFFIVR

= 1l

hROD AT TS A

Ik
Catalyst 8000v)L—2 T DFlexVPNY—/YDE%
1LIKEV2Z’ OR—HILD

2. IKEV2R Y S —ZERL, Z7OR—H)LICBERTET,

3. IKEV2EFA[ARY S —DERE

4 \KEV2Z'O7 74 DERKR
5.1PSech SV AT7A—Lt v hOER
6. 7 A bDIPsecZ’O7 7 1)L D HIER

7.1Psec”’ bid L Z 2 =Lty hBKVIKEV2T id \ZB9Ef

HET,
8RBT TL—bDHER

NEVIStEFX2TA—N—L 1 DHR/MER
F=N=L A AT =2 AQHR

FlexXVPNY—/Y\OBGPIL— T F I ADERE

NFVISTDBGP D& E

bSTNA=—F1T
NEVIS (FlexVPNZ S A 7> b )
NEVISOZ 77 4)L

— %)L strongswan —

IPsecQA VB —T7 I A ZADAT—RADTER

AY RTVR (FlexXVPNY—/V)
ET7 B ®OIPSec SABE QSR
FOTATRBEEMEYS I DOERTE
VPNiEfEO Yt v
BMORS TN A—F A2 TDEHOTINY TDRT
BERESLVPRFIX B

L &I

CORFIXNT., vBranchhZ 7 1 v V= HHUNICEE TS -HIC. NFVISTEF 17 HE
F—=N—LAEeBGPT7 T O ABRKRETDHEICOVTHHALET,



EARAITZHIR—F B

SORFIAY FOBEHR, RON—RIIFHLEYTRITF AVR—%2 MCETED
7,

« NFVIS 4.7.1%Z 3179 2ENCS5412
« Cisco I0S® XE 17.09.03a% 179 % Catalyst 8000v

CORFIXNOBERHRIF. BREOSARRICHZTNAARALCETVWTHEREhELEZ, COR
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FlexXVPNY—/NTBETBIP7 RLAZERELET (IXTI/O0-N)LA>714F1L—>3>
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vrf definition private-vrf
rd 65000:7
address-family ipv4
exit-address-family

vrf definition public-vrf
address-family ipv4
exit-address-family

interface GigabitEthernetl

description Public-Facing Interface

vrf forwarding public-vrf

ip address 10.88.247.84 255.255.255.224

interface Loopbackl001

description Tunnel Loopback

vrf forwarding private-vrf

ip address 166.34.121.112 255.255.255.255

interface Loopback80

description Route Announced Loopback
vrf forwarding private-vrf

ip address 81.81.81.1 255.255.255.255

interface GigabitEthernet3

description Route Announced Physical Interface
vrf forwarding private-vrf

ip address 91.91.91.1 255.255.255.0

NFVISIZDW T, WANEEB AV R—T7I( AZBEHERELET

system settings mgmt ip address 192.168.1.1 255.255.255.0
system settings wan ip address 10.88.247.89 255.255.255.224
system settings default-gw 10.88.247.65

system settings ip-receive-acl 0.0.0.0/0

service [ ssh https netconf scpd ]

action accept

priority 10

|
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2DNDVPNIY RARA M EF1TBEF Iy XINERITIREINTII—X (7I—X1) T
BA322ENH2 X1 )TF47O0RINETIDAVXLEZEELE T, IKEV27OR—FILD
BREk, REE. S, BEM., BLTFF—KBONTA—ROBEZRITEICKY), #BRTF
—REXBIDENIC, MADIY RRAMHBOEFIVTFTAR/EOEY MCEETDEKS
CTBDETT,

crypto ikev2 proposal uCPE-proposal
encryption aes-cbc-256

integrity sha512

group 16 14

BT

BEICK, VPN TF—R22REITDEHICHERATIHEN HIESLLTILTY
AL (AESX3DESKE ) A"EENE T, BSHICKY), BEENFVPNRrD X
NEBBIBDNT T4V I ZHRAIMBDENTERBLLBYET,

IKEV2Z A I—2a Al RBENBI XYV - 0BAMEEEMZRIT
SEHICFERAEhDTIIVAXL (SHAS12BE ) ZIELET, ChiZ&kY)
HEARVTLATRY VDEBIETEERT,

encryption <7 JL
)X L>

integrity </\v <
1>

2. IKEv27 R —%ZER L. Z7OR—FILICEEFTET,

_hik, IPSec VPNE#ZHBIUITZIRINDTII—A (7I—RX1)DONFAXA—REIBETHIREL
YIRNTT, EIZ, VPNIV RRAMHHEICEIELELV., VPNEY N7 Y TRHOEF1T7H5E
EFvyRINEZBIITDHECERZHTTVET,

crypto ikev2 policy uCPE-policy
match fvrf public-vrf
proposal uCPE-proposal

3. IKEV2FFA] 7R ) > —DERE

IKEV2IE, XY RD—JLM20N0DI > RAIRAVNBICEFIT7 LY IV E2RETDILEHICHE
AEha70R3)LT, BARIZ—IF, VPNR ORI BIUENERBIZVPNI AT YT
DHEATEDVY—REY—ERAERETSD—EDIL—ITT,

crypto ikev2 authorization policy uCPE-author-pol
pfs
route set interface Loopbackl001




S P

Perfect Forward Secrecy ( PFS ; R£EIAWE ) &, BIOF—HFRES 25
pfs BTE, HFLLUSHESLF—PFHMILTEZETHDICEEZRIATD LK
T. VPNEFZOEF 1) T 1 28t THHEET T,

VPNEY 3 VAERICEIEND &, IKEV2ZHFRIRUS—TERENTVBI)L
W=—htY b |—NFBBNICTNAADIL—TFT AT T—TIIICEMENETET, ChiZkl)
R —TIAA|, I—hEYRNTEEEhEXRYRND—OBTORNT T 1Y IHFVPNRNZI
ZBEUTELLIL=—F12T0Eh3d&LS5(CKYET,

4. IKEV2Z7'O7 7 1 )L DAER,

IKEV2(f  B—FY RF—TIOAFIVI(KEYN—23 2R —F, IPsec (1B —%Y
NZ7ORJNEFIVT 4 )VPNR ORI ZEBITDIKEV2ZT I—ATHEAENZ—EDIL—I
FEENTA—2TT, IKEV2E, 12—V NBEEDEETELEVRY ND—IRBHTEZS
ICBEEZTHES>ETI2EETH, BOR2EXMBetEFI1UTATYII—-3a(SAOXRIY
IT—>23a &RFICTH7O0RINTT, IKEV2ZRU>—F, COZXROASI—>3a > 0ERTAEE
AEEL, EXF 17 CHRSILENEBEF YR ERIITHAEHICAHEEN CEITIHVEDDH
BEFETFEBEFIVFTANTAXA—FZEBELET,

KEV2Z’ A7 7AILICRERDEDHFBETT,

s O—AUBITVE—NDORIAL K,
« —HI3ID, —HIIAHE., FLFE—HFIZIAT—MXUh,

crypto ikev2 profile uCPE-profile

description uCPE profile

match fvrf public-vrf

match identity remote any

authentication remote pre-share key ciscociscociscol23
authentication local pre-share key ciscociscociscol23

dpd 60 2 on-demand

aaa authorization group psk Tist default uCPE-author-pol Tlocal
virtual-template 1 mode auto

S PIT

match fvrf public-vrf Z7Aa7 74N &SI L E T,

match identity remote aEt VA EEMEEYIIVELTREBIDFER., C0FE
any (EBEOT7AFT4T

S —7= d
z(O)H'EA) EE_C:EJJ _Ca-o

HRALUE—REFIRHEF— (ER-EF—ZFALTVE—RNETZRIATIVLEN DL
ciscociscocisco123 BELET,

RAO—ANEBHHEREX— |[COTFNAA(O—AL) P EHREF—2FEAL RIATIHE
ciscociscocisco123 IFHBEZBELET,

dpd 60 2F > FX > R Dead Peer Detection ( Y RET7#&E ) : &/ ER (60% ) TN




TYRNNFZEENEL 2 EEE. ZO0WEAIZ2DDdpd/NT Y
EEELET,

aaa authorization group psk
list default uCPE-author-pol [JL—KZIV) H T,
local

virtual-template 1E— Rauto {RFEET> 7L —KMZNA2 RULET,

5. IPSech T2 A7 #—LtY NOER

IPSech >R\ ZBBITDT—XNT 74V IICHEHATAHEN HD—EOLEF2 ')7_'47°El I\
ONETILAVALEERTDERNIC, NRFUVATF—LEY NETF—ZOEFILHE KPR
FEZEEEL, VPNIY RRANEOZEBEEERIELET. NORILET—RE, XV I\'7
— VBN UVEREBEEDLEHICIPNTY h&2&hZHhT7EIILTDESICIPsech > RILZREL
£9,

crypto ipsec transform-set tset_aes_256_sha512 esp-aes 256 esp-sha512-hmac
mode tunnel

BT

set transform-set <N [VPNR RIILZBBITEZ2TF—R2 70— 2 RBEIDLHICEATIHEND
SORT7A—LtY NBIBEFSUTIDVAXLAEEBEETIIVXA (H: BE{LICAES, BEH
> ICSHA ) ZEELET,

B 7IIIdUVXA, N\Nv2aTF7)NIdUXA, BEERE, Diffie-
HellmanZ' )L—7% &, VPNEY RT7Y7O7 I —X10OEF21VFT47F
VI I—23>SANEZRIAI—23a 0NFX—RF—2E&HLET,

set ikev2-profile
<ikev2-profile-name>

A7 3IVORET., BMCTRE, FILLVESLF—ALEIOF—EBE

set pfs <7 )L —7"> EFshiz<izy, Ef1UF A RbenET,

6. F7#)NDIPsec7O7 7 1 )LD BIK

F7A)KDIPsecZ7O77AIZHIBRTZ LR, EF21UT14, HAZIA KX, BT AT
LDBEEEICEETIVK O2ANDERTERATATVWSEAETT, T7FILMNDIPsec7O7 7
AINE, TYRNDT—=OOBEDEFIVTARI—FEGRERER/ LT ENTEERA, C
NZHIBRT D ET, VPNR U RIFBR>THRETREVRERPZETHRVREZFRATSCL
Ny, BEEOUAIFBRENET,

BERXYRD—=OLR, BEOBSHKTILIVALENYZATILIVAL, F—ORE, FBIEA
ERE, BEOEFIVTAERNBYET. T7AIIRNTOT 7ML ZHIKRTDE, ChsD
BENDZ—XICEDBEARZLTOT7 7AIILNOEENREE N, TEZRYEEOREE/NY
F—RVANBRENKT,

no crypto ipsec profile default



7.1Psec7O7 74N EERKL., RSUATA—LEY RBEIRTIKEV2ZO7 7 A ILICBEENITE
9,

IPsec (4> Z—%y RZ7ORILEF1IUT 4 ) 7O7 7 A, IPsec VPNh > R &Y
LIEETB DI ERENDRELE RIS — 2N T I TBERIVTAT4TF, Chid
. EBOVPNEEICERATES T TL—NE LTHEL, EX1UT 1 /N5 X—2E@EELL
T. XY RI—Y LOREBBEEOEEEMENLLET,

crypto ipsec profile uCPE-ips-prof

set security-association lifetime seconds 28800
set security-association idle-time 1800

set transform-set tset_aes_256_sha512

set pfs groupl4d

set ikev2-profile uCPE-profile

8. RIET>7TL—MNDER

N=TF¥NTUTL—MUE=TIA ARG, N=F¥NTIELARAVE—TIAADRAF =
YOTFTUTL—RELTHEL, AT—F 7L THERNBVPNEROERFEZZRHELET, K
BT OECAAVE—TIAADBNEA AR LA ARICEZDHLWPNEY S 32 ARk
Ende, FNAARRN—FF¥ILTVTL— R TEEECNERELCEIVIN-—FYILT IR
AVE—TIARZERLET, COTOLAR, BFEHEICHL TBMICRES A LYEI X
— T I AZHBEEETIC, BECRWUTUY—RZHNICHHTRILILLY ., ZHOUE
—RNOTZATURBLRTY A NEYR—NLET,

RBTTL—RNEEATHET, FlexVPNOEAR, HLVEGIBIE NS ZTICRERN
ICHRTE, B2 DEY IV ZFHTREITPLEFEHYEEA,

interface Virtual-Templatel type tunnel

vrf forwarding private-vrf

ip unnumbered Loopbackl001

ip mtu 1400

ip tcp adjust-mss 1380

tunnel mode 1ipsec 1ipv4d

tunnel vrf public-vrf

tunnel protection ipsec profile uCPE-ips-prof

NFVISEXx 217 A —/N—L 1 OHF/NMERK

EFITHA-N—LAAVARADERE

secure-overlay myconn local-bridge wan-br Tocal-system-ip-addr 10.122.144.146 local-system-ip-subnet 10



ike-cipher aes256-sha512-modp4096 esp-cipher aes256-sha512-modp4096
psk Tocal-psk ciscociscociscol23 remote-psk ciscociscociscol23
commit

E IPSech RN ZNHNUEBGPIL—KNT7 IV AZBRETHEER.,. O—AILKIXRIL
IP7RLAII (MBAVE—TIAAEEROVSTUYIHASEEENEENTIEEL

) RIEBIPF RLAZFEATRRSICEF 1T A —-/N—LAHFBRETAhTVD L 2HFTEL
TLEEW, LRB0HITIE, RET7 RL YS9 X Rlocal-system-ip-addr
10.122.144.146 local-system-ip-subnet 10.122.144 128/27T KA EEEh TV X T,

F—N—LAAT—2ADHE

show secure-overlay

secure-overlay myconn
state up
active-local-bridge wan-br



selected-local-bridge
active-local-system-ip-addr

wan-br
10.122.144.146

active-remote-interface-ip-addr 10.88.247.84

active-remote-system-ip-addr

166.34.121.112

active-remote-system-ip-subnet 166.34.121.112/32

active-remote-id

FlexVPNY—/NXDBGPJL—

10.88.247.84

N7 D2 ADRE

CORETE., ET7UTICeBCGPEERTRIXEN HVET, TI TR, NFVISHIA S DEE
A7 RLA(O—ALRRIIPOREIPT RLRA ) HTRY hNEUY AVEHEICEMNT 2 HE

FHYNET,

router bgp 65000

bgp router-id 166.34.121.112
bgp always-compare-med

bgp Tog-neighbor-changes

bgp deterministic-med

bgp listen range 10.122.144.0/24 peer-group uCPEs

bgp Tlisten Timit 255
no bgp default ipv4-unicast

address-family ipv4 vrf private-vrf

redistribute connected
redistribute static

neighbor uCPEs peer-group
neighbor uCPEs remote-as 200

neighbor uCPEs ebgp-multihop 10
neighbor uCPEs timers 610 1835

exit-address-family

S FIT

bgp always-compare-med

HETASICEESL . TXTOIL— N OMED(Multi-Exit
Discriminator) 7RUE1— R ZEICHETD LS IZIL—FZHRE
LET,

bgp log-neighbor-changes

BGPRAN—BBROZEEICRHETZ AR MNOOF T 2B
LEXY,

bgpf#Emed

RRDIEEZATLAORAN=NDSO/NAIZDOWVWT, MED%Z L
BLUET,

bgp listen range <% Y KD —
9 >/<X A% > peer-group <E
TIN—T%E>

BEELLIPEE (XY NIT—I/RAT )ATEAFIVIRE
AN—BRERZBHICL, BREETNERAN—ZETITIL—-TELC
BVWETET, ChiZkY, JIL—THAOIXTOETIZHED
RENBEREND O, RENFBRILEIET,

BGP'J v A2 #IBR255

VY AVERNTRZTANAREEA A FIY YBGPERA/N—D&
RE&E255ICRRELE T,

no bgp default ipv4-unicast

BGPZA/N—ADIPVAIZFYARNIL—F 1 TJEROBEIXEE
BEPZLET, ChZzeBRICTDICE. BROEREN BRET
9,




redistribute connected

EEERENEXRYND—IHL 5D —NEBGPICBEREALET
( private-vrfl_ & 9 BFlexVPNY —NA S DT T4 R— R T %
YY),

redistribute static

AZT4YI)—NZBCGPICBEMAL XTI,

neighbor uCPEs ebgp-multihop
10

EFSIL—7THOET & DEBGP ( \E8BGP ) i %E R A10K Y
TIEFRCENTE, BEEBELTLVEVT/NS ROERICSE
Y5ET,

neighbor uCPEs timers <keep-
alive> <hold-down>

ET7IIN—TADZRAN—DBGPF—T T 54T RAI—&KR—
IWRETVRAI—ZZTNTNRELRT (HITRE10WE
18358 ) .

ERETILT7AVIRVARNE, E7IIL—THOZXAN=IL—RTF RNZAL XX
NZEHIHTDLSICERETEET, neighbor prefix-list out

NFVIST DBGP DR E

eBGPRAN—2 Y TRETBGP7 O AZRBALET




router bgp 200

router-id 10.122.144.146

neighbor 166.34.121.112 remote-as 65000
commit

BGPL E 1—

COEAE. BIRDAVA—%Y NL—F 1 VI F—FE(RD)IC&E > THEE h=BGPE Y > 3
COREERLTVET. COL—FAVIYTRITTR, IPL—REREL, ZTOHEICE
THIREETVET., BRENEERA, S, BGPEY T 3 H TEstablisheds RETHB &
BHSACEYET, Chid, BGPETUVYTOEANERILETL, By 3IVFRETIT
AT THBEEBRLTVET, 42D —MFEELCAVR—hEnELE, 1 VK—KTES
I—bOLERIF15ETT,

nfvis# support show bgp
BIRD 1.6.8 ready.

name proto table state since info
bgp_166_34_121_112 BGP bgp_table_166_34_121 112 up 09:54:14 EstabTlished
Preference: 100

Input filter: ACCEPT
Output filter: ACCEPT
Import 1imit: 15

Action: disable
Routes: 4 imported, 0 exported, 8 preferred
Route change stats: received rejected filtered ignored accepted
Import updates: 4 0 0 0 4
Import withdraws: 0 0 - 0 0
Export updates: 4 4 0 -—- 0
Export withdraws: 0 - - - 0
BGP state: Established
Neighbor address: 166.34.121.112
Neighbor AS: 65000
Neighbor ID: 166.34.121.112
Neighbor caps: refresh enhanced-refresh AS4
Session: external multihop AS4
Source address: 10.122.144.146
Route Timit: 4/15
Hold timer: 191/240

Keepalive timer: 38/80

FlexXVPNH—/NXD S5 DT TAR— NG T XY RHFBGPRHETT RNXAXEh-l L ZBALE
EE

BGPIL—RDT7FT O AEBRELTVWSEE, REAEAT RLRAZ77ZIVREFEENHEAE
bk, IPSechipvd I_F ¥+ ANEFTT, BGPAT—RAZRTITDLEHICRETEER
IPSecOD 7 RLAT77ZUEREREEFK, vponvd1-_F ¥ ANTT,



nfvis# show bgp vpnv4 unicast
Family Transmission Router ID Local AS Number
vphv4 unicast 10.122.144.146 200

show bgp vpnv4 unicast route ¥ > REFEHA T2 L, BGP7OEATREENTLVWAVPN4AIZ
FYANL—NIBEITZEHRZMETERT,

nfvis# show bgp vpnv4 unicast route

Network Next-Hop Metric LocPrf Path

81.81.81.1/32 166.34.121.112 O 100 65000 ?
91.91.91.0/24 166.34.121.112 O 100 65000 ?
10.122.144.128/27 166.34.121.112 O 100 65000 ?
166.34.121.112/32 166.34.121.112 O 100 65000 ?

ANY RTY RVPNY—/NTlE, BGPRELBMEREOBEZEKL T, BGPEY > a3 nfgeik
EBREEZTERLSFTAMMTEE T,

c8000v# show ip bgp summary
Number of dynamically created neighbors in vrf private-vrf: 1/(100 max)
Total dynamically created neighbors: 1/(255 max), Subnet ranges: 1

7=, BGPIC& > TEEE NBVPNV4A(VPN over IPVA)L—F 4 V5 F—F )TV NJICETBE
MBEHRERTTEETRT, COBHICKEK., FEVPNAIL—KNOBEOEBHN—KTL71Y IR, X
DARKRY TIP7 RL A, EETASES. & & local preference, MED(Multi-Exit
Discriminator), A1 _-_F (BB ENET X EBBCPEMULKE)ZEHIHEN BV ET,

c8000v# show 1ip bgp vpnv4 all

BGP table version is 5, local router ID is 166.34.121.112

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter,
x best-external, a additional-path, c RIB-compressed,
t secondary path, L long-lived-stale,

Origin codes: i - IGP, e - EGP, ? - incomplete

RPKI validation codes: V valid, I invalid, N Not found

Network Next Hop Metric LocPrf Weight Path
Route Distinguisher: 65000:7 (default for vrf private-vrf)
*> 10.122.144.128/27

0.0.0.0 0 32768 7
*>  81.81.81.1/32 0.0.0.0 0 32768 7
*> 91.91.91.0/24 0.0.0.0 0 32768 7

*>  166.34.121.112/32
0.0.0.0 0 32768 7



NZTNZ1—F42T
~

NFVIS ( FlexXVPNO Z A4 F >

NFVISOT 7714

)

NFVIS charon.logAZ 7 7 A )ILA S, IPSec7 T—ADETXTOMBIOTETIS—OTZRRT

2FT,

nfvis# show log
Feb 5 07:55:36.
Feb 5 07:55:36.
Feb 5 07:55:36.
Feb 5 07:55:36.
Feb 5 07:55:36.
Feb 5 07:55:36.
Feb 5 07:55:36.
Feb 5 07:55:37.
Feb 5 07:55:37.
Feb 5 07:55:37.
Feb 5 07:55:37.
Feb 5 07:55:37.
Feb 5 07:55:37.
Feb 5 07:55:37.
Feb 5 07:55:37.
Feb 5 07:55:37.
Feb 5 07:55:37.
Feb 5 07:55:37.
Feb 5 07:55:37.
Feb 5 07:55:37.
Feb 5 07:55:37.
Feb 5 07:55:37.
Feb 5 07:55:37.
Feb 5 07:55:37.
Feb 5 07:55:37.
Feb 5 07:55:37.
Feb 5 07:55:37.
Feb 5 07:55:37.
Feb 5 07:55:37.
Feb 5 07:55:37.
Feb 5 07:55:37.
Feb 5 07:55:37.
Feb 5 07:55:37.
Feb 5 07:55:37.
Feb 5 07:55:37.

charon.log
771 00[JOB]
786 05[CFG]
786 05[CFG]
787 06[CFG]
787 06[IKE]
899 06[ENC]
899 06[NET]
122 09[NET]
122 09[ENC]
122 09[IKE]
122 09[ENC]
122 09[ENC]
122 09[IKE]
122 09[CFG]
235 09[IKE]
235 09[IKE]
235 09[IKE]
236 09[ENC]
236 09[NET]
322 10[NET]
322 10[ENC]
323 10[IKE]
323 10[IKE]
323 10[IKE]
323 10[IKE]
323 10[IKE]
323 10[CFG]
323 10[IKE]
342 11[NET]
342 11[ENC]
342 11[IKE]
342 11[IKE]
342 11[IKE]
342 11[ENC]
342 11[NET]

spawning 16 worker threads

received stroke: add connection 'myconn'
added configuration 'myconn'

received stroke: initiate 'myconn'

<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>

RNEpH—= )L strongswaniFEA)L— K

initiating IKE_SA myconn[1l] to 10.88.247.84

generating IKE_SA_INIT request O [ SA KE No N(NATD_S_IP) N(NATD_
sending packet: from 10.88.247.89[500] to 10.88.247.84[500] (741
received packet: from 10.88.247.84[500] to 10.88.247.89[500] (80
parsed IKE_SA_INIT response O [ SA KE No V V V V N(NATD_S_IP) N(
received Cisco Delete Reason vendor ID

received unknown vendor ID: 43:49:53:43:4f:56:50:4e:2d:52:45:56:
received unknown vendor ID: 43:49:53:43:4f:2d:44:59:4e:41:4d:49:.
received Cisco FlexVPN Supported vendor ID

selected proposal: IKE:AES_CBC_256/HMAC_SHA2_512_256/PRF_HMAC_SH
cert payload ANY not supported - ignored

authentication of '10.88.247.89' (myself) with pre-shared key
establishing CHILD_SA myconn{1}

generating IKE_AUTH request 1 [ IDi N(INIT_CONTACT) IDr AUTH SA
sending packet: from 10.88.247.89[4500] to 10.88.247.84[4500] (4
received packet: from 10.88.247.84[4500] to 10.88.247.89[4500] (
parsed IKE_AUTH response 1 [ V IDr AUTH SA TSi TSr N(SET_WINSIZE
authentication of '10.88.247.84' with pre-shared key successful
IKE_SA myconn[1l] established between 10.88.247.89[10.88.247.89].
scheduling rekeying in 86190s

maximum IKE_SA Tifetime 86370s

received ESP_TFC_PADDING_NOT_SUPPORTED, not using ESPv3 TFC padd
selected proposal: ESP:AES_CBC_256/HMAC_SHA2_512_256/NO_EXT_SEQ
CHILD_SA myconn{l} established with SPIs cfc15900_i 49f5e23c_o a
received packet: from 10.88.247.84[4500] to 10.88.247.89[4500] (
parsed INFORMATIONAL request O [ CPS(SUBNET VER U_PFS) ]
Processing informational configuration payload CONFIGURATION
Processing information configuration payload of type CFG_SET
Processing attribute INTERNAL_IP4_SUBNET

generating INFORMATIONAL response 0 [ ]

sending packet: from 10.88.247.89[4500] to 10.88.247.84[4500] (9

LinuxTl&. strongswan ( NFVISHFERTSEIINFTTY N7+ —LAlPsecER ) FF7FIL KT
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nfvis# support show route 220

10.122.144.128/27 dev ipsecO proto bird scope Tink
81.81.81.1 dev ipsecO proto bird scope Tink
91.91.91.0/24 dev ipsecO proto bird scope Tink
166.34.121.112 dev ipsecO scope Tink

IPsecOf R —T7 I A ADAT—R AN

ipsecORE A > X —T7 T4 AQFHMZRE TS IZ(F. ifconfig

nfvis# support show ifconfig ipsecO
ipsecO0: flags=209<UP,POINTOPOINT,RUNNING,NOARP> mtu 9196
inet 10.122.144.146 netmask 255.255.255.255 destination 10.122.144.146
tunnel txqueuelen 1000 (IPIP Tunnel)
RX packets 5105 bytes 388266 (379.1 KiB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 5105 bytes 389269 (380.1 KiB)
TX errors 1 dropped 0 overruns 0 carrier 1 collisions 0

ANY RIT2 R (FlexVPNH—/Y)
E7 B ®OIPSec SABENDHESS

ROEITIE, XY RJ—20.0.0.0/0£10.122.144.1282TDEZTERTBDRT 71 Vv JICHL
T, Virtual-Access14 >R —7 T4 A%/ L 110.88.247.84&£10.88.247. 89N E THRESIL kN> X
IHFBEENTVET, 1NV RETIRNNTY RTEBESE 1 /22D OEncapsulating
Security Payload(ESP)SAT ¥,

c8000v# show crypto ipsec sa

interface: Virtual-Accessl
Crypto map tag: Virtual-Accessl-head-0, Tocal addr 10.88.247.84

protected vrf: private-vrf
local 1ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (10.122.144.128/255.255.255.224/0/0)
current_peer 10.88.247.89 port 4500

PERMIT, flags={origin_is_acl,}
#pkts encaps: 218, #pkts encrypt: 218, #pkts digest: 218
#pkts decaps: 218, #pkts decrypt: 218, #pkts verify: 218
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 10.88.247.84, remote crypto endpt.: 10.88.247.89
plaintext mtu 1422, path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernetl
current outbound spi: OxC91BCDE0(3374042592)



PFS (Y/N): Y, DH group: groupl6

inbound esp sas:
spi: OxB80E6942(3087952194)
transform: esp-256-aes esp-sha512-hmac ,
in use settings ={Tunnel, }
conn 1id: 2123, flow_id: CSR:123, sibling_flags FFFFFFFF80000048, crypto map: Virtual-Accessl-he
sa timing: remaining key Tifetime (k/sec): (4607969/27078)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE(ACTIVE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: OxC91BCDE0(3374042592)
transform: esp-256-aes esp-sha512-hmac ,
in use settings ={Tunnel, }
conn 1id: 2124, flow_id: CSR:124, sibling_flags FFFFFFFF80000048, crypto map: Virtual-Accessl-he
sa timing: remaining key Tifetime (k/sec): (4607983/27078)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE(ACTIVE)

outbound ah sas:

outbound pcp sas:

TOTATBES{EY> a2 0ORR

show crypto session detail DD ICIE, VPNORA T (HA4 KNEARVE—RNTIOERABE ), &
AHROBESeENYZATIIdVXAL, BERNZT7TAVIERBERNZ 74V O00OF1IVTAT
VS TI—2a>vSAVBE, EF7V0T1475ESEEY > aVICBIT2BRENEFHANI RENDIH
ENFHYYET, Tl NTY REBPNA M E, BEELBRVESLENENT 71 Y DICHE
THRIHTEBRERTEND O, VPNIZEK > THRBEE N TVWABTF—XEZER/LLY, AIL—T
YNOBBEENT TN A—FT AT LEYNTREEICKRIEET,

c8000v# show crypto session detail
Crypto session current status

Code: C - IKE Configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation
X - IKE Extended Authentication, F - IKE Fragmentation

R - IKE Auto Reconnect, U - IKE Dynamic Route Update

S - SIP VPN

Interface: Virtual-Accessl

Profile: uCPE-profile

Uptime: 11:39:46

Session status: UP-ACTIVE

Peer: 10.88.247.89 port 4500 fvrf: public-vrf ivrf: private-vrf
Desc: uCPE profile
Phasel_id: 10.88.247.89



Session ID: 1235
IKEv2 SA: local 10.88.247.84/4500 remote 10.88.247.89/4500 Active
Capabilities:D connid:2 Tifetime:12:20:14
IPSEC FLOW: permit ip 0.0.0.0/0.0.0.0 10.122.144.128/255.255.255.224
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 296 drop 0 1ife (KB/Sec) 4607958/7 hours, 20 mins
Outbound: #pkts enc'ed 296 drop 0 Tife (KB/Sec) 4607977/7 hours, 20 mins

VPNE#HZHED ) Y

clearlE5 X REFRATHE, VPNEHRZFETUEYNLEY, FNA A2hKEYT—RE
FIctEF21VFATISI—>3 2 SA D IFLEYTEETD,

« clear crypto ikev2iE, IKEV2EF1UTAF7IYZT—>3 2 (IKEV2SA)ZO VT LERT,
+ clear crypto sessionld. IKEv1(isakmp)/IKEV2E K T'IPSec SAZ OV UTLET,

« clear crypto sal&IPSec SAZETZ TV UTFTLET,

- clearcryptoipsecsald, 7975 1 7&IPSectF¥1VF 1 F7IYSI—2a > &HKBRLET,
BMORNSTIND1—FT420DEODFT/INY TDERT

IKEV2F/)NY Jik, IKEV2RASI—>3 V7O AEFIexVPNI S AT NOEBEFRICKETS
WREMEA B DAY RITY RF/NA A(c8000V) DI S5— (VPNEY S I ORIOEE, R —
NDEBA, V92AFTNBEOIS—RBE)DBEENZ TN I1—FT 4 TILERIAIEET,

c8000v# terminal no monitor
c8000v(config)# logging buffer 1000000
c8000v(config)# logging buffered debugging
c8000v# debug crypto ikev2 error

c8000v# debug crypto ikev2 internal
c8000v# debug crypto ikev2 client flexvpn
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