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ATYTLIOXT 7 VTr—2 32 KRAT 14 7 Eguestshel ZBRELF T, chlZky),
guestshel N\DIPEZJgEENf BT hFE T, OFIEEF. CSR1I000vDFREFIZT 7 A KNT
BEINICERETEET,

vrf definition GS ! iox app-hosting appid guestshell app-vnic gatewayl virtualportgroup 0 guest-interface 0 guest-ipaddress
192.168.35.102 netmask 255.255.255.0 app-default-gateway 192.168.35.101 guest-interface 0 name-server0 8.8.8.8 ! interface
VirtualPortGroupO vrf forwarding GS ip address 192.168.35.101 255.255.255.0 ip nat inside ! interface GigabitEthernetl ip nat
outside ! ip access-list standard GS_NAT_ACL permit 192.168.35.0 0.0.0.255 ! ip nat inside source list GS_NAT_ACL interface
GigabitEthernetl vrf GS overload ! ! The static route points to the G1 ip address's gateway ip route vrf GS 0.0.0.0 0.0.0.0
GigabitEthernetl 10.1.0.1 global

ATY 72 BMZLT, guestshellZAT 1> LET,

Device#iguestshell enable

Interface will be selected if configured in app-hosting
Pl ease wait for conpletion
guestshel |l installed successfully

Current state is: DEPLOYED
guestshel | activated successfully
Current state is: ACTIVATED
guestshel | started successfully
Current state is: RUNNI NG
Guestshel | enabl ed successfully

Devi ce#fguestshell
[ guest shel | @uestshell ~]$

3 : guestshell®@EF#IC DLW Tk, - Programmability Configuration Guide

AT Y 73 guestshelli' 41 B2 —Y NEBETED L EZRRELET,

[guestshell@guestshell ~]$ ping 8.8.8.8

PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.

64 bytes from 8. .8: icnp_seq=1 ttl=109 tine=1.74
64 bytes from 8. 8: icnp_seq=2 ttl=109 tine=2.19
64 bytes from 8. 8: icnp_seq=3 ttl=109 tine=2.49
64 bytes from 8. 8: icnp_seq=4 ttl=109 tine=1.41
64 bytes from8.8.8.8: icnp_seq=5 ttl=109 tinme=3.04

ATV T4 (FA7232 )ETEERHEOLEDIC, FRILICKRLTIRFEA T 2 T—F 127K
H(BFD)&)L—F 4 >4 7°'0 k1)L %Enhanced Interior Gateway Routing Protocol(EIGRP) & 7= (&
R—H—F—KRII47ORILBGCP)ELTHEMICLET. Cisco CSR 1000v)L— R
VXLANK > )L E i lkIPsech R ERELE T,

3333 3

. Cisco CSR 1000v)L—ZE®DIPsech > X)L,

crypto isakmp policy 1 encr aes 256 authentication pre-share crypto isakmp key cisco address crypto ipsec transform-set uni-perf
esp-aes 256 esp-sha-hmac mode tunnel crypto ipsec profile vti-1 set security-association lifetime kilobytes disable set security-
association lifetime seconds 86400 set transform-set uni-perf set pfs group2 interface Tunnell ip address 192.168.1.1
255.255.255.0 bfd interval 500 min_rx 500 multiplier 3 tunnel source GigabitEthernetl tunnel destination redundancy cloud-ha bfd
peer Example - #CSR1 ! interface Tunnell ip address 192.168.1.1 255.255.255.0 bfd interval 500 min_rx 500 multiplier 3 tunnel
source GigabitEthernetl tunnel destination 10.1.0.11 ! redundancy cloud-ha bfd peer 192.168.1.2 #CSR2 ! interface Tunnell ip
address 192.168.1.2 255.255.255.0 bfd interval 500 min_rx 500 multiplier 3 tunnel source GigabitEthernetl tunnel destination
10.1.0.10 ! redundancy cloud-ha bfd peer 192.168.1.1

. Cisco CSR 1000vIL—Z B DOVXLAN K~ > R )L


/content/en/us/td/docs/ios-xml/ios/prog/configuration/171/b_171_programmability_cg/guest_shell.html

Example: interface Tunnel100 ip address 192.168.1.1 255.255.255.0 bfd interval 500 min_rx 500 multiplier 3 tunnel source
GigabitEthernetl tunnel mode vxlan-gpe ipv4 tunnel destination tunnel vxlan vni 10000 redundancy cloud-ha bfd peer

ATV 41 (AT232 ) NoFRIWA2B—T I A AL TEIGRPZERELE T,

router eigrp 1 bfd interface Tunnell network 192.168.1.0 0.0.0.255

cARBLARAVTNZEALT, 7TV A—N—ZKNJH—TEELT, RICHZERLET

o

event manager applet Interface_GigabitEthernet2 event syslog pattern “Interface GigabitEthernet2, changed state to
administratively down” action 1 cli command “enable” action 2 cli command “guestshell run node_event.py -i 10 -e peerFail” exit
exit

AWSE R D& TE

- AWS HA/YS X —4&
Parameter Switch Description

Node Index =i Index that is used to uniguely identify this node. Valid
values: 1-1023.

Region Name -rg Name of the region that contains the route table.

For example, us-west-2.

Route Table Name -t Name of the route table to be updated. The name of
the route table must begin with the substring rtb-.

For example, rtb-001333c29ef2aechf

Route -r If a route is unspecified, then the redundancy node is
considered to apply to all routes in the routing table.
The CSR cannot change routes which are of type
local or gateway.

Next Hop Interface -n Name of the interface to which packets should be
forwarded in order to reach the destination route.
The name of the interface must begin with the
substring eni-.

For example, eni-07160c7e740ac8ef4.

Mode -m Indicates whether this router is the primary or
secondary router for servicing this route. Valid values
are primary or secondary. This is an optional
parameter. The default value is secondary.

XT‘y71 IAMTWUHIEE EEL/QEH-O

CSR1000VIL—ZAAWSEY RD—O DI —FT 40 T—TINaEHITBI_IE, I —F=R5T
DHENFHET, AWSTIE, CSR1000VIL—ZRICIL—KRF—TINAOT IO A ZHFATTDR
S—%HERTRIUENHYET, TOE, CORUS—%ZFAHALTEC2UY —AICERAE NS
IAMO—=JLAEREhE T,

CSR 1000v EC24 2 AR A%ZEHKL &, ERL ZIAMO—I) Z&IIL— X (CEESITDHEN
HV)ERY,

FLWAMO—I)LTHEAE D RUS—RFROEHY) T,

{"Version": "2012-10-17", "Statement": [ { "Sid": "VisualEditor0", "Effect": "Allow", "Action": [ "logs:CreateLogStream",
"cloudwatch:", "s3:", "ec2:AssociateRouteTable", "ec2:CreateRoute", "ec2:CreateRouteTable", "ec2:DeleteRoute",

"ec2: DeIeteRouteTabIe" "ec2:DescribeRouteTables", "ec2:DescribeVpcs", "ec2:ReplaceRoute", "ec2:DescribeRegions",
"ec2:DescribeNetworkinterfaces", "ec2:DisassociateRouteTable", "ec2:ReplaceRouteTableAssociation”, "logs:CreateLogGroup",
"logs:PutLogEvents" ], "Resource™: "*" }]}

X FHEEFIEICOVWTE, RUS—ZHDIAMO—/ZZ28RL ., VPCICEERFTSEZE



https://www.cisco.com/c/ja_jp/support/docs/cloud-systems-management/prime-access-registrar/213601-csr1000v-ha-redundancy-deployment-guide.html#anc15

Lo

ATYT2HAPYython N\Y T —2 %A AR —=)LLET,

[guestshell@guestshell ~]$ pip install csr_aws_ha --user
[ guest shel | @uestshell ~]$ source ~/.bashrc

ATYT3: TZ4RIVIN—2THANG X —RERELE T,

[guestshell@guestshell ~]$ create_node.py -i 10 -t rth-01c5b0633a3422575 -rg ca-central-1 -n eni-0bc1912748614df2a -r 0.0.0.0/0
-m primary

ATYT4: EHhBI)IN—RTHANTXA—REZRELET,

[guestshell@guestshell ~]$ create_node.py -i 10 -t rth-01c5b0633a3422575 -rg ca-central-1 -n eni-0e351ab1b8f416728 -r 0.0.0.0/0
-m secondary

. J—ROER :

create_node.py -i n -t rtb-private-route-table-id -rg region-id -n eni-CSR-id -r route(X.X.X.x/x) -m

AzureEH O EAL

- Azure HA/NZ X —32 —

The following table specifies the redundancy parameters that are specific to Microsoft Azure:

Parameter Switch Switch Description

Node Index =i The index that is used to uniquely identify this node.
Valid values: 1-255.

Cloud Provider -p Specifies the type of Azure cloud: azure, azusgov, or
azchina.

Subscription ID -5 The Azure subscription id.

Resource Group Name -9 The name of the route table to be updated.

Route Table Mame -t The name of the route table to be updated.

Route -r IP address of the route to be updated in CIDR format.

Can be IPv4 or IPv6 address.

If a route is unspecified, then the redundancy node is
considered to apply to all routes in the routing table
of type “virtual appliance”.

Next Hop Address -n The IP address of the next hop router. Use the IP
address that is assigned to this CSR 1000v on the
subnet which utilizes this route table. Can be an |Pv4
or |IPv6 address.

Mode -m Indicates whether this router is the primary or
secondary router for servicing this route. Default
value is secondary.

X : GigabitEthernet1(ZOutsidefll 1 > X —7 T A AZRET I HLEN BV ET., nlE,
Azure APIICEZET B EHICFEAETND A E—T IA1ATYT, TNUADEFEE, HAREL
<HBEL £ Ao, guestshell I T, curl N> RFAzure ’ S X R TF—RZHIBTED L%z
BERELET,

[guestshell@guestshell ~]$ curl -H "Metadata:true" http://169.254.169.254/metadata/instance?api-version=2020-06-01

AT Y 71:CSR1000v APIFU H L MFRBEEE. Azure Active Directory (AAD)E izl E ¥ ZR— RY—
EAIDMSHYOWTFhATEMCTZILENHWET, FHMHEEFIELCOVTE, "CSR1000v
APIJ—)DFBIDERE ) 2R T<EEL, OFEABZVE, CSR1000vIL—FEIIL—hk
T—7IILOEFEHFTEhEE A,



https://www.cisco.com/c/ja_jp/support/docs/routers/cloud-services-router-1000v-series/213930-csr1000v-hav2-configuration-guide-on-mic.html#anc8
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AADNNT X —&

Parameter Name Switch Description

Cloud Provider -p Specifies which Azure cloud is
in use {azure | azusgov |
azchina}

Tenant ID o | Identifies the AAD instance.

Application ID = | Identines the application in
AAD,

Application Key -k Access key that is created for

the application. Key should be
specified in unencoded URL
format.

AT Y T2HAPython/N\Y T —2 %A VAR —=)LLE T,

[guestshell@guestshell ~]$ pip install csr_azure_ha --user
[ guest shel | @uestshell ~]$ source ~/.bashrc

AFVT3: TSAIUIL—RTHANS X —REBELET (ZODATFY I TREMSIELE
AADZERTEET ),

- MSIFZEL,

[guestshell@guestshell ~]$ create_node -i 10 -p azure -S XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXXXX -§ ResourceGroup -t Private-
RouteTable -r 0.0.0.0/0 -n 10.1.0.10 -m primary

- AADRRIE (JBHIO —a. -d. k7T HRE)

[guestshell@guestshell ~]$ create_node -i 10 -p azure -S XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXXXX -§ ResourceGroup -t Private-
RouteTable -r 0.0.0.0/0 -n 10.1.0.10 -m primary -a 1e0f69c3-b6aa-46cf-b5f9-xxxxxxxxx -d ae49849c¢-2622-4d45-b95e-XxXxxxxXxxx -k
bDEN1k8batJgpegjAuUvaUCzZn5Md6rWEi=

ATYT4: EAVHEIIIL—RZTHANTXA—RZRELET,

- MSI

if

(XY

oy

[guestshell@guestshell ~]$ create_node -i 10 -p azure -S XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXXXX -§ ResourceGroup -t Private-
RouteTable -r 0.0.0.0/0 -n 10.1.0.11 -m secondary

- AADRZEE (BMO -a. -d. k7 FIHLE)

[guestshell@guestshell ~]$ create_node -i 10 -p azure -5 XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXXXX --g ResourceGroup -t Private-
RouteTable -r 0.0.0.0/0 -n 10.0.0.11 -m secondary -a 1e0f69c3-b6aa-46cf-b5f9-xxxxxxxxx -d ae49849c-2622-4d45-b95e-XXXXXXXXX
-k bDEN1k8batJgpeqjAuUvaUCZn5Md6rWEi=

GCPE R OEE

- GCPHANZ X —&



Parameter Is this parameter required? Switch Description

Node Index Yes =i The index that is used to uniquely
identify this node. Valid values: 1-255.

Cloud Provider Yes -p Specify gep for this parameter.
Project Yes -g Specify the Google Project ID.
routeName Yes -a The route name for which this CSR is

next hop. For example from Fig. 2, if
we are configuring node on CSR 1, this
would be route-vpc2-csrl.

peerRouteName Yes -b The route name for which the BFD peer
CSR is next hop. For example from Fig.
2, if we are configuring node on CSR 1,
this would be route-vpc2-csr2.

Route yes -r The IP address of the route to be
updated in CIDR format. Can be IPv4
or IPv6 address.

If a route is unspecified, then the
redundancy node is considered to
apply to all routes in the routing table
of type virtual appliance.

Note: Currently Google cloud does not
have IPv6 support in VPC.

Next hop address Yes -n The IP address of the next hop router.
Use the IP address that is assigned to
this CSR 1000v on the subnet which
utilizes this route table. The value can
be an IPv4 or IPv6 address.

Note: Currently Google cloud does not
have IPv6 support in VPC.

hopPriority Yes -0 The route priority for the route for
which the current CSR is the next hop.

VPC Yes =v The VPC network name where the
route with the current CSR as the next
hop exists.

3 : CSR1000vIL— R ICEEFHFOSNTWVWAH—ERTHI RN, <EEOED
—TAVIRYND)— O BEBEERNIHD L 2ERELET,

Command or Action Purpose

Ensure that the service account associated with Create service account

the CSR 1000v routers at least have a Compute

Network Admin permission. & Service account details € Grant this service account access 10 project (opt €) Grant users access 1o this service account (optional)

Service account permissions (optional)

(Grant this Sefvice SO0OUNT BCORSS B0 Project-avryds So that it has permission 1o
complete specific Scione on the IELOUNSEE I your project. Lesm mane

Sebect o role —
[ "
T Typeto fiter
Compute Admin
Clowd TPU
Compute Image User
Clowd Trace
Compute Inatance Admin (betn
Codulal AP Keys f '
Compute Instance Admin (v1)
Compute Engirs
Compute Losd Balancer Admin
Conainer Anatysis
Custom e Full control of Compeste Engine retworking resounces.
Compute Network User
Datafow
[ —
MANAGE ROLES

369487

You can also provide the required permissions in a credentials file with name 'credentials.json’ and place it
under the /home/guestshell directory. The credentials file overrides the permissions supplied through the
service account associated with the CSR 1000v instance.

AT Y 7T1HAPython/N\Y T =2 A VAR —=)LLET,

[guestshell@guestshell ~]$ pip install csr_gcp_ha --user
[ guest shel | @uestshell ~]$ source ~/.bashrc

ATYVT2: TZA4XRVIL—2THANT X =2 ZRELET,



[guestshell@guestshell ~]$ create_node -i 1 -g -r dest_network -0 200 -n nexthop_ip_addr -a route-vpc2-csrl -b route-vpc2-csr2 -p
gcp -v vpc_name

ATYVT3: EAVHIVI)L—RZTHANTG A —RERELE T,

[guestshell@guestshell ~]$ create_node -i 1 -g -r dest_network -0 200 -n nexthop_ip_addr -a route-vpc2-csr2 -b route-vpc2-csrl -p
gcp -v vpc_hame

ST, RENFERCHBELTVWRIAESHERRBLET.

AT Y 7 1:node_event.py peerFail 7 5 J 2EALT7 T—I)LA—N—&KNJH—-LFT,

[guestshell@guestshell ~]$ node_event.py -i 10 -e peerFail 200: Node_event processed successfully
ATY 72 227 R7ONA A —D[Private Route Table]lcBE L., L—RMAFFHLWVWIPF RL A
ANDRIVARNKY TEZEFHL & 2BREBLET,

NZ7L>1—b

RE. COREBEICHIZRBEORNS TN 1—T 1V TBHREBEEA,

BEEE ]

- HAV3EREFIEDFFMIC DWW Tk, TCisco CSR 1000v and Cisco ISRv Software
Configuration Guidea 2B L TV

- Azure HAV2OD R IE, EICHAVICEITE Y, pipA YAR=INYT—2 EIOSTEE
BROYAFT—BEVNIBHYET, RFIXDKNIDOVTIE, Microsoft Azure® T
CSR1000v HA Version 2 Configuration Guidea ZZBRL T E& L

. CLIZ{ERA L =Azure HAVIO B IZ DWW Tk, Azure CLI 2.0% F /A L =Microsoft
Azure® "CSR1000v HA Redundancy Deployment Guides 28R L T

. AWS HAVIDEREIC DWW TIE. Amazon AWSOCSR1000v HATEEA A RESHL T

<EEW
cTO_AIN YR—BE RF I XN —Cisco Systems
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