ASRIKTBNGH 7 RIVTZA/NCHULTNILFT
233>CoANTY NEMEBITDHE

MA-COA® {E F 51
MA-CoAJ—J)L 70—
XY RNDID—T

"

axX rE

=
20V

MA-CoARRE
NP |7 Tl

BE

CORFIAXAVNTR, 7JO—RNYRZY ND—=I5—KRJ I A (BNG)DASRIKT'ZY K7 #
—ALATRAZBE(COANREBEND FEE, ASRIKTRZ TN 1—FT 420 TFBHZEICOVT
MALET.

BIRRA
4

ROERICETDHBAN BB N HRENET,

. ASROKMBNGHERE
. Radius @M

BN FEAICOVWTR., TZO-RNVRRYRNT—IS—RIIABFEHA Ry 28R
LTLEEW,

FERAITDIAVR—FT b
CORFIXYNOBERE. KOYTRIITEN-RIITON—DIAVIZETVTVET,
- 533U 1) —R%ZE4TL TLWBASRI001,

. Free-radius—/\,
CORFIXNOERIE. BEOSRBEICHZDTNAAICEIVWTERENELE, COR


/content/en/us/td/docs/routers/asr9000/software/asr9k-r6-2/bng/configuration/guide/b-bng-cg-asr9000-62x.html

FAXNTEATEZINTOTFNARRG, A (F7FIIN ) REOREASBELTVET
o MROXY RT—INEBBHITHBIBERICE., EOXRSIBIOANU RIZDVTE, TOHEEN
BEEIODVTHRIEBL THBENf B®YUET,

HREH

SRR ZE (CoA)ld RADIUSEE O L 3E#EAE T, RADIUSH —/\A SRADIUSY 54 7> kR
XY= BFEETEERT, COANERERIE, RADIUSH =/, T TICEAEhTWSH
ATSANOBAEELEETEDLSICTHETT. RADIUSADCoAILEIE. IETF RFC
3576 CEBET N TVET,

Multi-Action COA(MA-CoA)#Ak(E . B DBNG CoAAEELRL T, B —DCoABRNTHEED
H—EAOTOT 474X I\t"j' EADFET VT4 74N REHR—KNLET,

RIWFFo>3 /CoA(MA-CoA)O)ﬁ%‘ BIHDEZAFEGE, 12—V MY—ER7ONAE—=H
BOOBRDNSTRIY IBRFETEBOY—ERET VT ATIETOT 17T B HEZETRE
(,:3'6:_&:‘(“3'0

MA-COA®D 55 F 1
Sk, FRCEVMELALA S BIMA-COADERBITY.

PTAEY 2 a2 BEL. WebhZT7 1Y IS —ERAR—ZILICIAALIRENET
(HTTPURAL O K),

H—EAR—ZILEBLUT, BEREEILRILOY—ERETITA7HLET, Chilk
V. XLVFTO32CoABRNIFKLEL, ROXY E—IHFRRENET,

DR AL U NDOERL
B—RRERNETOTATICTS
C2DDF Y RIEMBEAL EVOIPOT U7 14 7L DBl
CBEERE, Y—EAR—ZILEBLUTE2LRILOY—ERET T4 7{LET, ChiZ&
W, ROOIX 2V RZFERLENILFT V32 CoABRNIBELE T,

- B—RRENEFETIT1TICTD

CB—IRRR2BTIOTATICTS

2F Y RITOVOIPDIET VT 1471

AF Y ZILTOVOIPOT U5 1474t
MA-CoATIE., COAZBROWVWTNADY—EADTIOT 1 Tk T VT 1 TILICKHKL 5E
ZDCOABRD—ZELTTITATIBET VT4 TlbehTWEH—ERZO-INYITS
PBEFHYET, BEWIZ, FOTATUEBETIOT 1 TUICKBLEBEAR. Y2 a>aEMA-
COARIMDREICER T I HENHYET, L, TE2BO-INY INFTAEICEZIEEND
WET, FEXE, BRT I3 CoOARBO—ZHELTIUY—A (XEU, TCAMI> KNV,
IP7 RLAKE ) FBRENDBEEEZITHEL LD, BEDCOABENRETDE, Chs
NDIUY—RARGFEATERLKBD LS, B2BO-NLNY INFFTARICEZEEFrHYET, O—
IWNNY ONKBUEBEEK., ROT I IUNRTENET,

. MR ) > —Tcoa-rollback-failurefl AN & EE N TWVWBHF S, rollback-failure T AICEE
TENETOIAUNETENET, FEAE, EYv2aazyliTcEET, L. MA-
CoAO—INYOBEOTF7FINNOTOIAVE, BV a2 e#MiEFIdHETT,



policy-map type control subscriber WDAAR_NOVA_POLICY
event exception match-first

class type control subscriber coa-rollback-failure do-all
10 disconnect

end-policy-map
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interface Bundle-Etherl.200

ipv4d point-to-point

ipv4 unnumbered Loopback200

service-policy type control subscriber WDAAR_NOVA_ POLICY
encapsulation dotlg 200

ipsubscriber ipv4 12-connected

initiator dhcp

initiator unclassified-source

IPOELEY > a>ZEEHIZICE., ROFFR)S—ZBALEXY,

policy-map type control subscriber WDAAR_NOVA_ POLICY
event session-start match-first
class type control subscriber DHCP do-until-failure
10 activate dynamic-template DT_NOVA_DHCP
20 authorize aaa list WDAAR format WDAAR_USERNAME_NOVA password cisco
!
class type control subscriber WDAAR_STATIC do-until-failure
10 activate dynamic-template DT NOVA_STATIC
20 authorize aaa list WDAAR format WDAAR_IP_STATIC password cisco
1
!
event authentication-no-response match-first
class type control subscriber class-default do-all
10 activate dynamic-template WDAAR NOVA_ACCT_START
20 activate dynamic-template WDAAR_NOVA_NET50
!
!
end-policy-map
1

dynamic-template

type ipsubscriber DT NOVA_DHCP

ipv4 unnumbered Loopback201

|

1

interface Loopback201

ipv4d address 199.195.148.1 255.255.255.0
1

dynamic-template
type ipsubscriber WDAAR NOVA_ACCT_ START
accounting aaa list WDAAR type session periodic-interval 5
!
!
dynamic-template
type service WDAAR_NOVA_NET50
service-policy input WDAAR_10Mbps
service-policy output WDAAR_Upload



EAPOEH T RAISANEIZIAL—RNTBEHIC, IXIAOSA T NEFEHRAL TDHCPY

AT ZEZIAL—-BMLET,

MA-CoOADEIEZ> 1L —hIBREOHIC, ANV RABETIRNNDIY RABOHE TN

S74Y0%IBRTD2DNDQoSK —H

- WDAAR_DAY_PACKAGE
- WDAAR_NIGHT_PACKAGE

dynamic-template
type service WDAAR_DAY PACKAGE

service-policy input WDAAR_Internet_Service_10Mbps_IN
service-policy output WDAAR_Internet_Service_10Mbps_OUT
accounting aaa list WDAAR type service periodic-interval 10

1

!
dynamic-template

type service WDAAR_NIGHT_ PACKAGE

service-policy input WDAAR_Internet_Service_5Mbps_IN
service-policy output WDAAR_Internet_Service_5Mbps_OUT
accounting aaa list WDAAR type service periodic-interval 10
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policy-map WDAAR_Internet_Service_5Mbps_IN

class class-default
police rate 5486 kbps
!

policy-map WDAAR_Internet_Service_5Mbps_OUT

class class-default

police rate 5486 kbps
1

policy-map WDAAR_Internet_Service_10Mbps_IN

class class-default
police rate 10486 kbps
!

policy-map WDAAR_Internet_Service_10Mbps_OUT

class class-default

police rate 10486 kbps
!
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RP/0/RSP0O/CPUO:acdc-asr9000-4#show subscriber session all detail
Mon Jul 27 11:24:46.467 UTC

Interface:

Circuit ID:

Remote ID:

Type:

IPv4 State:

IPv4 Address:

Mac Address:
Account-Session Id:
Nas-Port:

User name:

Formatted User name:

Client User name:
Outer VLAN ID:
Subscriber Label:
Created:

State:
Authentication:
Authorization:
Access-interface:
Policy Executed:

Bundle-Etherl1.200.ip18010
Unknown

Unknown

IP: DHCP-trigger

Up, Mon Jul 27 11:23:10 2015
172.188.243.147, VRF: default
0000.6602.0102

00004729

Unknown

0000.6602.0102
0000.6602.0102

unknown

200

0x00000048

Mon Jul 27 11:23:08 2015
Activated

unauthenticated

authorized
Bundle-Etherl1.200

policy-map type control subscriber WDAAR_NOVA_POLICY
event Session-Start match-first [at Mon Jul 27 11:23:08 2015]
class type control subscriber DHCP do-until-failure [Succeeded]
10 activate dynamic-template DT_NOVA_DHCP [Succeeded]
20 authorize aaa list WDAAR [Succeeded]

Session Accounting:
Acct-Session-Id:
Method-1list:

Accounting started:
Interim accounting:

00004729

WDAAR

Mon Jul 27 11:23:10 2015
On, interval 2 mins

Last successful update: Never

Next update in:
Service Accounting:

00:00:24 (dhms)
WDAAR_DAY PACKAGE

Acct-Session-Id: 0000472a

Method-list: WDAAR

Accounting started: Mon Jul 27 11:23:10 2015
Interim accounting: On, interval 10 mins

Last successful update: Never
00:08:24 (dhms)
Last COA request received: unavailable

Next update in:

CCT, ERTOF—T—RinternalZ2 AL TEY> a2 OFMEH#FT IS, RADIUSH S F
BELUIEAVPZHERTEER T, ASRIKTFNY T Z2BMCTRE, Yy arvoBPICTNYT
ERTRENET, EY2IVHANS, Y TRIZSANI A4V ICBI2LEEL
WDAAR_DAY_PACKAGEZERL., v >3 Tho T4 20— ERTHIO T4
EREMCTRENDHAVET,

RP/0/RSP0O/CPUO:acdc-asr9000-4#show subscriber session all detail internal
Mon Jul 27 11:27:10.554 UTC

Interface: Bundle-Etherl1.200.ip18010
Circuit ID: Unknown

Remote ID: Unknown

Type: IP: DHCP-trigger

IPv4 State: Up, Mon Jul 27 11:23:10 2015

IPv4 Address: 172.188.243.147, VRF: default



0x00000040 {IPSUB}
IPv4 Up requestors: 0x00000040 {IPSUB}
Mac Address: 0000.6602.0102
Account-Session Id: 00004729 Nas-Port:
0000.6602.0102
Formatted User name: 0000.6602.0102
Client User name: unknown

Outer VLAN ID: 200

Subscriber Label: 0x00000048

IPv4 Up helpers:

Unknown
User name:

Created: Mon Jul 27 11:23:08 2015
State: Activated
Authentication: unauthenticated
Authorization: authorized

Ifhandle: 0x000abc20 Session History ID: 1
Access-interface: Bundle-Etherl1.200

SRG Flags: 0x00000000

Policy Executed:
event Session-Start match-first [at Mon Jul 27 11:23:08 2015]
class type control subscriber DHCP do-until-failure [Succeeded]
10 activate dynamic-template DT NOVA_DHCP [cerr: No error] [aaa:
Success]

Success]
20 authorize aaa list WDAAR [cerr: No error] [aaa:
Session Accounting:
Acct-Session-Id:
Method-1list:
Accounting started:

00004729
WDAAR
Mon Jul 27 11:23:10 2015
Interim accounting: On, interval 2 mins
Last successful update: Mon Jul 27 11:25:10 2015
Next update in: 00:02:00 (dhms)
Last update sent: Mon Jul 27 11:25:10 2015

Updates sent: 1
Updates accepted: 1
Updates rejected: 0
Update send failures: 0
Service Accounting: WDAAR_ DAY PACKAGE
Acct-Session-Id: 0000472a
Method-1list: WDAAR

Accounting started:
Interim accounting:

Last successful update:

Next update in:

Last update sent:

Updates sent:

Updates accepted:

Updates rejected:

Update send failures:
Accouting stop state:

Mon Jul 27 11:23:10 2015
On, interval 10 mins
Never
00:06:00
Never

0

0

0

0

Final stats available

(dhms)

Last COA request received: unavailable
User Profile received from AAA:

Attribute List:

0x50105e7c
1: acct-interval len= 4 value= 120(78) 2: accounting-list len= 5 value= WDAAR Pending Callbacks:

InterimAcct>StatsD,
Services:
Name DT_NOVA_DHCP
Service-ID 0x4000016
Type Template
Status Applied
Name WDAAR_DAY_ PACKAGE

Service-ID
Type
Status Applied

[Event History]

0x400001a
Multi Template



Jul 27 11:23:08.672 IPv4 Start

Jul 27 11:23:10.080 SUBDB produce done

Jul 27 11:23:10.080 IPv4 Up
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- debug radius
- debug radius dynamic-author
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RP/0/RSPO/CPUO:Jul 27 11:23:08.706 radiusd[1133]: RADIUS: Send Access-Request to
10.48.88.121:56777 id 229, len 218

RP/0/RSPO/CPUO:Jul 27 11:23:08.706 radiusd[1133]: RADIUS: authenticator DO EF B5 50 DD 9A 1A
84 - FB 36 5C FB 5C DB 96 FE

RP/0/RSPO/CPUO:Jul 27 11:23:08.706 radiusd[1133]: RADIUS: Vendor,Cisco [26] 41
RP/0/RSPO/CPUO:Jul 27 11:23:08.706 radiusd[1133]: RADIUS: Cisco AVpair [1l] 35 client-mac-
address=0000.6602.0102

RP/0/RSPO/CPUO:Jul 27 11:23:08.706 radiusd[1133]: RADIUS: Acct-Session-Id [44] 10 00004729
RP/0/RSPO/CPUO:Jul 27 11:23:08.706 radiusd[1133]: RADIUS: NAS-Port-Id [87] 11 0/0/1/200
RP/0/RSPO/CPUO:Jul 27 11:23:08.706 radiusd[1133]: RADIUS: Vendor,Cisco [26] 17
RP/0/RSPO/CPUO:Jul 27 11:23:08.706 radiusd[1133]: RADIUS: cisco-nas-port [2] 11 0/0/1/200
RP/0/RSPO/CPUO:Jul 27 11:23:08.706 radiusd[1133]: RADIUS: User-Name [1] 16 0000.6602.0102
RP/0/RSPO/CPUO:Jul 27 11:23:08.706 radiusd[1133]: RADIUS: Service-Type [6] 6 Outbound[0]
RP/0/RSPO/CPUO:Jul 27 11:23:08.706 radiusd[1133]: RADIUS: User-Password [2] 18 *
RP/0/RSPO/CPUO:Jul 27 11:23:08.706 radiusd[1133]: RADIUS: NAS-Port-Type [61] 6
VIRTUAL_IPOEOVLANI[O]

RP/0/RSPO/CPUO:Jul 27 11:23:08.706 radiusd[1133]: RADIUS: Event-Timestamp [55] 6 1437996188
RP/0/RSPO/CPUO:Jul 27 11:23:08.706 radiusd[1133]: RADIUS: Vendor,Cisco [26] 23
RP/0/RSPO/CPUO:Jul 27 11:23:08.706 radiusd[1133]: RADIUS: Cisco AVpair [1l] 17 dhcp-client-id=
RP/0/RSPO/CPUO:Jul 27 11:23:08.706 radiusd[1133]: RADIUS: Nas-Identifier [32] 16 acdc-asr9000-
4

RP/0/RSPO/CPUO:Jul 27 11:23:08.707 radiusd[1133]: RADIUS: NAS-IP-Address [4] 6 10.48.88.54
RP/0/RSPO/CPUO:Jul 27 11:23:08.707 radiusd[1133]: RADIUS: NAS-IPv6-Address [95] 22 la 10 00 00
00 00 00 00 00 00 OO 0O 00 00 00O 0O

RP/0/RSPO/CPUO:Jul 27 11:23:08.707 radiusd[1133]: RADIUS: 00 00 00 00

RP/0/RSPO/CPUO:Jul 27 11:23:08.707 radiusd[1133]: Got global deadtime 0

RP/0/RSPO/CPUO:Jul 27 11:23:08.707 radiusd[1133]: Using global deadtime = 0 sec
RP/0/RSPO/CPUO:Jul 27 11:23:08.707 radiusd[1133]: Start timer thread rad_ident 229 remote_port
56777 remote_addr 10.48.88.121, socket 1342510940 rctx 0x50258020

RP/0/RSPO/CPUO:Jul 27 11:23:08.707 radiusd[1133]: Successfully sent packet and started timeout
handler for rctx 0x50258020

RP/0/RSPO/CPUO:Jul 27 11:23:08.710 radiusd[1133]: Radius packet decryption complete with rc =
0

RP/0/RSPO/CPUO:Jul 27 11:23:08.710 radiusd[1133]: RADIUS: Received from id 229
10.48.88.121:56777, Access-Accept, len 105

RP/0/RSPO/CPUO:Jul 27 11:23:08.710 radiusd[1133]: RADIUS: authenticator 9D 27 8C A5 28 C8 AE
2B - 58 56 08 DF C2 BA 06 28

RP/0/RSPO/CPUO:Jul 27 11:23:08.710 radiusd[1133]: RADIUS: Acct-Interim-Interval[85] 6 120
RP/0/RSPO/CPUO:Jul 27 11:23:08.710 radiusd[1133]: RADIUS: Vendor,Cisco [26] 40
RP/0/RSP0/CPUO:Jul 27 11:23:08.710 : radiusd[1133]: RADIUS: Cisco AVpair [1] 34
subscriber:accounting-1list=WDAAR

RP/0/RSPO0/CPUO:Jul 27 11:23:08.710 : radiusd[1133]: RADIUS: Vendor,Cisco [26] 39
RP/0/RSP0/CPUO:Jul 27 11:23:08.710 : radiusd[1133]: RADIUS: Cisco AVpair [1] 33
subscriber:sa=WDAAR_ DAY PACKAGE

RP/0/RSPO/CPUO:Jul 27 11:23:08.710 radiusd[1133]: Freeing server group transaction_id

(3D000000)
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- show subscriber manager sadb

RP/0/RSP0O/CPUO:acdc-asr9000-4#show subscriber manager sadb

Mon Jul 27 12:13:36.273 UTC

Sublabel: 0x00000048 Node_ID: 00000001 Signature: Oxabcdefl2 Version: 1 Rev: 21
Length: 297

Attribute list: 1343184692

1l: protocol-type len= 4 dhcp

2: dhcp-client-id 1len= 15

3: port-type len= 4 Virtual IP over VLAN
4: outer-vlan-id len= 4 200(c8)

5: client-mac-address len= 14 0000.6602.0102

6: parent-if-handle len= 4 1568(620)

7: string-session-id len= 8 00004729

8: interface len= 9 0/0/1/200

9: formatted-username len= 14 0000.6602.0102

10: username len= 14 0000.6602.0102

11: author_status len= 1 true

12: addr len= 4 172.188.243.147

13: if-handle len= 4 703520 (abc20)

14: wvrf-id len= 4 1610612736(60000000)
15: ipvéd-session-state len= 1 true

16: accounting-list len= 5 WDAAR

17: start_time len= 4 Mon Jul 27 11:23:10 2015

Subscriber Database(SubDB)& WS BRIDBID T —ER—ANH V), REZHREL. REELEEY
aAAOEENITZEREL ET, SubDB(Subscriber Database)ld, BNGDIIA & NDEHIZRE =
BEIDRDICHRIENTVET, HTRIVSANRERER. BHIICERENEBELTORBED
Bty NTY,

RP/0/RSPO/CPUO:acdc-asr9000-4#show subscriber database association
Mon Jul 27 12:26:38.186 UTC

Location 0/RSP0O/CPUO

Bundle-Ether1.200.1ip18010, subscriber label 0x48

Name Template Type
U00000048 User profile
WDAAR DAY PACKAGE Service DT NOVA_DHCP IP subscriber

£, 7 1)L Xsubscriber-labelZ2EAL T, 12O T AISANDOIEHRERRTIDEETE
x99,

. show subscriber database association subscriber-label <SUBSCRIBER-LABEL>

MA-CoARRE

ITTICH—ERAZEAL TLWS =% WDAAR_DAY PACKAGEL Y > 3> Tk, &¥ICTANE
L TWDAAR_DAY_PACKAGEH—FR&ZtEY>a U hsSHIKLET, H—EXA
WDAAR_DAY_PACKAGEA BZWZ &EAbAWET, Y a>TTITATILBYET,



RP/0/RSPO/CPUO:acdc-asr9000-4#show subscriber session all detail internal
Mon Jul 27 13:47:55.881 UTC

Interface: Bundle-Ether1.200.1ip18012
Circuit ID: Unknown

Remote ID: Unknown

Type: IP: DHCP-trigger

IPv4 State: Up, Mon Jul 27 13:33:22 2015

IPv4 Address:

IPv4 Up helpers:
IPv4d Up requestors:
Mac Address:
Account-Session Id:
Nas-Port:

User name:

Formatted User name:

172.188.243.147, VRF: default
0x00000040 {IPSUB}

0x00000040 {IPSUB}
0000.6602.0102

00004724

Unknown

0000.6602.0102

0000.6602.0102

Client User name: unknown

Outer VLAN ID: 200

Subscriber Label: 0x0000004a
Created: Mon Jul 27 13:33:21 2015
State: Activated
Authentication: unauthenticated
Authorization: authorized
Ifhandle: 0x000abcal
Session History ID: 1
Access-interface: Bundle-Etherl1.200
SRG Flags: 0x00000000

Policy Executed:

event Session-Start match-first

class type control subscriber DHCP do-until-failure
10 activate dynamic-template DT _NOVA_DHCP [cerr:
20 authorize aaa list WDAAR [cerr: No error] [aaa:

Session Accounting:
Acct-Session-Id:
Method-1list:
Accounting started:
Interim accounting:

00004724

WDAAR

Mon Jul 27 13:33:22 2015
On, interval 2 mins

Last successful update: Mon Jul 27 13:47:24 2015

Next update in:
Last update sent:
Updates sent:

00:01:27 (dhms)
Mon Jul 27 13:47:24 2015
7

Updates accepted: 7
Updates rejected: 0
Update send failures: 0

Accouting stop state:
Last COA request: Mon Jul

Final stats available
27 13:47:50 2015

[at Mon Jul 27 13:33:21 2015]
[Succeeded]
No error] [aaa:

COA Request Attribute List:

0x50105£70

Success]

1: sd len= 17 value= WDAAR DAY PACKAGE 2: command len= 18 value= deactivate-service 3: service-
info len= 17 value= WDAAR DAY PACKAGE 4: service-name len= 17 value= WDAAR DAY PACKAGE Last COA
response: Result ACK

COA Response Attribute List: 0x50106180

1: sd len= 17 value= WDAAR_DAY_PACKAGE

User Profile received from AAA:

Attribute List: 0x50106390

1: acct-interval len= 4 wvalue= 120(78)

2: accounting-list len= 5 value= WDAAR

Services:
Name : DT_NOVA_DHCP
Service-ID 0x4000016
Type : Template
Status : Applied

[Event History]
Jul 27 13:33:21.152 IPv4 Start



Jul 27 13:33:22.560 IPv4 Up
Jul 27 13:47:50.528 CoA request

Jul 27 13:47:50.784 SUBDB produce done

HEALEKRDIC, Y—EAOBEMNFAIEBRE NS E, ASRIKDradiusd7 0t AN RADIUSH —

[many]

NCTADUTAVITELEERBLET, TNV I TR, COBEEEBEATVLERT,

RP/0/RSPO/CPUO:Jul 27 13:47:50.687
10.48.88.121:56778 id 438,
RP/0/RSPO/CPUO:Jul 27 13:47:50.687

E4 -
RP/0/RSPO/CPUO
10
RP/0/RSPO/CPUO
868
RP/0/RSPO/CPUO
admin-reset[0]
RP/0/RSPO/CPUO
Stopl[0]
RP/0/RSPO/CPUO
1438004870
RP/0/RSPO/CPUO
RP/0/RSPO/CPUO

:Jul 27 13:
:Jul 27 13:
:Jul 27 13:
:Jul 27 13:
:Jul 27 13:

27 13:
27 13:

:Jul
:Jul

dhcp-client-id=

RP/0/RSPO/CPUO

:Jul 27 13:

VIRTUAL_IPOEOVLANI([O]

RP/0/RSPO/CPUO
RP/0/RSPO/CPUO

:Jul 27 13:
:Jul 27 13:

len 391

6D 36 FD FA 7A 84 26 50
47 :

47 :

47 :

47 :

47 :

47 :
47 :

47 :

47 :

47

50.

50.

50.

50.

50.

50.
50.

50.

50.
:50.

687

687

687

687

687

687
687

687

687
687

client-mac-address=0000.6602.0102
47:50.687

RP/0/RSPO/CPUO
0/0/1/200

RP/0/RSPO/CPUO
RP/0/RSPO/CPUO
0/0/1/200

RP/0/RSPO/CPUO
0000.6602.0102
RP/0/RSPO/CPUO

:Jul 27 13:

:Jul
:Jul

27 13:
27 13:
:Jul 27 13:

:Jul 27 13:

172.188.243.147

RP/0/RSPO/CPUO
RP/0/RSPO/CPUO
vrf-id=default
RP/0/RSPO/CPUO
RP/0/RSPO/CPUO

:Jul
:Jul

27 13:
27 13:

:Jul
:Jul

27 13:
27 13:

accounting-1ist=WDAAR

RP/0/RSPO/CPUO
maxlinks [196]
RP/0/RSPO/CPUO
RP/0/RSPO/CPUO

connect-progress=Call

RP/0/RSPO/CPUO
RP/0/RSPO/CPUO

:Jul 27 13:
6

:Jul 27 13:

:Jul 27 13:

Up

:Jul 27 13:

:Jul 27 13:

47 :
47 :

47 :

47 :

47 :

47

47 :

47

47 :

47 :
47 :

47 :
47 :

parent-session-i1d=0000472d4
RP/0/RSPO/CPUO:Jul 27 13:47:50
RP/0/RSPO/CPUO:Jul 27 13:47:50
service-name=WDAAR_DAY PACKAGE

RP/0/RSPO/CPUO:Jul 27 13:47:50.

0000472e
RP/0/RSPO/CPUO
acdc-asr9000-4
RP/0/RSPO/CPUO
10.48.88.54
RP/0/RSPO/CPUO
la 10 00 00 00

:Jul 27 13:47:50.

:Jul 27 13:47:50.

50.
50.

50.

50.

50.
:50.

50.
:50.

50.

50.
50.

50.
50.
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687

687

687
687

687
688

688

688
688

688
688

.688
.688

688

688

688

:Jul 27 13:47:50.688
00 00 00 00 00 00 0O 00 00 00 0O

radiusd[1133]:

radiusd[1133]:

radiusd[1133]:

radiusd[1133]:
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radiusd[1133]:
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radiusd[1133]:
radiusd[1133]:

radiusd[1133]:
radiusd[1133]:

radiusd[1133]:
radiusd[1133]:

radiusd[1133]:

radiusd[1133]:

radiusd[1133]:

radiusd[1133]:

RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:
RADIUS:

RADIUS:

RADIUS:
RADIUS:

RADIUS:

RADIUS:
RADIUS:

RADIUS:

RADIUS:

RADIUS:
RADIUS:

RADIUS:
RADIUS:

RADIUS:

RADIUS:
RADIUS:

RADIUS:
RADIUS:

RADIUS:
RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:

Send Accounting-Request to

authenticator 6C E1 D2 2B 49 1A EE

Acct-Interim-Interval[85]
Acct-Session-Time [46]

Acct-Terminate-Cause[49]

Acct-Status-Type [40]
Event-Timestamp [55]
Vendor,Cisco [26]
Cisco AVpair [1]
NAS-Port-Type [61]
Vendor,Cisco [26]
Cisco AVpair [1]
NAS-Port-Id [87]
Vendor,Cisco [26]
cisco-nas-port [2]
User-Name [1]
Framed-IP-Address [81]
Vendor,Cisco [26]
Cisco AVpair [1]
Vendor,Cisco [26]
Cisco AVpair [1]

AAA Unsupported Attr: user-
Vendor,Cisco [26]
Cisco AVpair [1]
Vendor,Cisco [26]
Cisco AVpair [1]
Vendor,Cisco [26]
Cisco AVpair [1]
Acct-Session-Id [44]
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NAS-IPv6-Address [95]
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RP/0/RSPO/CPUO:Jul 27 13:47:50.688 : radiusd[1133]: RADIUS:

00 00 00 0O

RP/0/RSPO/CPUO:Jul 27 13:47:50.688 : radiusd[1133]: RADIUS: Acct-Delay-Time [41] 6
0

CDshowdX > RiE, HIL IzCoADEIEBRERTLE T,

RP/0/RSPO/CPUO:acdc-asr9000-4#show subscriber manager statistics AAA COA
Mon Jul 27 13:53:49.627 UTC

[ CHANGE OF AUTHORIZATION STATISTICS ]
Location: 0/RSP0O/CPUO

CoA Requests:

Type Received Acked NAKed
Account Logon 0 0 0
Account Logoff 0 0 0
Account Update 0 0 0
Account-Query 0 0 0
Disconnect 0 0 0
Single Service Logon 0 0 0
Single Service Logoff 1 1 0 Single Service Modify 0 0 0
Multiple Service 0 0 0
Errors:
Responses to COA with unknown session identifier = 3
[ CHANGE OF AUTHORIZATION STATISTICS ]
Location: 0/0/CPUO
CoA Requests:
Type Received Acked NAKed
Account Logon 0 0 0
Account Logoff 0 0 0
Account Update 0 0 0
Account-Query 0 0 0
Disconnect 0 0 0
Single Service Logon 0 0 0
Single Service Logoff 0 0 0
Single Service Modify 0 0 0
Multiple Service 0 0 0

Errors:
None

R, YTAO9TA4NEY S a2 CH—E AWDAAR NIGHT PACKAGE%#EHA L. #ittE#H%
BUXRTRLET,

Last COA request: Mon Jul 27 13:57:48 2015
COA Request Attribute List: 0x501060c8

1l: sa len= 19 value= WDAAR_NIGHT_PACKAGE
2: command len= 16 wvalue= activate-service

3: service-info len= 19 value= WDAAR_NIGHT_PACKAGE
4: service-name len= 19 value= WDAAR_NIGHT_PACKAGE

Last COA response: Result ACK

COA Response Attribute List: 0x501062d8

1l: sa len= 19 value= WDAAR_NIGHT_PACKAGE
User Profile received from AAA:



Attribute List: 0x501064e8
1: acct-interval len= 4 wvalue= 120(78)
2: accounting-list len= 5 value= WDAAR

Services:
Name : DT_NOVA_DHCP
Service-ID : 0x4000016
Type : Template
Status : Applied
Name : WDAAR_NIGHT_PACKAGE
Service-ID : 0x4000019
Type : Multi Template
Status : Applied

[Event History]
Jul 27 13:33:21.152 IPv4 Start
Jul 27 13:33:22.560 IPv4 Up
Jul 27 13:57:48.800 CoA request [many]
Jul 27 13:57:48.928 SUBDB produce done [many]

H—ERAZBEATSE., Service LogonhI U ZANEML, YT RAIZANOLOBITEBAE
hizCeEFahr)ET,

RP/0/RSP0O/CPUO:acdc-asr9000-4#show subscriber manager statistics AAA COA
Mon Jul 27 13:58:00.410 UTC

[ CHANGE OF AUTHORIZATION STATISTICS ]
Location: 0/RSP0O/CPUO

CoA Requests:
Type Received Acked NAKed

Account Logon 0 0 0
Account Logoff 0 0 0
Account Update 0 0 0

Account-Query 0 0 0

Disconnect 0 0 0

Single Service Logon 1 1 0

Single Service Logoff 1 1 0

Single Service Modify 0 0 0
Multiple Service 0 0 0

Errors:

Responses to COA with unknown session identifier = 3

[ CHANGE OF AUTHORIZATION STATISTICS ]

Location: 0/0/CPUO

CoA Requests:
Type Received Acked NAKed

Account Logon
Account Logoff
Account Update

Account-Query

Disconnect
Single Service Logon
Single Service Logoff

Single Service Modify

O O O O O O o o o
O O O O O O o o o
O O O O O O o o o

Multiple Service



Errors:
None

SETE, E—DCOANNT Y RT—EIL1DOY—EREBAL, E—NDCoA/NT Y hT1D0Y
—EREMBTBIEFTT, RIC. F—EREHBRL. E—OCANT Y NTH—EREEAT
BCOANT Y NERELET,

RP/0/RSPO/CPUO:acdc-asr9000-4#show subscriber session all detail internal
Mon Jul 27 14:03:40.255 UTC

Interface: Bundle-Ether1.200.1ip18012
Circuit ID: Unknown

Remote ID: Unknown

Type: IP: DHCP-trigger

IPv4 State: Up, Mon Jul 27 13:33:22 2015
IPv4 Address: 172.188.243.147, VRF: default
IPv4 Up helpers: 0x00000040 {IPSUB}

IPv4 Up requestors: 0x00000040 {IPSUB}

Mac Address: 0000.6602.0102
Account-Session Id: 00004724

Nas-Port: Unknown

User name: 0000.6602.0102

Formatted User name: 0000.6602.0102

Client User name: unknown

Outer VLAN ID: 200

Subscriber Label: 0x0000004a

Created: Mon Jul 27 13:33:21 2015
State: Activated

Authentication: unauthenticated
Authorization: authorized

Ifhandle: 0x000abcal

Session History ID: 1

Access-interface: Bundle-Ether1.200

SRG Flags: 0x00000000

Policy Executed:

event Session-Start matc

class type control sub

10 activate dynamic-

20 authorize aaa lis
Session Accounting:

h-first [at Mon Jul 27 13:33:21 2015]
scriber DHCP do-until-failure
template DT _NOVA_DHCP [cerr:

t WDAAR [cerr:

[Succeeded]

No error][aaa: Success]

Acct-Session-Id: 00004724
Method-1list: WDAAR
Accounting started: Mon Jul 27 13:33:22 2015
Interim accounting: On, interval 2 mins
Last successful update: Mon Jul 27 14:03:24 2015
Next update in: 00:01:43 (dhms)
Last update sent: Mon Jul 27 14:03:24 2015
Updates sent: 15
Updates accepted: 15
Updates rejected: 0
Update send failures: 0

Accouting stop state:
Service Accounting:

Final stats available
WDAAR_DAY_PACKAGE

Acct-Session-Id: 00004730
Method-1list: WDAAR
Accounting started: Mon Jul 27 14:03:35 2015
Interim accounting: On, interval 10 mins
Last successful update: Never
Next update in: 00:09:56 (dhms)
Last update sent: Never
Updates sent: 0
Updates accepted: 0
Updates rejected: 0

No error] [aaa:

Success]



Update send failures: 0
Accouting stop state: Final stats available
Last COA request: Mon Jul 27 14:03:35 2015
COA Request Attribute List: 0x50106248
1: sd len= 19 value= WDAAR NIGHT_ PACKAGE 2: command len= 18 value= deactivate-service 3:
service-info len= 19 value= WDAAR_ NIGHT PACKAGE 4: service-name len= 19 value=
WDAAR NIGHT PACKAGE 5: sa len= 17 value= WDAAR_DAY PACKAGE 6: command len= 16 value= activate-
service 7: service-info len= 17 value= WDAAR_DAY PACKAGE 8: service-name len= 17 value=
WDAAR_DAY PACKAGE Last COA response: Result ACK
COA Response Attribute List: 0x50106458
1: sd len= 19 value= WDAAR_NIGHT_PACKAGE
2 sa len= 17 value= WDAAR_DAY_PACKAGE
User Profile received from AAA:
Attribute List: 0x50106668
1: acct-interval len= 4 wvalue= 120(78)
2: accounting-list len= 5 value= WDAAR

Services:
Name : DT_NOVA_DHCP
Service-ID : 0x4000016
Type : Template
Status : Applied
Name : WDAAR_DAY_ PACKAGE
Service-ID : 0x400001la
Type : Multi Template
Status : Applied

[Event History]
Jul 27 13:33:21.152 IPv4 Start
Jul 27 13:33:22.560 IPv4 Up
Jul 27 14:03:35.296 CoA request [many]
Jul 27 14:03:35.680 SUBDB produce done [many]

MA-CoAT &, Multi-Service h > ZEBMLTVWAD CENDAVYET,

RP/0/RSPO/CPUO:acdc-asr9000-4#show subscriber manager statistics AAA COA
Mon Jul 27 14:05:04.724 UTC

[ CHANGE OF AUTHORIZATION STATISTICS ]
Location: 0/RSP0O/CPUO

CoA Requests:
Type Received Acked NAKed

Account Logon
Account Logoff
Account Update

Account-Query

Disconnect
Single Service Logon

Single Service Logoff

O r P OO O o o
o r P OO o o O
O O O O O O o o

Single Service Modify
Multiple Service 1 1 0

Errors:
Responses to COA with unknown session identifier = 3

[ CHANGE OF AUTHORIZATION STATISTICS ]

Location: 0/0/CPUO



CoA Requests:
Type Received Acked NAKed

Account Logon 0 0 0

Account Logoff 0 0 0

Account Update 0 0 0

Account-Query 0 0 0

Disconnect 0 0 0

Single Service Logon 0 0 0

Single Service Logoff 0 0 0

Single Service Modify 0 0 0

Multiple Service 0 0 0
Errors:
None

ASRIKHNHTRAUZANEY > AV TASADT I AV ERITIBDIEHICCoOANT Y M2 ZE
L7, CoOANTY RTEELEIDHNTIOTATRBRYTRAIVZANEYZ AV ICELTVWAVE
B, LROFNYTZEMCTDE, ROXY E—JHFOJICRTENET,

RP/0/RSPO/CPUO:Jul 27 13:41:39.133 : radiusd[1133]: RADIUS: Received from id 159 , CoA Redquest,
len 69

RP/0/RSPO/CPUO:Jul 27 13:41:39.133 : radiusd[1133]: RADIUS: authenticator 0D 52 11 54 BO B7 37
07 - E1 9A 1D AF FA 1A 1A 09

RP/0/RSPO/CPUO:Jul 27 13:41:39.133 : radiusd[1133]: RADIUS: Acct-Session-Id [44] 10
00004723

RP/0/RSPO/CPUO:Jul 27 13:41:39.133 : radiusd[1133]: RADIUS: Vendor, Cisco [26] 39
RP/0/RSPO/CPUO:Jul 27 13:41:39.133 : radiusd[1133]: RADIUS: Cisco AVpair [1] 33

subscriber:sd=WDAAR_DAY_ PACKAGE

RP/0/RSPO/CPUO:Jul 27 13:41:39.133 : radiusd[1133]: Processing Dynamic authorization request
RP/0/RSPO/CPUO:Jul 27 13:41:39.133 : radiusd[1133]: COA: Service-Name attribute is present in
service profile push

RP/0/RSPO/CPUO:Jul 27 13:41:39.134 : radiusd[1133]: COA/POD:request processing underway.

RP/0/RSPO/CPUO:Jul 27 13:41:39.135 : iedged([245]: [IEDGE:TP83:COMMAND-HANDLER:ERROR:0x0] 0O
matching session found for CoA request, rc 0
LC/0/0/CPUO:Jul 27 13:41:39.137 : iedged[209]: [IEDGE:TP83:COMMAND-HANDLER:ERROR:0x0] 0 matching

session found for CoA request, rc 0
— i~y
NZ7)La1—b

ASRIKTXODIAN > RZMFEHAL T, CoANT Y NI ZERTEEX T, CoA/NTY RN EEICH
HBEhiA, ASRIKIZ & 2 TNACKE hi=iEE,

- show radius dynamic-author
EFROENE, ASRIKIZEK 2 TACKB KU'NACKE N zCo AN BDOBMEZTRL TVWE T,

- show subscriber manager statistics AAA COA
COHDICR, SINR H—ERDTITA 7 (Y—EROQTA>Y ), SZTNA
—EBERAF, ZEFH, BERBEHR, BRENACKEFADH—ERZIETIT 147t (H—EA
ZF7)L. ILVLFH—ERXREFOLZOHDHTETT,

- show subscriber manager statistics PRE event

i A2 (&, Policy Plane Policy Rule Engine(PRE)IC & 2 T EBE hEEHRO T —ERAR MO
MEBHRIRRENET,

- show subscriber manager statistics SVM events
Coad—INY I DOPIAZREL 2/BE,. LROONY RIF. KLU IZMA-CoOAERICK< B2



LO—INY &, RBUEMA-COABRRIZES XKML O-INY JDFKAZERRLET,

- show subscriber manager statistics perf non-zero

LROOAX RZ2FEATZE, ASRIKTOCOADUEFEDBMEN RREN, COANTUH IS
IVORNZUHIIIAVER (T, BERE. &P BR BRTFATVN ) FEERET,



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



