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Smart Licensing7 7’ ) —<,a (&, Cisco I0S XRAMASRI000(ASRIK) % [+ T <, Cisco
IOS& & U'Cisco IOS-XE OSERITTRERET XL T TYRNTA—ALATEIHELET, O
TNBT7VTr—>32IlkY), BREDAATFNAA, PATAL, BLRUETTYRNTA—LD
ERICHMEBFANKBICHBE A, 42 ABE, E#RNIE. SXCEAIANOKIBZE
RUNFERLET,

Smart Licensing7 7’U o —> 3> THERAE D HEE., B0& "7, ARTT, ASRIKF/NA
A=) zBKBL., AOQONY VIV RY—NAS5ERZZILET, ZAOAONY VT



RY—NGFEDTNAACHLTEI LR EZEEZRBLEILAY, BRU THERZZ TR
WIEWTFNAAD S DEFEERICHLTREICRELET,

VHRERZEN DEET, FNA1AOFARL—ZIZLBDFEREFREAEDEEA, T2
. REEERETE, BE DOTool Command Language(TcL)E 7= (& Python Expect A2 ) 7' N &
ALTEEMLTEE T, SAOONY VIV RY—NFRETHLR—NELCEEENDT S
HHASTIUOEATE, BERETNAADA R NI EREL, F4AEAEAVTSAT Y
AEROOC)DEAFICKIETHHEZEAL T, VYA Z2BHWICBETEXT, B7OE>D 3
IR R—NOEBRITETY,

My 71—

Smart Licensinglk, AADONY ITY RY—NICEETILEOOETEXHAZAXLEL T, E%
OHTTP Secure(HTTPS)E @A L £F. HHHICIE. ASRIKF/NA RATAT— RS At AMEE
ZEEMCTRLOICHERRERFI1ITLETTT,

RP/0/RSP0O/CPUO:SAMDD (admin-config) #license smart enable

TNAAET 7 A NTHTTPSR SV AR—RNICREES N, BRERIFHIITEDE, LESBICN
YOIV RY—=NICHERZBVEDLEET, Authorized ( F/NA AFBED T A 2 AZ2HEFE>T
W% ) FEEOOC (#ERAFEELBEVL, FRELTWD, FLERHRVNTHD CEZEKR ) AR
ThEXT,
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FTTT. BBITL—UHNSHREZEMELFBIBRTSD LT, BEICHVEBERADCENTEXRT
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ZAEADERRE, B2 ¥ =2 /AT LACHUTFETITOXENHY KT,
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EURAEZRKRICENTREE, BTENTBDIELEETEERT, JAOLLDTAIEZADEA
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BLET,



COTHI N EERATRE, BEKREdiokenE ERTEET, < Didtokenlk, BEHEO T
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ASRIKT/NA Alk, MSsHDBEINREL EBEIC. & WVidtokenE =l # L L idtokenZ &
BALUTHREINICBERRID_ENTEET,
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ZAEVAR, T BETHECEETERY,
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Reportld, EEXETELBERXOA RNV EZBWICERL, 754 TOFEA. Fid. 20
EOICExcellERICT YV AR—KNTEEXT,

[License] R 7 IZIEk, EXRETEBASRIKFNA AL 2 TERENESA VAN RREh, &5
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[EventLog] 27 Tk, 7—ILICRTBDTFINAADT VT 1 ET 1 HsyslogR A4 7R TREFEE 1
THIOVROETFNARK LG I—FHFRTITRToO 3> (BR BEFHERELE ) FOJIC
BBRENET, CcOAMUVE—TIA AR, TEF=2320F NV IICEEN DERNICERAT
EFET,

aA714F¥aL—>3>

COBITEE., RKOSAEADPSAI—RNSA AT YTIL—RITBDEFEZHBALET
o BEBICELPTR, AN—ISA AN TFT7AIINRNCHEL2DTVRAEEENI BB EICEFELT
<fEzE L\,

RROSAEVA

REKDZAEVAZERBIZICE., WKOADIONV REEBTL—VHISRITTEET, AX
—h"ZAEVAEEBLTHAINEBZIRBZ VS DARLET,

I KOS A AR, CiscolOSXRUU—AS53.0UBOTF7AILRNDTA 2 AE—
RTY,

RP/0/RSP1/CPUO:ROA (admin) #show license pools



Pool: Owner

Feature: A9K-24X10-OPT-LIC A9K-24X10-VID-LIC A9K-24X10G-AIP-SE A9K-24X10G-AIP-TR
A9K-2X100-OPT-LIC A9K-2X100-VID-LIC A9K-2X100G-AIP-SE A9K-2X100G-AIP-TR
A9K-36X10-OPT-LIC A9K-36X10-VID-LIC A9K-36X10G-AIP-SE A9K-36X10G-AIP-TR
A9K-400G-AIP-SE A9K-400G-AIP-TR A9K-400G-OPT-LIC A9K-400G-VID-LIC
A9K-800G-AIP-SE A9K-800G-AIP-TR A9K-800G-OPT-LIC A9K-800G-VID-LIC
A9K-ADV-OPTIC-LIC A9K-ADV-VIDEO-LIC A9K-AIP-LIC-B A9K-AIP-LIC-E

RP/0/RSP1/CPU0:ROA (admin) #show license allocated

FeatureID: A9K-800G-AIP-SE (Slot based, Permanent)
Total licenses 1
Status: Allocated 1
Pool: Owner

Total licenses in pool: 1

Status: Operational: 1

Locations with licenses: (Active/Allocated) [SDRI]

0/0/CPUO (0/1) [Owner]

REOSAEAAN ROYT Y NEexec planeh SRITTEETH, TE2BUARNEED
admin planeh SR{TTB L ZHEHLET,

RP/0/RSP1/CPUO:ROA#show license ?

WORD Feature ID

active Currently checked-out/being used by applications.
allocated Allocated to a slot but not used.

available Not currently active.

evaluation Display the evaluation licenses.

expired Display evaluation licenses already expired.
location Show information for a specific location

log The operational or administrative logs.

| Output Modifiers

<Cr>

Smart Licensing
AXN—RZAEVAREEBMIBDTVEREBAN, ChHFVATALCRRENET,

RENEAENATVWEWEESTE, call homeDF 7 A NDEAKZIAKTOT7 7 A4ILTlE
HTTPSAERAE N, SATLAEBAR—MNEHTIAOONY VI RY—NEELET,
call_homeDEEMICOVTIE, CORFIXIMNDBEZSHBLTIEETL,

RP/0/RSP1/CPUO:ROA#show run call-home
% No such configuration item(s)

RP/0/RSP1/CPU0O:ROA#show call-home detail | i https
http proxy: Not yet set up
HTTP address(es): https://tools.cisco.com/its/service/oddce/services/DDCEService

BPNROBEZITOEEE., ATYT1EADANVETT, BYOFIER, BHR. KRil. BLV
L/ZR__l\Fﬁ-E-qo

1.adminE— KT, ROV RZAHDLET,
RP/0/RSP1/CPU0:ROA (admin-config) #license smart enable
RP/0/RSP1/CPUO:ROA (admin-config) #commit

2.exeCE—RT, BF AT RLABEDLYZK O/ TEZETSDH., EEEREN T
YRENLEZIEBNICERETZZOF 74N NTO7 7ML ZEZFERALET,

RP/0/RSP1/CPUO:ROA#show run call-home
call-home



service active

contact-email-addr sch-smart-licensing@cisco.com
profile CiscoTAC-1

active

destination transport-method http

. adminE— R, Smart Licensing®/N\—> 3> B L E T,
RP/0/RSP1/CPUO:ROA (admin) #show license version
Cisco Smart Licensing Agent, Version 1.1.4_throttle/16

.adminE— RT, XROOAN RZAHALET,

RP/0/RSP1/CPUO:ROA (admin) #license smart register idtoken
NjgyMWM2NDItMzI5My00YzQ2LThmMDItMzhhNWI2Mzk2YWUWLTEOMzUzMzM3%

0aMDQWNDB8 SWRzZSGkvROA2MWZTZEhzK2RWUMJWMmMhOU1ZIa2tBVzBLZK11ZHhs%0AZGRPbz0%3D%0A ?
force Force Registration

<Cr>

license smart register: Registration process is in progress. Please check
the syslog for the registration status and result

F—"— RForceld, UFIICERENLET/NAAICEITZIXNTOBEHRELEZL THEL
F£¥9, F—D—RforcelFEEIC, FLBHBEBEESICFERIZIBEN HGYVET, FE,
Web1—HA 22— T4 AWUNEFEALT, FHIO KD STNA RAZHIBRT D LE
TZEET,

ARL—=2IVODART—RAEBVEEET,

RP/0/RSP1/CPUO:ROA (admin) #show license register-status
Registration Status: Completed
Registration Start Time: Wed Dec 17 2014 13:07:23 PST
Next ID Cert Renew Time: Mon Jun 15 2015 14:07:45 PST
Next ID Cert Expiration Time: Thu Dec 17 2015 13:01:41 PST
Last Response Time: Wed Dec 17 2014 13:07:45 PST
Last Response Message: OK: OK

[Status]# [Completed]| TR WIEE Ik, YV —ILEzlEsysloglc XY E—IARRENEKT
o RIL fsyslogX Y £—T & RICRLET,

RP/0/RSP1/CPUO:Dec 17 13:07:45.285 : licmgr([310]: SMART_LIC-6-AGENT_REG_SUCCESS:

Smart Agent for Licensing Registration with Cisco licensing cloud successful

RP/0/RSP1/CPUO:Dec 17 13:08:18.357 : licmgr([310]: SMART_LIC-3-OUT_OF_COMPLIANCE:
One or more entitlements are out of compliance’:
CDVATATR, AV AZRBEETHIHERBEALEREENTEST., XodEHE

TOut of compliances DAT—RAZRLTVWET,
RP/0/RSP1/CPUO:ROA (admin) #show license entitlement | i Tag | e Not | u sort

Tag: regid.2014-04.com.cisco.A9K-24X10-OPT-LIC,
1.0_66d3ccf7-a374-4409-a3f9-6bc56d645flc, Version: 1.0, Enforce Mode:
Out of compliance

Tag: regid.2014-04.com.cisco.A9K-24X10-VID-LIC,1.0_9f03b94f-3c76-4a39-82f2
-1b53cdf5cbl5, Version: 1.0, Enforce Mode: Out of compliance

Tag: regid.2014-04.com.cisco.A9K-24X10G-AIP-TR,1.0_ebd7cec3-e8e3-43¢c6-88c9
-all3b76679f8, Version: 1.0, Enforce Mode: Out of compliance

Tag: regid.2014-06.com.cisco.A9K-2X100-OPT-LIC,1.0_0£f74bb00-42af-4c4d-bl62
-bcb346¢c7510a, Version: 1.0, Enforce Mode: Out of compliance

Tag: regid.2014-06.com.cisco.A9K-2X100-VID-LIC,1.0_a482b964-6371-4aad-8e82
-2083¢5749205, Version: 1.0, Enforce Mode: Out of compliance

Tag: regid.2014-06.com.cisco.A9K-2X100G-AIP-SE,1.0_ced447831-edaf-4def-a98b
-3297fab65561, Version: 1.0, Enforce Mode: Out of compliance

Tag: regid.2014-06.com.cisco.A9K-36X10-OPT-LIC,1.0_92a8597a-f591-4afc-adeb
-9b212ceellbe, Version: 1.0, Enforce Mode: Out of compliance

EROTZAEATERALEION ROBHREERBRYET, AN—RSAM AT LR
RKDSAEVACLIE, WOTEMEATEERET, MAZFEATRI LR TEERA, 7=
Bk, FNARZEBEB/PEIBZ-HICFERAENET, thig/ig, IPAELIEBEEREE, &
EREBEIIN—TE1207— ) 2FEATEET, FoXEEF, E2a2 F—ILS1t>
AZBEDEIDICBALEVWABRETEE T, £, 7—IILEATOSAEADEKRTR, BE



FERBE, SAEVABOEBNELEEEZBEO /SO THREIIITSENTE,
JAADTEN B TE2UBFEVOTEHEICITOENTEET,
RP/0/RSP1/CPUO:ROA (admin) #show license pool

Assigned Pool Info: PATRICK_NO_LIC

8. A8, PATARIVTSAT O AZBHBENWICFIVILET, BENfNREL LS
&G, DATAR209 T EIC4ER, TOHRKE1B1E, 30BEEITLET, Bh. SETRE
 BEBEDEENDEHZTIsyslogX VY E—IFRRENET, TNV IICO2LVTR,
DODRFIXNOBRETHHALET,

O FNAADNEREMHMBRIDICIE. XOOAXRZAHLET,

RP/0/RSP1/CPUO:ROA (admin) #license smart deregister

license smart deregister: Success

License command "license smart deregister " completed successfully.

RP/0/RSP1/CPUO:ROA (admin) #show license register-status
Registration Status: Not Registered
10. FED> Y —> THEATREBTA O AZBAETSICE., XOONRZAHLET,

RP/0/RSP1/CPU0:ROA (admin) #show license features

Platform Feature ID:
A9K-ADV-OPTIC-LIC
A9K-ADV-VIDEO-LIC
A9K-1iVRF-LIC
A9K-AIP-LIC-B
A9K-AIP-LIC-E
A9K-MOD80-AIP-TR
A9K-MOD80-AIP-SE
A9K-MOD160-AIP-TR
A9K-MOD160-AIP-SE
A9K-2X100G-AIP-TR

. output snipped . . .

F7UT—>a>oafe 70—

F7VTr—23> ORANZALZBBTRICE. TOODR—F2 MNIET2ERH 7 HED &
BETY, 2L, XY TRNIIT7OERATRLEREACEL TR, 2FBEATVSRHA RZA I
RSN, BROHBEXESHYERA, COEIZIVE, FHRZAVIEVTIZAHILAR
VIBLOCIVDZTERRELTVET,



Smart Licensing flow

1. Admin config: “license smart enable”

&
,//"/) E:’cl‘.""" 2. Licmgr process establishes an IPC connection
gk with call-home process,

3. Licmgr process will send “service turn on”
request to call-home,

4. call-home writes the configuration below to sysdb:

& HTTP regupst 7 HTTP response enll-howe
............................................ BAEVicea AcCtive
................. 1 CLI contact-omail-addr ach-emart-licensingBecisco.com

device profile CiscoTAC-1
active

dastination transport-meathod htEp

5. Licmgr sends request to call-home.

6. call-home formats the request, and sends it to
the backend serveriservice.

a 7. call-home receives the http response from the
Sysdb backend server/service.

8. call-home extract the hitp response, and sends
it to licmgr process.,

WA, BE, BREFT>3>

Smart Licensingld, $&EHOEF1 VT, EBM. SLTEAT—RICEIZDIEHFICHUT,
W< DD DIFIUATEATERT,

LTRIE, WS2r0fl#RLET,

cASRIKA AN IVZIORINY DT RY—=/)NE TEEERG, 92z LEVW L%
BIRTEXT, COBJE. #£RT "70F 2, Y—NEFEHLT, 774F04=). KT
74v 70—, 8&Smart Licensing7 U —> a3 AE@BoeF 1) 714 Z—-XICE
DESICEHETINEBETEET, ChlE, WindowsFEFLinux OSETEMET B A —7
YV —AMApacheV 7N DI 7 %#FERALU THEICERETEET,

R llE, IXTOASRIKTFNARZT IV —RKRANIER L., INXNTOASRIKT/NA A
ASOIXRTOO—NILEREZELTAS, DAOONY VI RY—NIEETD L
ETEEFET, hiF. Linuxd KUWindows TEIE T % Transport Gatewayy 7 R I 7 D
37 T, Cisco Transport-Gateway® 7> O— RTAJO—RTEXT,

- T, LinuxB & UFWindows ETEBI2 A 7L IZAOY I RNII T EFERALTESRICH
754 TERAL, DAOIV9ZVREDTA I ABHRRBOBFEZITV., T RFNAA
AT AT AOREICEITZERERBITZI O "TCOFVTLIADKAN O
HEFHATDEETEETFT, cOVYIRNIITRRVI—RAS531URTIATEERT,

HTTPSOHR—KNICIA T, VY7 K I 7T %Virtual Routing Forwarding(VRF):RETRITT 5 &
SICRETDICEETEFRT, chilkY), S ABROEESEZR) BN <HETESE



/content/en/us/support/cloud-systems-management/transport-gateway/tsd-products-support-general-information.html

ER

ESIC, IPVBRZATATICHR—RENTEY, 41 2F2—FY MEHTIRAOONY VIV R
B—NEBEIDLEHILEBORIATALOBMKIP6T RLALIFTT,

CNSDRETR. ABRYRND—JICEETRIEDICHRARNBZHRTEDRSIC, RXAY
R—LZ AT LDNS)RZIEIPVA/IPVE R X A 2 FRA RN TASRIKAREENTWAH EZmiRE L
TVEY,

SATLENY DT RAEAEY—NORBZHIFITDICRE, XY RT—IF4L70O8)L
(NTP)DREANBETT,

RP/0/RSP0O/CPUO:ROA#show run domain
domain name cisco.com

domain list cisco.com

domain name-server 171.70.168.183
domain name-server 2001:420:68d:4001::a

RP/0/RSP0O/CPUO:ROA#show run | i ipvé host
Building configuration...
domain ipv6 host tools.cisco.com 2001:420:1101:5::a

HTTPZ'OF < ORRE

ApacheDEXERF CONEDEHBEATTN, 12—V NEICRFIEEHATEZENLXEN
E<TEABYERT, COMBEZRIALTH LI, ApacheldR—K80DEZ T OFZ AICKES L
TVWET, RIZRTApache®mod_proxy®F/NY JHHESBL TS EE L,

272U, Smart Licensing® R ERKFEICEHET, 7OFH—NOBEER—NEEETHEG
T9, CcORETR, DAOONYOI Y RY—=NICEEEKITIZRADYIC, 7O0FH—=NIC
EREEZFEIDEGFTT, 7OF NG, EREERZETDRSICHRECNATVWB NI VAR
—RNZALTH—=NICEHRLET, HTTPSZHERTH & Z#HEB L F T, http-proxy
mybastion.cisco.com port 80ZBRE, HDERERFHEH Y EE A,

RP/0/RSPO/CPUO:ROA#show run call-home

call-home

service active

http-proxy mybastion.cisco.com port 80

contact-email-addr sch-smart-licensing@cisco.com

profile CiscoTAC-1

active

destination address http https://tools.cisco.com/its/service/oddce/services/DDCEService
destination transport-method http

E#H N > Radmin license smart register idtoken <idtoken>%Z A H L. H B ICASRIKIC & B ER
IISBENFRRENDCEZBRABLET, XM LARY T ESuccessFONV U RISEELTLKEE
(A

RP/0/RSP0O/CPUO:ROA#show call-home smart-licensing statistics
Success: Successfully sent and response received.

Failed : Failed to send or response indicated error occurred.
Inqueue: In gueue waiting to be sent.

Dropped: Dropped due to incorrect call-home configuration.

Msg Subtype Success Failed Inqueue Dropped Last-sent (GMT-08:00)



ENTITLEMENT 1 0 0 0 2015-01-12 21:06:56

DEREGISTRATION 0 0 0 0 n/a

REGISTRATION 1 0 0 0 2015-01-12 21:06:21

ACKNOWLEDGEMENT 1 0 0 0 2015-01-12 21:06:38

RIZ, BRAR—K443, HTTPSZ7ORIJILTEFEEhiC & ZRTApache 7V E2AOT D AZ

RY NZ2RULET,

root@mybastion:/var/log/httpd #tail -f proxy-*

==> proxy-error.log <==
[Mon Jan 12 21:06:10 2015] [debug] mod_proxy_connect.c(70): proxy: CONNECT:
canonicalising URL tools.cisco.com:443

[Mon Jan 12 21:06:10 2015] [debug] proxy_util.c(1515): [client 172.27.130.65] proxy:
*: found forward proxy worker for tools.cisco.com:443
[Mon Jan 12 21:06:21 2015] [debug] mod_proxy connect.c(109): [client 172.27.130.65]

(70014)End of file found: proxy: CONNECT: error on client - ap_get_brigade
[Mon Jan 12 21:06:21 2015] [debug] mod_proxy_connect.c(425): proxy: CONNECT:
finished with poll() - cleaning up

==> proxy-access.log <==
172.27.130.65 - - [12/Jan/2015:21:06:10 -0800] "CONNECT tools.cisco.com:443 HTTP/1.1" 200 -

Transport Gateway® &€

O F VAT, Transport Gateway7 7' 77— 3 2 ZLinuxE Iz IEWindows R A MZ A 2 A
=L, BEENDASRIKFNAANSTAEAERZZEFELT, DAOONY VI RY
—NNICHBTDEDICRELET ., FMICODWVWTIE, TTransport GatewayEAHB LTI —HH A

Ry ZZBLTLEZL,

ASRIKDRERITIETTY, RICHZRLET, CHEADRRICHAESEREREICOVTIF
RZIATIWNESRLUTLSEZ L,

call-home

profile CiscoTAC-1

destination address http
https://TG-IP-or-FQDN/Transportgateway/services/DeviceRequestHandler

VRF D& E

VRFZEAT2E, BENZ 714V U ZKVFMICHE TE. Smart Licensingl Xt LU TEIFEB
MWTY, 1L, SmartLicensingy 7RI I TFAZAOAONY VT RF—NIZEELELSET
PBIC. BREBDYIRNDITHIO-NILT—T L TRELKVRFTFT—7 L ESBITHXSIC
T3, 1TTORENBETT,

CCERTRENDNFIE, SATALATREECNTVWAVRFAETY,

RP/0/RSPO/CPU0O:ROA (config) #http client vrf MGMT

Call Home D ¥4 b

Call HoOme A EEICEEL TVWRA A ESH ZHRITZEOOE D ZRICRLET,


/content/dam/en/us/td/docs/switches/lan/smart_call_home/user_guides/SCH_Ch4.pdf
/content/dam/en/us/td/docs/switches/lan/smart_call_home/user_guides/SCH_Ch4.pdf

RP/0/RSP0O/CPU0O:ROA#show call-home detail

Current call home settings:
call home feature : enable

call home message's from address: mylab-roa@cisco.com ; optional, any address

call home message's reply-to address: pasoltan@cisco.com ; optional,
recipient address

vrf for call-home messages: Not yet set up ; Not supported natively yet
contact person's email address: sch-smart-licensing@cisco.com ; default

contact person's phone number: +1-408-526-8438 ; optional

street address: 1550 Soltani Lane, Cisco System Drive, North Pole, NP 99709
customer ID: Not yet set up

contract ID: Not yet set up

site ID: BUILDING20-125 ; optional

source interface: Not yet set up ; can be configured to use a specific interface.

Mail-server[1l]: Address: bastion.cisco.com Priority: 1 ; optional
Mail-server[2]: Address: 171.68.58.10 Priority: 10 ; optional
Mail-server[3]: Address: 173.37.183.72 Priority: 20 ; optional
http proxy: Not yet set up ; when configured will change.

Smart licensing messages: enabled
Profile: CiscoTAC-1 (status: ACTIVE) ; default profile supported.
Can not be renamed, deleted, but can be modified, activated, deactivated.

aaa-authorization: disable ; optional
aaa-authorization username: callhome (default) ; default
data-privacy: normal ; can be configured to use the hostname or not.

syslog throttling: enable
Rate-limit: 5 message(s) per minute
Snapshot command: Not yet set up

; Non-smart licensing configuration for alerts, data collection, defaults.
Available alert groups:

Keyword State Description

configuration Enable configuration info

environment Enable environmental info

inventory Enable inventory info

snapshot Enable snapshot info

syslog Enable syslog info
Profiles:

Profile Name: CiscoTAC-1

Profile status: ACTIVE

Profile mode: Full Reporting

Reporting Data&colon; Smart Call Home, Smart Licensing

Preferred Message Format: xml

Message Size Limit: 3145728 Bytes

Transport Method: http

Email address(es): callhome@cisco.com

HTTP address(es): ; Only configuration needed if default is not desired.
http://tools.cisco.com/its/service/oddce/services/DDCEService

https://tools.cisco.com/its/service/oddce/services/DDCEService

Periodic inventory info message is scheduled every 23 day of the month at 11:2

Alert-group Severity



environment minor

inventory normal
Syslog-Pattern Severity
* critical

Call HomeIEAX—MN A ADEREA T3>

Call Homeld, syslogB KB T—RZOWNEL AT R TH#RTITDLRDICKRELEY, BT
PAN—RTAEADRBIZMAT, AIXRVRBEDEFXA—IINBHAZEFEITDLSIIRET
EET,

https://tools.cisco.com/sch/reports/deviceReport.do CAN— KR Z A ANQI1—HZE /)N AT —
REBEAL T, Call HomeDNEEHRERRTEET,

COBEZEALTREZREIDHEOFAICOVTR., "THERHRL €I/>a2ICUY0E
NMTLVBRFIXDNZSRUTLKEEZV, BFXA—LBHAOHIE, "FYXEIVR, 272
IVICHEREENTLRT,

FINY S

NYT—2DREBETDZ<OIVR—F2 M REET, SmartLicensingy 7 NI F7&EF/NY T
TRLEOOEBTREZIL—INEHY)ELEA, LAL, WODO—BNBET7O—-FFHEICK
2T, BERBEIMRVIATEFNET, TR, WKDI2HDRETT,

Syslog

FIsyslogZFANET, RAICFIVITIHLENHDIAVAR—FXNCBIZ2FENFHYHES
NET, CnsOXYE—2ICE@F, SEAEOREECall Home HTTPX Y E—P DEE O RBN' S
EFhTHY ., FRROICBEIrExEnET,

RP/0/RSP0O/CPUO:ROA#sh log | i SMART

RP/0/RSP1/CPUO:Dec 17 20:01:28.522 : licmgr[308]: SMART_LIC-3-ID_CERT_RENEW_FAILED:
ID certificate renewal failed: Response error: {"product_instance_identifier":
["ProductInstance '8baecfb5-2688-429b-8519-10a3f0dec6b5' is not valid"]}

RP/0/RSP1/CPUO:Dec 17 20:01:34.273 : licmgr[308]: SMART LIC-3-AUTH_RENEW_FAILED:
Authorization renewal with Cisco licensing cloud failed: Response error:
LS_UNMATCH_SIGNED_DATA&colon; Signed data and certificate does not match

RP/0/RSPO/CPUO: Dec 17 18:26:24.009 : licmgr[314]: SMART LIC-3-COMM_FAILED:
Communications failure with Cisco licensing cloud: Fail to send out Call Home
HTTP message

RP/0/RSPO/CPUO:Dec 17 18:28:03.057 : licmgr[314]: SMART_LIC-3-AGENT_REG_FAILED:
Smart Agent for Licensing Registration with Cisco licensing cloud failed:
Communication message send error

RP/0/RSPO/CPUO:Dec 17 18:30:09.247 : licmgr[314]: SMART LIC-5-COMM_RESTORED:
Communications with Cisco licensing cloud restored

RP/0/RSPO/CPUO:Dec 17 18:30:21.923 : licmgr[314]: SMART_LIC-6-AGENT_REG_SUCCESS:
Smart Agent for Licensing Registration with Cisco licensing cloud successful


https://tools.cisco.com/sch/reports/deviceReport.do

showIX> ROEHZFIYILT, RY DA/ AVKR—F MOREZIEBELE T, TR
EEUTA, 42—y N7ORINEF2IUT 1 (IPsec), BREAFTTAHILZA LA
FRRENKT,

RP/0/RSPO/CPUO:ROA#admin show license entitlement

Entitlement:

Tag: regid.2014-06.com.cisco.A9K-MOBILE-LIC,1.0_e447924c-0a6f-41be-9202-8ae60fcc2972,
Version: 1.0, Not In Use

Requested Time : NA, Requested Count: NA

Vendor String:

Tag: regid.2014-09.com.cisco.A9K-IPSEC-20G-LIC,1.0_al65db99-eb3f-474b-bdf0-
cedbl40d9b45, Version: 1.0, Not In Use

Requested Time : NA, Requested Count: NA

Vendor String:

Tag: INSTALLMGR, Version: 1.0, Not In Use
Requested Time : NA, Requested Count: NA
Vendor String:

Tag: regid.2014-04.com.cisco.A9K-24X10-OPT-LIC,1.0_66d3ccf7-a374-4409-a3f9-
6bc56d645flc, Version: 1.0, Enforce Mode: Out of compliance
Requested Time : Mon Jan 12 2015 20:47:07 PST, Requested Count: 1
Vendor String:
output snipped ...

ZACAOIADTSAT O AZHERELET,

RP/0/RSP0/CPUO:ROA#admin show license status
Compliance Status: Out of compliance

EQT—NIFTIOT1TTHIN2HABLET,

RP/0/RSP0O/CPUO:ROA#admin show licence pool
Assigned Pool Info: PATRICK_NO_LIC

A AAEZHAELET,

RP/0/RSP0/CPUO:ROA#admin show license cert
Licensing Certificates:
ID Cert Info:
Start Date: Mon Jan 12 2015 21:00:13 PST. Expiry Date: Tue Jan 12 2016 21:00:13 PST
Serial Number: 24724
Version: 3
Subject/SN: 60fed7f8-aaaa-40fc-ae3e-fae9c7bb6d0ac
Common Name: 138091632beblf2e38069e9eec8f9c626ded7lac::1,2
Signing Cert Info:
Start Date: Wed Sep 11 2013 12:05:34 PST. Expiry Date: Sun May 30 2038 12:48:46 PST
Serial Number: 3
Version: 3

FAEAODN—23 2V ZHAELET,

RP/0/RSP0O/CPUO:ROA#admin show license version
Cisco Smart Licensing Agent, Version 1.1.4_throttle/16

COOAN RIF, RMEERFEBLU Fcal-homeDRTICE T2 &KTEHRERTLET,



RP/0/RSP1/CPU0O:ROA#show call-home smart-licensing statistics
Success: Successfully sent and response received.

Failed : Failed to send or response indicated error occurred.
Inqueue: In queue waiting to be sent.

Dropped: Dropped due to incorrect call-home configuration.

Msg Subtype Success Failed Inqueue Dropped Last-sent (GMT-08:00)
ENTITLEMENT 1 0 0 0 2014-12-17 21:08:35
DEREGISTRATION 1 0 0 0 2014-12-17 14:33:17
REGISTRATION 1 0 0 0 2014-12-17 21:07:53
ACKNOWLEDGEMENT 1 0 1 0 2014-12-17 21:08:09
RENEW 1 0 0 0 2014-12-17 21:08:57

CallHomeZ’' Ot A

RIZ, cal_home7Z’ AL ADKL—AT77AI)ZHRELET, <hlE. ASRIKECiscoTZ T RE
DEIENASRIKICEK > TEEBE D EHTT,

RP/0/RSP0O/CPUO:ROA#show call-home trace error last 2

81 wrapping entries (576 possible, 320 allocated, 0 filtered, 81 total)!
Jan 28 10:10:29.729 call_home/error 0/RSPO/CPUO tl1l0 call_home_http_resp_datal(),
httpc response error, Host name resolution failed

Jan 28 10:10:39.730 call_home/error 0/RSPO/CPUO tl9 call _home_events_handler () failure status 67

SmarticFT YV (V7RhDIFI—-IVN)

SmartichL—AZHRLET, chsORNL—AWE, CiscoZ T RYF—NEDTA 2 ADH
BERAZRLTVET,

RP/0/RSP0/CPUO:ROA#admin show license trace smartlic last 2

987 wrapping entries (1088 possible, 0 filtered, 987 total)

Jan 28 20:10:36.245 smartlicense/smartlic 0/RSPO/CPUO t3 [2302054]

Failed to bind to SysDB - 'Subsystem(2091)' detected the 'success' condition
'Code (45) ': Unknown Error (292)

Jan 28 20:10:36.245 smartlicense/smartlic 0/RSPO/CPUO t3 [2302054]
SMART ERROR - SASACKExpirationJob: expirySeconds=3842

Licmgr7 Ot A DR

COZ7OEARRF, ASRIKDAN—KRFAEVANDEEBRA 2V R—TIAATHY), EETEL
AVRKR—ZXFNEOEHEZEBLTVET,

RP/0/RSP1/CPUO:ROA#admin show license trace

557 wrapping entries (576 possible, 0 filtered, 5403 total)

Dec 17 13:08:18.358 license/licmgr 0/RSP1/CPUO t3 [3125351] SLA Debug
Client search success pkg/bin/rsi_agent (No error)

Dec 17 13:08:18.358 license/licmgr 0/RSP1/CPUO t3 [3125351] SLA Debug
A9K-MOD160-AIP-SE regid.2014-06.com.cisco.A9K-MOD160-AIP-SE,
1.0_7f1b3d9¢c-a183-41d1-8d0b-d98dcc2751a8 (No error)

TS5y RT7F—LEKENL—A

I—ROTSY h7 4 —LEEPD)BIREEBAAFIVIULISATSUTEN, S/&



VADHERNENDERZENIN—FBLTEEZREEZRLELET, LEANDT, F1EAD
BE. B3Il EIT2BENfrRENET,

RP/0/RSP1/CPU0O:ROA#admin show license trace platform all last 5

1849 wrapping entries (5440 possible, 3136 allocated, 0 filtered, 183450 total)
Dec 17 20:43:33.480 vkg_lic/audit 0/RSP1/CPUO tl Agent Client Audit Cmd Start: ver:1,
node:0x00000041 cmd:Audit(5) reqg:Mobile(9) feature:A9K-MOBILE-LIC(13) grant:

Not Pending(0)

Dec 17 20:43:33.480 vkg_lic/audit 0/RSP1/CPUO tl Agent Client Audit Cmd Start #2:
client restarted:False up for a day:True

Dec 17 20:43:33.480 vkg_lic/audit 0/RSP1/CPUO tl AUDIT Reply License Start:
request:Mobile(9) slot:4 grant:Not Pending(0)

Dec 17 20:43:33.480 vkg_lic/audit 0/RSP1/CPUO tl AUDIT Reply License End:
request:Mobile(9) slot:4 grant:Not Pending(0) rc: 0x00000000 No error

Dec 17 20:43:33.480 vkg_lic/audit 0/RSP1/CPUO tl Agent Client Cmd End:Audit(5),
slot:4 rc:0x00000000 No error

TNV TEFCTD

DI XTHARELEBEEE., FNNYTZAICL., SIRAEFLRIEROEFOLOO A FX
VRERZEAHDLET, COF/VNY TJTlEk. ASRIKE Cisco Cloud ServicesENDITXNTHORNT >
Yo a ENETHIHENHYET,

RP/0/RSP0O/CPUO:ROA#debug smartlic
RP/0/RSP1/CPUO:ROA#show debug

#### debug flags set from tty 'aux0_RSP1_CPUO' ####

smartlic debug flag is ON with value 0

Ul/Cisco Cloud Server® BT /\Y JFERTE XA, BEN HD5EE. asrOk-smart-
lic@cisco.comlZEF X —I)LZEEFELET,

FYvAXEIVR

1 EBORY 9AFAUS A RAT =D SHERERBTHLS CREENTVDBE,
1204 ATEVWTFNA A DEFOIZBETE., IXNTOT/NAAHNOOCIZHY F
T, ChREL, OVFFELIT—IOE1I—EHEOBHCLBE0TT, HLLEFIL
THAT—ILOREBERE. FROVU—ATOBELCHELTVET,

2.V =LA SEHEShowIN 2 ROEHZEFX—IITRHERYE T, AN ROEIC
F—E5AFEMT. X200 Z2FALET, CallHomeld, AN—KF A/ 2 RAICEE
LBEWS DREERITLET, RIC, CallHomeD EAFIZRLET, Chik, FEOR
BRICEDETEETESDERTA74F¥F21L—23 2T,

RP/0/RSP1/CPUO:ROA#show run call-home
call-home

service active

site-id BUILDING20-125

sender reply-to pasoltan@cisco.com
sender from roa@cisco.com

alert-group syslog

alert-group snapshot

alert-group inventory

mail-server 171.68.58.10 priority 10
mail-server 173.37.183.72 priority 20
mail-server 2001:420:303:2008::24 priority 2

mail-server mybastion.cisco.com priority 1
phone-number +1-408-526-8438



Gl
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contact-email-addr sch-smart-licensing@cisco.com

street-address 1550 E.Tasman Drive, San Jose, CA 9513

profile CiscoTAC-1

active

destination address http https://tools.cisco.com/its/service/oddce/services/DDCEService
reporting smart-call-home-data

reporting smart-licensing-data

destination transport-method http

RP/0/RP1/CPUO:ROA#call-home send "show run call; admin show platform"
email pasoltan@cisco.com msg-format long-text

Sending ondemand CLI output call-home message
Please wait. This may take some time

. show call-home smartlic status 1< > RTl&. Tsuccessy EVWSEENERATIhTVWET,

., BIZO-IFR—LA7OCLADBEINSEBE, ASRIKA 5CiscoV T RHY—/IN
DAY E—DDEENFNRBLECEEZEKRLET, L., ZhiECisco Cloud Server® T
VRY=TIVROTA D ABRENIBRILECEEERTRDENDTREHYEBA, LA
 THOYRRIHEICEHEN HBHES. CallHomeld Xy £—2 ZEAL THRINZRLE
I NV IOIVRY—NIZKRDTA D ADKRIED ST BRERRBRT D AN HYET
;P/O/RSPI/CPUO:ROA#show call-home smart-licensing statistics

Success: Successfully sent and response received.

Failed : Failed to send or response indicated error occurred.

Inqueue: In queue waiting to be sent.
Dropped: Dropped due to incorrect call-home configuration.

Msg Subtype Success Failed Inqueue Dropped Last-sent (GMT-08:00)
ENTITLEMENT 1 0 0 0 2014-12-17 21:08:35
DEREGISTRATION 1 0 0 0 2014-12-17 14:33:17
REGISTRATION 1 0 0 0 2014-12-17 21:07:53
ACKNOWLEDGEMENT 1 0 1 0 2014-12-17 21:08:09
RENEW 1 0 0 0 2014-12-17 21:08:57

APVAEIPVeD A FZERA L TEBA UV RXA—TJIA ARRETDHEE. BHZIPFRLAEFE

(EDNSHERICFERT D IEFIFERAICIPVBIC Y £,
RP/0/RSP1/CPUO:ROA#show run int M*
interface MgmtEth0/RSP0O/CPU0/0
cdp
ipv4d address 172.27.130.64 255.255.255.128
ipv6e address fe80::172:27:130:64 link-local
ipv6 address 2001:420:303:2008:0:28:1:64/80
snipped output

RP/0/RSP1/CPUO:ROA#pPing tools.cisco.com
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2001:420:1201:5::a, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 44/45/49 ms

RP/0/RSP1/CPUO:ROA#ping ipv4 tools.cisco.com
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 173.37.145.8, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 43/44/45 ms

T
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/content/en/us/td/docs/switches/lan/smart_call_home/book.html
/content/dam/en/us/td/docs/switches/lan/smart_call_home/SCH_Security_WP.pdf
https://supportforums.cisco.com/community/4816/smart-call-home
/content/en/us/td/docs/routers/asr9000/software/asr9k_r5-3/sysman/command/reference/b-sysman-cr53xasr/b-sysman-cr53xasr_chapter_010001.html
/content/dam/en/us/products/collateral/customer-smart-software.pdf
/content/en/us/td/docs/switches/lan/smart_call_home/SCH23_Ch4.html
https://www.cisco.com/en/US/services/ps2827/ps2978/ps7334/services_qa0900aecd8060c287.pdf
https://www.cisco.com/c/ja_jp/support/index.html
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VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
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