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Rout er (confi g) #class-map match-any http-hacks

Rout er (conf i g- cmap) #match protocol http url "*default.ida*"
Rout er (conf i g- cmap) #match protocol http url "*cmd.exe*"
Rout er (conf i g- cmap) #match protocol http url "*root.exe*"
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Rout er (confi g) #policy-map mark-inbound-http-hacks
Rout er (confi g- pmap) #class http-hacks
Rout er (confi g- pmap- c) #set ip dscp 1
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Rout er (confi g) #interface serial 0/0

Rout er (confi g-if)#service-policy input mark-inbound-http-hacks

H—EARARV—TEREETNTVWAHRSIC, DSCPE1E —HITAHACLZRELET,
Rout er (confi g) #access-1list 105 deny ip any any dscp 1
Rout er (confi g) #access-1list 105 permit ip any any
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Rout er (confi g) #interface ethernet 0/1
Rout er (config-if)#ip access-group 105 out

1= 3 FRFEEBY ICEET R L 2L E T, showaccess-list 1V R&ER
17U, denyX® "matches) ENEML TWAEZRABLET,

Rout er #show access-1list 105

Extended | P access list 105

deny ip any any dscp 1 |log (2406 natches)

permt ip any any (731764 matches)
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Rout er (confi g) #access-1list 106 permit ip any any dscp 1

.route-map N> RZEEAHAL T, L—FT1 TRV —ZERLET,

Rout er (conf i g) #route-map null_policy route 10
Rout er (confi g-r out e- map) #match ip address 106
Rout er (confi g-rout e- nap) #set interface NullO

M—=KMIVTZADNAVE—TIAAICERLET,

Rout er (confi g) #interface serial 0/0
Rout er (confi g-if)#ip policy route-map null_policy_route

.show access-list 1NV RZFEAL T, YUI—3a U NHEEBYICEHETZI L 2R

LET, HHACLZFERALTVWT, ACLOF > JZB/HICLTVWBRHZERE., RICTRITELSIC
show logdY > REFEATEET,

Rout er #show access-1list 106
Extended | P access list 106
permit ip any any dscp 1 (1506 natches)

Rout er #show log
Aug 4 13:25:20: YSEC- 6- | PACCESSLOGP

list 105 denied tcp AB.C.D.(0) -> 10.1.1.75(0), 6 packets
Aug 4 13:26: 32: YSEC- 6- | PACCESSLOGP

list 105 denied tcp AB.C.D.(0) -> 10.1.1.75(0), 6 packets
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Rout er (confi g) #policy-map drop-inbound-http-hacks

Rout er (confi g- pmap) #class http-hacks

Rout er (confi g- pmap- ¢) #police 1000000 31250 31250
conform-action drop exceed-action drop violate-action drop

. service-policy AN RZFEAL T, ADAVER—TIAADA NIV RRIZ—ELTR

)2 —%ERAL, "CodeRedy N7y hZROYVYIULET,
Rout er (confi g) #interface serial 0/0
Rout er (confi g-if) #service-policy input drop-inbound-http-hacks

. show policy-map interface Y > RZFEAL T, YU I1—23ANBFEBYICEETSC

EETERLET, VZADEEHYO—FEENEMLTVWD L ZBFELET,

Rout er #show policy-map interface serial 0/0
Serial0/0
Service-policy input: drop-inbound-http-hacks

Cl ass-nmap: http-hacks (nmatch-any)
5 packets, 300 bytes



5 mnute offered rate O bps, drop rate 0 bps
Mat ch: protocol http url "*default.ida*"
5 packets, 300 bytes
5 mnute rate 0 bps
Mat ch: protocol http url "*cnd. exe*"
0 packets, 0 bytes
5 mnute rate 0 bps
Mat ch: protocol http url "*root.exe*"
0 packets, 0 bytes
5 mnute rate 0 bps
poli ce:
1000000 bps, 31250 limt, 31250 extended limt
conforned 5 packets, 300 bytes; action: drop
exceeded O packets, O bytes; action: drop
violated 0 packets, 0 bytes; action: drop
conforned O bps, exceed O bps, violate 0 bps

Cl ass-map: cl ass-default (match-any)
5 packets, 300 bytes
5 mnute offered rate O bps, drop rate 0 bps
Mat ch: any
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