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E: ORI AVTHEAETATVWS IV ROFEMZFANSICIE, Command Lookup Tool ( &
FI1—YER ) ZFEALTSEZL,

XY RNDO—OR

CORFIAIXVRNTE, ROZXY ND—OBHEZFERALTVET,

200, 165,200, 224/27 209, 165,200.0/27
i
HO-Router BO-Router
172.16.10.0 Internat A@ fanl 10 10.10.0
: ] .1
192, 168, 1000
I T
Mew local network

CORFIXVENTR, COEIVZAVTRIRELZEALTVET, ChSOREICE,. HQ
F74AMD 172.16.10.0 XY D —2 &, BOF 7 1AM 10.10.10.0 FY RD—VETEEL T
W2 L2LVPNA"BENE T, KFOTFARNTRENLEIZE, HQAT7 1 AOFLLRY K
7—7192.168.10.0 Z, 10.10.10.0 2%EXY NT—U&FBEL VPN R RIICHEET D 1=
OICHEZREZRLTVERTY,

HQ-Router



//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do

HQ Rout er #show runni ng-confi g Bui |l di ng configuration..
Current configuration : 1439 bytes ! version 12.4
service tinmestanps debug uptinme service tinmestanps | og
uptime no service password-encryption ! hostname HQ

Router ! !--- Qutput suppressed. ! crypto isaknmp policy
1 hash md5 authentication pre-share crypto isaknmp key
ci scol23 address 209.165.200.225 ! ! crypto ipsec

transformset rtpset esp-des esp-nd5-hmac ! crypto map
rtp 1 ipsec-isaknmp set peer 209.165. 200. 225 set
transformset rtpset match address 115 ! interface

Et hernetO i p address 172.16.10.1 255.255.255.0 ip nat
inside ! interface Ethernetl i p address 209.165.201.2
255. 255.255. 224 ip nat outside crypto map rtp !
interface Ethernet2 ip address 192.168.10.1
255.255.255.0 ip nat inside ! interface SerialO no ip

address shutdown no fair-queue ! interface Seriall no ip
address shutdown ! ip nat inside source route-map nonat
interface Ethernetl overload ip classless ip route
0.0.0.0 0.0.0.0 209.165.201.1 ! !--- CQutput suppressed

access-list 110 deny ip 172.16.10.0 0.0.0.255 10.10.10.0
0.0.0. 255 access-list 110 permt ip 172.16.10.0
0.0.0.255 any ! !'--- Add this ACL entry to include
192.168.10.0 !--- network with the nat-exenption rule
access-list 110 deny ip 192.168.10.0 0.0.0. 255

10.10. 10.0 0.0.0. 255 access-list 110 pernit ip
192.168.10.0 0.0.0.255 any access-list 115 pernit ip
172.16.10.0 0.0.0.255 10.10.10.0 0.0.0.255 ! !--- Add
this ACL entry to include 192.168.10.0 !--- network into
the crypto map. access-list 115 pernit ip 192.168.10.0
0.0.0.255 10.10.10.0 0.0.0.255 route-nmap nonat pernmit 10
match ip address 110 ! !--- CQutput suppressed. end

BO-Router

BO Rout er #show runni ng-confi g Bui |l di ng configuration..
Current configuration : 2836 bytes ! version 12.4
service tinmestanps debug datetime nsec service
timestanps | og datetime nsec no service password-
encryption ! hostnane BO Router ! !--- Qutput
suppressed. ! crypto isakmp policy 1 hash nd5

aut hentication pre-share crypto isaknmp key ciscol23
address 209.165.201.2 ! ! crypto ipsec transformset
rtpset esp-des esp-nmd5-hnmac ! crypto map rtp 1 ipsec-

i sakmp set peer 209.165.201.2 set transformset rtpset
match address 115 ! !--- Qutput suppressed. interface
Fast Et hernet0/0 i p address 209. 165. 200. 225

255. 255. 255. 224 ip nat outside ip virtual -reassenbly
dupl ex auto speed auto crypto map rtp ! interface
FastEthernet0/1 i p address 10.10.10.1 255.255.255.0 ip
nat inside ip virtual -reassenbly dupl ex auto speed auto
! iproute 0.0.0.0 0.0.0.0 FastEthernet0/1 ! !--- CQutput
suppressed. ! ip http server no ip http secure-server ip
nat inside source route-nmap nonat interface

Fast Et hernet0/0 overload ! !--- Add this ACL entry to
include 192.168.10.0 !--- network with the nat-exenption
rule. access-list 110 deny ip 10.10.10.0 0.0.0. 255
192.168.10.0 0.0.0.255 access-list 110 deny ip
10.10.10.0 0.0.0.255 172.16.10.0 0.0.0.255 access-1list
110 permt ip 10.10.10.0 0.0.0.255 any access-list 115
permt ip 10.10.10.0 0.0.0.255 172.16.10.0 0.0.0.255
l--- Add this ACL entry to include 192.168.10.0 !---
network into the crypto nap. access-list 115 permt ip
10.10.10.0 0.0.0.255 192.168.10.0 0.0.0.255 ! route-nap
nonat permt 10 match ip address 110 ! !'--- Qutput
suppressed. ! end




IPSec BRI ASDERY ND—9 QOHIER

COEIIAVTHATAFIEZRETL T, IPSec NURILBENSEY ND—DZHIBRLET
o RYNT—72192.168.10.0124 A", HQIL—RBEHN SHIBRENATVWA ZEITERLTLKEE
W

1. ROIN> RZEMFEAL T, IPSec #EiZ ML £ 9o HO Router#cl ear crypto sa
2. ROIN REFEALT, ISAKMP ¥ 1 U5 4 PYSI—232 (SA)Z0UFLET
o HQ Router#clear crypto isaknp

B.XNDIOXV RZFEAL T, IPSec RRILDODHRRNZ 74 Y U0 ACL ZHIBRLE T, Ho
Rout er (confi g)#no access-list 115 permt ip 192.168.10.0 0.0.0.255 10.10.10.0 0.0.0. 255

4. ROAXV RZEMFEAL T, 192.168.10.0 XY RDTD—2ICx T B NAT %BRD ACL AT — K X

>k Eﬁ“ﬁ%b x£9, HQ Rout er (confi g)#no access-list 110 deny ip 192.168.10.0 0.0.0.255
10. 10. 10.0 0.0.0. 255

5 XD AR RZFEAL T, NAT RS AL —2320% 01 )F LET, HQ Router#clear ip nat

translation *
6. RODIANV REFEALT, 41 22—7 I 14 ADcrypto XY 7ZHIBRL THEEAL., BEOD

1) 7° I\gﬁib‘"ﬁﬁit:}iﬂﬁé nNd&LS5ICLET, HQ Router (config)#int ethernet 1 HQ
Rout er(config-if)#no crypto map rtp *May 25 10:35:12. 153: %CRYPTO- 6- | SAKMP_ON_OFF: | SAKMP
is OFF HQ Router(config-if)#crypto map rtp *May 25 10: 36: 09. 305: %UCRYPTO 6- | SAKMP_ON_OFF:

ISAKMP is ONJE: 1 R —T I A4 AN Scrypto XY T ZHIBRT D &, TDerypto XY 7' ICE8
BAFsnhTOWBBEEOITNTO VPN E#ENYTIENET, COEXZTSAEIIC, BDEX
A2 4 LZHREL, HBOZEEEERY S —(CH> TETICHL TWD C & 2R
TLEZL,

7.writememory X > REFRAL T, PUOTA7BREZTIVZICRELET,

8. NS MOFIEE VPN X)L O ( BO-Router ) TEITL., REZHIBRLET,

9.1IPSec hXRI)INZEBL TERZEZELET,
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Ot a>TR, RENERICHEEL TVWAEZRALET,

XD ping >—T 2 AFERALT, HILLRYRNDT—UA VPN R RIILBHTT—RXZEESC
EETERLET,

HQ Rout er #cl ear crypto sa HQ Rout er# HQ Rout er#ping 10.10.10.1 source 172.16.10.1 Type escape
sequence to abort. Sending 5, 100-byte |ICW Echos to 10.10.10.1, timeout is 2 seconds: Packet
sent with a source address of 172.16.10.1 .!!!! Success rate is 80 percent (4/5), round-trip

m n/ avg/ max = 20/20/20 nms HQ Rout er#pi ng 10.10. 10. 1 source 192. 168. 10. 1 Type escape sequence to
abort. Sending 5, 100-byte |ICMP Echos to 10.10.10.1, tineout is 2 seconds: Packet sent with a
source address of 192.168.10.1 .!!!! Success rate is 80 percent (4/5), round-trip mn/avg/ max =
20/ 20/ 20 ns HQ Rout er #pi ng 10. 10.10.1 source 192.168.10.1 Type escape sequence to abort. Sending
5, 100-byte | CWP Echos to 10.10.10.1, timeout is 2 seconds: Packet sent with a source address of
192.168.10.1 !l Success rate is 100 percent (5/5), round-trip mn/avg/ max = 20/20/20 ns

show crypto ipsec sa

HQ Rout er #show crypto i psec sa interface: Ethernetl
Crypto map tag: rtp, local addr. 209.165.201.2 |ocal

i dent (addr/ mask/ prot/port):

(192. 168. 10. 0/ 255. 255. 255. 0/ 0/ 0) renpte ident

(addr/ mask/ prot/port): (10.10.10.0/255.255. 255.0/0/0)
current _peer: 209.165.200.225 PERM T,
flags={origin_is_acl,} #pkts encaps: 9, #pkts encrypt:
9, #pkts digest 9 #pkts decaps: 9, #pkts decrypt: 9,




#pkts verify 9 #pkts conpressed: 0, #pkts deconpressed
0 #pkts not conpressed: 0, #pkts conpr. failed: 0, #pkts
deconpress failed: O #send errors 1, #recv errors O

| ocal crypto endpt.: 209.165.201.2, renote crypto
endpt.: 209.165.200. 225 path ntu 1500, ip ntu 1500, ip
ntu interface Ethernetl current outbound spi: FB52B5AB

i nbound esp sas: spi: 0x612332E(101856046) transform
esp-des esp-nd5-hmac , in use settings ={Tunnel, } slot:
0, conn id: 2002, flow.id: 3, crypto map: rtp sa tining:
remai ning key lifetine (k/sec): (4607998/3209) |V size:
8 bytes replay detection support: Y inbound ah sas:

i nbound pcp sas: outbound esp sas: spi
OxFB52B5AB(4216501675) transform esp-des esp-nd5-hmac ,
in use settings ={Tunnel, } slot: O, conn id: 2003,
flow.id: 4, crypto map: rtp sa timng: remaining key
lifetinme (k/sec): (4607998/3200) |V size: 8 bytes replay
detection support: Y outbound ah sas: outbound pcp sas:

| ocal ident (addr/mask/prot/port):

(172.16. 10. 0/ 255. 255. 255. 0/ 0/ 0) renote ident
(addr/ mask/ prot/port): (10.10.10.0/255.255. 255.0/0/0)
current _peer: 209.165.200.225 PERM T,
flags={origin_is_acl,} #pkts encaps: 4, #pkts encrypt:

4, #pkts digest 4 #pkts decaps: 4, #pkts decrypt: 4,
#pkts verify 4 #pkts conpressed: 0, #pkts deconpressed

0 #pkts not conpressed: 0, #pkts conpr. failed: 0, #pkts
deconpress failed: O #send errors 1, #recv errors O

| ocal crypto endpt.: 209.165.201.2, renote crypto
endpt.: 209.165.200. 225 path ntu 1500, ip ntu 1500, ip
mu interface Ethernetl current outbound spi: CI9E9F490

i nbound esp sas: spi: 0x1291F1D3(311554515) transform
esp-des esp-nd5-hmac , in use settings ={Tunnel, } slot:
0, conn id: 2000, flow.id: 1, crypto map: rtp sa tining
remai ning key lifetine (k/sec): (4607999/3182) |V size:
8 bytes replay detection support: Y inbound ah sas:

i nbound pcp sas: outbound esp sas: spi

OxC9E9F490( 3387552912) transform esp-des esp-nd5-hmac ,
in use settings ={Tunnel, } slot: 0, conn id: 2001
flow.id: 2, crypto map: rtp sa timng: remaining key
lifetinme (k/sec): (4607999/3182) |V size: 8 bytes replay
detection support: Y outbound ah sas: outbound pcp sas:

Output Interpreter Tool ( OIT ) ( B&I—HYEHH ) TR, BHEOD show X RAHR—KEh
TWET, OIT Z#FEAL T, show AN RHEOIDEFERRTEET,

hSTAS21—F142Y

COtI>avTR, REORNZ TN 1—F 42T 2VTHBALET,

X:debug AN REFAHTZHIIC, Tdebug AV ROEEXZER. 2BL KTV,

. debug cryptoipsec: 7I—X 2 M IPSec x> I —>3a>aRRLET,
- debug cryptoisakmp : 7T —X 1 M ISAKMP 2> I—> 3 % XRLET,
- debug crypto engine : —EES{tEnictEy >3 ZEZRRFLET,
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