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JL—ZAND SDM D &E

JL—% SDM DE&FE
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O RF 21X NTIE, Network Based Application Recognition ( NBAR ) Z{#H L T, Cisco
0S® JL— A HBZRY RDT—IDABLVE—FY RAOETY—ET (P2P) NS74v9%7
OY Y 32LSICRETDHEICOVTHBALET,

NBAR &, XY NT—JICFEAETNZIBREOCRY ND—U Z7ORINERY NT—=0 FT7UT
—2aVEFHALET, NBARICK>TZORINFERTTIT—2a2>B#chsde, £
1T QSIANYRIAV AV E—TIAA(MQC) ZEALT, TO7ORINELRGTT
V=232 ICHERTSATVWANTY NEVZAILTIN—THTEERT., ChSDITAR
INTYRIBEORELCERLTVBAESHICETVTIIIL—TLEhET,

NBAR MiF& (k. NBAR ICRREBE A B EOT7ORINKLEFTIUT—23 2 ICNT Y R —
BITINESHEVSEEICKRYET, MQC Z2FEATRE, 12Oy ND)—2 7O

(citix B &E ) ZEATZIRYRNDI—D RS T714VIZ1DONF 74V 0 VFRAICEBEL, B
BZZYRND—2 7ORON (gnutella BE ) IC—RTBDRTTAVIZRORNZT14Y 90 05
ACBHEBTEET, TOE, FEITARNORY NT—T RS T749 012k, KZT714v 0 KD



= (RV—=v 7)) 2FEAL TEYS QoS LEBZBERATEE T, NBAR OFMICOVTRE
. TCiscolOS QoS YVUi1—=>32>714FaL—>3>2 FH4 Ky (KFE) D "NBAR ZfF
AULERYRND—=DO NT74Vv 0008, €023 (RE) ZSRLTLKEZL,

BIRSR M
B4

NBAR A P2P RS 74 v 0% 7JOYITBHRIICEETDHIC. AOAIIAT LA T7AD—
T4 (CEF) ZEMICTILENHYET,

CEF ZBMICIAICE., JO0-/N)L A 714F21L—>3> T—RTipcef ZEAL KXY,

Host nane(confi g)#i p cef

FATRIR—Fb

CORFIXVRNOERE. ROVIKRIITEN—RIITON—TIVICEIKEDTT,

. Cisco 2801 JL—A ( Cisco I0S®P Y7 R T 7 UU—R 12.4(15)T 8 )

. Cisco Security Device Manager (SDM ) /N\—> 32/ 2.5
H:I)N—52%SDM TRETEDRSICTRICEF. "SDMEZFEALEEANEBIIN—REFEL 25
BLTLSEEZL,

CORFIXNOBERHRIF. BEOSARRICHZTNAARACETVWTERENEZEDTT, <
DRFAIXRNTHEAIZINTOTFNAAR, JUTR(T72ILDN ) RETEREZHRHKEL T
WET, XRYRNIT—IFBBFOFEEE. OV RIRETEBENEREEZ T ICERL THL
VEFHYNET,

RECE

RFIXDRREOFHME, RO TIZANTAYTAOREE 2ZRLTEE,
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CofEEhde, TOT77VS5—230FEEZFOZ7ORNINICKDINT 74 Y DICBLE
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NBAR F X DHREZRITLE T,
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Fo RYRND—FOTHEEREKRIC, EFEARY NT—JICCOBEZEATRIHIC/NT #
—NVAEART—FEVT A1 OR M EBRIDCENEETT, YVIRNIIT R—ADTZ
YNTF—AT, COMBEZEMICITSHE, CPUBAROEREERAREET—2 L—NE
KELET, NBARZ, BENAX—T7IAANDONBAR IZHLTHATHAHINTHO
RIANDORS 714V OZBRHEITBDESICERETRICE, 1 X—TIA A 714F1L—
>3 F—REFLFVLANIO> 7 1F¥ 1L —2 32 F— RT ip nbar protocol-discovery =
RORZFEALET. NS 714YO0RKREZEMICTSICE, noip nbar protocol-discovery
ARV RZFEALET,

EFY—EF (P2P) h574v0070Y VDRE

COETE, CORFIXYNTHATIHENREICLEZRTRERHEL KT,

E:—HOPP RS 74v 0k, TOPPPZ7ORIILOBHEOEHICELICTOY VT EVE
ENHBYNVET, ChoOPP7ORINRZEO I ZF Yy Z2EFHNICEEL, TORNT 749D
EREICTOYILELDSETRDPIIVCVENANALET, TOES, ThoxZLC70O
VOTBRRODYICHEHIBEEZHRIDCEEZHBLET (ZORTT71Y I0OHEBEERY)ET,
L, BRSBTS EYEYOEICLTLSEETW ),

E oV IVTHEATATVWSR AN ROFMZERANSICIE., Command Lookup Tool ( &
BRI—HYEHR ) ZEALTEZ L,
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CORFIXVRNTRE, RORY ND—UVBKEERALTVERT,


//www.cisco.com/en/US/docs/ios/qos/command/reference/qos_i1.html#wp1060357
//www.cisco.com/en/US/docs/ios/qos/command/reference/qos_i1.html#wp1060357
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do

Inside

Network All P2PTraffic are blocked
J-E - Router
T .

l

L—Z2 OFRE

gy

10.10.10.2 [ 24 10.77.241.109/24
Fa0/1 - Inside Fa0/0 - Outside

CiscoIOS IL—RHF P2P RS 714 v O &TOVITD &
SICERET D

Rl#show run
Bui | di ng configuration..

Current configuration : 4543 bytes

!

version 12.4

service tinestanps debug datetime nsec
service tinestanps |og datetime nmsec
servi ce password-encryption

|

host nane R1

!

| oggi ng buffered 4096

enabl e secret 5 $1$bKgq9$AHOxTgk6d3hcMan6j TGxs/
!

aaa new nodel

aaa session-id common
I--- I P CEF should be enabled at first to bl ock P2P
traffic. I--- P2P traffic cannot be bl ocked when | PC CEF
is disabled. ip cef
|
I--- Configure the user nane and password with Privilege
level 15 !--- to get full access when using SDM for
configuring the router. usernanme ciscol23 privilege 15
password 7 121A0C0411045D5679
secure boot-i mage
secure boot-config
archive

log config

hi dekeys
|
|
1
I--- Configure the class map named p2p to match the P2P
protocols !--- to be blocked with this class map p2p

Internet



cl ass-map mat ch-any p2p

I--- Mention the P2P protocols to be blocked in order to
bl ock the '--- P2P traffic flow between the required
net wor ks. edonkey, !--- fasttrack, gnutella, kazaa2
skype are sone of the P2P !--- protocols used for P2P
traffic flow This exanple !--- blocks these protocols.
mat ch protocol edonkey

mat ch protocol fasttrack

mat ch protocol gnutella

mat ch protocol kazaa2

mat ch protocol w nmx

mat ch protocol skype

I--- The access list created is now mapped with the
class map P2P !--- to specify the interesting traffic.
mat ch access-group 102

|
!
l--- Here the policy nmap naned SDM QoS-Policy-2 is
created, and the !--- configured class map p2p is
attached to this policy map. !--- Drop is the comand to
bl ock the P2P traffic.

pol i cy-map SDM QoS- Policy-2
cl ass p2p
dr op
1
|
!
l--- Below is the basic interface configuration on the
router. interface FastEthernet0/0 ip address
10. 77. 241. 109 255. 255. 255. 192 dupl ex auto speed auto !
interface FastEthernet0/1 ip address 10.10.10.2

255.255.255.0 !--- The command i p nbar protocol -

di scovery enables NBAR !--- protocol discovery on this
interface where the QS !--- policy configured is being
used.

i p nbar protocol -di scovery

dupl ex auto

speed auto

I--- Use the service-policy command to attach a policy
map to !--- an input interface so that the interface
uses this policy map.

service-policy input SDM QoS- Policy-2

!

ip route 10.77.241. 0 255.255.255.0 10.10.10.2

ip route 10.77.0.0 255.255.0.0 10.77.241.65

!

I--- Configure the bel ow commands to enable SDM ! ---
access to the Cisco routers. ip http server

ip http authentication |oca

no ip http secure-server

!

I--- Configure the access lists and nmap themto the
configured class map. !--- Here the access list 102 is
mapped to the class map p2p. The access !--- lists are
created for both Incom ng and outgoing traffic through
I--- the inside network interface.

access-list 102 renmark SDM ACL Cat egory=256
access-list 102 renark Qutgoing Traffic




access-list 102 permt ip 10.10.10.0 0.0.0.255
10.77.241.0 0.0.0. 255

access-list 102 renark Incomng Traffic
access-list 102 permt ip 10.77.241.0 0.0.0. 255
10.10.10.0 0.0.0. 255

|
1
line con O

exec-timeout 0 O

line aux 0

password 7 02250C520807082E01165E41
line vty 0 4

exec-timeout 0 O

password 7 05080F1C22431F5B4A
transport input al

|
1
webvpn cef
end

IL—32A\ D SDM DEETE
JL—% SDM DOE&TE

Cisco IOS IL—RAN PP RS 74 v O TOAYVYIITBDEDICEHRETRICIE. XOFIEEZERITLE
9,

F:NBAR %2, BENDA > ARXA—TIAANONBAR ICKHLTEBEANTHH2IXTO7ORINLDRNTS
74V BRETDIRIICERETDICE, /IVF—TIAAA74F1L—>3> ET—RFRE
& VLAN O> 7 4F¥ 1L —> 3> F— R T ipnbar protocol-discovery AN RZEFEHAL T, T
T4V FARANVEZBMICTEIREN HGYVET, DEBASAVEZ—TI( A (BRESNIE
QoS RV —%FER ) LT7O0RIN F14ANNVEZREL 2R IE., SDMBREICEXRET,

Host nane#config t
Host name(confi g) #i nterface fastEthernet 0/1
Host name(config-if)#i p nbar protocol -di scovery
Host name(confi g-if)#end

1. 7209 %2HE, SDM TV EABICERECNEIL—ZRDIP 7 RLAZADLET, 4l
. https://<SDM_Router_IP_Address>SSL sSEFAENEBMEICEEL T oA SsHIEh
D2IXNTOEFZRALET, F7FINMOI—HYRBENADT—REFE, BHFEEERATT
o W=BADNZDIVA 2 RIBERRTEDDIE, SDM T 77U —>23a>0F O O—R&EFHFT
ITREHTT, XROFIOFE, 7705r—>a>i@EO—A) I E1—XICO—R&Eh,
Java 77’LY NTRREELEE A,
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NI
cisco

JO— RFABENET,
2. SDM Launcher A"A > O—Renizs, YVINIIT%ZA4A>2AKM=)LL., Cisco SDM
Launcher Z2R{T32 %I, 7OV NI T—EDFIEZZETLET,
3. 1—HRBENAT—R (BELEHES)ZANL, OKZIVYILET, XOHITE,

Authentication Required

e —

|EVES

User name:

Password:

Enter login details ko access level_15 or view_access on
J10. 77,241, 109;

ciscol 23

[ ] Save this password in your password list

| O | | iZancel

&

d—H#'#H &L Tecisco123, /NAT—R&L Tcisco123 Z2FEAL TVET,

Authentication scheme: Basic

SDM O &

4. [Configure] > [Quality of Service] Zi#IR L, SDM FK—AXR—> 0 [Edit QoS Policy] X 7 %



7)Y ILFET,
FE Cisen Rowter and Security Deviee Manages [SOM): 10, 77,241,109 I._“Fli

File Edil View Tools Hedp
¥ e
@) Home E% e G — Hd'n'u'dl 'EE Searth I-In Ic||_v:|:lul

= Quality of Service

| e —
| Create QoS Policy | Edit oS Policy

Action
D5P | Protocd | AL | Queung | Shapng | Polang | Set0SCP | Deop

Apply Changes | Diseard Changes |

5 AVE—TIAAOROAY TR T UARND [View Policy] 542 —7 T4 ABZiBR
L. JRIZ [In Direction] RAY 7R 0> DARNAS KT 74y 0 7O0—-OFK@[ (AVINT>
RELZFTINNDIROVTIA ) ZBIRLET, COFITR, 10X—TI/4 AR
[FastEthernet 0/1] T, A @& [inbound] T,

6. AVEA—TIARAICHLVW QoS VT AZEMTSICIE, [Add] ZOUY I LET, [Adda
QoS Class] XA 7OJRY VAN KRTRENET,



Add a QoS Class

(e Class Mame: |[p2p [ Class Default:

Classification

hlatch e Ay oAl

Hame Yalue
DSCP :
Protacol hEdI’[... |
Access Rule L%

..............

[~ SetDSCP =]

-

[ Policing

] icancel Help

7. HLWIOTAZERTBBAE. [ClassName] A 7’2 3> REV &2V UYIL, 9TAD
BHZANLET, F7A4IN VT AZERATHIHEEWE, [Class Default) 77> 3> K&
oRVVYIOLET, COBITE, p2p EVSBBOFHLWIOSAZERL FT,

8. [Classification] $Bi T, [Match] 73> ® [Any] #7232 REVELEE (Al A7 3
YAREDOVWTNAERIIVYILET, COBITIE. )L—2 T class-map match-any p2p
X RZEETITS [Match]) 7> a2k [Any] ZFERALTVETD,

9. [Classifcation] ® ') A N T [Protocol] Z3i#IR L., [Edit) 22Uy L TZ7ORIIL NS X—2Z
Z#wmEL £, [Edit Match Protocol Values] X4 7OTRY VAN RRENET,
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Edit Match Protocol Yalues E|

Available Protocaol Walues Selected Protocol Walues

bigp e edankey
hittorrent
citrix
CUSEEME
dhcp ==
directconnect
dns

egp

Eigrp
gxchange

Add Custom Protocals... |

==

Ik | Cancel Help

10. [Available Protocol Values] VA KA S, 7OY 992 & P2P ORI ZEIRL . HXH
(>>)RE>&ERZ1)Y 2L TEZONIIL% [Selected Protocol Values] J ANICEEIL £
o FH:P2P T T7 1Y V& NBAR Z5 TSI, Software Download R—Z ICBEL
. E¥1 D P2P Protocol Description Language Module ( PDLM ) ¥ 7 k7J T 7 & Readme
7740 O0—RLET, FIO—RICEATES P2P PDLM (21, WinMx,
Bittorrent, Kazaa2, Gnutella, eDonkey, Fasttrack, # & T Napster B EN HY) FT,
IOS IZ&K 2T, chsDO—HHFHREETNTVBREDEDH ) ( Fasttrack X° Napster & &
). BFOPDLM ON—3 0 #HBELBEVWEENFHYET, ¥ O0—-RLES,
PDLM Z)L—&2 D7 Z v > 21ICJE—LU. ip nbar pdim <flash_device>: <filename>.pdim
ZRELT, ThoZI0SICO—RLET, ERICO—RENEEZREITDICE.
showip nbarpdim AN RZRITLET, O—REhiLRBE, VANV 7 I74F
1L —23 > O T ® match protocol XTETNS ZFERATEET,

11.[OK]| 22U Y I LET,
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Edit Match Protocol Yalues

Available Protocol Walues Selected Protocol Values
ssh » edonkey

strearmwork | fastirack

sUnrpc gnutella

syslog e karaa?

felnet 2|
tip

wilolive ==

waindows

ttp audio

o video

bl

Add Custom Pratocals... |

(] [ | Cancel Help

12.[Add a QoS Class] & 4 7O /R Y U AT, [Classification] ') A M H S [Access Rules] %&i#
RU, Edit] 20y OLTHLOWT IR IILN—IILZERLET. p2p VZA I Y I
BEOT7 VA N-—INEIVETJTREETEEXT,




Add a QoS Class

(o Class Mame: |[p2p [ Class Default:

— Classification

Marne Yalle
DSCP :
Frotocol edonkey fasttrack, anutella, Ed't---[ |
—— Action
v Dirop
—
—
—
Ok Cancel Help |

I[Edit Match

ACLI A TOTRY VAN RRENET,

Edit Match ACL

Arcess Rule: || Tl |

| Create a new riledACL) and select...

13.[Access Rule] RE> (..) &ZO VY UL, BYBEFATIIaEBRLET, OHITE,
HLUWACL ##ERLE T, [AddaRule] T4 70T RY VAN RRENET,




Add a Rule E3

Mamelflumbhber: Type:
102 \Extended Rule |
Description: Standard Rule
Fule Entry
Add... [
Cancel Help |

14.[Add aRule] #4 70OJ Ry 2 AIZ, ACL ® [Name/Number] 7 4 —JL RIZHERE >
ACLDERIE R ESZEANILET,

15. [Type] ROY 7RI DARND S, EHRTSD ACL DX A 7 ZBIRL £T ( [Extended
Rule] ¥ =& [Standard Rule] D\ Fhh ),

16.[Add] 24U ¥ & LT, ACL 102 [Z5¥#l%3&L £, [Add an Extended Rule Entry] & A
TATRY DANRTRENET,



Add an Extended Rule Entry

Action Description
Select an action |F'ermit j |Outg|:|ing Traffic
Source HostMetwork Destination HostMNetwork
Type: |A Metwork | Type: |A Network |
IP Address: 1010100 IF Address: 1077.241.0
wildcard Mask  |0.0.0.255 [w] | wideardmask  [0.0.0.255 [v]
[ Mask kit 0- Must match ) [ Mask hit 0- Must match )
{Mask kit 1 - Don't care) { Mask hit1 - Don't care)

Frotocal and Sernvice

CTCP  { UDP CIcMp <P

IF Protocol

IF Protocol in

[ |J:|g matches against this entry

Ok RJs Cancel | Help |

17. [Add an Extended Rule Entry] X 4 7OJ R Y AT, [Selectan action] RAY 7H > 1
ARDETFTOT 3> ([Permit]l £72(& [Deny] DWTFhh ) BBIRLET, ChiZky),
ACLIL—=IN, RERERWEAEDIZRY NT—VBORNZ 714V VO ZFUTTDONIERTTSD
DPHFREENET, COL—IE. AFRYRND—ILSHTBRY NT—IOANORENT
74V OICEAETENhET,

18. [Source Host/Network] #8313 & & T* [Destination Host/Network] fEIIC F hENEAETH KV
BAZXY ND—VDBEHREAADLET,

19. [Protocol and Service] S T, BYIEA T3> REEZIVYILET, OfITE
IPZFEALTVET,

20. O ACLIIL—ILICRT B2 —BUNT Y hZieRT BFES . [Log Matches against this entry]
FIVIORYDARZFAIZLET,

21.[OK| &2 UY I LET,

22.[Add aRule] ¥4 POYKRY VAT, [OK| B2 UY I LET,




Add a Bule

%]

Mamefflumbhber: Type:

102 | -]

Description:

Fule Entry

permitip 1010100 0.0.0.25510.77.241.0 0.0.0.25¢% adi

permitip 1077.241.00.0.0.255101010.0 0.0.0.25%
Clone...
Edit...
Delete

|

[ % Move Down

2 [: | Cancel Help |

23. [Edit Match ACL] XA 7OJKRY VAT, [OK| 2TV VY ILET,
Edit Match ACL

Access Rule: |1|:|2 Tl

Dl{h | Cancel | Help |
h

24.[Add a QoS Class] ¥4 7OJRY VAT, [Dropl FTYIRY VAREFICL, IL—&H
PP RS 74y 07OV ITRRIBELET,



Add a QoS Class

(o Class Mame: |[p2p [ Class Default:

Classification

Marme Yalue
DSCP :
Frotocol edonkey fasttrack, anutella, Edit...

Action

v Cirop

—

—

—

ik [:| Cancel | Help |

25.[OK]|Z2UYOL&ET. QS RIS —HFAUR—TILRAIIVEZTEhBZVDOT, X
NEEAXAYE—IATTAI)IRNTRRENETT,

& Selected interface has no Qo5 policy associated. SO will auto-generate
the policy and attach the configured class-manp tao it.

ﬂl}i

SDM (& QoS RUZ —ZBEMICERL., BREENLITAIYTEZRID—IZEMLE
F, <O SDM OBREFIBERENOAIN Y RTFA 2 AR —TIAA(CLI)FROES
V)T, Rl(config)#policy-map SDM QoS- Policy-2

R1(confi g- pmap) #cl ass p2p

R1( confi g- pmap-c) #dr op

R1( confi g- pmap- c) #end




R1#
26. [Edit QoS Policy] # 7 T, [Apply Changes] 29U Y L TII—RICEEERREEET,

PR Cisco Fouler and Securily Device Manager (SD84): 10077241109
File Edf “iew Tools Help
ol | Il | L

oot . '
@ R "sﬁ‘} Conligne e Hzm Sﬂ Ea:m CISCO

<= Quality of Service

Criate 0S5 Policy  Edit QoS Policy

¥

Wiew Policy on merface : [Fasmstremenn | & inDirection : ntond v | O Go | X Associate -

Irgemaces and
Lonnectons

Apmhy chanuu-s_!l Discard Changes i
L

FP7V)r—23> 77AF2#—)l : CiscolOS /\—> 3>
1244T LEQA VARV N XY E—IDRS T 1 v I asEM
BE

A2AZRRN XY E—DDRFT7 1Y U5EH

T7V5—232 J7AT A=) AVAZRRN XYV E—2DORTT7 1Y JiEHIBEEIC K Y)
XY RNT—=DOTHAENBDA AR XY DY — RTTAVIDERATERBETDRIS
—ZEBOIVABTHENTEET, applicationim O T D appfw policy ICEREE TS
BE, BEOXY 2P ¥ — (AOL, YAHOO, MSN & & ) 2EBICHEHTE LT, TNOLD,
IRDBINEEEERETDENTEEXT,

CTTFATIA=NAVARYS AV L= DOERE
RAO—ROFA—=T NTYRNAVARID AV (THFAN FYY RBEOH—ERZR
)
ETTVT—=>232 J7AT 03— AVARN XV E—DDORNT T 49 Ueii#ee
Cisco I0S /N\—2 3> 12.4(4) B THR—KREhTVET,

A2ARRN XYL DY—OF 7V T—232 RIS —

F7)r—=232 774725, F7V75r—232 RID—(ARETAVI ST Fv

DERETHK ) ZEALTEFIVTAERERELET, AZTAVI TZF vl NTX
—ZDNRETHUENET, CONTXA=Z@F, TIVZIAVERTIDRICHBLEILEDHD T
AORJLFHEZEELEY. chSOT7AORILEZHFERERF, CLLZALTTTUT—23a>
RID—ZFERTBDELIICIY R A-HILI2TERBENET,

CiscoI0S 7 U =3 77 AT 94—, AVAZYN ZAFAT Xyt Iv— T
Tr—=23> R —HR—RNITBLEHICHTLREHRTTEELELE, TOEH, CiscolOS 7



7AT0#—)LIE, AOL Instant Messenger ( AIM ) ., Yahoo! Messenger, MSN Messenger @ 4
VARURN XV E—D H—EAADA VAR XVED DY — H—NANOI1—FIC KB ER
ZREL, BIETEERT, COBERK., TFAN FFE, EFF. 77 M) EEMERE, YR
—RENTVBRIXRTOY—EROERZFHBLET, CO3I>OFF7VTr—23a > FERICIE
BELRHFAITRCENTEXRT, BY—ERAR, TFANFYY N H—ERZFALT, &

B, 77A4)\NEE EFF, SRTZTOMHOT—ERAZFHRII AL, BRICHEBTEERT,
DBEEIC LY, BEOT TS -3 A VAR AVHENELEL, HTTP (Web) K57
AIYVDICBELEAVAZR N XY DYy — (M) TFVT—232 NST74Yv 0%

BIENTEERT, FHICOVWTR, "TP7UT—232 T7ATIAa—=IN AVARXV K X

YVE—SORZ 714y UH. (RFE) ZZRLUTSEZL,

EIMTFVTr—=>arpyOvoesnde, By hEah, SEICBU Tsyslog XY+
—UHERENET,

i

TR, RENERCEELTVD L ZRELET,

Output Interpreter Tool ( OIT ) ( BEHEI—HYER ) TRk, BHEOD show X RAHR—KEh
TVWET, OITZEAL T, show X REIOBEMERRTEET,

. show ip nbar pdim : A ® ® PDLM %Z NBAR IZ& D2 TR T DIZIK. 454 EXEC E—RT

show ip nbar pdim Y > RZFERA L £9 . Router#show ip nbar pdim
The foll owi ng PDLMs have been | oaded:
flash://edonkey. pdl m
flash://fasttrack. pdl m
flash://gnutella.pdl m
flash://kazaa2. pdl m

. show ip nbar version : Cisco IOS J!1J—AM NBAR V7 KR JITTF7DO/N—> 32 FF Cisco
I0S JL—Z® NBARPDLM O/XN—2 a2 (ICB T2 BEHRERTITDICIE., 54 EXEC E—RT
show ip nbar version Y > RZfEMA L £ 9, Ri#show ip nbar version

NBAR software version: 6

1 base

2 ftp

3 http

4 static

5 tftp

6 exchange

7 vdol i ve

8 sql net

9 rcend

10 netshow
11 sunrpc

12 streamwork
13 citrix 0

14 fasttrack

15 gnutella

16 kazaa2

17 customprotocols
18 rtsp

19 rtp

20 ngcp

21 skinny

22 h323

23 sip

SSSSSSs§SSssssssssss¢sss+s
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//www.cisco.com/en/US/docs/ios/12_4t/12_4t4/ht_fw_im.html
//www.cisco.com/en/US/docs/ios/12_4t/12_4t4/ht_fw_im.html
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/docs/ios/12_3t/qos/command/reference/qos_s1gt.html#wp1086986
//www.cisco.com/en/US/docs/ios/12_3t/qos/command/reference/qos_s2gt.html#wp1193769

24 rtcp

25 edonkey

26 W nnx

27 bittorrent

28 directconnect
29 skype

$E88sE
PN OWOGODN

{<No. >} <PDLM nane> Ms: <PDLM Versi on>, {Nv: <NBAR Software Version> <File name>
}{lv: <PDLM I nterdependency Nanme> - <PDLM I nt er dependency Ver si on>}

. show policy-map interface : #ENA VXA —TJ I A RAELERE YT AV EZ—T I A AEEEFEA>
B—TIAALOBENDHFABERBRELS (PVC) OLTIhADIXNTOH—ERA RIS
—ICRREEThEIXNTOIZAONT Y MREFHEBRZRTRIBDICIE, 5 EXEC E—RT

show policy-map interface AN > RZFEAL £ 9. Ri#show policy-map interface fastEthernet
0/1
Fast Et hernet 0/ 1

Servi ce-policy input: SDM QoS- Policy-2

Cl ass-nmap: p2p (match-any)

0 packets, 0 bytes
5 minute offered rate O bps, drop rate O bps
Mat ch: protocol edonkey

0 packets, 0 bytes

5 minute rate 0 bps
Mat ch: protocol fasttrack

0 packets, 0 bytes

5 minute rate 0 bps
Mat ch: protocol gnutella

0 packets, 0 bytes

5 minute rate 0 bps
Mat ch: protocol kazaa2

0 packets, 0 bytes

5 minute rate 0 bps
Mat ch: protocol w nnx

0 packets, 0 bytes

5 minute rate 0 bps
Mat ch: access-group 102

0 packets, 0 bytes

5 minute rate 0 bps
Mat ch: protocol skype

0 packets, 0 bytes

5 minute rate 0 bps
drop

Cl ass-map: cl ass-default (match-any)
0 packets, 0 bytes
5 minute offered rate O bps, drop rate O bps
Mat ch: any

. show running-config policy-map : I XTHARIS—Iv 7 A 714F1L—>3a>, LB
TF7ANRORIS—IVT A T74F1L—232%2RRTSHICIEF. show running-config
policy-map N> RZEA L £T . Ri#show running-config pol i cy- mp

Bui | di ng configuration...

Current configuration : 57 bytes
|
pol i cy-map SDM QoS- Policy-2
class p2p
drop
!
end


//www.cisco.com/en/US/docs/ios/12_3t/qos/command/reference/qos_s2gt.html#wp1146884

. show running-configclass-map : 72A XY 7 2 74F1L—23VICHATRREHRERT
9 %IZ1E. show running-config class-map V> RZ AL £, Ri#show runni ng-config

cl ass- map
Bui | di ng configuration..

Current configuration : 178 bytes
!

cl ass-map natch-any p2p
mat ch protocol edonkey
mat ch protocol fasttrack
mat ch protocol gnutella
mat ch protocol kazaa2
mat ch protocol w nnx
mat ch access-group 102

!

end

hSTNYI—F 1Y

ST, BEONS TV 1T AT CRIOBHRICOVTHELET,

Output Interpreter Tool ( OIT ) ( B I—HYEHH ) Tk, HEOD show X RAHYR—KEh
TVWET, OITZFEAL T, show AN REH OB ZERRTEET,

¥:debug AN REMFEATSHEIC., Tdebug ANV ROEERER, 2SBL TLEEV,

. show access-list : Cisco I0S JL—2 TCHEEITHT7IVEAVARN OV 74F1L—>3a %%k

TRTBIZIE, show access-list AV RZFEFH L £J . Ri#show access-1ists
Extended | P access list 102
10 pernit ip 10.10.10.0 0.0.0.255 10.77.241.0
20 pernit ip 10.77.241.0 0.0.0.255 10. 10. 10. 0

BEE1E ]

FCisco IOS XA VTF I EEHA KR, VIU—R 1244
- Network-Based Application Recognition ( NBAR )
- Cisco Express Forwarding ( CEF )
cTOZALNYR—=bE RFI XD - Cisco Systems

0.0.0. 255
0.0.0. 255
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