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CORFIAYNTIE, VPN Client " Cisco IOS® L—RICKRZU 2 TEZNTVWBEIC, VPN
Client lCA 22 —XY MOT IV EAZFA T2 HEORENEFIRICOVTHALET, <D
AREWE. VPN Client [CX L T IPsec BATOHAD )Y —ANDELRE2BT IV EA%ZFAL, Th
ERFICAVE—FY MO EFITRTIVEAZHATILEHICHAELCK) KT, COHRE
ZBATUY N NRVUDVITERVET,

EATVYN RNRVUIOREICEEFIVFTALOVRAIFHWVWET, VPN Client A" tF
AN)TAREBEENBEVRETA O R—XRYNCITIRATED D, HERICLDBRICETSEN
DUBEMENDYNET, CORDIBHEEZEK, TNDE, IPsec MRIILEBRHLULTEELANICT
TATEDRLSIZBYET, FI RN IRIVTERTIYRN RRVTOREEL T,
VPN Client (CO—AIL LAN PO AT ZFA TR CENTEES, Y/ RNIJIT7 N—23a>
TXDBEITS CiscorFai)ra FTSATATOY A N IPSec VPN OFREFHEDFEHIC
DVWTIE, TPIXIASA7x: VPN IOSGATRTO—AIIANT VLA ZHNTDLEHDERE
Fla #Z5BLTLEEV,

LI Sua
BEf
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CORFAIXNCHEIDETOERGEH Y EFEA,

FATAIIR—F b

CORFIXVNOBRE. ROVIKRIITEN—RIITON-IIVICEIKEDTT,

.CiscolOS Y7 R F7 V)—R 124 #&E TS Cisco 3640 JL—4&

. Cisco VPN Client 4.8
CORFIXINDOBEHRIEFE. BEOTAREBILHZTNAARAICETVWTHERENEENTT, <
DORFIXNTHEATIIXNTOFNAAG, JUTBE (F72)IN ) BRETEEZRHBLT
WET, RYRND—IONFBEBFOFEIE. ON RIRETEENEEFELT9ICEBHELTHL
PBENFHYET,

(507
KF1XY NEROBME. TYRAIFINL T4 Y TAOREE) ESRLTI L,
BERELH

JE—KNT7OEAVPNIE, ENAI I—HHhsSsOERZVEL, HBOXRY NDJ—JIC&2(C
BHETEDELSICLET, ENSMIL IRk, BEDOPCICA>AR—=J)LL 7 VPN Client Y 7
ROIT7ZFERALT, REBEFEHREWITEEXT, VPNClientlk, chSNDERZZ(TAND K
SHERESNTVBIHRRYAS NOTNAANDOEREZERBLET, COBITHEATEIFRYAIND
FNARAFE, BAFZIVO OVTFRNIYT%FERATS CiscolOS IL—FTT,

VPN #HEBICATUY N RoRU T4 Z—TIIZTBE, JL—R LT Access Control

List (ACL, 7 V7tA A hAO—J) VAN ) OFRENMEICBEYET, ZOHITIE, access-list
101 IR RAATVY RN NZRUTRAOTIL—TICBEENFShTHY., M RILE
10.10.10.x/24 XY RO =2 L THERENET, TNAANOESHLEATVEWRS 7 14
VYO TJO— (A2 —%Y NsxE) K, ACL101 TREETND XY RD—IDhSEBRIAEhET

o

access-list 101 permit ip 10.10.10.0 0.0.0.255 192.168.1.0 0.0.0.255

IJN—77ANT14TACLZERALEY,

crypto isakmp client configuration group vpngroup
key ciscol23

dns 10.10.10.10

wins 10.10.10.20

domain cisco.com

pool ippool

acl 101

DREHITE, IPSec R RILDBEICRDEZNBEEFNATVET,

. PIX ® Outside 1 X —7 IA AICEHAEThDIOVTN IV
- O—HNILFEREIC X 9 % VPN Client O IL5RFER ( Xauth )
7T—IHS5 VPNClient N\O7TZARX—KNIPF7RLAODEAFZIY V&I YT
- nat 0 access-list ANV ROMEEIZ KLY, LAN EDRARNRE, VE—K I—HIZHLTTS
AR—RNIPT7RLAZFEAL, EEEZNTVWAVRY RD—=JICTI9EATBREZEICPIXH
5 Network Address Translation (NAT ) 7 RL AZEETEEY,
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COET, CORFIXVNTHATIHENREICHXEZRRERHELET,

E ORI IVTHEATATVAIANY ROFHZTANXSICIE, Command Lookup Tool ( &
BI1—YHER) Z2FEALTSEZL,

XY MI—IK

CHORFIXVRNTRE, RORY ND—UVBKEERALTVERT,

IPSEE TunnEI Mobila usar - YPN

Client
: A Internet cloud
0.10.10. 721610 | ! 1000024
3 N g 2
— i
|| | | &
Central Site e e

Router Internet traffic

ECORETHEALTWARIPTRLAARAF—LR, A 2—FXYNETERCIL—FT 42 TH
BREEDTREHYEEA, Chol, FRRRTEAETNE RFC1918 DT RLATY,

BE
CORFIAYNTR, ROBEEEALET,

==
. Cisco VPN Client

L—%

VPN#show run Building configuration... Current

configuration : 2170 bytes ! version 12.4 service
timestamps debug datetime msec service timestamps log
datetime msec no service password-encryption ! hostname
VPN ! boot-start-marker boot-end-marker ! ! !/--- Enable
authentication, authorization and accounting (AAA) !---
for user authentication and group authorization. aaa
new-model ! !/--- In order to enable Xauth for user
authentication, !--- enable the aaa authentication
commands. aaa authentication login userauthen local !---
In order to enable group authorization, enable !--- the
aaa authorization commands. aaa authorization network
groupauthor local ! aaa session-id common ! resource
policy ! ! !--- For local authentication of the IPsec
user, !--- create the user with a password. username
user password 0 cisco ! ! ! !--- Create an Internet
Security Association and !--- Key Management Protocol
(ISAKMP) policy for Phase 1 negotiations. crypto isakmp
policy 3 encr 3des authentication pre-share group 2 /---
Create a group that is used to specify the !--- WINS and
DNS server addresses to the VPN Client, !--- along with
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the pre-shared key for authentication. Use ACL 101 used
for !--- the Split tunneling in the VPN Clinet end.
crypto isakmp client configuration group vpnclient key
ciscol23 dns 10.10.10.10 wins 10.10.10.20 domain
cisco.com pool ippool acl 101 ! !--- Create the Phase 2
Policy for actual data encryption. crypto ipsec
transform-set myset esp-3des esp-md5-hmac ! !/--- Create
a dynamic map and apply !--- the transform set that was
created earlier. crypto dynamic-map dynmap 10 set
transform-set myset reverse-route ! !/--- Create the
actual crypto map, !--- and apply the AAA lists that
were created earlier. crypto map clientmap client
authentication list userauthen crypto map clientmap
isakmp authorization list groupauthor crypto map
clientmap client configuration address respond crypto
map clientmap 10 ipsec-isakmp dynamic dynmap ! ! ! !
interface Ethernet0/0 ip address 10.10.10.1
255.255.255.0 half-duplex ip nat inside !--- Apply the
crypto map on the outbound interface. interface
FastEthernetl/0 ip address 172.16.1.1 255.255.255.0 ip
nat outside ip virtual-reassembly duplex auto speed auto
crypto map clientmap ! interface Serial2/0 no ip address
! interface Serial2/l1 no ip address shutdown ! interface
Serial2/2 no ip address shutdown ! interface Serial2/3
no ip address shutdown !--- Create a pool of addresses
to be !--- assigned to the VPN Clients. ! ip local pool
ippool 192.168.1.1 192.168.1.2 ip http server no ip http
secure-server ! ip route 0.0.0.0 0.0.0.0 172.16.1.2 I---
Enables Network Address Translation (NAT) !--- of the
inside source address that matches access list 111 !---
and gets PATed with the FastEthernet IP address. ip nat
inside source list 111 interface FastEthernetl/0
overload ! !/--- The access list is used to specify which
traffic !--- is to be translated for the outside
Internet. access-list 111 deny ip 10.10.10.0 0.0.0.255
192.168.1.0 0.0.0.255 access-list 111 permit ip any any
!--- Configure the interesting traffic to be encrypted
from the VPN Client !--- to the central site router
(access 1list 101). !--- Apply this ACL in the ISAKMP
configuration. access-1list 101 permit ip 10.10.10.0
0.0.0.255 192.168.1.0 0.0.0.255 control-plane ! line con
0 line aux 0 line vty 0 4 ! end

VPN Client 4.8 D] E

VPN Client4.8 ZERET D ICIE. XDOFIEZERITLET,

1. [Start] > [Programs] > [Cisco Systems VPN Client] > [VPN Client] ® JEIZEIRL £,
2.[New] 22 1J¥Y U LT, [Create New VPN Connection Entry] V14 > ROV ZHE X T,



# status: Disconnected | YPN Client - Version 4.8.01.0300 il =10] x|
Connaction Entries Status Certificates Log Options Help
nd £ = : b ’l Cisco Srstens
Connect Mew Import B oy Delete :
Comnechon Entries | Certificates | Log |
Connection Entry © Huost Transport

4| | ]
| Mt connected, |

3. B & —#&(C Connection Entry ®&BIZ A B L. [Host] ARY U AIZ)L—X D Outside IP 7
RLRAZEAALT, VPNIIL—TOEBMENAT—REAHDLET, [Save] ZI VY UL

# ¥PN Client | Properties for "vpn"
Connection Entry: I

Dregcription: |wphclent

Host: |172.16.1.1

Authentication ITran&pn:nrt Backup Servers | Dial-Up I

f* Group Authentication 7 Mutual Group Authentication
M arne: wphiclient
Pazsword: R

EE et

Confirmn Password:

" Certificate Authentication

M amme: I ;I

[T Send C& Certificate Chair

Eraze Uszer Fazsword | Save Cancel

£,
A ERITFEHZEI)VYIL, VPNClent DXA> 74> RINS [Connect] 27UV UL
£¥9,




# status: Disconnected | YPN Client - Yersion 4.68.01.0300 - i I:II_!I

Connection Entries  Status  Certificates Log Ophtions  Help

o £3 = ﬁ Cisco SvsTEws |
23 B ¥ N |
Lonnect M | gt M adify Delete 5
Connection Entries Itutifi:.atea | Log |

Connection Enky

Trareport
IPSec/UDP

172.16.1.1

4| | 2 .
@mmedidb | _'- |
5. XA4ATF70OT RY VAN KRRENLES, Xauth DI1—HZBENAT—RIFHEZ AL, [OK]

ZOVYOLTVE—NZJXYRND—=DICEHRLET,
# YPN Client | User Authentication for “¥pn™ El

The zerver has requested the following information to complete the user
authentication.

Cisco SYSTEMS .. ...

Lizer

o Pazsword: [

Ok Cancel

6. VPN Client RS A MO —RIZEHZENET,




# status: Connected | YPN Client - Yersion 4.8.01.0300

=0] x|
Conneckion Entries  Status  Certificates Log Options Help
ﬁ ) £ N Cisto Systins
k. (=] d
Dizconnect Mew [ mport B ooy Delete
Connectian Entries I Certificates | Log |
Connection Entry Transpaort
172.16.1.1 IPSec/UDP
4] | i
E;:a:ted ko "v:":) Connected Time: 0 dayis), 00:01.36 | ¥
7.

Status > Statistics D JEIZEIRL T, VPN Client ® M RI)LEGEEHIEHREERELET,

Xl
TumelDefaiki | Route Detais | Fienal |
Address Information Connection Information
Client; 192.168.1.2 Entry: aly
Server. 1721611 Time: 0 day(z], 00:01.48
Bytes Crypto
Received: 2016 E ncryptior: 163-bit 3-DES
Sent: a137 Athentication: HMALC-MD5
Packets Tranzport
Encrypted: 71 Tranzparent Tunneling:Inactive
Decrypted: 36 Local LAM: Dizabled
Dizcarded: 21 Cornpression; Mone
Bypazsed: 37
Reszet |
Cloge I

8. [Route Details] X 7 IZBE L. VPN Client M )L—ZANDZ+ZREITDI—NEERELET
o COHITIE, VPN Client & 10.10.10.024 NOT7 VA% RELETH, —HF T, O T
NTORZ T4V IRBEEENT, NI EBALTRESEhEFLA, REESNE
ZXYRD—=Dk, FRYAKNDI—FTHREESNIZACL1I0I AS5HA DI O—RENET,



# ¥PN Client | Statistics x|

Local LAM Routes

Tunnel Detailz | {Route Details; I Firevaal

ecured Routes

M etwork, Subnet M azk [ M etwork, Subnet M azk, ]
\.. 10.10.710.0 205,205 255,

Cloze

i

SOtV IAVTR, RENERCBELTVRI L ESH 2RBIZBICKIL>EHRERL TV
£9,

Output Interpreter Tool ( OIT ) ( BEHEI—HYEH ) TRk, BHEOD show X RAHR—KEh
TVWET, OITZFEAL T, show AN RE I OB ERRTEET,

. show crypto isakmpsa : E7DRED IKE ¥ 174 FYZI—>32 (SA) INTE

ééﬁiLzﬁfifo VPN#show crypto ipsec sa interface: FastEthernetl/0 Crypto map tag: clientmap,
local addr 172.16.1.1 protected vrf: (none) local ident (addr/mask/prot/port):
(0.0.0.0/0.0.0.0/0/0) remote ident (addr/mask/prot/port): (192.168.1.1/255.255.255.255/0/0)
current_peer 10.0.0.2 port 500 PERMIT, flags={} #pkts encaps: 270, #pkts encrypt: 270, #pkts
digest: 270 #pkts decaps: 270, #pkts decrypt: 270, #pkts verify: 270 #pkts compressed: 0,
#pkts decompressed: 0 #pkts not compressed: 0, #pkts compr. failed: 0 #pkts not
decompressed: 0, #pkts decompress failed: 0 #send errors 0, #recv errors 0 local crypto
endpt.: 172.16.1.1, remote crypto endpt.: 10.0.0.2 path mtu 1500, ip mtu 1500, ip mtu idb
FastEthernetl/0 current outbound spi: O0xXEF7C20EA(4017889514) inbound esp sas: spi:
0x17EOQOCBEC (400608236) transform: esp-3des esp-md5-hmac , in use settings ={Tunnel, } conn
id: 2001, flow_id: SW:1, crypto map: clientmap sa timing: remaining key lifetime (k/sec):
(4530341/3288) IV size: 8 bytes replay detection support: Y Status: ACTIVE inbound ah sas:
inbound pcp sas: outbound esp sas: spi: O0xEF7C20EA(4017889514) transform: esp-3des esp-md5-
hmac , in use settings ={Tunnel, } conn id: 2002, flow_id: SW:2, crypto map: clientmap sa
timing: remaining key lifetime (k/sec): (4530354/3287) IV size: 8 bytes replay detection
support: Y Status: ACTIVE outbound ah sas: outbound pcp sas:

- show crypto ipsecsa : IRFED SAHNFERAL TVWBEREZRTLE T, ventshow crypto isakmp

sa dst src state conn-id slot status 172.16.1.1 10.0.0.2 QM_IDLE 15 0 ACTIVE

ST aA-F42T
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NSTIN1—F4200EHOIOIVR

Output Interpreter Tool (OIT ) (BRI —HYEHEA ) TR, BE®D show IX > RAFFR—KEh
TVWET, OITZEAL T, show X REIDOBEHMER R TEET,

¥:debug AN REMFEATSHEIC., Tdebug AN ROEEREF, 25BL T LEEL,

- debug cryptoipsec : 7T —X 2 M IPSec x> I—>a>&aXRRLET,
. debug cryptoisakmp : 7T —X 1 M ISAKMP 2> I—> 3 % XRRLET,

BYE1H ¥R

. IPSec x> I—>3av/IKEZOMIL

. Cisco VPN Client : R ICBAT D HR—K R—D
.CiscoL—Z : MBICHETIHR—N R—=D
TO_HAILYR—BE REI XD - Cisco Systems
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