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N9K 1# show copp status Last Config Operation: None Last Config Operation Timestamp: None Last Config Operation Status: None Policy-map attached
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e, Nexus9000D KY 7A 75 Y U(TOR)TRRRDEXSIZHEVET,

N9K 1# show policy-map interface control-plane
Control Plane

Service-policy input: copp-system-p-policy-strict

class-map copp-system-p-class-critical (match-any)
match access-group name copp-system-p-acl-bgp
match access-group name copp-system-p-acl-rip
match access-group name copp-system-p-acl-vpc
match access-group name copp-system-p-acl-bgp6
match access-group name copp-system-p-acl-ospf
match access-group name copp-system-p-acl-rip6
match access-group name copp-system-p-acl-eigrp
match access-group name copp-system-p-acl-ospf6
match access-group name copp-system-p-acl-eigrp6
match access-group name copp-system-p-acl-auto-rp
match access-group hame copp-system-p-acl-mac-13-isis
set cos 7

police cir 36000 kbps, bc 1280000 bytes

module 1 :

transmitted 177446058 bytes,

5-minute offered rate 3 bytes/sec

conformed 27 peak-rate bytes/sec

at Sat Apr 23 04:25:27 2022

dropped 0 bytes;
5-min violate rate 0 byte/sec
violated 0 peak-rate byte/sec

Z0fITIE, U F AT Y 7 IEBorder Gateway Protocol(BGP), Open Shortest Path First(OSPF), Enhanced Interior Gateway Router
Protocol(EIGRP)& EDI—T 4 I 7ORNINICEET S NT 7 4 ¥ 9 % copp-system-p-class-criticdl &, VPCEE DO 7O~
JLzEEXET,

IPEEEMACACLOMEREAIE, BEITRH7ORNINKCRIBEDTL 7Y IRZEDHT, BEAEHBPZEL F copp-system-
p-acl-[protocol [feature] B A o

BEDIVZAZRTTDICE, showdNY ROKRITHICTTAZEREEETERT. H:

N9K -4# show policy-map interface control-plane class copp-system-p-class-management
Control Plane

Service-policy input: copp-system-p-policy-strict
class-map copp-system-p-class-management (match-any)

match access-group name copp-system-p-acl-ftp
match access-group name copp-system-p-acl-ntp



match access-group name copp-system-p-acl-ssh
match access-group name copp-system-p-acl-http
match access-group name copp-system-p-acl-ntp6
match access-group name copp-system-p-acl-sftp
match access-group name copp-system-p-acl-snmp
match access-group name copp-system-p-acl-ssh6
match access-group name copp-system-p-acl-tftp
match access-group name copp-system-p-acl-https
match access-group name copp-system-p-acl-snmp6
match access-group name copp-system-p-acl-tftp6
match access-group name copp-system-p-acl-radius
match access-group name copp-system-p-acl-tacacs
match access-group name copp-system-p-acl-telnet
match access-group name copp-system-p-acl-radiust
match access-group name copp-system-p-acl-tacacsb
match access-group hame copp-system-p-acl-telneté
set cos 2

police cir 36000 kbps , bc 512000 bytes

module 1 :

transmitted O bytes;

5-minute offered rate O bytes/sec

conformed 0 peak-rate bytes/sec

dropped 0 bytes;
5-min violate rate 0 byte/sec
violated 0 peak-rate byte/sec

BE. COPPF7AILRNTOT77AIINETFTAILRNRED—EE L THERRICE2TVWETA. show running-conf copp alli’x M1
N RTCHRELZRIBTEET,

<ffroot>

N9K 1# show running-config copp all

1Command: show running-config copp all
'Running configuration last done at: Tue Apr 26 16:34:10 2022
ITime: Sun May 1 16:41:55 2022

version 10.2(1) Bios:version 05.45

control-plane

scale-factor 1.00 module 1

class-map type control-plane match-any copp-system-p-class-critical
match access-group name

copp- syst em p-acl - bgp

match access-group name copp-system-p-acl-rip

match access-group name copp-system-p-acl-vpc

match access-group name copp-system-p-acl-bgp6
match access-group name copp-system-p-acl-ospf
match access-group name copp-system-p-acl-rip6
match access-group name copp-system-p-acl-eigrp
match access-group name copp-system-p-acl-ospf6



match access-group name copp-system-p-acl-eigrp6
match access-group name copp-system-p-acl-auto-rp
match access-group name copp-system-p-acl-mac-13-isis
(snip)

BICRUL IS AN Y 7 copp-system-p-class-criticallk, 77 2 )L N THERRFICE 2 TVBE I AT AACLEFRT H B DO mach AT
— KX RNESBL, —BI2908EZSRBLET, L&xE. BGPOBERRDKISIZHEYET,

<#root>
N9K 1# show running-config aclmgr al | b

copp- syst em p-acl - bgp

ip access-Tist

copp- syst em p-acl - bgp

10 permit tcp any gt 1023 any eq bgp
20 permit tcp any eq bgp any gt 1023
(snip)

., IXNTOBGPRT 74V INCOITZAIZ—HL, TORALIZFAOMOITNTOZ7ARNIILE & EIC copp-system-p-
dass-criticAliC P BEEND EEEKLET,

Nexus 7000kE. Nexus9000& FEH - & < {El/-CoPPHiAEEEZFEAL £ T,

N77-A-Admin# show policy-map interface control-plane
Control Plane
service-policy input copp-system-p-policy-strict

class-map copp-system-p-class-critical (match-any)
match access-group name copp-system-p-acl-bgp
match access-group name copp-system-p-acl-rip
match access-group name copp-system-p-acl-vpc
match access-group name copp-system-p-acl-bgp6
match access-group name copp-system-p-acl-lisp
match access-group name copp-system-p-acl-ospf
match access-group name copp-system-p-acl-rip6
match access-group name copp-system-p-acl-rise
match access-group name copp-system-p-acl-eigrp
match access-group name copp-system-p-acl-lisp6
match access-group name copp-system-p-acl-ospf6
match access-group name copp-system-p-acl-rise6
match access-group name copp-system-p-acl-eigrpé
match access-group hame copp-system-p-acl-otv-as
match access-group name copp-system-p-acl-mac-12pt



match access-group name copp-system-p-acl-mpls-ldp
match access-group name copp-system-p-acl-mpls-rsvp
match access-group name copp-system-p-acl-mac-13-isis
match access-group name copp-system-p-acl-mac-otv-isis
match access-group name copp-system-p-acl-mac-fabricpath-isis
match protocol mpls router-alert

set cos 7

police cir 36000 kbps bc 250 ms

conform action: transmit

violate action: drop

module 1:

conformed 300763871 bytes,

5-min offered rate 132 bytes/sec

peak rate 125 bytes/sec at Sun May 01 09:50:51 2022
violated O bytes,

5-min violate rate O bytes/sec

peak rate O bytes/sec

module 2:

conformed 4516900216 bytes,

5-min offered rate 1981 bytes/sec

peak rate 1421 bytes/sec at Fri Apr 29 15:40:40 2022
violated 0 bytes,

5-min violate rate O bytes/sec

peak rate 0 bytes/sec

module 6:

conformed O bytes,

5-min offered rate 0 bytes/sec

peak rate 0 bytes/sec

violated 0 bytes,

5-min violate rate 0 bytes/sec

peak rate 0 bytes/sec

Nexus7000CREEZ 1ISRA Y FTHD e, VTFANED 1) THEEhETH, CREIXTOEZ 21— I)LOENICERAE
N, CoPPEY v —22ICERAENE T, CoPPORIEEH AWK, 77 ) MELEFEEVirtua Device Context(VDC)A* S O HHERR
TEET,

O RNO=—L7L—>0OBBENRKEL -5BEE. Nexus7000TCoPPEHRT D ZENBICEETT, Chid, CoPPER%E3|E R
CTBEBCPUNT RIS 71V INHBVDCOREZEEH, tOVDCOLZEMICHEEEZXD UM D LHTT,

Nexus5600C ik, VSANERNET, LEN 2T, BGPOBARKMBEDERD IS AICKEYET,

N5K# show policy-map interface control-plane
Control Plane

(snip)

class-map copp-system-class-bgp (match-any)
match protocol bgp

police cir 9600 kbps , bc 4800000 bytes
conformed 1510660 bytes; action: transmit
violated 0 bytes;

(snip)



Nexus3100ICE3 2D —F 4 I 7ORIN IS AN 2=, BGPAED IS AILB T AN 2B ITZIZIE. SHBEN24D00
CoPPACLEZHESRBLE T,
EIGRPI&, Nexus3100LETHEN I T ALK > TREBEhET,

<#root>

N3K-C3172# show policy-map interface control-plane
Control Plane

service-policy input: copp-system-policy

class-map copp-s-routingProto2 (match-any)

match access-group hame copp-system-acl-routingproto2
police pps 1300

OutPackets 0

DropPackets 0

class-map copp-s-v6routingProto2 (match-any)

match access-group name copp-system-acl-v6routingProto2
police pps 1300

OutPackets 0

DropPackets 0

class-map copp-s-eigrp (match-any)

match access-group name copp-system-acl-eigrp

match access-group name copp-system-acl-eigrp6

police pps 200

OutPackets 0

DropPackets 0

class-map copp-s-routingProtol (match-any)

match access-group name

copp-systenmacl -routi ngprot ol

match access-group name copp-system-acl-v6routingprotol
police pps 1000

OutPackets 0

DropPackets 0

N3K-C3172# show running-config aclmgr

!Command: show running-config aclmgr
INo configuration change since last restart
!Time: Sun May 1 18:14:16 2022

version 9.3(9) Bios:version 5.3.1

ip access-Tist copp-system-acl-eigrp

10 permit eigrp any 224.0.0.10/32

ipv6 access-Tlist copp-system-acl-eigrp6
10 permit eigrp any ff02::a/128

ip access-Tist

copp-systenmacl -routi ngprotol

10 permt tcp any gt 1024 any eq bgp



20 permt tcp any eq bgp any gt 1024

30 permit udp any 224.0.0.0/24 eq rip

40 permit tcp any gt 1024 any eq 639

50 permit tcp any eq 639 any gt 1024

70 permit ospf any any

80 permit ospf any 224.0.0.5/32

90 permit ospf any 224.0.0.6/32

ip access-list copp-system-acl-routingproto2

10 permit udp any 224.0.0.0/24 eq 1985

20 permit 112 any 224.0.0.0/24

ipv6 access-1ist copp-system-acl-v6routingProto2
10 permit udp any ff02::66/128 eq 2029

20 permit udp any ff02::fb/128 eq 5353

30 permit 112 any ff02::12/128

ipv6 access-list copp-system-acl-v6routingprotol
10 permit 89 any ff02::5/128

20 permit 89 any ff02::6/128

30 permit udp any ff02::9/128 eq 521

ZMDHE, BGPIRACLICK > THRAE NS %, copp-system-acl-routingprotolCoPP% Z ABGPId BGPIZ 2 & T copp-s-
routingProtolX 9,

O hO—-LTL—=2RIUS VT OFIERENV R

CoPPIdQoStitigiiz HR—R L, IXTOETZ1—=)LIZIDOVT, BEDITADRBEAIL—NCIR)ZERELIFIERTS M
STAVINENAIREEBHLET,

ZBOTSAIY T, METBITARAICEITVWTCPUNT RIS 74 v 9258 L., TODEICKIETZIINTONTY N
CIREMMLET, fl&L T, BGPRS 74 Vv YU ICHEETR IS AZSBELTHEALET,

Nexus 9000~ ¥ 7’475 ¥ U(TOR) TX &2 5R1T L copp-system-p-class-criticll & 9

<tfroot>

class-map copp-system-p-class-critical (match-any)
match access-group name

copp- syst em p-acl - bgp

match access-group name copp-system-p-acl-rip
match access-group name copp-system-p-acl-vpc
match access-group name copp-system-p-acl-bgp6
match access-group name copp-system-p-acl-ospf
match access-group name copp-system-p-acl-rip6
match access-group name copp-system-p-acl-eigrp
match access-group name copp-system-p-acl-ospf6
match access-group name copp-system-p-acl-eigrp6
match access-group name copp-system-p-acl-auto-rp
match access-group name copp-system-p-acl-mac-13-isis
set cos 7



police cir 36000 kbps , bc 1280000 bytes
module 1 :

transmitted 177446058 bytes;

S5-minute offered rate 3 bytes/sec
conformed 27 peak-rate bytes/sec

at Sat Apr 23 04:25:27 2022

dropped 0 bytes;
5-min violate rate 0 byte/sec
violated 0 peak-rate byte/sec

DSAIYTOEI>3 VT, machAT—RXV NORIC, V5ARADIRNTORNS T4V VICEETRTIIVNRREN
£9. NIZDEE heopp-system-p-class-criticll 2 FXTHORT 74 Y Ik, TOH—ERITA(CoSTHREETNET, Chix, &
LERBNOEVRS 7149 0THY, DU T Ak, 36000 kbpsh CIRE & UF1280000/\ 1 & ®committed-burst-rate ( CBR ; 587E
N=ARL—K)TRUZVITENET,

CORUS—IZEHTDRNT T 1Y JIESUPICEE RS nTAOEE L, BRIEROYIENET,

<tfroot>
set cos 7

police cir 36000 kbps , bc 1280000 bytes

ROEV23a>TlR, ED1-LICBEIRHMABERERLET. NYTFTSYI(TORASMYFTR., EZ1—-IIMMBEARSAYF
ZELET,

module 1 :

transmitted 177446058 bytes;
5-minute offered rate 3 bytes/sec
conformed 27 peak-rate bytes/sec
at Sat Apr 23 04:25:27 2022

dropped O bytes;
5-min violate rate O byte/sec
violated 0 peak-rate byte/sec

HAOCRTRENDHRABBREBETHZ 2O, N RETHOREOHEROAFT Y73y MFRMHEIET,

CCTR, REEVYAVEREREIIIVD2OOEITAVERRLET,
BEENEF—FZRAUMNE, RUS—ICEHRTZ2IRNTOEENTY NZBHFLET, cOtEI>a2iEk, A—N—N1¥Hn
BIEBRNTTAVIDEATI_ETZERERBEIZILEHEETT,

RHL—POSHEOELNS, BENL—NEZBETEXRT,

BELEE—JL—NEBRR, RUSZ—ABLVOPRUD—ARELECEBICESG L, WEUORAE—IL—KNDRAF YT %
RHLET,

FLWE—IHFRShBD5RE. COELRBNFrEEHBRASIET,



BABEBROKEEELHS . ROYTENLET—RRAVRTT, EESHEHFBEREFRIC, ROYTEhitwo>a2@
ARUZVIL—RNDERICE>TROYFERERBNA NBZEBIFLET, £, BESTEOERR, ERLEE-D., E
— VBB BEERETOE—VERDRANLAZVTERTENE T, BUBLETH, ILLE—IUHFROAS2LHEE. COfE
EANZEBERALT, HOTTY RT7F—ATR, HABRRBEWERTH. ODY JRFEFLLISLATVERT,

Nexus 7000k BIUBEEZFEAL, RIFZBRLU TTHN, SBENDACLILK 2 TITANETELDBZENHYET,

<#root>
class-map
copp-system p-class-critica

(match-any)
match access-group name

copp- syst em p-acl - bgp

match access-group name copp-system-p-acl-rip

match access-group name copp-system-p-acl-vpc

match access-group name copp-system-p-acl-bgp6

match access-group name copp-system-p-acl-Tisp

match access-group name copp-system-p-acl-ospf

match access-group name copp-system-p-acl-rip6

match access-group name copp-system-p-acl-rise

match access-group name copp-system-p-acl-eigrp

match access-group name copp-system-p-acl-1isp6

match access-group name copp-system-p-acl-ospf6

match access-group name copp-system-p-acl-rise6

match access-group name copp-system-p-acl-eigrp6

match access-group name copp-system-p-acl-otv-as

match access-group name copp-system-p-acl-mac-12pt
match access-group name copp-system-p-acl-mpls-Tdp
match access-group name copp-system-p-acl-mpls-rsvp
match access-group name copp-system-p-acl-mac-13-isis
match access-group name copp-system-p-acl-mac-otv-isis
match access-group name copp-system-p-acl-mac-fabricpath-isis
match protocol mpls router-alert

set cos 7

police cir 36000 kbps bc 250 ns

conformaction: transmt

violate action: drop

module 1:

conformed 300763871 bytes,

5-min offered rate 132 bytes/sec

peak rate 125 bytes/sec at Sun May 01 09:50:51 2022
violated 0 bytes,

5-min violate rate 0 bytes/sec

peak rate 0 bytes/sec

module 2:

conformed 4516900216 bytes,



5-min offered rate 1981 bytes/sec
peak rate 1421 bytes/sec at Fri Apr 29 15:40:40 2022
violated 0 bytes,

5-min violate rate 0 bytes/sec
peak rate 0 bytes/sec

module 6:

conformed 0 bytes,

5-min offered rate 0 bytes/sec
peak rate 0 bytes/sec

violated 0 bytes,

5-min violate rate 0 bytes/sec
peak rate 0 bytes/sec

Nexus 56000 54 :

<ffroot>

cl ass-nap copp-systemcl ass- bgp
(match-any)

mat ch protocol bgp

police cir 9600 kbps , bc 4800000 bytes
conformed 1510660 bytes; action: transmit
violated 0 bytes;

L—hPE—VICHIZEREIREHEATEAN, BESIVTERTMEENNS NERHAETIET,

Nexus3100T (k. > MO—J)L 7L —> 1 lZ OutPackets& DropPacketsh* R RE NE T,

class-map copp-s-routingProtol (match-any)

match access-group name copp-system-acl-routingprotol
match access-group name copp-system-acl-v6routingprotol
police pps 1000

OutPackets 8732060

DropPackets 0

OutPacketsidBE/NT Y N Z2S B L. DropPacketsidCIRDERZSRBLET, O FUATRK., BEMNMIFshiEzIZRTRAOY
THRELTVWER A,

Nexus3500T k., HOICHWESWA —BL =NNT Y RARRENET,

class-map copp-s-routingProtol (match-any)
match access-group name copp-system-acl-routingprotol



police pps 900
HW Matched Packets 471425
SW Matched Packets 471425

HW Matched Packetsld, HWRI TACLICKR 2 TBEEThBINT Y R ERLET, YVZIRNIITHF—BHTINT Y ME, KU —IC
EHFTDINTYNTT, HWESWH —BTH/NT Y FEDEWE, EREZEKRLET,

COBE. ENf—BIRDH. L—FT42T7ORINIIZANTY N (BGPZRT ) TROYTRREShFELA,

TOT47 ROV TEROFI VY

O RO=LATL—2RIS VI OFHABBREBETHZ 12O, TIOTATBRERFEMLTVR L ESH ZHMTRIENEE
TYo CORAVEZRTIDERENBE AR, 2700TLBBEIELEL, BV BB ITSHETT,

CORAVBEFBHTRITIZRZLEE, NexusRA Y FHHIOLBEXZET BdiffY —LZRHIDEETERT,

HAO2EEB TR LR TEXRTN, ROVIENLEHKHABREGFICESZY TR D, COOXY REMSEHYELEA, LI
H2T, CoPPHARRTZAIINEZVTILT, EREFFCEREZY TR ENTEET,

AN RIEE, ROEBVY) TT, show policy-map interface control-plane | egrep classimodul elviol ated|dropped | diff -y

N BEOH O E LB TE DL S THE. COONY KEZARATBLENHY £ T,



N9K-3# show policy-map interface control-plane | egrep class|modulelviolated|dropped | diff

class-map copp-system-p- class-13uc-data (match-any)

module 1
droqped 0 byt
violated 0 peak rate byte/sec
class-map copp-system-p-class-critical (match-any)
module 1 :
draqped 0 byt
violated O peak rate byte/sec
c]as; Tap Copp-system-p- class-important (match-any)
mo
droqped 0 byt
violated 0 peak rate byte/sec

c1asz Tap copp- system-p-class-openflow (match-any)
modu
drqued 0 byt
violated 0 peak rate byte/sec
class-map copp-system-p-class-multicast-router (match-any
module 1 :
dro?ped 0 byt
violated 0 peak rate byte/sec
ciaSE Tap COpp-Systen-p- class-multicast-host (match-any)
modu
dropped 0 bytes;
v10?ated 0 peak-rate byte/sec
class-map copp-system-p- class-13mc-data (match-any)
module 1 :
dropped 0 bytes;
violated 0 peak-rate byte/sec
class-map copp-system-p-class-normal (match-any)
module 1 :
dro?ped 0 bytes;
violated 0 peak-rate byte/sec
class- map capp system-p-class-ndp (match-any)
module
draqped 0 byt
violated 0 peak rate byte/sec
c1as§ Tap Copp-System-p- class-normal-dhcp (match-any)
modu
droj ped 0 bytes
violated 0 peak rate byte/sec
c?asg Tap copp system-p-class-normal-dhcp-relay-response
modu
droqped 0 bytes;
violated 0 peak rate byte/sec
class-map copp system-p-class-normal-igmp (match-any)
module 1
drapped 0 bytes;

AROIOR REFEATRE, 2200 T ABOFTILEERTRL, B

class-map copp-system-p- c%ass T3uc-data (match-any)
module 1 :
droqped 0 byt
violated 0 peak rate byte/sec
class-map copp-system-p- -class-critical (match-any)
module 1 :
droqped 0 byt
moamepukrﬂebﬁa&&
c]asz Tap copp-system-p- -class-important (match-any)
mo
drn?ped 0 byt
violated 0 peak -rate byte/sec
class-map copp system-p-class-openflow (match-any)
module 1
dro ped 0 bytes
violated 0 peak rate byte/sec
class- map copp-system-p-class-multicast-router (match-any
module 1 :
dro?ped 0 byt
violated 0 peak rate byte/sec
c1asa map copp system-p-class-multicast-host (match-any)
madul
dra ped 0 bytes;
v10€ated 0 peak-rate byte/sec
class-map copp-system-p- -class-13mc-data (match-any)
module 1 :
dropped 0 bytes
violated 0 peak rate byte/sec
class-map copp-system-p-class-normal (match-any)
module 1 :
droqped 0 bytes;
violated 0 peak-rate byte/sec
class- map copp system-p-class-ndp (match-any)
module
draqped 0 byt
violated O peak rate byte/sec
c]asg Tap copp-system-p— -class-normal-dhcp (match-any)
modu
droj ped 0 bytes
violated 0 peak rate byte/sec
c]asg Tap copp system-p-class-normal-dhcp-relay-response
madu
droqped 0 bytes;
moamepukrnebﬁamﬁ
class-map copp system-p-class-normal-igmp (match-any)
module 1
drapped 0 bytes;

ROBMZRETEERT,

N corPBHEREEETHB LS. I KORTECRIEEEIUT LT, THT 1 TRENI DA E S ERE
TREVSIHFEEHBEENET, CoPPRETEHRE I VT T2k, OV RERITLUET, clear copp satistics.

CoPPROY T DEAT

COPPIEB#iAR IS TBETHY), CIRICIEERTDCPUNTY RRS T4V IRRIRNTROYVITENET, ThTE, COFE

FROYZORATICEDTRESEBYET,

Oy JFEALUTTN, BENFRLUIPT RLAZFEDRNS T 1Y U % copp-system-p-class-critical.

class-map copp-system-p-class-critical (match-any)
match access-group hame copp-system-p-acl-bgp
match access-group hame copp-system-p-acl-rip
match access-group hame copp-system-p-acl-vpc
match access-group hame copp-system-p-acl-bgp6
match access-group hame copp-system-p-acl-ospf
match access-group name copp-system-p-acl-rip6
match access-group hame copp-system-p-acl-eigrp
match access-group hame copp-system-p-acl-ospf6
match access-group name copp-system-p-acl-eigrp6
match access-group name copp-system-p-acl-auto-rp
match access-group name copp-system-p-acl-mac-13-isis
set cos 7

police cir 36000 kbps, bc 1280000 bytes



DTAIYTBIODREENT 7 14 v U EBL copp-system-p-class-monitoringE 9

class-map copp-system-p-class-monitoring (match-any)
match access-group name copp-system-p-acl-icmp
match access-group name copp-system-p-acl-icmp6
match access-group name copp-system-p-acl-traceroute
set cos 1

police cir 360 kbps, bc 128000 bytes

EIO7ORINEELCIL—FT142970R N 2RV, 2BBEO7O0RINBEHEERVELIBEMNECIRDIDZFE 24/ 2—%Y
RNEEX Y +2—7ORJNICMP)ZHRVET, CIROERF100ETT, LEN 2T, 95A, &, —BOBEFIVIMRI, &
SUHEEHEBMID_ENEETT,

CoOPPD I Z A
VS AEZARI) Y - copp-system-p-class-monitoring

ZDOITAILE, IPv4, IPVBDICMP, BRUFRRDAAYFRBTDRNT 7 1Y U DtracerouteN FENE T,

class-map copp-system-p-class-monitoring (match-any)
match access-group name copp-system-p-acl-icmp
match access-group name copp-system-p-acl-icmp6
match access-group name copp-system-p-acl-traceroute
set cos 1

police cir 360 kbps, bc 128000 bytes

2

NTY NERFLEFEED RS TN 1 —FT AT BTS5BRICKLKEBEEINZDOE, 1NN RR=KENLUTAA Y Filping%
EITTDETT, COR—RMFICOPPIZE > TL—RNEIRENTVET, CoPPRIICMPIZR L TEERARVS VI TS ED, N
ST7AYVIREENDPBEVEETE, AN RAVE—TIARAICHTBpingA ' CIRIZER TS E, NTY NEXZBEEZERRT
CEE

EzE. NTY MRAO—RA00DIL—FT Y RAR—NIEFEEKEN LA Z—T I/ AICHL TpingZRT9d &, EHH
ICEENRETDUAEMEN YT,

<tfroot>

NIK-3# ping 192.168.1.1 count 1000 packet-size 500

---192.168.1.1 ping statistics ---
1000 packets transmitted, 995 packets received,

0. 50% packet | oss



round-trip min/avg/max = 0.597/0.693/2.056 ms

ICMPIAT Y NDBEETH DNexusT, BRIMBRHE N TCPUNREBEND L, COPPICE 2> TENRSONT Y "R ROY FEhi
ZENDHYET,

<#froot>

N9K-4# show policy-map interface control-plane class copp-system-p-class-monitoring
Control Plane

Service-policy input: copp-system-p-policy-strict

class-map copp-system-p-class-monitoring (match-any)
match access-group name copp-system-p-acl-icmp
match access-group name copp-system-p-acl-icmp6
match access-group name copp-system-p-acl-traceroute
set cos 1

police cir 360 kbps, bc 128000 bytes

module 1 :

transmitted 750902 bytes;

5-minute offered rate 13606 bytes/sec

conformed 13606 peak-rate bytes/sec

at Sun May 01 22:49:24 2022

dr opped 2950 byt es;

5-min violate rate 53 byte/sec

viol ated 53 peak-rate byte/sec at Sun May 01 22:49:24 2022

BERPNTY NBRORNZ TN 1—F 427352, OAVRMA-LTL—YRFTAYVEBRDRIY FEEEZREETS
RARTREL, F—2T7L—2VIL 2 TR Y FRATHETRERANERATDLZHBOLET, T—2TL—2 KT
74V OGA—N=NAHFONABLTN=RIITLRLTEEIN—T 12 TEND=H, COPPICLI2TRUS U TENT,
BERROYTARELEEA,

HREE

s NTYRBROBEREOBEREERRIZICE., AMYTFTRELTF—ETL—2ENLTARSY FIpingERELET

o

*  Network Monitoring System ( NMS ; XY RO —JERI AT L) FLERICMPEREEBHICFEA TSI Y —ILZAL Y FIC
HIRL T, 25 A0 Committed Input Rate ( CIR ; REAAL—K ) ON—ARZEBLET, CoPPlF. VFZRICHEEh
BDINTOENRNT 714V IVICEAEThD CEICEELTLSEEV,

92 AE R - copp-system-p-class-management



CZIIERTRDIC, COUTARIZE, IPvAB KTIPVEEE A DERE(SSH. Telnet)., Ei#E(SCP. FTP, HTTP, SFTP, TFTP). 0O
Y J(NTP), AAA(Radius/TACACS), B8RV EZR U I (SNMP)ICERATEZ T XIEREETORNILFEENRE T,

class-map copp-system-p-class-management (match-any)
match access-group hame copp-system-p-acl-ftp
match access-group name copp-system-p-acl-ntp
match access-group name copp-system-p-acl-ssh
match access-group name copp-system-p-acl-http
match access-group name copp-system-p-acl-ntp6
match access-group name copp-system-p-acl-sftp
match access-group name copp-system-p-acl-snmp
match access-group name copp-system-p-acl-ssh6
match access-group name copp-system-p-acl-tftp
match access-group name copp-system-p-acl-https
match access-group name copp-system-p-acl-snmp6
match access-group name copp-system-p-acl-tftpé
match access-group name copp-system-p-acl-radius
match access-group name copp-system-p-acl-tacacs
match access-group name copp-system-p-acl-telnet
match access-group name copp-system-p-acl-radiust
match access-group name copp-system-p-acl-tacacst
match access-group name copp-system-p-acl-telnet6
set cos 2

police cir 36000 kbps , bc 512000 bytes

COOZAICEETIRE—MBNEBEELFIROY TEROESY TY,
o SSH/TelNet TIELTDECLINEEN KT T2 ERHBE D, 9FALTITA 7R ROY T HHDEE. BEEYY
AVHELAEY), ROYVFICELD ARSI H V) ET,

« AAYFLETFIP, SCP, SFTP, TFTP7ORILZFEALTTI 7ML EZHEELE T, HRE—MBROSBER. 12N>
REER— KN IC&Dsystem/kickstart 7 — R A X =P DEET T, ChiZkV), BERBANARSEY, V5 AOENFEHRIEIC
KOTREETNDREBEY I IVHABAUSHERTLIEY T BRSNS HIET,

o NTPOBRHICRABAHZEHEE. COUVTARTEBNTPI—C I MNPREBEAERB TR, EETT,

e AAARadiusBS KU TACACSH—EREZNISAICBLET, CcOUVTRAICEEN RAIE, AAMYFTOI—HYTH
DONORAB LRI —EAICHEN RATAEEN B ET, chik, CLION ROEBEOFERICERYET,

o SNMPEZDUTATRIIVTENET, SNMPYTRAICLZ ROVIHRATRSNBDHE—BWAEERK, T
—o. NI oLv23r, FEERYRD—IAF ¥ EBETITBINMSH—/NLETT, AHNBETRTZEEN REL 5
&, BEINMSRERTD 1—)LICBEER TSN D,

HREE

o CLIOEERTHACOITZATORAOYFLEEHICRBETNZFEEF. AVV—ILTI7E2AMMO)ELFEERT D~



FTNY RTOEA(MmgmiO)EFEALET,

o VATLAAXA—TEAAVFICTYTO—RIDHBENHDBEE. PIORNFTNY REER— N mgmi0)Z2EH T2
A, UBRR—hEFRALTRESRICEEALET,

o NTPAT Y RAFRbhIZBEE. show ntp peer-statusZ AL . EIEMREM NS LAZBRLE T, BERI77ICERE
FtH A,

o AAAH—EARATEEARELLSES. BEFBREENDET, O—NIEAI-HYE2EALTINS T2 —F1>
TJTVET,

+ SNMPORBBEICHIZEMEICEG, XEMOEVEME, -7 Y 2R LIRE, XY KND—VAF ¥ FOBMEBE
AHNET. AFYFTASCPULARLTRETD AR METOEMNEEHBZHANET,

U2 AL3LZF ¥ A MNF— A& — copp-system-p-class-|3uc-data

SDUTAE., BIZRENTY NERVET, CORITONTY NE, N—RIIFL—KNJIYRHWRL)TELREBEhET

o

BEIPNTY M SAVH—RTEEES B EZICXIANKY 7OT RLAFRTON L ARPERAFBRENBEVES, 5
AHA—RENTY NEA—N—NAHYEZ1—)IICEELET,

A=N=NAFE. RTARKYTOMACT RLAZBRL, \—ROITE7T7OJZLLET,

class-map copp-system-p-class-13uc-data (match-any)
match exception glean
setcos 1

ChEE, AZT1YVII—KFEAEh, RTARNKY THRETRELEIRBROBECRELET,

ARPERAREEhD &, VNI ITRK/B2ROY 7TBEBREEZ/N—RIJITICEBMLT, BURIVARNEKY 7IP7 RLAA®D
NTY R A=N=NAHICEEENBEVKSICLET, ARPFEERENDE, N\—RITITFTIVKNUNELVMACTY RLAT
BHENET, ARPLUMNUNRA LTI NPREAOFIICHRENABZVEES, TOIRNJEN—RIITHSHIBRENET,

% 3E:CoPPEHWRLIGE#EL TEEL, CPUNBRICKRBECNET., ChSRREROEEEZRTIBDLSICERAETH,
HWRLA'B#ICHRELET, REEF. ASCOTAT—FA T IVI TREOBEN REENTVRIEMICEIEEXT
o CHOIVYTITTAO—FICELY, CPUICESNZITRTONTY R EL—RMNMLIT2HOMERILFL A Y OREN TEE
V) FRT,

HWRLIE, B2 2—ILEDA AR AITAD—FATIT D EICETE N, O Rshow hardwarerate-limiter TRR T
ZFEYT, HWRLIF., COTF VAL RFIXD MNOEENATT,

<{froot>



show hardware rate-limiter

Units for Config: kilo bits per second
Allowed, Dropped & Total: aggregated bytes since last clear counters

Module: 1
R-L Class Config Allowed Dropped Total
+ + + + + +

L3 glean 100 0 0 O

L3 mcast loc-grp 3000 0 0 O
access-1list-log 100 0 O
bfd 10000 0 0 O

fex 12000 0 0 O

span 50 0 0 O

sflow 40000 0 0 O
vxlan-oam 1000 0 0 O
100M-ethports 10000 0 0 O
span-egress disabled 0 0 O
dotlx 3000 0 0 O
mpls-oam 300 0 O
netflow 120000 0
ucs-mgmt 12000 O

0
0

0
00
00

W
L

s F=BTL—UKRZTAVIRN—RIITTRETERVED, BRELTA—N—=NAHIZNZ REh, CPUIC
BREIPDYET,

HREH

o WEROYVFTERPRICHAD OO OBBEDO — B EBREF, RTVARNKY THEEARETH S & ZHERR
ROBEIN RTREAOY NV T ZBMIZTHETT, hardwareip glean throttle.

Nexus 7000 8.4(2) Tl M3BRUFAED 1—I)ILOT ) —ZV JBEBERINTEZTIL—LART AL ZOYR—NEBAEThEL
o HMICOVTIE., FCiscoNexus70002 ) —ANX-OST—F ¥ RANIN—FT 4> T74FaL—23>HA Ry #SBLTL
EEV,

FETRBERIVANKYTT RLAZHEATIARTA Y VII—NREEZHETZD, RBASTOLSBIL—NEBHICHIBRT
PEAFTIVIIN—T4VI7ORINZERLET,

%2 ACritical - class-map copp-system-p-class-critical

ZDYU T Ak, IPva&IPv6, (RIP, OSPF, EIGRP, BGP), auto-RP, {R#EAR—KF ¥ XJL(VPC), 12pt, BXRFISISOIL—FT 1>
J70RJNEEL, LIOBRIASKREEELINO—LIL—27ORINESBLET,


/content/en/us/td/docs/switches/datacenter/sw/nx-os/unicast/configuration/guide/b-7k-Cisco-Nexus-7000-Series-NX-OS-Unicast-Routing-Configuration-Guide-Release/n7k_unicast_config_ipv4.html#concept_4B4BF5FE17DE443EAAD710690FE670EB
/content/en/us/td/docs/switches/datacenter/sw/nx-os/unicast/configuration/guide/b-7k-Cisco-Nexus-7000-Series-NX-OS-Unicast-Routing-Configuration-Guide-Release/n7k_unicast_config_ipv4.html#concept_4B4BF5FE17DE443EAAD710690FE670EB
/content/en/us/td/docs/switches/datacenter/sw/nx-os/unicast/configuration/guide/b-7k-Cisco-Nexus-7000-Series-NX-OS-Unicast-Routing-Configuration-Guide-Release/n7k_unicast_config_ipv4.html#concept_4B4BF5FE17DE443EAAD710690FE670EB
/content/en/us/td/docs/switches/datacenter/sw/nx-os/unicast/configuration/guide/b-7k-Cisco-Nexus-7000-Series-NX-OS-Unicast-Routing-Configuration-Guide-Release/n7k_unicast_config_ipv4.html#concept_4B4BF5FE17DE443EAAD710690FE670EB

class-map copp-system-p-class-critical (match-any)
match access-group name copp-system-p-acl-bgp
match access-group name copp-system-p-acl-rip
match access-group name copp-system-p-acl-vpc
match access-group name copp-system-p-acl-bgp6
match access-group name copp-system-p-acl-ospf
match access-group name copp-system-p-acl-rip6
match access-group name copp-system-p-acl-eigrp
match access-group name copp-system-p-acl-ospf6
match access-group name copp-system-p-acl-eigrp6
match access-group name copp-system-p-acl-auto-rp
match access-group name copp-system-p-acl-mac-12pt
match access-group name copp-system-p-acl-mac-13-isis
set cos 7

police cir 36000 kbps, bc 1280000 bytes

L—74>77'0 )LD copp-system-p-class-critical DR REMICK D ROY 7, hiZlE, BHEEGROROY 7RIOUN
—TDIVABE. 7Y 7TF—NNLRIEGELEEFEENETT,

COUVZATORE—MUBERYZ—ORAOYTE, RYRNIT—TVLEOREBZT/NA RN (REDBRPEEICLY) ) EELEE
2LV, IHREICEENH25EICRETHAREMENI BIET,

HRER
o EUEZ7ORILOBENZBICN-—IJIVAZEERBIIFERTNAARLZOFREEREDEREN RHE
BUVWBEE, AT—ILICRHE TR 1EOICCOPPRIZG RN BABITZANDNAR LAREN BEICBEIBENBHWET,
e BBEOFTANRNTOT7FAANSHARLCOPPTOAT7TAINEBRETDHEICODWVWTIE., TCoPPERENA Ky 225

BLTLSEETL,
COPPRANTSU0T 4 AR —QAE—

92 AN EE - copp-system-p-class-important

ZDYUF A, HSRP, VRRP, B8&ULLDPZEL 7 7—ARKYZ7RAEZ7ORNIIN(FHRP)ICEEL TVWET

class-map copp-system-p-class-important (match-any)
match access-group name copp-system-p-acl-hsrp
match access-group name copp-system-p-acl-vrrp
match access-group name copp-system-p-acl-hsrp6
match access-group name copp-system-p-acl-vrrp6
match access-group name copp-system-p-acl-mac-lldp
set cos 6

police cir 2500 kbps, bc 1280000 bytes


https://www.cisco.com/c/ja_jp/td/docs/dcn/nx-os/nexus9000/102x/configuration/Security/cisco-nexus-9000-nx-os-security-configuration-guide-102x/m-configuring-copp.html#task_E3D04369F59F471885BC5E8CD24337CA
https://www.cisco.com/c/ja_jp/td/docs/dcn/nx-os/nexus9000/102x/configuration/Security/cisco-nexus-9000-nx-os-security-configuration-guide-102x/m-configuring-copp.html#task_E3D04369F59F471885BC5E8CD24337CA
https://www.cisco.com/c/ja_jp/td/docs/dcn/nx-os/nexus9000/102x/configuration/Security/cisco-nexus-9000-nx-os-security-configuration-guide-102x/m-configuring-copp.html#task_E3D04369F59F471885BC5E8CD24337CA
https://www.cisco.com/c/ja_jp/td/docs/dcn/nx-os/nexus9000/102x/configuration/Security/cisco-nexus-9000-nx-os-security-configuration-guide-102x/m-configuring-copp.html#task_E3D04369F59F471885BC5E8CD24337CA
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CCTRSNB ROV TILODBABDHRE—BRNEEEGE., LA V20FKERICETIEAET. NS AN TIT1TRE (R
DY RTLAY ) ICBITTRIFTUF, FILYSITRAI—, REDRY, FLBIRELCOBIVET,

#REE

« FHRPICHL T, JI—7HFERCREE N, O—ADFTITATIRAZNAELERTZAIVEAVFTIOVTH
ATHY, BYIICFISI-FEATVRIE, BLOPREBICTISYTHFBVIEEZBELET,

s L2TOOUN—DIVAOBERERLZRAS D ONIILTFE Y ANCEOEEZEIELET,

Class L2 Unpoliced - copp-system-p-class-I2-unpoliced

L2unpolicedV ZAlE, §XTOLUEZ7ONINOEBRELZIEELL A V27O INIXNTEZETLO, REFVWCIREESL
EZHOIBEAERIIVIERATVBVWERBENET,

SOUVZAR, RENIZ, ANZ2IVU=7OR3(STP). U2O&KHI> MO—)L7'OKIJL(LACP). Cisco Fabric Service
over Ethernet(CFSoE)Z B L £ ¢

class-map copp-system-p-class-12-unpoliced (match-any)
match access-group name copp-system-p-acl-mac-stp

match access-group name copp-system-p-acl-mac-lacp

match access-group name copp-system-p-acl-mac-cfsoe

match access-group name copp-system-p-acl-mac-sdp-srp
match access-group name copp-system-p-acl-mac-12-tunnel
match access-group name copp-system-p-acl-mac-cdp-udid-vtp
set cos 7

police cir 50 mbps, bc 8192000 bytes
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COOZAOROY R, F—&, A hO—-), BLRUCEBTL—2EOIXTOLNEZORNIILEBEN BEBERZ LAY
20REMICKETZ D, JO—NILBRZEICDBEN)ET,

STPERICEE T @, TCNSRUSTPAVN—C IV AORBBEZS|EROTAREN DY ERT, <nlllEk, STPOUL—A,
MACH7Zv< 1, BE, BLTFEVNEBEOEZBLEENEEN, FETMEHEEORELZSIERIL, N7 v UIL—T%5&
BCLTRYND—VEFLZEICTDUAEMEN HYET,

CNDVTALACPES BTS2, 0x880CEEM TS NI X TOEherType/NT Y R EREBLET, ChiZlk, R—KFrX
WRFATOREEHEZETZEDICEATND IXNTOLACPDUNEENE T, COITTANTREICKD E, LACPDUN R
OY7ENEBEICR—RNF YR RALATIRNTDAREEN BV ET,



Cisco Fabric Service over Ethernet(CSFOE) i C DI T AICEB L. NexusAA Y FEINDEELRT 75— a flfiREnBEEICFRE
NET, TOLH, TERZRRITDENFNTAXRTT,

FEL Z&A, CDP, UDLD, VIPRE, COVZAADCMOZTONINICEYTREEYET,

HREE

s BRE—MHWEBHEHERE L2A—TXY NOFRERICEELTVET, BEITIHENLRERNAL TSTPFBRENK S E
THEHICRFEN, RY RD—JRAOBIN-—J I ARTRERT/NA AOKEN ZPRICHMEIShTVS Z & ZHR
LET, LALRICSMULBVWIXNTOIY RRARNFNA ALK L TEYBESTPR— KN E A THAREET N, TCNEZR/NR
CHRABEDICIVI/IIYDIRIVIOR—NELTREENTVR CEZHIEBLET,

+ BPDUguard, Loopguard, BPDUfilter, RootGuard’x & MSTPILR#EEE 2 EBEMFEAL T, BEN&ERE, TLEXY RND
—V LOBERERPTELTNAAICBETHREEFRLET,

. TCisco NexusQ000NX-OSL A Y2RA Y F G A T4 Fa L —>a > HA R, DJ)—2102(x)a ZFHBL TS EE
(AN

o MACT—Z2JET7Z9v210EMELICOBNDARKMES HDIMACEEEEZBIRL F£9, M : Nexus 9000 Mac®
BORSTN a1 —F 1« TERIEEE

VS5 ARINFF ¥ A NIL—2A - class-map copp-system-p-class-multicast-router

COIVZAR, F—2TL—2NAROINTOPIMHMSET/NA AZBRT DI —TY RILFF Y ANEEY U — O &SI
ICEAZE 33> NO—I)L7° L —>Protocol Independent Multicast(PIM)/N Y R Z3 8L E T, CD U T AICIE. First-Hop
Router(FHR), Last-Hop Router(LHR), Intermediate-Hop Router(IHR), # & UFRendezvousPoint(RP)A EENET, cD I T RIS
FEhaNTY MMIE, BERICHTBPIMESR, IPVAEIPVEOTEA KT 2 ZEEICH T BPIM join, BEIFPIM(224.0.0.13)58 T
DS 714v 0, &RV Multicast Source Discovery Protocol(MSDP) A" EENE T, BHO VT AN VWK 22 HB Z&IZEELTL
EEV, BMOYVZAR, BBDITATREENDIILFF Y ANELRIRPEEDCERICHHKETH 2 EZRVET,

class-map copp-system-p-class-multicast-router (match-any)
match access-group name copp-system-p-acl-pim

match access-group name copp-system-p-acl-msdp

match access-group name copp-system-p-acl-pim6

match access-group name copp-system-p-acl-pim-reg

match access-group name copp-system-p-acl-pim6-reg
match access-group name copp-system-p-acl-pim-mdt-join
match exception mvpn

set cos 6

police cir 2600 kbps, bc 128000 bytes

COUZRAICEETZ ROV FICHTEZ2ELFEK. RPAOPIMBERIZK > TIIILFF Y ARNEERTICERFT2ME,. £EPIM
jonAEYIZABENT, YILFFYARMARNI—LADOEERRLEERPAORENAY ) —FLERENAY ) —NFFTELEICKD
BEICEELTVET, BECE. SNFrEVEDICELKAIENTVAEVREAVZ—T7IAAJARNOIL)., FLERES
HET—BLTRSNEWS G). (*. O)BENHYVET, T, HEEKICMSDPIZKETBAIILFF Y ARNIL—FT 12T RXA


https://www.cisco.com/c/ja_jp/td/docs/dcn/nx-os/nexus9000/102x/configuration/layer-2-switching/cisco-nexus-9000-nx-os-layer-2-switching-configuration-guide-102x/m-configuring-stp-extensions.html
https://www.cisco.com/c/ja_jp/td/docs/dcn/nx-os/nexus9000/102x/configuration/layer-2-switching/cisco-nexus-9000-nx-os-layer-2-switching-configuration-guide-102x/m-configuring-stp-extensions.html
https://www.cisco.com/c/ja_jp/td/docs/dcn/nx-os/nexus9000/102x/configuration/layer-2-switching/cisco-nexus-9000-nx-os-layer-2-switching-configuration-guide-102x/m-configuring-stp-extensions.html
https://www.cisco.com/c/ja_jp/td/docs/dcn/nx-os/nexus9000/102x/configuration/layer-2-switching/cisco-nexus-9000-nx-os-layer-2-switching-configuration-guide-102x/m-configuring-stp-extensions.html
https://www.cisco.com/c/ja_jp/support/docs/ios-nx-os-software/nx-os-software/213906-nexus-9000-mac-move-troubleshooting-and.html
https://www.cisco.com/c/ja_jp/support/docs/ios-nx-os-software/nx-os-software/213906-nexus-9000-mac-move-troubleshooting-and.html
https://www.cisco.com/c/ja_jp/support/docs/ios-nx-os-software/nx-os-software/213906-nexus-9000-mac-move-troubleshooting-and.html
https://www.cisco.com/c/ja_jp/support/docs/ios-nx-os-software/nx-os-software/213906-nexus-9000-mac-move-troubleshooting-and.html
https://www.cisco.com/c/ja_jp/support/docs/ios-nx-os-software/nx-os-software/213906-nexus-9000-mac-move-troubleshooting-and.html
https://www.cisco.com/c/ja_jp/support/docs/ios-nx-os-software/nx-os-software/213906-nexus-9000-mac-move-troubleshooting-and.html
https://www.cisco.com/c/ja_jp/support/docs/ios-nx-os-software/nx-os-software/213906-nexus-9000-mac-move-troubleshooting-and.html

CETEEMENRETIARMA B KT,

HRER

o PIMHIHBENREETRE —MNEEEX. RT—ILOBE, DEYTELEBETT, KRE—MBHWEEBED1DE.
UPNPTORENBERTHREL, XTUNBOBEZSIERTARENBYET, chidk, 71IILREFREFNAADE
EOMDMME>THATEETET, FNAADRY ND—IREICKBETBAILFEFYANBNTY NEBREB KT T «
LRV TFZHREDEMIOVWTIE, TNexus7TKINKTDOIINFEFY AR T ARV ITDORTE : R

Class Multicast Host - copp-system-p-class-multicast-host

CDVFA, YUNFEFYARNI)AFT—KREMLD), HIZMLDY I, LR—K, VI3, BREMLDV2NT Y NZA4 T
ZSBLET, MLDIF, RARNABEOITL—TOINLFF Y AN TF—2EZERTZLHICEATZIP67ORINLTT,
MLDIC& > TEHBENEBHREEAL T, NUAFEFYARNTL—TELEREFYIILXN—29TOVARNFAVEZ—TIAR
CEILRBFENETET, MLDNT Y REZBETEZITNA AR, ERENEIL—TEFERGFyRILICHLTZELEIILFF YR
hF—2%., BHOLS—NOZRY RD—0ETX A SEFBLET. MLDVIRIGMPV2A SEGE i, MLDV2IFIGMPV3A 5
BBEhET, IGMPRIPZORNIN2XY =R AT ZFEAL. MLDEICMPVEX Y =208 7=y hTHBIPZ7OKNIIL
58XV - RA T 2FEALET,

class-map copp-system-p-class-multicast-host (match-any)
match access-group hame copp-system-p-acl-mid

set cos 1

police cir 1000 kbps, bc 128000 bytes

COUVZATOROYZRE, U IO-AILIPVEIILFF Y ANBEOREICEREh, ZEENSOURAF—LR-—FMRLEE—
BB TUADOBEN ROYTENDRERERY), KA BEIBZILFFYARNIN-—TOREEZH T TR B KT
o CRBRARX—EVIXNZALILEEEER, RZTAVIVEERLEFRENBAVE—TIAARAENLTRNT T4V U %E
PICEELEVAREA B ET,

HREE

o MLDRZZ749v 2l EIP6D) > VO—AINLRINTREETHZDEH, COTVTATROVIHNFIRELEBE, BE
— W ERRIEAT—I. L2OFREZEM, FLEFEFELETFNARAICEELTVET,

DZALAVIVILFF ¥+ ARNT—2 - copp-system-p-class-13me-data SRV F AL 14 ¥3IXILFF + A NIPv6T— 3 — copp-
system-p-class-|3mcv6-data

CNSDITARF, SUPANDTIILFF Y ARNFAVAAL V23— BHITBIRNT T4V IESBLES, COBEE, Chs0y
SATAREBENDZHFF20H) £9 . 12 HIEReverse Path Forwarding ( RPF ; UN—R/NAEX ) DEBEET, 228 EEIAT
Fo BEIAER., LAVIVLNFFYARNGET—TLICHTDIN—RIITTOLY ITYTHFREL, F—EZNTY RN

CPUICNY RENBIIILFFYARNNTYRNODZETT, ChsONTY ME, ILUFF+RANINO-LTL—2ENIFH—
IMAVAR=LL, F=BTL—2RrZT74V BTV TN—RIVIT7EET—TILIVN)ZEMTREHICFERAEND L


https://www.cisco.com/c/ja_jp/support/docs/switches/nexus-9000-series-switches/216557-multicast-filtering-on-nexus-7k-n9k.html
https://www.cisco.com/c/ja_jp/support/docs/switches/nexus-9000-series-switches/216557-multicast-filtering-on-nexus-7k-n9k.html
https://www.cisco.com/c/ja_jp/support/docs/switches/nexus-9000-series-switches/216557-multicast-filtering-on-nexus-7k-n9k.html
https://www.cisco.com/c/ja_jp/support/docs/switches/nexus-9000-series-switches/216557-multicast-filtering-on-nexus-7k-n9k.html
https://www.cisco.com/c/ja_jp/support/docs/switches/nexus-9000-series-switches/216557-multicast-filtering-on-nexus-7k-n9k.html
https://www.cisco.com/c/ja_jp/support/docs/switches/nexus-9000-series-switches/216557-multicast-filtering-on-nexus-7k-n9k.html

AHYVET, RPEFCERTZTF—RTL—URLFEFYANNTY NEZOBFIAC—BL, BRELTHEEhET,

class-map copp-system-p-class-|3mc-data (match-any)
match exception multicast rpf-failure

match exception multicast dest-miss

set cos 1

police cir 2400 kbps, bc 32000 bytes

class-map copp-system-p-class-|3mcv6-data (match-any)
match exception multicast ipv6-rpf-failure
match exception multicast ipv6-dest-miss

setcos 1
police cir 2400 kbps, bc 32000 bytes
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RPFFEEZEEFEAEI AR, NIFFYARNL—RZ2BBIBRNT 74V 07O CHETHIRIAETLIRENHEZERLET, 5
EIAFREOERRKIC—MHICKEL, ROYTRZE(*G). (S,C)PEBENTOJZIV I ERRIC OB B ARSI HYIET,

HREH

o RPFEEANRELEBEE. EXNBEI-F v+ ANRBHRFZZEETDIHN, AZT 1Y IZmouteZ BIL T, BHED
AVBR—TIALAAZNLTRNS T4V O EFELET,

+ 'RPEEENERTIL—ZARNFEFYRAMNTY FERANCEELBV ) ZSRLTEEL,

2 2 AIGMP: copp-system-p-class-igmp

CNIVZAE, BEOITIL—TOINLFF YA TF—REZERTILEHICFEAEN,. LA V2TENOZEEBICNS 71V 0%E
BETBTIN—7HRCTEET B0utgoing Interface List (OIL ; BEEA VR —T I A AVAN ) 2#FEITDLHIZIGMPAX—E> Y
BRI X >TEAESND, IRXTON—232DOFTRXTDIGMPXY £—T#BBULET, IGMPX Y E—2 1k, RFC2236(Internet
Group Management Protocal, Verson 2) TXELE N TV B &SI, FHRARBRRETTLNMTHIBEN H2 -, L1 VIERZEE
BLEVWES, O—HDILTEREESEET, CcOUVTATREENBIGMPAT Y N, IXTOXN=29 T oI (—f%
DIVFEREGEBT/IIN—TEEII )&, XAN=29THFEEN, LY—N—DS5OLR—KIFEENET,

class-map copp-system-p-class-normal-igmp (match-any)
match access-group hame copp-system-p-acl-igmp

set cos 3

police cir 3000 kbps, bc 64000 bytes
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https://www.cisco.com/c/ja_jp/support/docs/ip/ip-multicast/16450-mcastguide0.html#anc5
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https://www.cisco.com/c/ja_jp/support/docs/ip/ip-multicast/16450-mcastguide0.html#anc5
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https://www.cisco.com/c/ja_jp/support/docs/ip/ip-multicast/16450-mcastguide0.html#anc5
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https://www.cisco.com/c/ja_jp/support/docs/ip/ip-multicast/16450-mcastguide0.html#anc5
https://www.cisco.com/c/ja_jp/support/docs/ip/ip-multicast/16450-mcastguide0.html#anc5
https://www.cisco.com/c/ja_jp/support/docs/ip/ip-multicast/16450-mcastguide0.html#anc5
https://www.cisco.com/c/ja_jp/support/docs/ip/ip-multicast/16450-mcastguide0.html#anc5
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https://datatracker.ietf.org/doc/html/rfc2236
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o COTFNAARBFVIVTREZRRIL—ETEHZHE, REANFO—NILOLA V2RV ZBEATVWREE, COFTNA
ARRPICEAFTTHEETBPIMjoinX Y E—JZ NUH—LEBA. LEANPT, COFNA AR, ZEMELBRPETOVILFF
YARNYY—2HTTF—ETL—2ERUTRIERFH)ELBA, BBLR—IFADIhTE, ZRARBSIEHEFTERNT T 14
VOERZFEIRURMABUERT, Chid, RXAMZVADNIILTFFYANIL—ZEAOIIVTHLVBREICI2TRUA—ETND
INXNTOBEEIGMPI IV ICEHEEZERA D TR HYUET,

HREE

 IGMPROYZICHETZIHE RN BBEL, L2ZOFLEME, ZAV—0OBE, FLEAT—ILICEELTVET,

0 A2 % — copp-system-p-class-normal copp-system-p-class-normal

SDUVTAR, BEARPRZ 74 Y IIC—BIBRT T4V IESBRL., R—M—ADXY NT—IT UV AFBICERAE LS
802 IXICEHETART 71V IVEEBHET, chlE. ARPER, GraitousARP, J/N—RARPNT Y RA7O—RF v AREh
 LAV2RAA DV EBICEHREND D, ERNIRETIRE—MBNETISANDIDOTT, ARPNT Y NEIPNTY M TREAEL,

LAY A —ZEERVED, LAYV A —QERE T TRECND ZEISEELTLKEE VY, L—2H, AMYFREA>Z2—7

IAA(SVNEEZFOHTZY NMCEERTSNEIPAVZ—T7 I/ RAZFEALTREENTVEHEE., L—XEARPNT Y KA
—RUIF77O-RFYART RLABTITHBHIZ, SUPICARPAT Y RENY ML TREBENDKSICLET, 7O—RF
YARARN=L, LAY2L—=T (STPELERET7ZYSICLD ), EFEERY NT—TJROFRETFT/NA AlE, ARPAN—L%ES|E

BIL, ERFKIEICEMNT S A8EENF ) ET,

class-map copp-system-p-class-normal (match-any)
match access-group name copp-system-p-acl-mac-dot1x
match protocol arp

set cos 1

police cir 1400 kbps, bc 32000 bytes

CDUVTATDERDELEE, IRVNOHBEBETOANYTFORINCAKELKZKELET, COUVTATOROY TIE,
ARPAT Y RABREREENTWVWAD D, SUPTUDVICK > TREE AW EEZEKRL, TEEBARPEIRIZK D TE|&E#RT
ENB2ONEBHENRRE BB AEREN BV ET,

IVRKRANODBERASRDE, XY RNT—IVHROTFNAABAAYFTT RLABREBREILETTTEREEA, COF/NA
AFEIXNDFTAILNRNT—RIIAELTHRETIE, FNA AT —NIVIAZFRTERLIZY, L2A—HFXY " &Y
XY MVLAN)DARICIN —T A 2 T TEBLKBRIARMA BV ET. O—HALEIX NEOMOTIY RIKA N DARPERZ T
TTERTNAAR, O—HIEIX NETEEREBETEET,

ALY FOBRNSRERIE, AN—LEERNBELTVEEER, AMYFHAERLEARPERO7OEAZRET TERVERREIC
ERDUAEMIBHNET, ChSOEREE, BE, RVANKY TEEREBEEREA LY TRY NOBROLEDICERENET
o ARPISERARENICIZF Y ARTIAN, RAYFHAAETDIMACICT RLABEENTWS D, ARPNTY RTHD
. CORAUITAICAEENETET, Chid, RVARNKRYTHFBRENBVBEICAMYFAIRNT 74y VRBYICLAEBETET,
BZEBRYR—J Y ICRARNDIVNUABWEBERICLAV22AYV A —OEERI ICRBEN RET D AREMN B D b, FETLE



HOBBICEBRENET,

COFEBE. ARPERZSIZEEC LV EEANSEECEBEICL >TERBYET, LW, 7O—RKRFYARMAR—ATE., K
ARNERMY FRIRBEZERREMRRT D LOICARPEMEGEL ., XY RD—JLTENOT7O—RFYARNRNT T4 Y INFRETDH
BEMABYET, ARPNTY NELAV2THB -, LA VIOFHRAERB(TTLAFEE TL2L-TFIlEhd, IL—7H
BELTREL, L—THFYIMEh2ETERY ND—IFBERBEBNICHEALET,

HREE

o STP. 7597, FEFNAARE, RETARPAN—LAZB|ERCTAREUN G2 EEANBL2OTLEMEZFRLE
T, BEILWLUT, UDINARZRSEEZEOFETIL—7%2HIMHLET,

« AR—LHHE. ARPAN—LDEMICEFATEET . AN—LHBArFHCE>TVEWVEERE, 1>2—T I
AADAI Y ZFFHBERERANT, A VR—T I AEBBIZDEFHNZ 71V INTD, 1 082—T7I/4ALDT7O
—REFYANNT TV IODEEGERERALET,

o AR—ARBRELTVERVY, RETHENZ ROY THIRETSZHEEE, SUPRS 71 Y U ZBEL T, ELHBRT
TAV I HBESADTREMNHDITEBRTFNARA(RY NID—O LETARPNT Y NEMATERLTVBT/NA R
) ERELET,

o BNMEBETEZIRRRE, XYRIT—VLOKRANOBERELOAS Y FORINCK>TERYET, ARPKIY
RUDOBERIT, R, BRUVEHEITOIRSICRIFEThTVWS I, ARPRS 74 Y UNBICEIET B EHREETATY
9. BENEROYITEGHFRSnDBEAK., XY RNI—VARFRERT—EBNICROY THFRELTVDIEEND
V), FEFRBEhFELA, EFEL, FYRMND—VZERLUTEEL, FRATHIRRNERERRRAZBEINICEEL TX
BTDENEETT,

Class NDP - copp-system-p-acl-ndp

COUZAR, ICMPXY =2 Z AL TRAN—0OO—AILNIZV VBT RLAZRET BIPV6RA N—RR/T RINZA XX
RELTIN—ZBFT RNRAZXNNTY NCBEETZ RS 71V 0%8RL, RAN—FNA AQEETREM & BIFIC6E
AEhET,

class-map copp-system-p-class-ndp (match-any)
match access-group hame copp-system-p-acl-ndp
set cos 6

police cir 1400 kbps, bc 32000 bytes

COUVZADERR, ZAN—FTNA ABOIVGBEZLITDAIREMA B ET. chsSONTY ME, O—ALVZY I EDKRA
NEL—BBOHEAFTIVIBBREELEBI 2 ILAVO-—NLERERZ LTI EHICHEAETNBZLEHTT, COBEHN M
Thae, BEIZO-NIVIZEAL, FLEBO-ALIVVIOZNLEHETRMEICHIDIEEN RET S TREN S &
To IPVBRAN—BICBEOBEN $258E. COVTATROYZHARELTVWEVIEEZRELET,

HREE



o RAN—FNAANSODEEBICMPEIE, HICFRA/N—RREXIL—FRRICHETZERELICMPEREZRNET

o EHHNBEXYE—JICHULTFRENADZIINTORAI—EE A Z—NILEN, BRLET-HL, RFAhSH
PEEBALET, LEARF, L—BT RNRALAAXV RXYE—D (RAXYE—D ) DBEETT,

9 S AFZZEEDHCP - copp-system-p-class-normal-dhcp

COIZREE, IPAEIPVBOEATRELA—ANA —BRY hEIAVRNEOT—RNARNZYZ7ORNIL (BOOTPIZ AT N
[%—/Y) . —#&(ZDynamic Host Control Protocol(DHCP)/NT Y NERIENZBEEBERNS 71 v U ESBLET, “hid. Discovery,
Offer, Request, & & U'Acknowledge(DORA)/NT Y KR ZEL T, FEDBOOTPIZA T MASRETIhD A, T
EEDOBOOTPH—/NICETSNIERT T4 Y VBEICOHNFICEEEL ., UDPR— ~546/547% 41 L I=DHCPV6Y T 4 7> h/H—/N
NSoHOavEEENET,

class-map copp-system-p-class-normal-dhcp (match-any)
match access-group name copp-system-p-acl-dhcp
match access-group name copp-system-p-acl-dhcp6
setcos 1

police cir 1300 kbps, bc 32000 bytes
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COITATOHERICKY, T RERANDHCPH—=/\ASIPEBELIICERETELALSKEY, TOHER, BBHTZA/XK—KPF7R
L A(APIPA)DEE T3 3169.254.0.0/161C 7 2 —=)LINY VD AREMN BV ET. COLKSBERE. T/NA ANEEFICT—K
ZRITL., V7RAICBHAENSHFSNECIREZEBADRETRETDUWEEN BV ET,

HRER

o« FKRANMUNEDHCPHY—NBIOF v+ 7F ¥ T, DORARNZUH UL IV ENRTENDCEEZHABLET, AIYTFH
COBEO—MBTHBIHERK. UBERILZFCPUIZN RERLENT Y NEFREFRL. switch : 3 & show ip dhep global
statigtics Uredirections : DFETERZHEFTR T 5 2 & £ EE show system internal accesslist sup-redirect-stats module 1 | grep -
i dhcp T,

92 AZEEDHCPY L — 5% - copp-system-p-class-normal-dhcp-relay-response

SOV ZA, IPVAEIPVEDTEHA ODHCPY L —#eEICBEEN TSNz hZ 71y V%L, UL—OTTRES NIZEEE K
DHCPH—NIZEWH S NET, ChIFEIC, EEOBOOTPH—NASHEETND A, FLEDORANT Y A2 EEN L TER
DBOOTPYZA TV NIBTSNIENTZ T4 Y VBRFEICOKBEEL. UDPR— 546/547% 57 L 1-DHCPV6Y A4 7> N —/N b
SoH¥oTarvEgENET,

class-map copp-system-p-class-normal -dhcp-rel ay-response (match-any)
match access-group name copp-system-p-acl-dhcp-rel ay-response
match access-group name copp-system-p-acl-dhcp6-rel ay-response

set cos 1



police cir 1500 kbps, bc 64000 bytes

2

ZDUTAILRTBERE., U T Acopp-system-p-class-normal-dheplc W T2 BR EFUEEE2RIFLET, Chik, AL ERELU
NZ2H02a>0—HTHBLEHTT, COIVTZAG, ELUL—I-2I VM —NPSOREBRICERZEVTVET,
NexusiEDHCPH—/N& U TH#EER T, DL—TI— I RELTOHMEETDHLSICERFTENTVET,

HREE

c BEODHCPYZALEBEUHREEBENERAENET, NexusDEERL—TI -T2 hELTOXEETD D,
SUPTRARANERAYTFREAOKNZ YO a2 NF )L —ELTEEL, RMYFEF—NAIREEINET,

e AROA—7IREITHFHLEVDHCPH—NNZY RD—J EIZFEL KLY, IL—7 28 % > TDHCP Discover/N T v
RTRY RD—DETSYFA LT THESBREBT/NA AN BV & ERBLET, > Kshow ip dhep rday &
show ip dhep relay statisticsz ERIL T, BMOF I YV ERTTEET,

2 Z ANAT 7 00— - copp-system-p-class-nat-flow

COIZARE, YIRIITALYFONAT/O—RZ 74V DZBLET, HLWEAFIY VRBIMERE D &, B/
—RIVITIETOATZLENBIETI/O-HNVYIRNIITTEREEN, TORNIAN-—RIITFTIEAVARN=ILEhTVWEER.
COPPICK 2 TRUI VITENTA—N=—NAFICNRENBRZT 1Y IHNERENET,

class-map copp-system-p-class-nat-flow (match-any)
match exception nat-flow

set cos 7

police cir 800 kbps, bc 64000 bytes

| ="A
e

COUVTZATORAOYTREE, FILWAAFIVIERETO—NN—RIITZILEVL—RTA VAR =IEhiEICRKE
LET, COFER, REENTIVRRANIBEENBEWYIRNIITAAYFRNATY NCBEEL, BRXBREEICO>HN
BURUNBYET, IVRNINFN=RITITFTICAVAR=ILENDE, ThEEODRNRS T4 Y ORRA=N=NAHFIZINREh
FH A,

HREIR

o BYUTBTTYRNTA—LTHEAFTIVINATOHA RSAVEHREEEZBERELET., 7Y RN T7A—ALICRK, &
BICHWA DD UREEN B D3548B EDBHMOFIRBEN HYET, FHMICOVWTIE., "FALAFZTYINATOHIBREIE |

22 A5\ - copp-system-p-class-exception

SOVZAE, IPAT2a>BRTIPICMPEIEFRENT Y NCEETRHANTY NESRBUET, BET KL AH Forwarding


/content/en/us/td/docs/switches/datacenter/nexus3548/sw/93x/interfaces/configuration/guide/b-cisco-nexus-3500-nx-os-interfaces-configuration-guide-93x/b-cisco-nexus-3500-nx-os-interfaces-configuration-guide-93x_chapter_0110.html#id_35947
/content/en/us/td/docs/switches/datacenter/nexus3548/sw/93x/interfaces/configuration/guide/b-cisco-nexus-3500-nx-os-interfaces-configuration-guide-93x/b-cisco-nexus-3500-nx-os-interfaces-configuration-guide-93x_chapter_0110.html#id_35947
/content/en/us/td/docs/switches/datacenter/nexus3548/sw/93x/interfaces/configuration/guide/b-cisco-nexus-3500-nx-os-interfaces-configuration-guide-93x/b-cisco-nexus-3500-nx-os-interfaces-configuration-guide-93x_chapter_0110.html#id_35947
/content/en/us/td/docs/switches/datacenter/nexus3548/sw/93x/interfaces/configuration/guide/b-cisco-nexus-3500-nx-os-interfaces-configuration-guide-93x/b-cisco-nexus-3500-nx-os-interfaces-configuration-guide-93x_chapter_0110.html#id_35947

Information Base ( FIB ; BERiAEBAR—RA ) &<, BRELTIANRETZHE., SUPKICMPRIEFREE/NT v NEREERIIEY)
BULET, IPAT 23N EMIB2>TVBINTYRE, COUVTAILEENET, IPAT AV OFEMIOVTIE, IANADO R
FIAXVKNTIPAT S VBE | #SBLTLIEE L,

class-map copp-system-p-class-exception (match-any)
match exception ip option

match exception ip icmp unreachable

match exception ipv6 option

match exception ipv6 icmp unreachable

set cos 1

police cir 150 kbps, bc 32000 bytes

2

COVSARBEICRII VTEhTEY, COVSATOROYTREEBEEZTRTENOTREEL, ICMPELEREENT Y M &IPF
T72aUNTY NOBREFIRIDREXANDZALEZRLTVET,

HREE

¢« FBEEBWREEICHL TCPUTHRHEFRLENRENBRNZ T4V ITO-NBHZIHESH ZHIELET,

DZADIR ALY~ - copp-system-p-class-redirect

CDUTA, BAOREICHERE B Precision TimeProtocol(PTR)ICBIEN TSNS 71 v U ESBLET, ChiZik, FH
FEHEFE224.0.1.129/320ONIFF Y ARNRST 74 Y9, UDPAR—K319/320N1_F Y ANKT 7 1Y U, & KUEthetype
OXBBF7TA EENE T,

class-map copp-system-p-class-redirect (match-any)
match access-group name copp-system-p-acl-ptp
match access-group name copp-system-p-acl-ptp-12
match access-group name copp-system-p-acl-ptp-uc
setcos 1

police cir 280 kbps, bc 32000 bytes

EI
-7

COUVZATOROYZ R, BULCABEATLEY, KLEENEEEZBRIL TVEVWT/NA ATOREIC D2 RN
HYET,

HREE

e JOVINREMEEREL., VOV INELKREENTVAR L ZBALET. PIPFNLANNILTFFYARKL
BIZF ¥ ARPTPE—RICHREE N, MAFEKICRECATVEVCEZ#ELET, ChBEAM RTA B ITHIR


https://www.iana.org/assignments/ip-parameters/ip-parameters.xhtml#ip-parameters-1
https://www.iana.org/assignments/ip-parameters/ip-parameters.xhtml#ip-parameters-1
https://www.iana.org/assignments/ip-parameters/ip-parameters.xhtml#ip-parameters-1

CEDVTHELENTHY ., RFT1YINRBEAIL—RNEBADAHEMEI HYET,
s BRIOVIVERBEADIXNTOPTPTNA ADKEREEZHAELE T, 7’'SYRNTA—LZEICERD 2D, TN
TOHA R EHIRBEICHE > TEE W,

2 2 AOpenFlow - copp-system-p-class-openflow

COUZAR, OpenFlowI—2 T2 hOEEE, OV MNO—ZEI-2J I MNEORNBITATCPEGICHEIDRNT 71V V%S
BLET,

class-map copp-system-p-class-openflow (match-any)
match access-group name copp-system-p-acl-openflow
set cos 5

police cir 1000 kbps, bc 32000 bytes

E/
7

COUOZATORAOYTIE, RYRND—=I0T7A#T—FA4F7 L -8RI EHICAMNO—FH S0 REBINICZEL
TRELBEVI—INOBBEICOBANDHEEN HY)ET

HREE

e XYKNIJ—ULETEEBRNZ7AVINRSNBVIE, LB MNO—FEI-JI2 NEOBEZHITET/NA
ANRShBVWIEZBABLET,

o L2RYRND—VIAREBRE (STPEERIL—T ) BV EEE2BELET,

CoPPROAYZORNZ TN a1—F42Y

CoPPERZRNZ TN 1—FT AT 32 -O0OHENOFIER. XOBEEZHBITZZETT,

- BEOXELEHH,
s REAOKNZZ714vo70—¢&, BBEZZUIBBEILESTRDRAMYTFORENEERLET,

e BOLLULVEEISALERNISZLESHZHML, BECHUTHRYIELET,

EEARE, ROBENREHEAEL L,

e TFNARR., RYKRT—IAOHBOTNAARAERBETEEREAN, O—NITEEFTEET,

o HERBVLANABOIL—T 1AV ITEhEBECIBMEATHEY ., RAMYFRF7FILRNT—RIIAE L THELET



o KRAREFIVITRE, =R IIAIpgZRITTERVCEN RENET, ARPFT—T N EFIVILEE, ¥
—RNI7IADOI MUIncompleteD EXICE) ET,

e T—RIUVIATHERENDMOINTORANIRG, BEOBERSHY) EtHA. T—MIITAEL THETDIACY
FOCPPEFIVITRE, BERNFET D LN RE N copp-system-p-class-normal & 7

<tfroot>

class-map copp-system-p-class-normal (match-any)
match access-group name copp-system-p-acl-mac-dot1x
match protocol arp

setcos 1

police cir 1400 kbps, bc 32000 bytes

module 1 :

transmitted 3292445628 bytes;

dr opped 522023852 byt es;

« ETSIL, BBOONYRFIVIILKY, ROVYTHFEMINULTITITATTHBENRENET,

c ChomiERKE. EYBARPRS 74Y VDO ROYTZ5ERL, Y—ERERHEESIERBITAREMEN BV E
Jo

COPPHHEEN I T A ( ZDHITIEARPE & Ucopp-system-p-classnormal ) ICEEERTSNERNRS T4 Y ONDEEEDBTH L
ZRATHENEETY, OSPF. BGPBREMD IV T AICEHETDIRNT 71V IRk, REICEBDIVTAILE TS, CoPPIC
&O2TRAOAYVTENERA, COFIVIRYIRZATDERICTDE, ARPOBENMOBBICHAARAT—REh, BRIHNSK
BELTVWR7ORNINICEEEZSZDTEMI B ET, LEAE, ARPFY Y INRAATIRNL, BEOEROLESHICEH
ENBVIHEE, BGPRENTCPEY a R TID AN HY ET,

o MBEZEESIIHBETSE®HIC, Ethanadlyzer, CPU-macA >/\ REFHER. CPUZ’'ORRZEQTI> NO—=ILTL—
UFIVIUERRTITREEHEBLET,

Ethanalyzer

COPPIZK P TRII VIENBRT T4V VRCPUILESNB RTZ 71 Y VOKICHENITSNB Iz, REEELY—ID1D
(& Ethandyzer © 9, DY — LIk TShakONexusRETH Y, A—N—NAYHFEZELERNS 74y 02F+SFr L TFO—
RTEET, £, 7ORIRAYE—BREENELZIEECEIK T MINEEFERATRHLETED LS, CPUTEZEE
NBRS 71V 0RHBITADLEONEERY —ILICEYET,

BAIC, Ethandyzery =LA —ZFI)IEYv S a > TCEEERTEINDEE, FEFIWAO 7 7AIILICEEENDIEEICA—/N—
NAHFICE>TREENDIARPR T 71V U EFARDCENHRENET, 71IIREFRZERLT, FYTFyZ2HEONZ
—OREEICRY)IADCENTEET, CNETSICEK, FEERRI7AILZEEMLET,



KL< HBEME. Ethandyze N AM Y FEBBIDIXNTORT7AYIEFYTFYLTLESZETT, FRANEOT—RT
L=2RZ7149 9@, F—2R—RNEON—RIITFTASICILE > TRAYFUIERERFIL—F 10 TEchd -8, CPUNDES
BTFETY, TOLYD, EthandyzeF Y 7F Y TCREECORNT TV UV ERRTERRA, T—3TL—2RNF T4 0%F Y
TF¥ I3, ELAMPSPANBREDHOY =)L EZFERATZ L EBBOLET, X ARPET (LRI TBICRE,

KOOIV REFALET,

ethanalyzer local interface inband display-filter arp limit-captured-frames O autostop duration 60 > arpcpu

EEBREART A IR

+ interfaceinband - SUPBETDORZ 71 v U ZIBLE T,
o display-filterap—BAE ©dtshak7 1 L2 Z2SBLET, FEALEDWireshak7 1 LEZNFZTFANShET,

+  limit-captured-frames 0 - #IfRZSBL £ F, OFEHRZRL. BIONTA—RIZK>TELEEND A, Crl+CIC&K2 T
FHTELEENDETHREET,

+  autostop duration 60 - Ethanalyzer 60 R ICELTEH ZEZRLET, ChiCKkV, CPUTHERENBARPRZ 71V Y
DOV DAF YT 3y NIERENET,

Ethanalyzer® H A&k, > arpcpuEERALTT =K7Y 221 L0774 NICUR AL I REh, FHTRETIhET, 60BEICF
Y 7F Y AT L. EthandyzeNBINICIKTLET. 77 M apcpud R4 Y FOT =R 792 2IHUET, COT—KTZ
YI1ZMBLTINY S h—h—2HETEET, fl:

show file bootflash:arpcpu | sort -k 3,5 | uniq -f 2 -c | sort -r -n | head lines 50

669 2022-05-10 10:29:50.901295 28:ac:9e:ad:5e:47 -> ff:ff:ff:ff:ff:ff ARPWho has10.1.1.1? Tell 10.1.1.2
668 2022-05-10 10:29:50.901295 28:ac:9e:ad:5e:43 -> ff:ff:ff:ff:ff:ff ARPWho has 10.2.1.1? Tell 10.2.1.2
668 2022-05-10 10:29:50.901295 28:ac:9e:ad:5e:41 -> ff:ff:ff:ff:ff:ff ARP Who has 10.3.1.1? Tell 10.3.1.2

CO74NRE, V—ARFER—=TY RHICETVWTAENEZSh, RICRI2P2E—B0—B (LEL. BRIIGER) CED
WTA VARV RAZEANTVRL, RRENLEREEBML, FRICADVNCETVTLELNSTICANER, RAD04DOHERE
RRLET,

CDTROFITIE, 0BURIZIAEDT/INA AN 56002 BT BDARPNTY REZELELE, ChSOFNA AR, REXZ (T
TVRTAEREOHDTFINAAELTHEENRTVET, 71L20BPIOFIICIK, BELEHEARICF Y TFYyI774ILTIOA
RYNDIBELEAAZR AOBHAFHMICRRIENET,

Ethanalyzery —)LIE A N RRZANIZHUTHELE TN, ChEFAREHNICASICANDBEE THAEZEBMITDENEET
T, BRAICE. N7y NEA—FILEEBL, NTY MNIZX—CrREETZT7OCABFRICEENDIZENHYET,
CoPPEHWRLIE, RZ7 4 Y U N Ethandyzer THRRBE B EICBELTT., ERFMEMLTVRHEETE, —BOKSZ 71V I
SlEHmEEBL, RV IL—RMNATHEHEEND D, CPUCNRENBZ RS 74y 0 70— %2BEBIIDICKRIEET,
Ethanalyzer TRRBEND RZ 71 Y VRCIRIERLTROY 7ENERT 74 Y I TREVESD, ChBEEXEVTT,

Ethanalyzerld. BETDINTOSUPRS 74 Y VXYY FIBLEDICEEECAERT7 AN ZELERZFYTFv71)LR2%BL



T, FA—TURATEATRIEETEERT, ChiF. NSTLNP21—F42J0770-F0—FHeL T, BRFREL TEAR
TEXT,

Ethanalyzer DEFMEFERFEICOVWTEK, T9ZAHIL/—K:

Nexus 7000 T® Ethanalyzer NS TN a—F 45 HA R

Nexus7’Z ¥ N7 #—ATEthandyzerZFR LAV RNOA—IILTL—BLOEF—RTL—" O RS T4 Y 95

%ﬁ 3¥:Nexus 7000C ik, 8. XJ— RUU—LLEIE, admin VDCZEN L T D &Ethanadyzer¥ + 7’F ¥ 2RI1TTE, IXTD
VDCASDSUPNTY RIS 74 Y UM IAKET, VDCEE DEthanayzerlk, 8XI—RIZEEFNRTVET,

CPU-MACA /N> RigEsHER

CPUILESNBRT 74V VICEETRD AN REFHERICE. 1N ROTXRXCPURT 7 1Y VICET 2 EET B
BHRAREBEENET, NS OKEFHERIE, O7 > R : show hardware internal cpu-mac inband StatlsTHRRTEE T, NIV RiF
BEOL—RNEE—VL—PMORIHBERICETZIEBRERHBLET,

show hardware internal cpu-mac inband stats’
Packet Statistics
Packets received: 363598837

Bytes received: 74156192058

Packets sent: 389466025

Bytes sent: 42501379591

Rx packet rate (current/peak): 35095 / 47577 pps
Peak rx rate time: 2022-05-10 12:56:18

Tx packet rate (current/peak): 949/ 2106 pps
Peak tx rate time: 2022-05-10 12:57:00

RANTSOTARELT, R=ATAVEERLTERITZ L E2BHMOLET, ChiF, RAVFEAVTSANTIFYOD
JBNZ K> T, HHANKE < E show hardwareinternal cpu-macinband stats 52 =TT, COTRBETIE, BEDELEERE
NDE—VEE, BEppsA T THB o, CNFEETT, ZOIY > R show hardwareinternal cpu-mac inband events (I,
E—UROERARLEREREICETRZTF—2NEEND L), BROSRELTERIBEET,

7O+ ACPU

NexusA A ¥ FELINUXR—ANT AT ALATH '), NexusOperating System(NXOS)IECPUZT U LY T T4 T AT 21—, YILFX

AT, BREFEATT—FTIFYOIIILFALY RIEZFALT, IXTOTOLANOLREZTIERAZRHBLET, LN
2T, ANAM VBT ULEBBEERLTVDDITRBYERA. EEL., #ENENST7 1Y IERNFRSsN2546K. BET
27O0CALHBILCEAET A, CPCUBIDTORY 7UY—RELTRREND ARSI B ET. CPUTOERADEBRDOD AT Y
72av hEERL, BEOTOLAOFEARNI GV E ROV REFEAL THEELET, show processes cpu sort |

exclude 0.0 or show processes cpu sort | grep <process>.

ZTOtACPU, 4 V/\ REEFHER, & &KTEthandyzer®RIEIC&KY), A—NNAFICE > THREREBEAhTWS7OEAERNS
74V OICHBTRRAENBSN, T2 L—0OBBICEHTIAEEN DT MA—LTL—2 KNS T7 14 Y U OMGHET
REMZDBITDIDICKRIEET, CoPPIIRBEXN__ALATHDEEZBMBIDENEETT, SUPLINVRENERNT T4


https://www.cisco.com/c/ja_jp/support/docs/switches/nexus-7000-series-switches/116136-trouble-ethanalyzer-nexus7000-00.html
https://www.cisco.com/c/ja_jp/support/docs/switches/nexus-7000-series-switches/116136-trouble-ethanalyzer-nexus7000-00.html
https://www.cisco.com/c/ja_jp/support/docs/switches/nexus-7000-series-switches/116136-trouble-ethanalyzer-nexus7000-00.html
https://www.cisco.com/c/ja_jp/support/docs/switches/nexus-7000-series-switches/116136-trouble-ethanalyzer-nexus7000-00.html
https://community.cisco.com:443/t5/networking-knowledge-base/using-ethanalyzer-on-nexus-platform-for-control-plane-and-data/ta-p/3142665
https://community.cisco.com:443/t5/networking-knowledge-base/using-ethanalyzer-on-nexus-platform-for-control-plane-and-data/ta-p/3142665
https://community.cisco.com:443/t5/networking-knowledge-base/using-ethanalyzer-on-nexus-platform-for-control-plane-and-data/ta-p/3142665
https://community.cisco.com:443/t5/networking-knowledge-base/using-ethanalyzer-on-nexus-platform-for-control-plane-and-data/ta-p/3142665
https://community.cisco.com:443/t5/networking-knowledge-base/using-ethanalyzer-on-nexus-platform-for-control-plane-and-data/ta-p/3142665
https://community.cisco.com:443/t5/networking-knowledge-base/using-ethanalyzer-on-nexus-platform-for-control-plane-and-data/ta-p/3142665
https://community.cisco.com:443/t5/networking-knowledge-base/using-ethanalyzer-on-nexus-platform-for-control-plane-and-data/ta-p/3142665
https://community.cisco.com:443/t5/networking-knowledge-base/using-ethanalyzer-on-nexus-platform-for-control-plane-and-data/ta-p/3142665
https://community.cisco.com:443/t5/networking-knowledge-base/using-ethanalyzer-on-nexus-platform-for-control-plane-and-data/ta-p/3142665
https://community.cisco.com:443/t5/networking-knowledge-base/using-ethanalyzer-on-nexus-platform-for-control-plane-and-data/ta-p/3142665
https://community.cisco.com:443/t5/networking-knowledge-base/using-ethanalyzer-on-nexus-platform-for-control-plane-and-data/ta-p/3142665
https://community.cisco.com:443/t5/networking-knowledge-base/using-ethanalyzer-on-nexus-platform-for-control-plane-and-data/ta-p/3142665
https://community.cisco.com:443/t5/networking-knowledge-base/using-ethanalyzer-on-nexus-platform-for-control-plane-and-data/ta-p/3142665

VIOTHXREETD S, RENTT, chid, FREhIERZEADNTTAVIL—NEREETHEIZL2T, A—\—
NAFOREUZREBEITDISICEFENTVET, IXTOROY SHFBEDCOPPITAEA VT TARNTIFYBRVUXRY
RO—ORFICEI<KRIAFAOHELICEEMNBETZ LS. BEEZRLTVDDEITE, NAFVELAROYITEHYEY
Ao ZORINICEK, —BHRBAR NEREBETEDZF—TTI7ATXBETEEDHIAZXNZXLN HD =8, BHREMNE/N
—ARNRUNILDEER, FEIETRENELA BAIESNIER—ATAUVEBAT, BRENBEARVNELREERARY
NEERZEYTHRITET., COPPRIBREICEEO7ORNINEHEICRSBENHY) ., HROLERICHUT, REZAEITS
HICERL, BENICRVBIMENHDEITEBELTLKEEV, ROYTHFRELLEBER. COPPAERETICRT 71y
ROYFUES, FLEEBEPHRELCRSELTINS 74y 02ROV ZULEAZHMLET, WVTIhOBEE, RREDT
L. A4V FEAOERANEBRARENI HIRENOFBLEBERBEEZIMIDETNAOXELZTMLET,

BINEHR

BENDTZY N7 A—L/IA—RTR, R—RMDIZ—F—RTL—2RZ 7149V I0DOCPUAND/NY MK, SPANA 5CPUA
NEBRERITTEET, ChiFBEE. \—RIIFL—KM4IBRECOPPICE > TAIRICL—M4IRENhET, CPUNDSPANDIEE
BERANSMEEEAETHN. CORFIXMTREYWEVWELR A,

COMEBEOFHMIZODVWTR, ROTIZHIL/—RE2ZHBLTSEEW,

Nexus 90007 5 R A4 —)LASIC NX-OS® SPAN-to-CPUZE B



https://www.cisco.com/c/ja_jp/support/docs/switches/nexus-9000-series-switches/215329-nexus-9000-cloud-scale-asic-nx-os-span-t.html
https://www.cisco.com/c/ja_jp/support/docs/switches/nexus-9000-series-switches/215329-nexus-9000-cloud-scale-asic-nx-os-span-t.html
https://www.cisco.com/c/ja_jp/support/docs/switches/nexus-9000-series-switches/215329-nexus-9000-cloud-scale-asic-nx-os-span-t.html
https://www.cisco.com/c/ja_jp/support/docs/switches/nexus-9000-series-switches/215329-nexus-9000-cloud-scale-asic-nx-os-span-t.html
https://www.cisco.com/c/ja_jp/support/docs/switches/nexus-9000-series-switches/215329-nexus-9000-cloud-scale-asic-nx-os-span-t.html
https://www.cisco.com/c/ja_jp/support/docs/switches/nexus-9000-series-switches/215329-nexus-9000-cloud-scale-asic-nx-os-span-t.html

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



