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CREATE A NEW COLLECTION

Mame

AnyConnect Module

Description Authorization Pre-request Scripts Tests Variables

This description will show in your collection’s documentation, along with the descriptions of its folders and requests.

AnyConnect Module

Descriptions support Markdow

ATY73: HILLWERDENMAUTH h—2 > %#HEB L TPOST/GET/PUTERZ2ZEA 3510
I, FIDAOOY 14 > POSTERZEK L FT, [Save] 2O UY I LET,




* s

0 requests

This collection
collection and

AnyConnect Module ¥

~»

Share Collection

Manage Roles

Rename dEE
Edit

Create a fork

Create Pull Request

Merge changes

Add Request

Add Folder



SAVE REQUEST

Requests in Postman are saved in collections (a group of requests),

Learn maoare aboul creating

Reguest name

Auth|

Request description (Optional)

escripbions support Marks

Lelect a collection or folder to save to:

Q

1 AmyConnect Module

Cancel Save to AnyConnect Module

POSTUOYIARNDAEAXIZEK, ROBHIEENTVIZENHYET,

Type raw - JSON ( 7 7' r—= 3 /json)
grant_type password

username FIDICOJ A 920N EBEE] —HE
password EEEI—HY—THIUMNBHERITSATVWE/NADT—R

POSTER : https://<FTDEEIP>/api/fdm/latest/fdm/token



POST * | httpsy10.197.224.82fapiffdm/latestfdm/itoken

Params Authorization Headers (9) Body ® Pre-request Script Tests Settings
none form-data wwww-formeurlencoded @ raw binary GraphQL  JS0OWN ~
14
2 “grant_type": “password",

3 "username": "admin",

4 "password”: “'ciscol23",
5 "scope™: H

6 "client_id": "=,

7 “client_secret®: "*

8 |}

WEDENICE, FIDE DB TPUT/GET/POSTERZIAE IR EHICHEAETNDT I EAN—7
VHEBENTLVET,

Body Cookies Headers (16) Test Results & Status: 2000K  Time: 610ms  Size: 1.52KB Save Response »
Fretty Raw Preview Wisualize JSON = 5 m Q
1 {
2 "access_token™: "eylhbGci0idIUzIINLI9.
eyJpYX0i0jEMDUI0TAWODISIANTY L I6 IaF KbWluT iwianRpl j oA ¥ 2ZNENDUBNZE tM] g oMy @xMWV AL TyMDT tOGY IMDOWYANLO TV T dwibmls] joxM j AINTRWMDGyLCI LeHA L0 EZMDULOTEAODISINI LZnd Le2hlb2 t Lk
V4O Ly ZXNBd CIGMTYWNTUSM j 04 j g4MCw id GO r ZWSUeXB1I joiSLdUKBF i Y2VzeyIsInVzZXIVAW LKL j o iMZYIYWZ1ZDCtM jMeN 180wV 1L TgyHDE tMW T 4MWIwMD T z2NWN AT iwid N 1e 1IvbGUi0 LI STAXFXBFETULOL iwi
b3JpZ2luljoicGFzc3dvem)ilCllc2VybaFtZSI6InFkbiWlulng. gzAt jAANW 23GzcsXM2-1-hUhb7Brbk3rECmRExUtps”
3 "expires_in": 1808,
a4 "token_type": "Bearer",
5 "refresh_token": “eylhbGoi0ilIUzIINLIG,

ey IpYX0i0jEIMDUL0TAWODIsInNIY iT6 InFkbWluI iwianRpI joiY2NmNDURN2ETM j gSMyBxMWV LLTkyMDT tOGY IMDOwYmN L0TVhI iw ibmImI joxN j AINTRwMDgyLCI leHA 10§ EZMDULI0TIBODIS InF j Y2V c1RvaZVuRX
hwaX ) 1cBFAT joxNj AINTkx0Dgy0DgwLC ly2WZy 2¥No0201bn0i018xLC 1802 ¢ Lb RS cGUL0LIKVIAFUmVmcaV zalls InVz ZX VAW LK joiM2Y 3YW2 120.c tM MEN 18wV 1L TgyHDE tMWI AMWIWMDT zNWNAT iwidiMNLlc v
BGUL0LISTAxXFXBFETULOI iwib3I0Z2 WIioicGFze3dvemDilCI1c2VvbaFtZSIGInFKbWLUING . MEFUBrEnZhWGRaoRaaUubuZ4BD ZUVKS-A X 2UEWImeI™

ATYT 4. BEOITIL=TR)>—0HM%EEB T 5 Get Group PolicyrequestZER L £
ROFICTRTRSIC, RFE1ZVVUYILET,



SAVE REQLIEST

Requests in Postman are saved in collections (a Broup of reguests),

Resguest msime

Gt Group Policy

Reguest desoription (Optianal)

LERLrIGESnd DupEin RUrE

Select a collection or folder 1o save 1o

Q

4  AmConnect Mod

LA D 3T XTHOGET/POSTERICHK L T, [Authorization] 2 7 I X DBEBRIEENT VI HEN S
WET,

Type AXT7ZKh—02

R—22 Auth POSTERZRITLTRZBLET I ERAN =D

GET REQUEST :https://[<FTD Management |P>/api/fdm/latest/object/ravpngrouppolicies

» Get Group Policy E Comments o Examples 0
GET hatpsii10.197.224,82/apifdmilatest/objectravpngrouppolicies m Save
Params Authorization @ Headers (E) Body Pre-request Script Tests Settings kies Code
TYPE O Head L | "

Bea -

Token eyIhb GO ILZT NI eyl pYXIOJEZMDL 1 OTAWO DIS InN TYIEImFR bWl uliwianRpljoiY ZNmNDUONZECMg Syl

WEOARXIZE, FNAALEREENATVRIXRTOIN—TRI—NFERRENET, FED
TN—TRIS—2EHTREDICTIN—TRI—DOIDAEARAENET,



Body Coockies Headers (17)  Test Results % Stows: 2000K  Time: 21Bms  Size: 472 KB Save Response -

Pretty  Raw  Preview  Visualize  JSON v mQ
1 f ®
2 “items': |
3 {

4 "wversion": "ijtc7iidSgloz",

5 "name": "DfltGrpPolicy”,

[ "banner”: null,

7 “dnsServerGroup”: null,

8 "defaultDomainName": null,

=] "gimultaneousLoginPerUser™: 3,

18 "maxConnectionTiseout": null,

11 "maxConnectionTimeAlertInterval™: 1,

12 "vpnldleTimeout": 30,

13 "wvpnldleTimeoutAlertInterval”: 1,

14 “ipvdlocalAddressPool”: 1,

15 "ipvblocalAddressPool": (],

16 "dhcpScope®: null,

17 "ipvdSplitTunnelSetting”: “TUNNEL_ALL",

18 "ipvBSplitTunnelSetting”: “TUMNEL_ALL",

19 "ipv4SplitTunne WWetworks": [1,

20 "ipvESplitTunne Metworks": [],

21 "splitDNSRequestPolicy™: “USE_SPLIT_TUNNEL_SETTING",

22 "splitDNSDomainList™: ™',

23 "scepForwardingUrl": null,

4 "periodicClientCertAuthenticationInterval®: 1,

25 "enableDTLS": false,

26 “enabledTLSCompression™: false,

27 "sslCompression™: "DISABLED",

28 "anahleSSl rekey": false, .

Body Cookies Headers (17)  Test Resuls @5 Status: 200 0K Time: 218ms  Size: 472 KB Save Response v

Pretty  Raw  Preview  Visualize BsoN v S m Q
59 4 r
1] "lc2t2sspzbfy?”,

Bl “name": “RA-VPN",

62 “banner': null,

63 “dnsServerGroup™: null,

64 “defaultDomainName”: null,

65 "simultaneousLoginPerUser": 3,

66 “maxConnectionTimeout™: null,

67 "maxConnectionTimeAlertInterval™: 1,
68 “vpnldleTimeout™: 38,

69 "vpnldleTiseoutAlertInterval™: 1,

78 "ipvdLocalAddressPool™: [],

71 “ipvblLocalAddressPool": [,

72 "dhepScope”: null,

73 “ipvdSplitTunnelSetting™: “TUNNEL_SPECIFIED",
74 "ipveSplitTunnelSetting™: "TUNNEL_ALL",
75 "ipwdSplitTunnelNetworks™: [

76 {

77 "wersion": "ne3zzudSspztm”,

78 “'name plit-acl”,
79 “id": "71b85ceb-27ba-1leb-9282-a5abdafI088c",
8@ "type": "netwerkobject"
81 }
82 1.
83 "ipveSplitTunnelNetworks": [,
a4 “splitONSRequestPolicy™: "USE_SPLIT_TUNNEL_SETTING",
85 “splitDNSDomainList" B
AR “seenForwardinallel™s anll. [
Body Cookies Headers (17)  Test Results Q Status: 000K Time: 218 ms  Size: 472 KB Save Response «
Pretty  Raw  Preview  Visualize  JSON v o W Q
Loy “resTrLCTYIN IOVLANLD S NukL,
109 "clientFirewallPrivateNetworkRules": null,
118 “clientFirewallPublicNetworkRules": null,
111 "browserProxyType"s “NO_MODIFY",
112 "proxy":
113 "servertost™: null,
114 "port”: null,
115 “type”: “serverhostandport"
116 h
117 "proxyExceptions™: [1,
118 "enabledAnyConnectModules”: [1,
119 "isEnablePeriodicClientCertAuthentication”: false,

128 "74b60cBe=2Tba=-11eb=-9202-594cb5chaldf", ]

121 “type": “ravpngrouppolicy”,

122 "links": {

123 “self": “https://10.197.224.82/api/fdn/latest/object/ ravpngrouppolicies/74b60cBe-27ba-11eb-9202-594ch5chaldf"
124 ]

125 i

126 1.

127 "paging": {

128 "prev": l].l

129 "next": [1,

138 "limit": 18,

131 "offset": @,

132 "gount": 2,

133 "pages”: @

134 ¥ —_—
135 }

TEZARL—>3 VAL, AMP, DART, 8&USBLEZ 1 —I)LOEAZRLET,

ATYT5: 7A7F7AINOT7 Y 7O— RERZEBLET, COARATYTR, 7O7 7ML EH



BLIBTED1-NICOIKMETT, filetoUploadto>a>Tc7O07 74N %7y 7O—KLT
<FEEV, [Savel] 20 )Y ILFET,

POST REQUEST: :https://<FTD Management IP>/api/fdm/latest/action/uploaddiskfile

EROAXICIEKE, 7A2—ALAF—RFERTAXICEMEN 7O 7AILTT7TAILNEENTVS
PBEANHVET, 7707 7 14 JLIE. AnyConnect Profile Editor for Windows%Z L THERK T B 2
ENXHYET

F—NEH EFileforetoUpload TH D HREHFN BV £T,

SAVE REQUEST

Hequests in Fostrman are saved In collections (a group of reqguests),

Hequest name

Upload Profile

Request description (Opticnal)

Drsoriprioms support Mok

Select a collection or folder to save to:

Q

4 AnyLonnect Module



https://software.cisco.com/download/home/286281283/type/282364313/release/4.9.04043
https://software.cisco.com/download/home/286281283/type/282364313/release/4.9.04043
https://software.cisco.com/download/home/286281283/type/282364313/release/4.9.04043

POST - hEtpsa0197.224. B2 aplifdmilatest/action/u ploaddiskrile m Save v

Params Authorization & Headers (10) Body # Pre-request Script Tests Settings
nong ® lorm-data x-wwwe-formeurlencoded raw binary GraphQL
KEY VALUE DESCRIPTION
fileTaUpboad -

Tiemt

WEOAXICE, BEITZED1-IIO7TO7 7ML ESRIDEHICEAETNDIATITAILE
FRENEXT,

Body Cookies Headers (17) Test Results & Staus: 200 0K Time: 325ms  Size: 911 B 5 P
Premy  Raw  Preview  Visualize IsoN D mQ
1 f |
2 "wersion”: null,
3 Wpamalts RGO -I046-TBG]
4 "fileName" CC 284
5 T "BOCCIBAB-2B97-11eb-0202-b710909 Lasp,
[ type": "fileuploadstatus®,
7 “links": {
8 “self": "https://18.197.224.82/api/fdm/latest/action/uploaddiskfile/69cc2@46-2897-11eb-9202-b71d489¢c1cf2. asp"
9 ¥
10 ) 1

AT Y 76:AnyConnect7A7 7 AN ZEFH T D EREZERLET. CORTY TR, 7O77 4
LERBETHEI 1L COABETT, RORICRT &S C[Save]£2 )Y I LET,



SAVE REQUEST

Requests in Postman are saved in collections (a group of requests).

| earn more about creating collections

Request name

AnyConnect F'rn::fite|

Request description (Optional)

Descriptions support Markdown

Select a collection or folder to save to:

Q

1 AnyConnect Module + Create Folder

Cancel Save to AnyConnect Module

POST REQUEST: https://<FDM IP>/api/fdm/latest/object/anyconnect clientprofiles

BEROAEXIZE, ROBEASENTLET,

name T77A4 )N EeHVOHITHRESR
diskFileName TYZ7O—R7O77A4IIDOPOSTIETEEL KfileName& — BT B 4 E;



7
anyConnectModuleType EZ1—LZAT7T—7ILICRENTVREYEED 1—-LIC—HITDHE
B anyconnectZ7 AT N7O774)

» AnyConnect Profile B comments ¢ Examples 0 =
POST - httpsyi10.197.224.82fapi/fdm/latest/object/anyconnectclientprofiles Send b Save | T
Params Authorization @ Headers (10) Body ® Pre-request Script Tests Settings

nonge form-data x-www-form-urlencoded @ raw binary GraphQL N T

1 {

2 “name: "AMP.asp";

3 PdiskFileName": "69cc2046-2897-11eb-9202-b71d409c1cf2. asp”,

4 [anyConnectModuleType™: "AMP_ENABLER",

5 ['type*: “anyconnectclientprofile®

B

WEOAX G, ZOTT7TAUNFTFNARCT YD 1EhBERBITETVREZRLTVET
o BETEBF/LERR, N—232, ID, BRVRATR., 7A774N&TIN—TKRI>—IC
NAVRIBDEDICKOFIETEALEY,

Body Cookies Headers (17)  Test Results &

EA
Pratty Raw Preview Visualize = mQ
1 vf |
2 ‘version™: “ciwogajhwvgxr”,
3 ‘name'': "AMP.asp",
4 ‘md5Checksum™: "8697131026bdbaféatTell9leBabell2”,
5 ‘description™: null,
& ‘diskFileName™: "69cc2@46-2897-11eb-9202-b71d492clcf2.asp”,
‘anyConnectModuleType™: "AMP_ENABLER",
8 *id": “eeff22c¢7-2898-11eb-9202-77elb953 fcdd",
9 "type": “anyconnectclientprofile”,
18 v "links": {
11 "self": "https://10.197.224.82/api/fda/latest/obiect/anvconnectclientprofiles/eeff22¢7=-2898=-11eb=-9202-77eBb953 fcdd™ |

ATYT6 :BBEOITIN—TRIS—IZIOTATFTNTO77A4IIETD 1—=)LEBMTSHPUTE
REEBRLET. XORICRITELSIC, [Save]2 VY UL ET,



SAVE REQUIEST

:\-Cn:||..' #3E 0 Pediman are Lineed of oleCiarTE (A ErOup o Fiuaeiii)

B et nume

Client Profile and Module

I B LT RGOSR [N

PUT REQUEST:https://<FDM IP>/api/fdm/latest/object/ravpngrouppolicies/{objld}

Objldik, AT Y 74TEELEZIDTT, ATYTATHEBLEBEETRIIN—TRI—OAEZE
EROAXICOAE—L., ROEHRZEML LT,

I9SA4AF>NTO7F740
BOATYZ7TEELE7O774IL0OBE, N—232, ID, BRTRAT,
DS4AF>NEDI-)

BHCTRRENHBDED1-IIOEFR, ED1-IILT—T7LHEEEAhTWREE>12<E
UCICTRILENHYET,



+ Client Profile and Module

PUT » | httpsi/i10.197.224.82/api/fdm/latest/object/ravpngrouppelicies/74b60c8e-27ba-11eb-9202-594cbScbaldf
Params Authaorization @ Headers (10} Body ® Pre-request Script Tests Settings
® none @ form-data @ xwww-form-urlencoded @ raw @ binary @ GraphQL  JSON w

14

2 “version": "Lle2t2sspzbfy7?”,

3 “name": “"RA-VPN",

4 "banner": null,

5 "dnsServerGroup": null,

6 "defaultDomainMame”: null,

7 "simultaneousLoginPerlUser": 3,

8 "maxConnectionTimeout™: null,

9 "maxConnectionTimeAlertInterval™: 1,

10 "vpnldleTimeout": 30,

11 "vpnIdleTimeoutAlertInterval”: 1,

12 "ipvdlocalAddressPool™: [],

13 “ipwGLocalAddressPool™: [],

14 "dhcpScope™: null,

15 "ipwaSplitTunnelSetting”: "TUNNEL_SPECIFIED",

16 "ipwBSplitTunnelSetting™: "TUMNEL_ALL",

17 "ipvdSplitTunneNetworks": [

18

19 | | “version": “ne3zzudsspztm*,

20 "name Split-acl”,

21 "id": "71b85ceb-27ba-1leb-9282-a5addafoe8Ec",

22 "type": "networkobject"

23 b

24 1.

25 "ipveSplitTunneNetworks": [],

26 "splitDNSRequestPolicy”: "USE_SPLIT_TUMNEL_SETTING",

27 "splitDNSDomainList" '

28 "scepForwardingUrl™: null,

29 "periodicClientCertAuthenticationInterval™: 1,

el "enableDTLS": false,

31 "enableDTLSCompression": false,

MR 5. mmesame e

+ Client Profile and Module

PUT

Params

@ none

*  hitps://10.197.224 B2/aplfidm/latest/object/ravpngrouppelicles/74b60cBe-27ba-11eb-0202-594chSchal df

Authorization @ Headers (10) Body ® Pre-request Script Tests Settings

) form.data @ xwww-formeuriencoded @ raw @ binary @ GraphQL  SOM ¥

N —
"enableClientDPD": false,
"clientDPDInterval: 3@,

"version": "c3wogaihvvgxr",

"clientProfiles": |
i

“AMP.asp"”,
eef22¢7-2898-11eb-9202-77e0b9531cd0",
"anyconnectclientprofile”
}
1,
"keepInstallerOnClient™: false,
"vpnTrafficFilteraCl": null,
"enableRestrictVPNToVLAN": false,
"restrictVPNTOVLANId": null,
"clientFirewallPrivateNetworkRules": null,
"clientFirewallPublicNetworkRules™: null,
"browserProxyType™: "NO_MODIFY",
rproxy”: {

"servertost”: null,

"port": null,

“type': “serverhostandport”
h

tions": []
bledAnyConnectModules'
sEnableFeriodic entlertAuthentication™:
¥id": *“74b6BcBe-2Tba-11eb-9202-594chb5cbaldf”,
"type": “ravpngrouppolicy”,

"links": {

"self": “https://10.197.224.82/api/fdm/latest/object/ravpngrouppolicies/74b6@cBe-27ba-11eb-0202-594cbSchaldf"

}

¥

B comments o Exi

B comments o Examples 0 ~

Cookies Cod

Beautify

BEOAXE, Z7ZO7F7ANEED 1A TIN—TRIZ—CERBCNA T RENZZEETR
LTWET,



Body Cookies Headers (17) Test Results ¢ |Time: 2715 Size: 275KB Save Response

Pretty Raw Preview Visualize |SON ¥ = wm
45 "glientDPDInterval”;: 38,

46 "clientProfiles™: [

47 {

48 “version": “c3wogajhvvgxr”,

49 “name": “AMP.asp”,

58 "id": "eeff22c7-2898-11eb-9282-77e8b953 fedd™,
51 “type": "anyconnectclientprofile”

52 e

33 1.

54 "keepInstallerOnClient™: false,

55 "wpnTrafficFilterACL": null,

56 "enableRestrictVPNToOVLAN": false,

57 "restrictVPNToVLANIA": null;

58 "glientFirewallPrivateNetworkRules": null,

59 "glientFirewallPublicNetworkRules®: null,

69 "browserProxyType™: “NO_MODIFY™,

31 “proxy”: {

62 "serverdost™: null,

B3 "port": null,

64 "type": "serverhostandport” -
65 }

66 "proxyExceptions”: [],

“snabledAnyConnectModules”: [

68 "'START_BEFORE_LOGIN",

69 "DART",

7% "'AMP_ENABLER"

71 1,

72 "isEnablePeriodicClientCertAuthentication": false.

E:ZOFIETE, SBLEZ1—J)LEZADIO—RTEET, SBLIE. anyconnectV 54 7T
RN7O77ALTEMCTRHLENHYET, cOF7OT 7 4Lk, [Devices] > [Remote
Access VPN ] > [Group Policies] > [Edit Group Policy] > [General] > [AnyConnect Client
Profile]lcBEBILT7 Y 7O—RTEET,

ATYTTFOMZRERAL TFNA ACEBHZREL Y. REPOEER, 7V 1E2hd07
ATRNT7OA77ANEED1I-IILERLET,

Pending Changes

0 Last Deployment Completed Successfully
17 Nov 2020 07:42 AM. See Deployment History

Deployed Version (17 Nov 2020 07:42 AM) Pending Version @ Leceno

o AnyConnect Group Edited: RA-VPN

- enabledAnyConnectModules[0]: DART

- enabledAnyConnectModules[1]: AMP_ENABLER

- enabledAnyConnectModules[2]: START_BEFORE_LOGIN
clientProfiles:

- AMP. asp

© AnyConnect Client Profile Added: AMP.asp

= anyConnectModuleType: AMP_ENABLER
- mdSChecksum: 8697131826bdbaf6abtiell9le8abel22

- diskFileName: 69cc2046-2897-11eb-9202-b71d409clcf2
= name: AMP.asp

MORE ACTIONS w CANCEL DEPLOY NOW

BANFRHMUERICFIDCLIZ T Y 2 1T hBRRE .

1--- RA VPN Configuration ---!



webvpn
enabl e out si de
anyconnect inmage di sk0:/anyconnpkgs/ anyconnect -wi n-4. 9. 00086- webdepl oy- k9. pkg 2
anyconnect profiles AMP.asp disk0:/anyconncprofs/AMP.asp
anyconnect profiles defaultClientProfile diskO:/anyconncprofs/defaultClientProfile.xml
anyconnect enabl e
tunnel -group-1ist enable

1--- Group Policy Configuration ---!
group-policy RA-VPN internal
group-policy RA-VPN attri butes
webvpn

anyconnect modules value ampenabler,dart,vpngina
anyconnect profiles value AMP.asp type ampenabler

B

FIDANDEEBEREEILET,

[Settings] > [VPN] > [Message History]lcBBL, AU O—REhEED 1—-)LOFHZEREL
S

o
& Cisco AnyConnect Secure Mobility Client = X

AnyConnect Secure Mobility Client

CISCO
Status Overview Virtual Private Network (VPN)
VPN Preferences Statistics Route Details Firewall Message History
15-11-2020 ~
21:49:41 Contacting 10.197.224.90.
Network 21:49:52 User credentials entered.

21:49:52 Please respond to banner.

. 21:49:54 User accepted banner.

Web Security 21:49:54 Establishing VPN session...

21:49:55 AnyConnect Downloader is performing update checks...
21:49:55 |Checking for profile updates...

System Scan 21:49:57 |Downloading AMP Enabler Service Profile - 100%

21:49:57 |Checking for product updates...

. . 21:49:58 |Downloading AnyConnect DART 4.9.00086 - 100%
Roamlng SECUFIWr 21:45:58 |Downloading AnyConnect SBL 4.9.00086 - 100%

21:49:59 Downl% AnyConnect AMP Enabler 4.9.00086 - 100%
21:50:00 I customization tes...
21:50:00 Performing any reguired updates...

21:50:11 The AnyConnect Downloader updates have been completed.
21:50:16 Establishing VPN session...

NZ7)L21—b

DZATFVREDZA-NLDAVAN—LVICETIEEE NS TN 1T 12 TF20IC,

DARTZUREL FT,


/content/en/us/td/docs/security/vpn_client/anyconnect/anyconnect42/administration/guide/b_AnyConnect_Administrator_Guide_4-2/troubleshoot-anyconnect.html#ID-1427-0000001e
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