ASAUE—BN POEAVPNIKE/SSL-/YAD
— REIEYI & RADIUS, TACACS, LDAP &
EOREDH

A&

BE
BIE&MY
2%
FHTRZAR—FK b
ERE
O—AHIILEREEZFER TS ASA
ACS 1—¥%&0O—AHJ) 1—Y
ACS 1 —%' & Active Directory 11—
RADIUS Z2H T ACS ZfEFH 9% ASA
TACACS+ ##H T ACS {95 ASA
LDAP & 0 ASA
SSL @ Microsoft LDAP
BXHARA NS EID LDAP L B
ASA & L2TP
ASA SSL VPN Client
ASA SSL Web R—& )L
ACS I—HDO/NAD—RZEE
o
N e Rl
B E B R

B=

CORFIXYNTE, BiwlC Cisco BREEFIUTA TTZATA(ASA) Z2FEALIEZY
T—KMT7O7EAVPN RZRILOBDHREI/NAT— REEREICOVWTHALET.,. 0
RFIXDBTR, REFRELTLERT,

- DZ4F > MNOFES : Cisco VPN Client $ &k T Cisco AnyConnect 217 EEU 7 4

- 27%%7°'OKM3JL : TACACS. RADIUS. Lightweight Directory Access Protocol ( LDAP )

. Cisco Secure Access Control System (ACS ) DEA&2ARNT : A—AIL B KV Active
Directory ( AD )

BIR S H
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ROEEICHT2ABN 6B EFERENET,

ANV RSA D AR —TIAA(CL) ZEAL = ASAREICEE T 5 H#
. ASA TO VPN R EICR 9 2 EAM 7 HE
. Cisco Secure ACS O E 72y 7z &0 55

FERATDIVR—F2 b
CORFIAYNOBRE, ROYTRIIFEN-RITTON—TaVIEETVTVET,

. Cisco B EX1VT A FTSATAR, N—=232 84 AR

- Microsoft Windows Server 2003 SP1

. Cisco Secure Access Control System, /N\—> 32 5.4 LA

- Cisco AnyConnect t¥17 EEUFT 1, N—232 31

. Cisco VPN Client, J1J—RA 5

CORFIXNDEHRIE, BEOSRREICHDTNAAICESIVTHEREhELE, COR
FAIXRNTEATIIXNTOTNARGE, FIA(F72)D ) REODREL SEBLTVET

o MRORY RD—UNEBRBHRTHBIHEICE. EOXSBOAVYRIZDOVTE, TOEEWN
Kﬂ’ﬂt‘_?b\'(’ﬁﬁ%h_ﬂﬁf:b‘cd‘o<M\Eb‘ZF)U?@“O

ggll

E

p:

COEITIAVTHERAEND AT ROFEMIZCDOVWTIE, Command Lookup Tool ( E§&1
—HERA)ZFEALTLKEZL,

debug AR RZFEATIELC. "TNYJ OXVROEERER, 2ZRBL K EZV

o

O—AILEBREZ2ER TS ASA

O—AICERENIZI—H DO ASA TR, NAT—ROBUHBRELF/NADT— ROEEHEE
EATE XL A, RADIUS, TACACS, LDAP, Fzi& Windows NT & EDINERH —/NA"REIC
BYET,

ACS 1—%¥&QO—AH)l 1—¥

ACS T, O—ANICERENLEI—HIERTINAT—ROBHERE/NAT— ROEE#EE
DEBZYR—NLTVET, L&A, HILERE N LI FREOTA2TIERICNA
D—REZZXEIZLOMHFILLY, BELEBNETAHIV RN ZEMIILEYITIZENTER
EE


//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do
/c/ja_jp/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
/c/ja_jp/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

» S My Workspace

¢ 1 Metwork Resources

Identity Groups

= Internal Identity Stores

Users
Hosts

+ External ldentity Stores

LOAP

Active Directory

RSA SecurlD Token Senvers

RADIUS Identity Servars
Certificate Authorities
Certificate Authentication Profile
Identity Store Sequences

» B Policy Elements |
» [ Access Policies

» ..l Monitofing and Reports
» %, System Administration

Users and kdentity Stores > internal identity Stores > Users = Create

Genearal

o Mame: cisco Status: Enabled -~ O

Description:

& ldentity Group: All Groups

Account Disable

| Dizable Account if Date Exceads: 2013-Dec-01 Bl tyyyy-Mmm-dd)

Password Information
Password muskt
+ Contain 4 - 32 characlers

2 Password Type: Internal Usears

o Password: EEEEE

o Confirm Password:
[¥] Change password on ned login

User Information

There are no additional identity atiributes defined for user records

INTOI—HONAT—R RV —ZRETEET, L&A, NAT—ROBIERI N
PEI-HTHIVREEDCLEY (OJA#gERLTI/OY Y ), NATD—RZZEETS
723V EBRLIEVTDENTERT,



system Administration = Users =» Authentication Settings

Account Disable

@ Mever

Disable account if;
Date Exceeds: E[m’y—rﬂmm—dd}
Days Exceed:

Failed Attempts Exceed:

Reset current failed attempts count on submit

Password History

Password Lifetime

Users can be required to periodically change password

| If password not changed after 60 days :

Disable user account

@' Expire the password

Display reminder after days

Password must be different from the previous 1 versions

A—YEBEOREFITO—NILREL) EBEETNET,

ACS-RESERVED-Never-Expired l& 1—% ID ORNEPEHET T,




System Administration > Configuration > Dictinaries » idertity > rternal Users > Edit: "ACS-RESERVED-Never-Expired”
D Bl i

General
o Aftribute:; |ACS-RESERVED-Never-Expirad

Description: |

| Attribute Tvpe
- Aftribute Type: Boolean
s System Administration Default Value: [False =]

Attribute Configuration
[ Add Palicy Condition
Palicy Condition Display Nim&:|

& = Required fields

Internal U'sers

COBRBMBRI—FICL>TEMIEH, JO-—NLTHAIDY NOBMBROREZEMIZITS I
OICEATEERT, JO-NILRID—CL>TEMIIENDFETE, COREZFEATRE
TOTHAIY NEEMCEY) XA

P TR

General

o Name: [eisco Status: Enabled (v| ©

Description: |

« Identity Group: [All Groups Select I
Account Disable

O Disable Account if Date Exceeds: [2013-Dec-02 i (yyyy-Mmm-dd)
Password Information

Password must

» Confain 4 - 32 characters

« Password Type: |Internal Users Select |
# Password: |

& Confirm Password: |

O Change password on next login

User Information
ACS-RESERVED-Mever-Expired: Trug f'l

& = Raquired fialds




ACS 1—H & Active Directory 1—4

ACSIE. AD F—ER—ATI1—HEERITDRSIZHRETEEXT, Microsoft F¥L > /\>
RTAOFLH7ORNIN IN—23> 2( MSCHAPV2 ) 2R T 2EE. NAT— ROEMER
ENAD—ROEENYR—RENET, FHICDOWVWTIE, TCisco Secure Access Control
System 5.4 11— 74 Ry ® "ACS 54 TOFREE,) cHhd "RAZ7ORIILE IDARNTOE#R
M, 2SRBLTLSEZL,

ROETHPTDELDIC, ASA TR, NAD—REE#EEZFHL T MSCHAPV2 A 5&HI8 (2 fF
PN3dELDIC ASA ZERETEZET,

ACSIERXA> A MAO—Z (DCYDFALIRNIICEHKL TNAT—RZEETHEIC,
Common Internet File System ( CIFS ) 8 d>E1—T 1V IVRES LT UE—K 7O —2
¥ J—JL (DCE/RPC) ®O—)LZEAL %7,

80 192.168.16, 152 10.48,66, 128 SAMR 324 ChangePasswordUser2 request
83 10.48.66,128 192,168, 10,152 SAMR 178 ChangePasswordUser2 response
4

Frame 80: 324 bytes on wire (2592 bits), 324 bytes captured (2592 bits)

Ethernet IT, Src: CadmusCo 65:a8:ff (08:00:27:65:a0:ff), Dst: 62:9d:c3:ad:c4:c8 (62:9
Internet Protocol Version 4, Src: 192,.168.18.152 (192.168.10.152), Dst: 10.48.66.128
Transmission Control Pretocol, Src Port: 35986 (35986), Dst Port: microsoft-ds (445),
[2 Reassembled TCP Segments (806 bytes): #79(536), #80(270)]

NetBIOS Session Service

SME (Server Message Block Protocol)

SME Pipe Frotocol

Distributed Computing Environment / Remote Procedure Call (DCE/RPC) Request, Fragment
= SAMR (pidl), ChangePasswordlUser2

Operation: ChangePasswordUser2 (55)

[Response in frame: 83]

Encrypted stub data (672 bytes)

v v v v T v v v v

ASAF AD/NAT—REZZETS1-9IC RADIUS & TACACS+BADO7ORINZFEALT
ACS ICEBITERT,

RADIUS ##H T ACS 293 ASA

RADIUS 7O RN RNATD—ROBMBARELFI/NAT—ROZEEEZRAT 1T THR—KNL
TWEBA., BF. Password Authentication Protocol ( PAP ) [& RADIUS TfEFEhET, ASA
FEI1—HYBENAD—RETL—2 FTFARNTEEFEL, /NAT—RIE RADIUS RERZZFEH
LTHES{tEhEzT,

—MRNE>F VAT, I—FONADT—RFFBRTINICES &, ACS [F ASA (C Radius-Reject
XVtE—TZBLET, ACSIZRRIRODKSIZRTENETT,


//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.4/user/guide/eap_pap_phase.html#wp1014889
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.4/user/guide/eap_pap_phase.html#wp1014889
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.4/user/guide/eap_pap_phase.html#wp1014889
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.4/user/guide/eap_pap_phase.html#wp1014889
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.4/user/guide/eap_pap_phase.html#wp1014889

Authentication Summary

Logged At: October 2,2013 5:24:52 446 AM
RADIUS Status: Authentication failed : 24203 User need to change passwaord
MNAS Failure:

Username: CISCO

MAC/IP Address: 192 168.10.67

Metwork Device: ASAI - 192.166.11.250 -
Access Senvice: Default Network Access
l[dentity Store: Internal Users

Authorization Profiles:

CTS Security Group:

Authentication Method: PAP ASCI

ASA Tl&, ChiFEHi% Radius-Reject XY 2—>2TH'Y), REAICKBLET,

COREEEERTDEHIC, ASA TlE. tunnel-group % T password-management 1Y > K%
FEHATEET,

tunnel-group RA general-attributes
authentication-server-group ACS
password-management

password-management Y > Ri&, PAP Tl7%&< MSCHAPV2 #FadiBlf(C ASA THEAET hD &K
5 |C Radius-Request TEIEZZEEL £7,

MSCHAPV2 ZORJLNE/NAD—ROBRINAB LP/NAD—ROZEZHR—MLTVET
o TDI®H, Xauth 7 T—XFIZ VPN I—HFHFHFED tunnel-group ICF7 IV ATBE, ASA IC
& % Radius-Request [ MS-CHAP-Challenge €& 3 k3 IC V) £,

= Attribute Yalue Pairs
» AVP: 1=7 t=User-Name(l): cisco
> AVP: 1=6 t=NAS-Port(5): 3979366400
b AVP: 1=6 t=Service-Type(6): Framed(2)
> AVP: 1=6 t=Framed-Protocol(7): PPP(1)
» AVP: 1=15 t=Called-Station-Id(30): 192.168.1.250
# AVP: 1=15 t=Calling-Station-Id(31): 192.168.10.67
b AVP: 1=6 t=NAS-Port-Type(61): Virtual(5)
b AVP: 1=15 t=Tunnel-Client-Endpoint(66): 192.168.10.67
= AVP: 1=24 t=Vendor-Specific(26) v=Microsoft(311)
» YSA: 1=18 t=MS-CHAP-Challenge(1l): 205d20e2349fe2bbl5e3ed5c570d354c
= AVP: 1=58 t=Vendor-Specific(26) v=Microsoft(31l)
» VSA: 1=52 t=MS-CHAP2-Response(25): 0000fb52f2f8dcc50b0fe2aa7ob2cdd428
» AVYP: 1=6 t=NAS-IP-Address(4): 192.168.11.250
> AVP: 1=34 t=Vendor-Specific(26) v=Cisco(9)

INAD—RZZETHDLENHBD N ACS TRBENSE, MSCHAPV2 T5— 648 @
Radius-Reject XY —I A RENh&E T,



v Attribute Value Pairs
v AVP: 1=57 t=Vendor-Specific(26) v=Microsoft(311)
P VSA: 1=51 t=MS-CHAP-Error(2): \O00E=648 R=0 C=20"

ASA FZEDXY E—T&FHEL . Cisco VPN Client A 5L W/NNAT—RZERTB1-oHI(C
MODE_CFG ZfERAL &7,

Oct 02 06:22:26 [IKEvl DEBUG]Group = RA, Username = cisco, IP = 192.168.10.67,
Received Password Expiration from Auth server!

Cisco VPN Client I, ILWINXAD—ROANERDDZDAATOATRY DANFRRIENET,

& status: Disconnected | VPN Client - Version 5.0.07.0290 o (|3 | 22 |

Connection Entries  Status Certificates Log Options Help

S =) i%g Eﬁi EEQ N

Cancel Connect Mew Impart Modify Delete CISCO
Connection Entries l Certificates l Log ]

| Connection Entry | Host | Transport
152 168.1.250 192 168 1.250 IPSec/UDP
&) VPN Client | User Authentication for "192.168.1.250" @ :Eg:gjﬂgﬁ
Your password expired :i’iﬁ?ﬁ;P
aliei]yy New Password: | IPSec/UDP
A Confirm Password: | Foee/LF
DK Cancel
4 | B
Authenticating user... AN ENERNEEN

ASA & MS-CHAP-CPW & & T* MS-CHAP-NT-Enc-PW R4/ O—R (HILWINRAD—R) && %
2Bl ® Radius-Request ZIXEL &7,



P AVP: 1=15 t=Calling-Station-Id(31): 192.168.10.67
b AVP: 1=6 t=NAS-Port-Type(61): Virtual(5)
P AVP: 1=15 t=Tunnel-Client-Endpoint(66): 192.168.10.67
v AVP: 1=42 t=Vendor-Specific(26) v=Microsoft(311)

P VSA: 1=36 t=MS-CHAP-NT-Enc-PW(6): 060000034d57f459fe6d4875c
v AVP: 1=255 t=Vendor-Specific(26) v=Microsoft(311)
P VSA: 1=249 t=MS-CHAP-NT-Enc-PW(6): 0600000la3a32falcad97b38
AVP: 1=255 +t=Vendor-Specific(26) v=Microsoft(311)
P VSA: 1=249 t=MS-CHAP-NT-Enc-PW(6): 0600000275b374dfc58148f6
AVP: 1=24 t=Vendor-Specific(26) v=Microsoft(311)
b VSA: 1=18 t=MS-CHAP-Challenge(1l): 5f16e4b7338b4b8117b50896
AVP: 1=76 t=Vendor-Specific(26) v=Microsoft(311)
b VSA: 1=70 t=MS-CHAP2-CPW(27): 07004efba53521c47b1046bbcas51
P AVP: 1=6 t=NAS-IP-Address(4): 192.168.11.250
P AVP: 1=34 t=Vendor-Specific(26) v=Cisco(9)

q

q

q

ACS FER##L . MS-CHAP2-Success & & £ |Z Radius-Accept ZIRL £ 9,

< AVP: 1=51 t=Vendor-Specific(26) v=Microsoft(311)
P YSA: 1=45 t=MS-CHAP2-Success(26): 00533d324144414

ACS T 24204 Password changed successfullys; AL R—h&h, COEBEZERTEETT,



=i/Steps
11001 Received RADIUS Access-Request
11017 RADIUS created a new session
Evaluating Service Selection Policy
15004 Matched rule
15012 Selected Access Service - Default Network Access
15006 Matched Default Rule
15013 Selected Identity Store - Internal Users
24214 MSCHAP is used for the change password request in the internal users identity store.
24212 Found User in Internal Users IDStore
24204 Password changed successfully
22037 Authentication Passed
15006 Matched Default Rule
Evaluating Exception Authorization Policy
15042 No rule was matched
luati rization Poli
15006 Matched Default Rule
15016 Selected Authonzation Profile - Permit Access
22065 Max sessions policy passed
22064 New accounting session created in Session cache
11002 Returned RADIUS Access-Accept

ASA FFBREANEEICTD e ZLR—K L, 94V E—R(QM) Z7OLARZHATLET

o

Oct 02 06:22:28 [IKEv1]Group = RA, Username = cisco, IP = 192.168.10.67,
User (cisco) authenticated.

TACACS+ ##H T ACS 29 % ASA

E#k(C. TACACS+ Z/NAD—ROBRMHBRE/NATD—ROZEEIZFEATEE T, ASA TR
MSCHAPV2 Tl 7 < ASCIl OFREER A 7" T TACACS+ Z T % 1% . password-management
BRELEHYEEA,

BHONTY MRBE N, ACSBEHLWNRADT—RZERLET,



v Decrypted Reply
Status: 0x3 (Send Data)
Flags: 0x01 (NoEcho)
Server message length: 20
Server message: Enter new password:
Data length: 0

Cisco VPN Client IZ, iLWISAD—ROANERH DL A FOIKRY VA (RADIUS A ERT
BPEAATOTEREBRYET ) FRTR"EhET,

& status: Disconnected | VPN Client - Version 5.0.07.0290 o || & || 22|
Connection Entries  Status Certificates Log Options Help
T
3 5 il
Cancel Cannect Mew Impaort Madify Delete CISCO
Connection Entries l Cerfficates ] Log ]
| Connection Entry | Host | Transport
152.163.1 250 152.163.1.250 IPSec/UDP
i i IPSec/UDP
G VPN Client | User Authentication for "192.168.1.250" @ IPSec/LIDP
IPSec/UDP
Enter new password: IPSec/UDP
IPSec/UDP
il I lil I L] H ) ||
cISCoO E3ponse. IPSec/UDP
QK Cancel
* [
Authenticating user... ANEEEEEEENEEEEEEDN

ACS F#FIHRNAT— ROBEZERLET,

v Decrypted Reply
Status: 0x3 (Send Data)
Flags: 0x01 (NoEcho)
Server message length: 33
Server message: Enter new password confirmation:
Data length: ©

Cisco VPN Client IZTEFERY AN RIRENET,



& status: Disconnected | VPN Client - Version 5.0.07.0290 o ||= | &= |
Connection Entries  Status Certificates Log Options Help
_ £ = b=
S il
Cancel Connect Mew Import Modify Delete CISCO
Connection Entries lCert'rfil:ates ] Log ]
| Connection Entry | Host | Transport
152 168.1.250 152 168.1.250 IPSec/UDF
i i IPSec/UDF
& VPN Client | User Authentication for "192.168.1,.250" = IPSec/UDP
o IPSec/UDF
Enter new password confimation: IPSec/UDP
IPSec/UDF
alin Response: ||
cisco - IPSec/UDF
QK Cancel
4 | B
Authenticating user... ENNEEEREEER

BEAELWVEE, ACSRERICFEANTThhizC&ZLAR—MLET,

v Decrypted Reply
Status: 0x1 (Authentication Passed)
Flags: 0x00
Server message length: 0
Data length: 0

ACS BRI, NAD—RAERBICEEENLEARY N 2OTICRELET,



Evaluating ldentity Policy
Matched Default Rule
Selected Identity Store - Internal Users

Looking up User in Internal Users IDStore - cisco
User need to change password

Found User in Internal Users IDStore

Invalid workflow sequence type

TACACSH will use the password prompt from global
TACACSH configuration.

Returned TACACSH+ Authentication Reply
Received TACACS+ Authentication CONTINUE Request
Using previously selected Access Service

ldentity Policy was evaluated before; Identity Sequence
continuing

Looking up User in Internal Users IDStore - cisco

User need to change password

Found User in Internal Users IDStore

TACACSH+ ASCI change password request.,

Returned TACACS+ Authentication Reply

Received TACACS+ Authentication CONTINUE Request
Using previously selected Access Service

Returned TACACSH+ Authentication Reply

Received TACACSH+ Authentication COMTINUE Request
Using previously selected Access Service

Identity Policy was evaluated before; Identity Sequence
continuing

PAP is used for the change password request in the
internal users identity store,

Found User in Internal Users IDStore
Password changed successfully
Authentication Passed

ASA DTNV TIZ, KT O ALK ERAN ERICITOMLECENRTENET,

Oct 02 07:44:40 [IKEv1l DEBUG]Group = RA, Username = cisco, IP = 192.168.10.67,

Received challenge status!

Oct 02 07:44:40 [IKEv1l DEBUG]Group

E

Username = cisco, IP

process_attr(): Enter!

Oct 02 07:44:40 [IKEv1l DEBUG]Group = RA, Username = cisco, IP = 192.168.10.67,

192.168.10.67,



Processing MODE_CFG Reply attributes

Oct 02 07:44:40 [IKEvl DEBUG]Group = RA, Username = cisco, IP = 192.168.10.67,
Received challenge status!

Oct 02 07:44:40 [IKEvl DEBUG]Group = RA, Username = cisco, IP = 192.168.10.67,

process_attr(): Enter!

Oct 02 07:44:40 [IKEvl DEBUG]Group = RA, Username = cisco, IP

Processing MODE_CFG Reply attributes.

Oct 02 07:44:41 [IKEv1]Group = RA, Username = cisco, IP = 192.168.10.67,

User (cisco) authenticated.

CONADT—ROEERF ASA ICH UL TERICEBNICTONET, ERNTY NEBBENTY B
RS FERAETNDLH TACACS+ Y2 a2RBDULRSBYRT, ChIE VPN IZAT >
hNTEEh, NAD—RZZEEIZI—HICRRENET,

192.168.10.67,

LDAP ##B® ASA

INATD—ROBEPHRE /N AT — ROZE [ Microsoft AD & Sun LDAP H—/\OAF—Y TxEL
L:-U-df__ F‘EE *lgETIO

NAD—RZZETDE, Y—/N& Terror =773, T Tbindresponse = invalidCredentials ; &R
LET, cOIZ—R@F. I—FHFNAD—RZ2VEY NTEIUENfN BB EZRLET, BB
BIZ—1—RICERXRODEISBEDODHNDHYET,

IZ—1—RIZ—

525 User not found

52e AAENBEWTT

530 Not permitted to logon at this time

531 Not permitted to logon at this workstation
532 Password expired

533 Account disabled

701 Account expired

773 User must reset password

775 d1—%TF7hors00Ov 9

LDAP H—NZ/ZEL & T,

aaa-server LDAP protocol ldap
aaa-server LDAP (outside) host 10.48.66.128
ldap-base-dn CN=USers,DC=test-cisco,DC=com
ldap-scope subtree
ldap-naming-attribute sAMAccountName
ldap-login-password *****
ldap-login-dn CN=Administrator,CN=users,DC=test-cisco,DC=com
server-type microsoft

tunnel-group & & Uf password-management #EETZ NHREEZFALE T,

tunnel-group RA general-attributes
address-pool POOL
authentication-server-group LDAP
default-group-policy MY
password-management

NAD—REENVEICED ADI—HZHRELET,



cisco-test Properties E

Published Certificates | Member OF | Diakin | Object | Security
Em-'ircunmentl SEESiDHSI Remate n::u:untn:ull Terminal Services P'ru::filel COMM+
eneral I Address  Account | Prafile I Telephohes I Organization

Uzer logon name:

(@test-cizco.com j

Uzer logon name [pre-windows L000]:
[TEST-CISCOY cisco-test

Logon Hours... LogOn To..

[T dccourt iz lacked out

Account options:

W Uszer must change pazsword at next logon -

[ Uszer cannot change password

[ Pazsword never expires

[ Store password using reversible encyption ll
—Account expires

¥ Mever

™ End of; Saturday |, Movember 02, 2013 |~

aFk. I Cancel Spply

J1—%AH Cisco VPN Client 2L LS ETBHE, ASA IFEIZ/NAT—REZLAR—NLET,

ASA (config-tunnel-general)# debug ldap 255
<some output ommited for clarity>

[111] Session Start
[111] New request Session, context 0xbd835cl0, regType = Authentication
[111] Fiber started
[111] Creating LDAP context with uri=ldap://10.48.66.128:389
[111] Connect to LDAP server: ldap://10.48.66.128:389, status = Successful
[111] supportedLDAPVersion: value = 3
[111] supportedLDAPVersion: value = 2
[111] Binding as Administrator
[111] Performing Simple authentication for Administrator to 10.48.66.128
[111] LDAP Search:
Base DN = [CN=USers,DC=test-cisco,DC=com]
Filter = [sAMAccountName=cisco-test]
Scope = [SUBTREE]
[111] User DN = [CN=cisco-test,CN=Users,DC=test-cisco,DC=com]

[111] Talking to Active Directory server 10.48.66.128
[111] Reading password policy for cisco-test, dn:CN=cisco-test,CN=Users,



DC=test-cisco,DC=com

[111] Read bad password count 2

[111] Binding as cisco-test

[111] Performing Simple authentication for cisco-test to 10.48.66.128
[111] Simple authentication for cisco-test returned code (49) Invalid
credentials

[111] Message (cisco-test): 80090308: LdapErr: DSID-0C090334, comment:
AcceptSecurityContext error, data 773, vece

[111] Invalid password for cisco-test

ERBHABURIBE. 52 T7—HNRRENET,

[110] Message (cisco-test): 80090308: LdapErr: DSID-0C090334, comment:
AcceptSecurityContext error, data 52e, vece

XIZ. Cisco VPN Client E/NAT—ROZEZERLET,

& status: Disconnected | VPN Client - Version 5.0.07.0290 | o || & || 28 |
Connection Entries  Status Certificates Log Options Help

@ % i

Cancel Connect Mew Import Maodify Delete CISCO
Connection Entries l Cerificates l Log ]

| Connection Entry | Host | Transport
152.168.1.250 152.168.1.250 IPSec/IUDP
i 7 IPSec/UDF
€3 VPN Client | User Authentication for "192.168.1.250" = IPSec/LIDP
IPSec/UDP
You need to change your password IP;:::.-"'UDP
Enter new password {minimum length 7 characters):
IPSec/UDF
vt]iei]r, New Passwond: || IPSec/UDP

cIsco Confirm Passwaord: |

K Cancel |

i

1

Authenticating user...

CORATOATRY VAIZRRIS—HERREND -, TACACS £/2lF RADIUS ' ERAT S
FATOTEREBYVET., cOBlORIS—TR, NAT—ROFPIRIEF 7XFTT,

A—YHFNAD—RZZEETRE, COIZ— XY E—IAH LDAP H—/\H 5 ASA ICRREh
DABEMEA B KT,

[113] Modify Password for cisco-test successfully converted password to unicode
[113] modify failed, no SSL enabled on connection

Microsoft RS —TEENAD—ROEBICEFIT7 YTYNLAY (SSL) ZFERATHIHEN
HET, REZEELET,

aaa-server LDAP (outside) host 10.48.66.128
ldap-over-ssl enable

SSL ® Microsoft LDAP



F7#)LNT, SSL ZH® Microsoft LDAP [F#EEL T A, COMEEZBMICTSICE, IEL
WE—DHREZFALTIOEI—ZOT AT NOEBAEZA VAN =L TIHEN HYET
o EFMEIZ DV TIEX. THow to enable LDAP over SSL with a third-party certification authority ( 4
— RNN—FT 4 OSEEAMEI A" SSL XD LDAP Z8MICT D HE ) 4 ESRLTLKEE L,

ASA (& LDAP GEBAEZRILL BV o, FIAERECERMHAETYT., BETHIHELROER
D FHIC DV TIE, Cisco Bug ID CSCui40212 @ TAllow ASA to validate certificate from LDAPS
server (ASA T LDAPS 4 — /XA S DOFEAE DRI ZFTFA TS )1 ZZRLTSEZL,

X IACS F/N—232 55 LT LDAP GIRAZE ZKRFALL £ T,

AAEZA AN —ITBICE, mmec OV —)LZB\T. [Add/Remove Snap-in] ZZERL .
SEEAEZEML =5, [Computer Account] Z1ZIRL £ 7,

plodo/Removesnapin _________________HE
4 Standalone | Extensions |

i Lise this page to add or remave & stand-slons snap-in fram the consols,

- d Updates

ve Tooks

Snap-ins added to: [y Console Root | '*_'Il i

Add Standalone Snop-n

Aovalable standalone snap-ins:

This snap-in vall always manage cedificates for;
Snap-in
42 NET Framework 1.1 Confi € My user account
“ZActive Directory Domains ¢ Service account
?ﬁ'.ﬁ.\:tm& Directory Skes and = m
t:f*.ﬁ.-:t'r'-'e Directory Usars and
[ | ehactivex Control
<3 AD5I Edit
T4 authorization Manager
L certificate Templates
EPCertificates
Lﬁ:lcmrmm Authority

[ Description
- The Certificates snap-in allow:
certificate stores for yourself,

¢ Back Nest » Cancel I

[Local computer] ZZ#IRL, BAARNTICHBAEZA R—NL T, BEETBRIR/ (CA) 2
FEAARNTIIBHLET, AAENGHEE N TVWAIEEZRIELET,


http://support.microsoft.com/kb/321051
http://support.microsoft.com/kb/321051
https://tools.cisco.com/bugsearch/bug/CSCui40212

“In Consolel M[=]1E3

Fle Action View Favorites Window Help

e~ A Y BXEFR @@ |

Certificate

e A 2 '
in Console Root' Certificates (Local Computer )y P ET I Detads r@m

[ Console Root | Issued To /
=1 P Certificates (Local Comg | [Elwin2003-mga.test-ci Certification path
=[] Personal & rac
‘Y Certificates (=] win2003-mga.test-cisco.com

.

-+

3-[] Trusted Rook Certifi
1] Enterprise Trust
1] Intermediste Certifi
(] Trusted Publishers
1] Untrusked Certificat
[_] Third-Party Root Ce
11 Trusted People

(L] Certificate Enrolime:
+ 5P

s B s s B s O s )
L s |

mor

0 — 3| KY Yiew Certificate

Personal store contains 1 certificate,

# Domain Controller & Directory Certificate status:
This certificate is OK

Dornain conbrolers use Active Directory bo manage
resources such as users, computers, and apphicatic

oF.

ASAN—232 842 CBENTHHY), SSLIZATLDAP ZHEALKSETRDECDIT—HIR
ThDAREELI BN XTI,

ASA (config)# debug ldap 255

[142] Connect to LDAP server: ldaps://10.48.66.128:636, status = Successful
[142] supportedLDAPVersion: value = 3

[142] supportedLDAPVersion: value = 2

[142] Binding as Administrator

[142] Performing Simple authentication for Administrator to 10.48.66.128
[142] LDAP Search:

Base DN = [CN=Users,DC=test-cisco,DC=com]
Filter = [sAMAccountName=Administrator]
Scope = [SUBTREE]

[142] Request for Administrator returned code (-1) Can't contact LDAP server

ASANN—2 32 913 TREURETELSHELET, 2 DO LDAP Y>3 HFHVET,
B0ty a2 iEd—R 773 ( Password expired ) D TZ—%EL, 2FBOEY> a2/
ATV—ROEETEAETNET,

[53] Session Start

[53] New request Session, context Oxadebe3d4, reqgType = Modify Password
[53] Fiber started

[53] Creating LDAP context with uri=ldaps://10.48.66.128:636

[53] Connect to LDAP server: ldaps://10.48.66.128:636, status = Successful
[53] supportedLDAPVersion: value = 3

[53] supportedLDAPVersion: value = 2



[53] Binding as Administrator
[53] Performing Simple authentication for Administrator to 10.48.66.128
[53] LDAP Search:

Base DN = [CN=Users,DC=test-cisco,DC=com]
Filter = [sAMAccountName=cisco-test]
Scope = [SUBTREE]
[53] User DN = [CN=cisco-test,CN=Users,DC=test-cisco,DC=com]

[53] Talking to Active Directory server 10.48.66.128

[53] Reading password policy for cisco-test, dn:CN=cisco-test,CN=Users,
DC=test-cisco,DC=com

[53] Read bad password count 0

[53] Change Password for cisco-test successfully converted old password to
unicode

[53] Change Password for cisco-test successfully converted new password to
unicode

[53] Password for cisco-test successfully changed

[53] Retrieved User Attributes:

<....most attributes details ommitted for clarity>
accountExpires: value = 130256568000000000 <----- 100ns intervals since
January 1, 1601 (UTC)

INAD—ROEEZRIETAICIE. NTYRZESBLTLSEESV, LDAP H—/NOWZEF—IF,
SSL NS 714V O %ESHTBI=HIC Wireshark TERTEEXT,

75 10.48.67.229 18.48.66, 128 LDAP 239 modifyRequest (7) "CH=cisco-test,CN=lUsers,DC=test-cisco,DC=com"

76 10.48.66.128  10.48.67.229 LDAP 113 modifyResponse {7} success
1|

Frame 5 _L'_'I_"rt1- 'S 0N I[ (1912 Pfl‘ir' b, 238 [-1 5 --.: ELI I |'| {1912 h
Ethernet II, Src: Cisco bE: ﬁh 25 (B@:17:5a:ba: 6b 25}, Dst: \rmam 0a; 59 16 (00 8c:29:90:69: 16)
Internet Protocol Version 4, Src: 18.48.67.229 (10.48.67.229), Dst: 10.48.66.128 (18,48.66.128)
Transmission Control Protocel, Src Port: 31172 (31172), Dst Port: ldaps (636), Seq: 4894749281, Ack: 1574938153,
Secure Sockets Layer
Lightweight Directory Access Protocol
= LDAPHessage modityRequest(7) "(CH=cisco-test,CH=lsers, =test-cisco,Di=com’
nessagelld: 7
= protocoldp: modifyRequest (6
= modifyRequest
ohject: CN=cisco-test CHN=lUsers,C=test-cisco, DC=com
= modification: 2 items
= modification item
operation: delete (1}
F modification unicodePwd
= moditication item
operation: add (8}
Emodification unicodePwd
[Response In: T6G]

d = = = o |

ASATDA Y R—%Y N F¥— THRFIVY (IKE) BB, BT, FHIVFA2Y
(AAA) F/YY Zld. RADIUS BRI+ UATHEAEThBEDERSBUTVET,

FOHBRAINDEO LDAP &

LDAP Tk, NAD—ROBMERAYNZ B BEZXETHMEEFRATEETT, CORE
ZEAL T, ASARNAT—ROEVDHRA YIS 90 HEllc I—HICEBELET,

tunnel-group RA general-attributes
password-management password-expire-in-days 90

INAD—ROBMHRAYINS 42 BRIICI—YAOT A2 Z2ETITR2BE0HIEROELY T
EE



ASA# debug ldap 255
<some outputs removed for clarity>

[84] Binding as test-cisco

[84] Performing Simple authentication for test-cisco to 10.48.66.128
[84] Processing LDAP response for user test-cisco

[84] Message (test-cisco):

[84] Checking password policy

[84] Authentication successful for test-cisco to 10.48.66.128

[84] now: Fri, 04 Oct 2013 09:41:55 GMT, lastset: Fri, 04 Oct 2013 09:07:23
GMT, delta=2072, maxage=1244139139 secs

[84] expire in: 3708780 secs, 42 days

[84] Password expires Sat, 16 Nov 2013 07:54:55 GMT

[84] Password expiring in 42 day(s),threshold 90 days

ASA REBEZZERFEL., NAD—REZZEEITZIFTIVERRLET,

F

@ status: Disconnected | VPN Client - Version 5.0.07.0290 | o || = | 28]
Connection Entries  Status Certificates Log Options  Help

S % NI

Cancel Connect M Import Maodify Delete CISCO
Connection Entries l Certificates l Log l

| Connection Entry | Host | Transport
10.48.67 229 10.48.67.229 IPSec/UDP
i 0 IPSec/UDP
&) VPN Client | User Authentication for "10.48.67.229" = IPSec/UDFP
IPSec/UDP
Your Password expires in 42 days IF'SEE,-’LIDF'
Wauld you like to change it now? Y/N P DP
nmir Response: “ IPSec/UDP
cIsco PO IPSec/UDP
oK Cancel |
1 | o
Authenticating user... HEEN

A—YHFNATD—RZZELIZHEE, ILWNAT—ROANZROZ 7OV T MFRRE N,
BEONAT—REEFEANFRHBEEINET,

ASA & L2TP

BIOFITIE, IKE/N—23> 1 (IKEv1) & IPSec VPN ZRL L 1=,

Layer 2 Tunneling Protocol ( L2TP ) & IPSec, PPP WERIEIAND RS AR—RNELTHEAEhE
T NATD—ROEEZHMEST B D 1-HICEFE. PAP Tk < MSCHAPV2 "% ETT,

ciscoasa(config-tunnel-general)# tunnel-group DefaultRAGroup ppp-attributes
ciscoasa(config-ppp)# authentication ms-chap-v2

PPP Y > 3> H® L2TP OHLRZBIL TR, MSCHAPV2 A" XTI —hEh&ET,




¢ Ethernet II, Src: Receive 24 (20:52:45:43:56:24), Dst: Receive 24 (20:52:45:43:56:24)
= PPP Link Control Protocol
Code: Configuration Request (1)
Identifier: 1 (8x01)
Length: 15
= Options: (11 bytes), Authentication Proteocol, Magic Number
= Authentication Protocol: Challenge Handshake Authentication Protocol (Bxc223)
Type: Authentication Protocol (3)
Length: 5
Authentication Protocol: Challenge Handshake Authentication Protocol (8xc223)
Algorithm: MS-CHAP-2 (129)
b Magic Number: 0x56lad534

A—HONAT—ROBUERNFYINDE, O—R648 DI T —HFBENET,

v PPP Challenge Handshake Authentication Protocol
Code: Failure (4)
Identifier: 1
Length: 17
Message: E=648 R=0 V=3

NAD—RZZETDIHBENHYVET. HBYOTOEARF. MSCHAPv2 Z M L 7= RADIUS ®
SFIFERLSBPUTVET,

L2TP OEREFEICETIEFMC OV T, SIHEBEF—Z AL &£ Windows 2000/ XP PC &
PIX/ASA 7.2 ®R® L2TP Over IPSec BEHIZSBL T £Z W,

ASA SSL VPN Client

BHOBITIE, HR—KET (EOL) ® IKEV1 & Cisco VPN Client 228 L FEL &,

UE—K PUHAVPN CHEEhZYU1—2320k, IKE/N—T 3> 2 (IKEV2 ) & & T SSL
ZARN3J)LZEATS Cisco AnyConnect EF¥ 17 EEVUFT A TT, NAT—ROZEEE/NAD
— ROERHAPRKEEEIE. Cisco VPN Client TE{T& 115 Cisco AnyConnect & £ 2 < BHRICH
ELET,

IKEV1 Tk, SAT—ROBEE/NAT— ROEMBREF—2E, 7I—X15ICEVTASA L
VPN 9547 NOBTRBENEL & ( Xauth/T— RBE ) .

IKEv2 TERERERIC, A7 14F¥1L—>3>2 F—RT CFG_REQUEST/CFG_REPLY NT ¥ k%
FEALET,

SSL MBS, F—XIE &l Datagram Transport Layer Security ( DTLS ) Y > 3> TRES
£9,

REASA EELUTY,

CDFREHIE, SSLZH® LDAP H#—/\T Cisco AnyConnect & SSL ORI ZFEAL TVE


/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/71028-l2tp-w2kxp-pix72-pre.html
/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/71028-l2tp-w2kxp-pix72-pre.html

ER

aaa-server LDAP protocol ldap
aaa-server LDAP (outside) host win2003-mga.test-cisco.com
ldap-base-dn CN=Users,DC=test-cisco,DC=com
ldap-scope subtree
ldap-naming-attribute sAMAccountName
ldap-login-password ****x*
ldap-login-dn CN=Administrator,CN=users,DC=test-cisco,DC=com
ldap-over-ssl enable
server-type microsoft

webvpn
enable outside
anyconnect image disk0:/anyconnect-win-3.1.02040-k9.pkg 1
anyconnect enable
tunnel-group-list enable

group-policy MY internal
group-policy MY attributes
vpn-tunnel-protocol ikevl ikev2 12tp-ipsec ssl-client ssl-clientless

tunnel-group RA type remote-access
tunnel-group RA general-attributes
address-pool POOL
authentication-server-group LDAP
default-group-policy MY
password-management

tunnel-group RA webvpn-attributes
group-alias RA enable
without-csd

ip local pool POOL 192.168.11.100-192.168.11.105 mask 255.255.255.0

EULVWNAD—R (HRBRINCO/NAT—R ) ZEET S &, Cisco AnyConnect [F1Zfi Zald ., #
LWNATD—RZERLET,



'$ Cisco AnyConnect | 10.48,67.229

Mew Password:

Verify Password:

Connection Banner

password with minimum length 7 to continue.

Password change required, you must enter a new

-

[ Continue ]|

@' Cisco AnyConnect Secure Mobility Client

VPN

10.48.67. 229

Connect

COOJRI—TOEREBBN 2EANENLEEZRLTVET,




') Cisco AnyConnect Secure Mobility Client

NIl
CISCO

Preferences | Statistics | Route Details | Firewall | Message History

[2013-10-04 09

[2013-10-04 09:
[2013-10-04 0%:
[2013-10-04 0%:
[2013-10-04 0%:
[2013-10-04 03:
[2013-10-04 0%:
[2013-10-040%9:
[2013-10-04 09:
[2013-10-04 0%:
[2013-10-04 0%:
[2013-10-04 09:
[2013-10-04 03:
[2013-10-04 0%:
[2013-10-04 0%:
[2013-10-04 09:
[2013-10-04 0%:

:13:54] Ready to connect,

15:14] Contacting 10.48.67.229.

15:22] User credentials entered.

15:44] User credentials entered.

15:46] Establishing VPN session...

15:47] Chedking for profile updates...

15:47] Chedking for product updates...
15:47] Chedking for customization updates...
15:47] Performing any required updates...
15:47] Establishing VPN session...

15:47] Establishing VPN - Initiating connection...
15:47] Establishing YPM - Examining system...

15:48] Establishing VPN - Configuring system. ..
15:48] Establishing VPM...

15:438] Connected to 10.48.67. 229,

15:48] Connected to 10.48.67. 229,

15:47] Establishing VPN - Activating VPN adapter...

& V) %O &, Diagnostic AnyConnect Reporting Tool ( DART ) A5 AFTE £,

ASA SSL Web R—% )L

BLOJA4> 7O0EAN Web R—RILTETHLINET,



= |E https://10.48.67 229/ +CSCOE 4+ logon html

Cases~ [T Parformances DDoce [THR* [DTech Tools= TNon Tech Tools= W IWE [DLicensess TWLC DlkevZ= &

T

o |
1 'J Lasin
Pleage enlar your usemams and password.

GRAP: A=

LISERMAME: Beslcisco
PASEWIRD: asassenes]

Logn |

BUNAD—ROBRYINENAD— ROZETOEANTOIhET,

4 | & hitps://10.48.67.229/+CSCOE+ logon. htmi?reason=28&a0=62&al=37ka2 =f&a3=0&next=8auth_handle=35&stat.
FiCases= FiPerformance~ FDoce FOHR= FiTech Tools~ FiNon Tech Tools= %L IWE Filicenses= FIWLC~ Silkev2= [

Hew Password Reguired

Pakswead d chaige equired, poin miosl enler a new password
with minimum lengih 7 to continue,

How Passweord |
varity Passward [

Cantinug | Cancal |

ACS 1—HD/NNAD—REE

VPN BHT/NAT—REFEZEETEETRH AN, ACS User Change Password ( UCP ) EF M Web
H—EAEZFEHATEET, FMICDOVWTIE, TFCisco Secure Access Control System 5.4 Y 7 KD
IT7RAREHA R ® "UCPWeb H—ERDFERH #5BLTEEL,

3


//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.4/sdk/ucp.html
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.4/sdk/ucp.html
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.4/sdk/ucp.html

RE, COREICERATEIRIAFIREH ) EEA,

NZ7L>1—b

RE. COREBEICHIZREORNS TN 1—T 1V TBHREBEEA,

BEE T

.CLI ZAL # Cisco ASA5500 U —XBEHA R, 84BLT86: X1 UTA FT5

A7 A 1—YRBEECHBY—/N2BE
cTO_ AN YR—PE RFI XD -Cisco Systems



//www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/ref_extserver.html
//www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/ref_extserver.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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