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def getToken (ip. R—"hK, 1—TF&., /TAT—RK):
WAER
import base64
url = "https://" +ip + ":"+ port + "/api/v1/auth/token-services"
ANY R —={

‘content-type'": "application/json",

‘authorization': "Basic " + base64.b64encode((username + ":" + password).encode('UTF-
8')).decode('ascii'),



'‘cache-control': "no-cache"

}

response = requests.request("POST", url, headers=headers, verify=False )
response.status_code == 200:

return response.json()['token-id']
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R% "failed"
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def createVRF(ip. port, tokenID, vrfName, RD. importRT, exportRT):
WMAER
url = "https://" + ip + ":"+ port + "/api/v1/vrf"
ANY A —={

‘content-type'": "application/json",

‘X-auth-token":tokenlID,

‘cache-control': "no-cache"
}
T—32={

‘name".vrfName,

"rdJ :RD,
'route-target": [

{

‘action":"import",



‘community’ : importRT

‘action':"export",

‘community’ : exportRT

}

response = requests.request("POST", url, headers=headers, json=data, verify=False )
response.status_code == 201:

R% "Hy"
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def addInterfacetoVRF(ip, port, tokenlID, vrfName, interfaceName, RD. importRT.
exportRT):

WAZER
url = "https://" + ip + ":"+ port + "/api/v1/vrf/" + vrfName
ANY R —={

‘content-type'": "application/json",

'‘X-auth-token': tokenlD,

'‘cache-control': "no-cache"

}



F—2=
"rdJ :RD,
‘forwarding': [ interfaceName ],
'route-target": [
{
‘action’ : "import",

‘community’ : importRT

‘action’ : "export",

‘community’ : exportRT

}

response = requests.request("PUT", url, headers=headers, json=data, verify=False )

response.status_code == 204:
)jzté IIEEIjJu
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R % "failed"
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def assigninterfacelP(ip. port. tokenID, interfaceName. interfacelP. interfaceSubnet):
BWAER

url = "https://" +ip + ":"+ port + "/api/v1/interfaces/" + interfaceName



ANY R —={
‘content-type': "application/json",
‘X-auth-token':tokenID,
‘cache-control': "no-cache"
}
T—2={
'type": "ethernet",
'if-name"interfaceName,
"ip-address :interfacelP,
"7 %Y RY A interfaceSubnet
}
response = requests.request("PUT", url, headers=headers, json=data, verify=False )
response.status_code == 204:
"successful; ZIRLET
ThUADFE -
return "failed"
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def createVrfBGP(ip. port. tokenlD., vriName, ASN):
WAZER
url = "https://" + ip + ":"+ port + "/api/v1/vrf/" + vifName + "/routing-svc/bgp"
ANY A —={

‘content-type'": "application/json",

‘X-auth-token":tokenlID,

'‘cache-control': "no-cache"



}
T—2={
'routing-protocol-id":ASN
}
response = requests.request("POST", url, headers=headers, json=data, verify=False )
response.status_code == 201:
R "KIh"
ThUANDEE -
R % "failed"
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def defineVrfBGPNeighbor(ip, port, tokenlD. vrfName, ASN. neighbourlP, remoteAS):
WAER
url = "https://" +ip + ":"+ port + "/api/v1/vrf/" + vrfName + "/routing-svc/bgp/" + ASN +"/neighbors”
ANY S —={
‘content-type': "application/json",
‘X-auth-token':tokenID,
‘cache-control'": "no-cache"
}
T—2={
routing-protocol-id 1 :ASN,
"address . :neighbourlP,
"remote-as] :remoteAS

}

response = requests.request("POST", url, headers=headers, json=data, verify=False )



response.status_code == 201:
)qué ujﬁ]j]n
ThUADIFZE -

R % "failed"
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ip="10.0.0.1" # ip address of the router

R— ~="55443" #)L— X OREST APIZFR— b

J—4#="cisco" #OT A>3 1—HE, ChiFEBELARIISTRET D2
ENfHYERT,

INAD— R="cisco" #1—HRICEERGFShENADT—R

tokenlD = <R & NIz {E> # getTokenBdZ Z AL TIL— XA SEELIEZN—22ID
vriName = "VRF-A" # VRF O % &l

RD ="3:3"# VRF®D JL— N8 Bl F

importRT = "34:34" # Import Route Target

exportRT = "34:34" # export Route Target

interfaceName = "GigabitEthernet3" #1 AX N —TLY D (CE)ll4 > X —T7 T4 ADHEHI
interfacelP = "192.168.13.3"# CEfll4 > 2 —7 T4 ADIPT7 RL A

interfaceSubnet = "255.255.255.0" # CEfl4/ > 2—7 T4 ADH T Z Y b

ASN ="34"#BGP ASE®S (PEIL—X D% )

neighbourlP ="192.168.13.1" # CE)L— &2 ®BGPETF ) > JIP

remoteAS = "11"# CEJL— X DASE S
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def passCLlInput(ip. port, tokenlD):
BAZER
url = "https://" +ip + ":" + port + "/api/v1/global/running-config"
ANY A —={
‘content-type": "text/plain”,
'‘X-auth-token':tokenlID,
‘cache-control': "no-cache"
}
line1 = "Interface GigabitEthernet 3"
line2 = "description Customer Facing Interface"
clilnput = line1 + "\r\n" + line2
response = requests.request("PUT", url, headers=headers, data=clilnput, verify=False )
print(response.text)
response.status_code == 204:
R® TEM.
ThUUNDEE

R % "failed"
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- FCisco CSR 1000v Series Cloud Services Router Software Configuration Guide

https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/configuration/b_ CSR1000v_Confi
quration Guide /b CSR1000v_Configuration Guide chapter 01101.html

- FCisco I0S XE REST API Management Reference Guideu

https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/restapi/restapi.html

RIS

MPLS:Multi Protocol Label Switching

L3-L14+¥3


/content/en/us/td/docs/routers/csr1000/software/configuration/b_CSR1000v_Configuration_Guide/b_CSR1000v_Configuration_Guide_chapter_01101.html
/content/en/us/td/docs/routers/csr1000/software/configuration/b_CSR1000v_Configuration_Guide/b_CSR1000v_Configuration_Guide_chapter_01101.html
/content/en/us/td/docs/routers/csr1000/software/restapi/restapi.html

VPN:Virtual Private Network

VRF:Virtual Route Forwarding ( {R#8 /L — NEziX )

BGP (R—4—%'—Khoz47°O0K3JL)

REST:Representational State Transfer(Representational State Transfer)
API:Application Program Interface

JSON -JavaR T U7 NF T2 T U hKREE

HTTP:Hyper Text Transfer Protocol ( N1/ /N\—FF ARNEZE7ONIIL)
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