802.1x DACL, 1—HZ&E®MACL, 71)LX
ID. BLTETFNAARNTYEXRTOEEIC DL
<

AR

FU&IC

TNAARNT YR T DOER
TFNAARNSYF VT DEE
FNAARSYFEVITDTAN

N=23>212233 P S5OFT/NNY YT, DHCP RAR—EV T L2 TEHENB IPFNALART
vExT

ZO—7TH LT ARP AX—E> T

N=23> 12255 Q1P FNAAS v 2T BLIYVK

N—=232 12255 DIPFNAARRSYF ST - B IP OfF]

N=232 15xDIPTFNAARARSYHR Y

Cisco IOS-XE® D IP FINA AT Y XTI

N=3>12.255 ® 802.1x & DACL L& B P FINAARS v 2o

N—=3> 15x @ 802.1x &£ DACL L&D IP FINAARNS Y F Y
BEDOACLIHY

N=23> 15X O 8021x ET—H—B{ ACL L&D P FNARARNSYEY
DACL KB L BEDEWN

N=23>2 15x D 8021x EZ LA IDACL IC&B IPFNARARTYEVY

PFNAANSYEVT FTAINRERANTSIOF AR
N=232 15X DAV B—TILAACL DEEHZ
802 x IcFAEN2FT7#)L b ACL
open E—R
A3 —TITARAACL I'READBE
4500/6500 @ DACL
802.1x D MAC 7 RLAART—RA
[N 2 Rl

EI

FL®IC

CORFIXVRNTR, IPFNAARNTYFUTHEE, RARNZEME LTHIBRTS MU H—,
HLTB802.1X DACLIZR T B TFNAARNZYF U ITOEEICODVWTHALET,

FNAARNSYFTDOEH



CORFAXINTRE, IPTFNAARNTYFOTEEOERE (FRANDEBIMEHIBRZSIZERT
BEEZED ) ICDOVTHBALET,

T, FNAARNTYFTIN 802 Ax Z U O— RABET IV EAHEH I AN (DACL) ICEXS
EEIOVTEBALET,

BiEld, N—2 3 BLVTTTYRNTA—LICLK>TERYET,

CORFIXNORETE., L 5. BRETHIT12T (AAA) T—N—H5RE
h, 802 x Y aVICEAEThB 7 IOEAHEIAN (ACL) CERKRZHTTVWET,

DACL, 1—H%—E{/ ACL, LV 71J)LZIDACL OLBEEEHLFT,
. ACLOEEBMAET7AIIMNACLICEBTRAVLK DADEEEBICOVTEHRBALET,
FNAARNTZYFITTRR, ROBEICINIABMENET,

*« DHCP AX—EYJZ AL THLVI N ZFEBLIZEE,
« Address Resolution Protocol (ARP ) ERZMLTHLWI NV ZFFLIZEE (ARP /N
TYRDPSHEFBTMACT RLAEEFERIP P RLAZFEAE2IZEE ),

COMEEX., TARP A ARYZ A ERENDZEEHYETHN, 4TIV I ARP A
ARD>ar (DAl ERFEBVET,

COBEET7AILNTEMNTHY), BEMCITDIERFTEEFEA, ARPAX—EVTEERE
NEITH. Tdebugarp snoopings ZEMICTDE, FNYTICRRENELZYET,

ARP AX—E2JREF7#INTHEMIBZ>THY, EMCLEYFHIZZERFTEREA,

TFINAARNZYF2TTRE, ARPERICHTIRBENBVEEICIY NUNBIBREIET (7
FIRTE, BOBZELTFNAARNZYFIT T—TIOERANITO—T #i 1.:.?’51’1?3'
) o

FNAARNSY X TDHRTE

ip dhcp excluded-address 192.168.0.1 192.168.0.240
ip dhcp pool POOL
network 192.168.0.0 255.255.255.0
!
ip dhcp snooping vlan 1
ip dhcp snooping
ip device tracking
!
interface Vlanl
ip address 192.168.0.2 255.255.255.0
ip route 0.0.0.0 0.0.0.0 10.48.66.1
!
interface FastEthernet0/1
description PC



FNAARNSYETDTAN

<ffroot>
BSNS-3560-1#

show i p dhcp binding

IP address Client-1D/ Lease expiration Type
Hardware address
192.168.0.241 0100.5056.994e.al Mar 02 1993 02:31 AM Automatic

BSNS-3560-1#

show i p device tracking all

IP Device Tracking = Enabled

192.168.0.241 0050.5699.4eal FastEthernet0/1 ACTIVE

N—232 12233 h50F/NY YT, DHCP AX—EVTILL>TEHENS IP
TNAARNZYF T

DHCP AX—EVTRNA T4 ITF—TINICF—22ADLET,

<{froot>
BSNS-3560-1#

show debuggi ng

DHCP Snooping packet debugging 1is on

DHCP Snooping event debugging is on

DHCP server packet debugging is on.

DHCP server event debugging is on.

track:
IP device-tracking redundancy events debugging is on
IP device-tracking cache entry Creation debugging is on
IP device-tracking cache entry Destroy debugging is on
IP device-tracking cache events debugging is on

02:30:57: DHCP_SNOOPING: checking expired snoop binding entries

02:31:12: DHCPSNOOP(hT1fm_set_if_input): Setting if_input to Fa0/1 for pak. Was V11
02:31:12: DHCPSNOOP(hT1fm_set_if_input): Setting if_input to V11 for pak. Was Fa0/1
02:31:12: DHCPSNOOP(hT1fm_set_if_input): Setting if_input to Fa0/1 for pak. Was V11
02:31:12:

DHCP_SNOOPI NG recei ved new DHCP packet frominput interface

(FastEthernet0/1)
02:31:12:



DHCP_SNOOPI NG process new DHCP packet, nessage type: DHCPREQUEST, i nput
interface: Fa0O/1, MAC da: 001f.27e6.cfc0O, MAC sa: 0050.5699.4eal, IP da: 192.168.0.2
I P sa: 192.168.0.241, DHCP ci addr:

192.168.0.241, DHCP yiaddr: 0.0.0.0,
DHCP siaddr: 0.0.0.0, DHCP giaddr: 0.0.0.0, DHCP chaddr: 0050.5699.4eal
02:31:12:

DHCP_SNOOPI NG add relay information option

02:31:12: DHCP_SNOOPING_SW: Encoding opt82 CID in vlan-mod-port format

02:31:12: DHCP_SNOOPING_SW: Encoding opt82 RID in MAC address format

02:31:12: DHCP_SNOOPING: binary dump of relay info option, length: 20 data&colon;

0x52 0x12 Ox1 Ox6 Ox0 Ox4 Ox0 Ox1 Ox1 Ox3 Ox2 O0x8 0x0 Ox6 Ox0 Ox1F 0x27 OxE6 OxCF 0x80

02:31:12: DHCP_SNOOPING_SW: bridge packet get invalid mat entry: 001lF.27E6.CFCO,
packet is flooded to ingress VLAN: (1)

02:31:12: DHCP_SNOOPING_SW: bridge packet send packet to cpu port: Vlanl.

02:31:12:

DHCPD: DHCPREQUEST received fromclient 0100.5056. 994e. al

02:31:12:

DHCPD: Sendi ng DHCPACK to client 0100.5056. 994e. al (192. 168. 0. 241)

02:31:12: DHCPD: unicasting BOOTREPLY to client 0050.5699.4eal (192.168.0.241).
02:31:12: DHCP_SNOOPING: received new DHCP packet from input interface (Vlanl)
02:31:12:

DHCP_SNOOPI NG process new DHCP packet, nessage type: DHCPACK

, input interface:

V11, MAC da: 0050.5699.4eal, MAC sa: 001f.27e6.cfcO, IP da: 192.168.0.241,
IP sa: 192.168.0.2, DHCP ciaddr: 192.168.0.241, DHCP yiaddr: 192.168.0.241,
DHCP siaddr: 0.0.0.0, DHCP giaddr: 0.0.0.0, DHCP chaddr: 0050.5699.4eal
02:31:12:

DHCP_SNOOPI NG add bi nding on port FastEthernet0/1

02:31:12: DHCP_SNOOPING: added entry to table (index 189)
02:31:12: DHCP_SNOOPING: dump binding entry: Mac=00:50:56:99:4E:A1 Ip=192.168.0.241
Lease=86400 1d Type=dhcp-snooping Vlan=1 If=FastEthernet0/1

DHCP NA 2 F A VTN F—ER—AICEMEND E, FNAARNTYFOTOBHAN NI H—
EThET,

<#root>
02:31:12:

sw_host _track-ev: host _track _notification: Add event for host 0050.5699. 4eal
192.168.0.241 on interface FastEthernet0/1

02:31:12: sw_host_track-ev:Async Add event for host 0050.5699.4eal, 192.168.0.241
on interface FastEthernet0/1
02:31:12: sw_host_track-ev:MSG = 2



02:31:12: DHCP_SNOOPING_SW no entry found for 0050.5699.4eal 0.0.0.1 FastEthernet0/1
02:31:12:

DHCP_SNOOPI NG_SW host tracki ng not found for update add dynamc
(192.168.0.241, 0.0.0.0, 0050.5699.4eal) vlian 1

02:31:12: DHCP_SNOOPING: direct forward dhcp reply to output port: FastEthernetO/1.
02:31:12:

sw_host _track-ev: Add event: 0050.5699. 4eal, 192.168.0.241, FastEthernet0/1

02:31:12: sw_host_track-obj_create:0050.5699.4ea1(192.168.0.241) Cache entry created
02:31:12:

sw_host _track-ev: Activating host 0050.5699. 4eal, 192.168.0.241 on
interface FastEthernet0/1

02:31:12: sw_host_track-ev:0050.5699.4eal Starting cache timer: 30 seconds

ARP 7O—7 W F7A#IKRTIIORTEICEEETINET,

<#froot>

02:41:12: sw_host_track-ev:0050.5699.4eal Stopping cache timer
02:41:12: sw_host_track-ev:0050.5699.4eal:

Send Host probe (0)

02:41:12: sw_host_track-ev:0050.5699.4eal Starting cache timer: 30 seconds
02:41:42: sw_host_track-ev:0050.5699.4eal Stopping cache timer
02:41:42: sw_host_track-ev:0050.5699.4eal:

Send Host probe (1)

02:41:42: sw_host_track-ev:0050.5699.4eal Starting cache timer: 30 seconds
02:42:12: sw_host_track-ev:0050.5699.4eal Stopping cache timer
02:42:12: sw_host_track-ev:0050.5699.4eal:

Send Host probe (2)

02:42:12: sw_host_track-ev:0050.5699.4eal Starting cache timer: 30 seconds
02:42:42: sw_host_track-ev:0050.5699.4eal Stopping cache timer
02:42:42:

sw_host _track- obj _destroy: 0050. 5699. 4eal(192. 168. 0. 241): Cache entry del eted

02:42:42: sw_host_track-ev:0050.5699.4eal Stopping cache timer



3 30.0110700 Cisco_egicf 183 Villware 99,4241 ARP 60 who has 1%2.168.0.2417 Tell 0.0.0.0
4 30, 0111260 vmware 29 4a0a1 Cisco_es Cf 183 LEP 47 192,168, 0,241 15 at 00:50;:56:98; 4@5al
5 B0, 0235090 Cisco_e6icf 183 WMware_99:48:a31 ARP 60 who has 122.168.0.2417 Tell 0.0.0.0
6 60, 0235250 vmware_99:8a:al Cisco_eq:cf 183 LAP 42 192,168, 0,241 15 at 00:50:56:99: 42231
F 90, 0230090 cisco_eacf 183 YMware_ 9o der 4l LAF B0 who has 192.168.0.2417 Tell 0.0,0,0
& Q0. 0230250 vmware_S9rda:al Cisco_sd:cf 1 83 LRF dF 162 168, 0,241 9= at O0:50:56:9%:de1al

TFNAARSYFIT T=TIUASIY NIUNEIRENIZHRE, IETS DHCP N4 T 1>
TIVRNIRBIEREFELET,

<tfroot>
BSNS-3560-1#

show i p device tracking all

IP Device Tracking = Enabled

BSNS-3560-1#

show i p dhcp binding

IP address Client-ID/ Lease expiration Type
Hardware address
192.168.0.241 0100.5056.994e.al Mar 02 1993 03:06 AM Automatic

ARP ISEN & 2>TETNAA RZYFIT IV NINBIBRE B BENFELE T,

CONTREN—232 12233 TR, N—232 12255 £k 15x Y7 RIVITTRERRS
hE¥tA,

T, L2R—KN(TIOEAR=K) EL3R=—N (RAYFR—KEL ) TOREEICIF, W<
DHDEVAFELERT,

T7O—7 8L ARP AX—E>Y

ARP AX—EVITHEEIZLRDTNAARNZYF T .

<tfroot>
BSNS-3560-1#

show debuggi ng

ARP:

ARP packet debugging is on
Arp Snoop:

Arp Snooping debugging is on

03:43:36: sw_host_track-ev:0050.5699.4eal Stopping cache timer



03:43:36: sw_host_track-ev:0050.5699.4eal: Send Host probe (0)
03:43:36:

IP ARP: sent req src 0.0.0.0 001f. 27e6. cf 83,

dst 192.168. 0. 241 0050.5699. 4eal FastEthernet0/1

03:43:36: sw_host_track-ev:0050.5699.4eal Starting cache timer: 30 seconds
03:43:36: IP ARP: rcvd rep src 192.168.0.241 0050.5699.4eal, dst 0.0.0.0 Vlanl

N—232 1225 D IP FNAARNZYF2Y BLONYUR

N—=2321220%6F.,. BLOXY REEALTTFITATICLET,

<#froot>
BSNS-3560-1#

show i p device tracking all

IP Device Tracking = Enabled

IP Device Tracking Probe Count = 2

IP Device Tracking Probe Interval = 30

IP Device Tracking Probe Delay Interval = 0

IP Address MAC Address Vlan Interface STATE

192.168.0.244 0050.5699.4eal 55 FastEthernet0/1 ACTIVE

Total number interfaces enabled: 1
Enabled interfaces:

Fa0/ 1

BSNS-3560-1#

ip device tracking interface fa0O/48

BSNS-3560-1#

show i p device tracking all

IP Device Tracking = Enabled

IP Device Tracking Probe Count = 2

IP Device Tracking Probe Interval = 30

IP Device Tracking Probe Delay Interval = 0

IP Address MAC Address Vlan Interface STATE
10.48.67.87 000c.2978.825d 1006 FastEthernet0/48 ACTIVE
10.48.67.31 020a.dada.dada 1006 FastEthernet0/48 ACTIVE

10.48.66.245 acf2.c5ed.8171 1006 FastEthernet0/48 ACTIVE



192.168.0.244 0050.5699.4eal 55 FastEthernet0/1 ACTIVE
10.48.66.193 000c.2997.4cal 1006 FastEthernet0/48 ACTIVE
10.48.66.186 0050.5699.3431 1006 FastEthernet0/48 ACTIVE

Total number interfaces enabled: 2
Enabled interfaces:

Fa0/ 1, Fa0O/ 48

N—232 12255 IP FINAARNTYFRT : 8B IP O

COBITE, PCICBHNIP T RLAAREENTVWET, T/NY I T, ARP BE (MSG =
2)FBBDETFNAARNZYFUT IVRNIFEHEND ZEANREIET,

<tfroot>

01:03:16: sw_host_track-ev:0050.5699.4eal Stopping cache timer
01:03:16: sw_host_track-ev:0050.5699.4eal: Send Host probe (0)
01:03:16: sw_host_track-ev:0050.5699.4eal Starting cache timer: 30 seconds
01:03:16: sw_host_track-ev:host_track_notification: Add event for host 0050.5699.4eal,
192.168.0.241 on interface FastEthernet0/1, vlan 1
01:03:16: sw_host_track-ev:Async Add event for host 0050.5699.4eal, 192.168.0.241
on interface FastEthernet0/1
01:03:16: sw_host_track-ev:

M5G = 2

01:03:16: sw_host_track-ev:Add event: 0050.5699.4eal, 192.168.0.241, FastEthernet0O/1
01:03:16: sw_host_track-ev:

0050. 5699. 4eal: Cache entry refreshed

01:03:16: sw_host_track-ev:Activating host 0050.5699.4eal, 192.168.0.241 on
interface FastEthernet0/1
01:03:16: sw_host_track-ev:0050.5699.4eal Starting cache timer: 30 seconds

ZDkEYH, PCABSODTRNTOARP ERICKY, FNAARNSYF2T F—T )L (ARP /N7 v

hNASDIEFETMACT RLAEEFERTIPT7 RLA) A EHMENET,

N=23215xDIPTFINAARNTZYFYT

802.1x ® DACL & O —EF DO HEEE(E LAN Lite / N—2 3 TRYAR—RENTVWEVWZ EICEE
LT EEV (58, Cisco Feature Navigator ICEICIEL MVMEBARTRENDDITTREH Y FE

/b)o

N—2321220BLOXY REEGFTEETH. WRERBWELA, YIRITITN—3>
15x Tk, IPFINAARSYF4 (IPDT) . F74LKRT, 802.1x ABMICE>TVD A

JBR—TJIAARICDODVTOKEICEY)ET,

<#root>



bsns-3750-5#

show i p device tracking all

IP Device Tracking = Enabled

IP Device Tracking Probe Count = 3

IP Device Tracking Probe Interval = 30

IP Device Tracking Probe Delay Interval = 0

IP Address MAC Address Vlan Interface STATE

192.168.10.12 0007.5032.6941 100 GigabitEthernetl/0/1 ACTIVE
192.168.2.200 000c.29d7.0617 1 GigabitEthernetl/0/1 ACTIVE

Total number interfaces enabled: 2
Enabled interfaces:

G1/0/1, G1/0/2

bsns-3750-5#

show run int g1/0/3

Building configuration...

Current configuration : 38 bytes
|

interface GigabitEthernetl/0/3

bsns-3750-5(config)#

int g1/0/3

bsns-3750-5(config-if)#

swi tchport node access

bsns-3750-5(config-if)#

aut hentication port-control auto

bsns-3750-5(config-if)#

do show i p device tracking al

IP Device Tracking = Enabled

IP Device Tracking Probe Count = 3

IP Device Tracking Probe Interval = 30

IP Device Tracking Probe Delay Interval = 0

IP Address MAC Address Vlan Interface STATE

192.168.10.12 0007.5032.6941 100 GigabitEthernetl/0/1 ACTIVE
192.168.2.200 000c.29d7.0617 1 GigabitEthernetl/0/1 ACTIVE

Total number 1interfaces enabled: 3
Enabled interfaces:



Gil/0/1, Gil1/0/2,
G 1/0/3

802 IXEREZR— NN SHIBRT D E, IPDTEZDR—KASHIBRENET,

R—KNDAT—Z AL "DOWN, THBDAREEN HBDLH., TEOR—KNTIPFNLAARNTYF
JRETOT 14723321k, Tswitchport mode accesss & Tauthenticaion port-control autos A
PBETT,

RRAVEZ—TITAAT/NA AHRKE 10 ICREETNET,

<#root>
bsns-3750-5(config-if)#
i p device tracking maxi mum

?
<1-10> Maximum devices

Cisco IOS-XE® @ IP FNAAKNZ Y F2 T

CNFEE, CiscolOS/N\—2 a2 15x BT B &, Cisco IOS-XE 3.3 DEMENZTEE TV
£,

N—2321220B LYY REELEENELEN, SERROIS—AFEEhET,

<#root>
3850-1#

no ip device tracking int gl/0/48

% Command accepted but obsolete, unreleased or unsupported; see documentation.

Cisco IOS-XE Tld, IXTODA U EZ—T I A A (8R2IXFBEENTVWAVS U Z—TI(A
ENVICDWTTFNAARARNSYF UV INTOTATIZBYET,

<#froot>
3850-1#

show i p device tracking all

Enabled
3

Global IP Device Tracking for clients
Global IP Device Tracking Probe Count



Global IP Device Tracking Probe Interval = 30
Global IP Device Tracking Probe Delay Interval = 0

IP Address MAC Address Vlan Interface Probe-Timeout
State Source

10.48.39.29 000c.29bd.3cfa 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.28 0016.9dca.ed4a7 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.76.117 0021.a0ff.5540 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.21 00c0.9f87.7471 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.16 0050.5699.1093 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.76.191.247 0024.9769.58cf 20 GigabitEthernetl/0/48 30
ACTIVE ARP

192.168.99.4 d48c.b52f.4ale 99  GigabitEthernetl/0/12 30
INACTIVE ARP

10.48.39.13 000c.296e.8dbc 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.15 0050.5699.128d 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.9 0012.da20.8c00 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.8 6c20.560e.1b64 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.11 000c.29e9.db25 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.5 0014.f15f.f7ca 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.4 000c.2972.57bc 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.7 5475.d029.74cf 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.76.108 001c.58de.9340 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.1 0006.f62a.c4a3 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.3 0050.5699.1bee 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.76.84 0015.58c5.e8b7 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.56 0015.fal3.9a40 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.59 0050.5699.1bf4 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.58 000c.2957.c7ad 1 GigabitEthernetl/0/48 30
ACTIVE ARP

Total number interfaces enabled: 57

Enabled interfaces:
Gii/o/1, Gi1i/o/2, Gii/o/3, Gil/o0/4, Gi1/0/5, Gil/0/6, Gil/0/7,
Gii/o/8, Gi1/o/9, Gii/o/10, Gil/0/11, Gil/0/12, Gil/0/13, Gil/0/14,
Gii/o/15, Gi1/o/16, Gili/o/17, Gil/0/18, Gil1l/0/19, Gil/0/20, Gil/0/21,
Gi1/0/22, Gil1/0/23, Gil/0/24, Gil1/0/25, Gil/0/26, Gil/0/27, Gil/0/28,
Gi1i/o0/29, Gii/o/30, Gil/0/31, Gil/0/32, Gil/0/33, Gil/0/34, Gil/0/35,
Gii/o/36, Gi1/0/37, Gil/0/38, Gil/0/39, Gil/0/40, Gil/0/41, Gil/0/42,
Gil/0/43, Gil/0/44, Gil/0/45, Gil/0/46, Gil/0/47,

G 1/ 0/ 48,



Gil/1/1,
Gi1/1/2, Gi1/1/3, Gil/1/4, Tel/1/1, Tel/1l/2, Tel/1/3, Tel/1l/4
3850-1#$

3850-1#sh run 1int

gl/ 0/ 48

Building configuration...

Current configuration : 39 bytes
|

interface GigabitEthernetl/0/48
end

3850-1(config-if)#
i p device tracki ng maxi mum

?
<0-65535> Maximum devices (0 means disabled)

R, R=KRBLEVOERIZVMNIKICHREH XA (0 BFENZERLET ).
IN—232 12255 0 802.1x & DACL IZ& B IP FINAARNZYF2 T

802.1x A" DACL TREEhTWVWRHEE, FNAADIPTRLAZANTDEOICTNAA NS
YFVT IVRNUANERENET,

ROBIE, BECHREEALIPICELTHELTVATFNAARNTYFITZRLTVET,

<{froot>
BSNS-3560-1#

show i p device tracking all

IP Device Tracking = Enabled

IP Device Tracking Probe Count = 2

IP Device Tracking Probe Interval = 30

IP Device Tracking Probe Delay Interval = 0

IP Address MAC Address Vlan Interface STATE

192.168. 0. 244

0050.5699.4eal 2 FastEthernet0/1 ACTIVE
Total number interfaces enabled: 1

Enabled interfaces:
Fa0/1

RiE. Tpermiticmp any any; DACLTHEEE hi-802.1x Y>3 > T9,



<ffroot>

BSNS-3560-1#

sh authentication sessions

Interface:
MAC Address:

| P Address: 192.168.0.

User-Name:
Status:

Domain:

Security Policy:
Security Status:
Oper host mode:
Oper control dir:
Authorized By:
Vlan Policy:

ACS ACL: XxACSACLx-

Session timeout:
Idle timeout:
Common Session ID:
Acct Session ID:
Handle:

Runnable methods Tist:

Method State
dotlx

<ffroot>

BSNS-3560-1+#

show epm sessi on sunmary

EPM Session Information

interface fa0/1

FastEthernet0/1
0050.5699.4eal

244

cisco

Authz Success

DATA

Should Secure
Unsecure

single-host

both

Authentication Server
2

P- DACL- 516¢c2694

N/A

N/A
0A3042A900000008008900C5
0x0000000D

0x19000008

Authc Success

Total sessions seen so far : 1

Total active sessions

Interface

H

IP Address MAC Address

Audit Session Id:

FastEthernet0/1

192.168.0.244 0050.5699.4eal

RIC, BAENL ACLARENATVET,

<tfroot>

0A3042A900000008008900C5



BSNS-3560-1#

show i p access-lists

Extended IP access 1ist Auth-Default-ACL
10 permit udp any range bootps 65347 any range bootpc 65348
20 permit udp any any range bootps 65347
30 deny 1ip any any (8 matches)

Extended | P access |ist xACSACLx-|P-DACL-516c2694 (per-user)

10 permit icmp any any (6 matches)

R, fa0 M A2 EZ—TITAADACLERELUTT,

<{froot>
BSNS-3560-1#

show i p access-lists interface fa0/1

permit icmp any any

T 7 F)LKE dotIx ACL TEA, RDKSIZBEY KT,

<tfroot>
BSNS-3560-1#

show ip interface fa0/1

FastEthernet0/1 is up, line protocol is up
Inbound access 1list is Auth-Default-ACL

ACLTI£192.168.0.244& LT Tany, ZFATHIENEEETNTVE T, ChEFFEIE7OF>
TRRXOISICEELETH. 802.1x DACLTEsrc "any"EPCOBREE hZIPICEEEhEXEA

o

WAE7OF > DFEEE. ACSHASDOITO ACLA 1 DF ¥ Y 1ENT, showip access-list 1Y
~ RTERIRE N, show ip access-list interface fa0/1 AN > RTHE®D (BED IP £#FH>I1—Y
—HBNO)ACLAMVEZ—TIAAICEAENET, £LEL, BAZ7O0FTETFNALRIP b
ZvFIJBERAEThER A,

IP7RLAAELLSEHEZhBZVE, E58BTL&ID, FNAARNTYFUITICEMBE I
BiE, ROLSICHYET,



<tfroot>

BSNS-3560-1#

show aut hentication sessions interface fa0/1

Interface:
MAC Address:

FastEthernet0/1
0050.5699.4eal

| P Address: Unknown
User-Name: cisco
Status: Authz Success
Domain: DATA
Security Policy: Should Secure
Security Status: Unsecure
Oper host mode: single-host
Oper control dir: both
Authorized By: Authentication Server
Vlan Policy: 2

ACS ACL

XACSACLx- | P- DACL-516¢c2694

Session timeout: N/A
Idle timeout: N/A
Common Session ID: 0A3042A9000000000000C775
Acct Session ID: 0x00000001
Handle: 0xB0000000

Runnable methods Tist:

Method
dotlx

State

Authc Success

DS, IPTRLAGERENELAN, DACL FSIZHREFBRENET,

<ffroot>
BSNS-3560-1#

show i p access-lists

Extended IP access 1list Auth-Default-ACL
10 permit udp any range bootps 65347 any range bootpc 65348
20 permit udp any any range bootps 65347
30 deny 1ip any any (4 matches)

Extended IP access 1ist

XACSACLX- | P- DACL- 516¢2694 ( per-user)

10 permit icmp any any

COZFIATRE, 802X DTFNAARNTYFUIRHBEHELEA. BE—DEVRK., 7T4TF



ROIPT7RLAZERICHZDCETRADIUS 7O AERICFERATERZETT, BHES Y
FhEhizRgE, ROKLSICHEYET,

radius-server attribute 8 include-in-access-req

ZnkAccess-RequesticFIEL ., ACSTIRR K V) BB RTIL—ILEZERTEET,

00:17:44: RADIUS(00000001): Send Access-Request to 10.48.66.185:1645 id 1645/27, len 257
00:17:44: RADIUS: authenticator F8 17 06 CE C1 85 E8 E8 - CB 5B 57 96 6C 07 CE CA

00:17:44: RADIUS: User-Name [1] 7 "cisco"
00:17:44: RADIUS: Service-Type [6] 6 Framed [2]
00:17:44: RADIUS: Framed-IP-Address [8] 6 192.168.0.244

TrustSec ICIF IP A5 SGTADONA 2 TAITDIP TFNAARNSYF O TEMETHD LI
EELTLSEZL,

N—23215x O 802.1x & DACL ICLD IP FNAARNTZYF Y

DACL D/N\—>3 > 15x &EN—232 12255 DEVWRAITLES D, Y7 NDITN—>3
15x'CL'-Ji wu\nIE7D=\=/t|_.IL/J\9L-_E'ﬂEL/35?o

show ip access-list AN RZANTBDENAACLARTENETTN (AAALASOF YY1
ni=J5% ) . show ip access-list interface fa0/1 N> RO&IZ, EFEwT® Tanyy FRANDIE
BRXIPT7RLAKRAN (IPFNAARSYFTZNULUTERE ) CEEBRASIET,

RiE. 120K—h (g1/0/1) LOBFEME PC OHITT (3750 LOY T RITFN—T 3>
15.0.2SE2 ) .

<#root>

bsns- 3750- 5#sh aut henticati on sessions interface g1/0/1

Interface: GigabitEthernetl/0/1
MAC Address:

0007. 5032. 6941

IP Address:

192.168. 10. 12

User-Name: 00-07-50-32-69-41
Status: Authz Success
Domain:

VO CE



Security Policy:
Security Status:
Oper host mode:
Oper control dir:
Authorized By:
Vlan Policy:

100

ACS ACL:

Should Secure
Unsecure

multi-auth

both

Authentication Server

XACSACLX- | P- PERM T_ALL_TRAFFI C-51134bb2

Session timeout:
Idle timeout:
Common Session ID:
Acct Session ID:
Handle:

Runnable methods Tist:
Method State
dotlx

mab

Aut hc Success

Interface:
MAC Address:

0050. 5699. 4eal

IP Address:

192.168. 2. 200

User-Name:

ci sco
Status:
Domain:

DATA

Security Policy:
Security Status:
Oper host mode:
Oper control dir:
Authorized By:
Vlan Policy:

20

ACS ACL:

N/A

N/A
COA80001000001012B680D23
0x0000017B

0x99000102

Failed over

GigabitEthernetl/0/1

Authz Success

Should Secure
Unsecure

multi-auth

both

Authentication Server



XACSACLX- | P- PERM T_ALL_TRAFFI C-51134bb2

Session timeout: N/A
Idle timeout: N/A
Common Session ID: COA80001000001BD336EC4D6
Acct Session ID: 0x000002F9
Handle: OxF80001BE

Runnable methods Tist:
Method State

dot 1x Aut hc Success

mab Not run

EFEHIE MAC FBEE/NA/NA (MAB ) IC& 2 TRBAEENKRT A, PC &k dotix Z2FEAL XTI, B
e PCOMmBARU ACL 2L XTI,

<#root>
bsns-3750-5#

show i p access-lists XACSACLx-1P-PERM T_ALL_TRAFFI C-51134bb2

Extended IP access Tist XACSACLx-IP-PERMIT_ALL_TRAFFIC-51134bb2 (

per - user

)
10

pernmit ip any any

EIEL, AVR—TILALRILTHERETDE, EERETNAADIP TRLAICI>TEEH
AS5NTVET,

IPFENAARSYFUINCOEEERNIA—L, ChiEVWOTE (RTEEY I EACLD
AOVO—RASHBY OB RBLERATE ) RETDAEMENI BV KT,

<{froot>
bsns-3750-5#

show i p access-lists interface g1/0/1

permit ip
host 192. 168. 2. 200

any (5 matches)



permit ip
host 192. 168. 10. 12

any

WHDMACT RLANFARTA4YOELTN—UENZET,

<#root>
bsns-3750-5#

sh mac address-table interface g1/0/1

Mac Address Table

Vlan Mac Address Type Ports

20 0050.5699.4eal

STATIC

Gil/0/1
100 0007.5032.6941

STATIC

Gil/0/1

BEDACLI> KU

DACL O#EET Tanyy . EQOXSHBBEICHAANIP7RLAICE>TEZEHMASNDNOTL
&5H, AUR—RNCOBELEE2D2DEYSIAY (2209 TUHAY N ) AEETDHEEE T
T9,

Y2 asA1 LA BWEER, EER Tany, ZEEMADIMENHEH A,

COBER, BHROEYIIUNABEETBIESICRELET, INTOEYZIVICDOVT,
IPFNAARTYFINRANDIPT RLAZRELTWADEFTREHYEEA, cDTF)
AT, —BOITRMJICHULTRELE Tanyys T,

COBER, —BOTIYRTF—LTRERYNET, LEARE, N—23215.02EXD
2960XTlk, R—RZEICRIALEY > I U AMMIOETDOHETE, ACLEEICHEETT,

L, N—232 15.0(2)SE Z#H 95 3560X $ KU 3750X Tk, TN ACL 25 ETH L
LD BLEE2D2OERY S IAVHMURETT,

4 75 1

TF7A)LBNTR, HEAFEEEFERATTI,



<#root>
bsns-3750-5(config)#

int g1/0/1

bsns-3750-5(config-if)#
aut hentication control-direction ?

both Control traffic in BOTH directions
in Control inbound traffic only

bsns-3750-5(config-if)#

aut hentication control -direction both

DFEY, YTVAMHNRIEEhDET, R—REOBTRS 71V I ZREZETEEFEA, T
AN FE=RTHNE, R—RMHDSHTUAVKNINT T4V IOFRETEEITN, YTV HY
RASR—RAREETEETEA (Wake on LAN BEEIC X R DATREMAN B ET ) o

TNTE, RAMYFRRACLZ "AH FRAIICOABERALET, FAThDE—-REERHYFEE
Ao

<#root>
bsns-3750-5#

sh ip access-lists interface g1/0/1 out

bsns-3750-5#

sh ip access-lists interface g1/0/1 in

permit ip host 192.168.2.200 any
permit ip host 192.168.10.12 any

2FV ., BEXRWICE, BIERIC. R—MANORNZFT714v 0 (AHLF@E) ICACLAEREN, R—
RASORZ 74y (HAOBFME)BRINTHAENET,

N—23215x 0 802Ax EA—H—BHL ACLICELD IPTFNAARNZYFT

cisco-av-pair ® Tip:inacly & Tip:outacly TEEND1—HY—BMNACLEZFERAITRLETESE
C

DREFRAOREICLATVERTA, SEIF, EFEHL DACL Z2FEAL. PCRRI—Y—E{



ACL Z#ERLET, PCHISEZO7 7 AL, XOEHSYTT,
v Attributes Details

Access Type = ACCESS ACCEPT
Tunnel-Private-Group-D = 1: 20

Tunnel-Type=1:13

Tunnel-Medium-Type=1:6

cisco-av-pair = ipiinacl#l=permit icmp any any log
cisco-av-pair = iproutacl#l=permit icmp any any

EFEEICIIBIEHRE DACLABAETATVLERT,

<#froot>

bsns-3750-5#

show aut hentication sessions interface g1/0/1

Interface:
MAC Address:
IP Address:

192.168. 10. 12

GigabitEthernetl/0/1
0007.5032.6941

User-Name: 00-07-50-32-69-41
Status: Authz Success
Domain:

Va CE

Security Policy:

Should Secure

Security Status: Unsecure
Oper host mode: multi-auth
Oper control dir: both

Authorized By:
Vlan Policy:
ACS ACL:

Authentication Server
100

XACSACLx- | P- PERM T_ALL_TRAFFI C-51134bb2

Session timeout: N/A
Idle timeout: N/A
Common Session ID: COA8000100000568431143D8
Acct Session ID: 0x000006D2
Handle: 0x84000569

Runnable methods Tist:

Method
dotlx

State

Failed over



mab Authc Success

bsns-3750-5#

sh ip access-lists XACSACLx-|P-PERM T_ALL_TRAFFI C-51134bbh2

Extended IP access Tist XACSACLx-IP-PERMIT_ALL_TRAFFIC-51134bb2 (per-user)
10

pernmit ip any any

LU, BUR—MOPCRI-—YF—HBEMHACLZFEALET,

<tfroot>

Interface: GigabitEthernetl/0/1
MAC Address: 0050.5699.4eal
IP Address:

192. 168. 2. 200

User-Name: cisco
Status: Authz Success
Domain:

DATA

Security Policy: Should Secure
Security Status: Unsecure
Oper host mode: multi-auth
Oper control dir: both
Authorized By: Authentication Server
Vlan Policy: 20

Per-User ACL: permt icnp any any |og

Session timeout: N/A
IdTle timeout: N/A
Common Session ID: COA80001000005674311400B
Acct Session ID: 0x000006D1
Handle: 0x9D000568

ChAh gigl/0/1 R—KRTEDRSIIN—DENBDHZHEBTAICE. ROLSICLET,

<{froot>
bsns-3750-5#

show i p access-lists interface g1/0/1

permit icmp host 192.168.2.200 any Tog



permit ip host 192.168.10.12 any

BHNOIY N EI—HF—BHACLASEEENTHY (logF—7—RIFE)., 2EBBNT
>~ KNUld DACL A SEBE hET,

EE558, REIPT7RLADIP FNAARNTYFUTICI>TEEBRASIET,

J—4%—H47 ACL &, debugepmall AN RTHEETEET,

<tfroot>
Apr 12 02:30:13.489: EPM_SESS_EVENT:

I P Per-User ACE: permit icnp any any |og received

Apr 12 02:30:13.489: EPM_SESS_EVENT:Recieved string

G gabi t Et her net 1/ 0/ 1#1 P#7844C6C

Apr 12 02:30:13.489: EPM_SESS_EVENT:Add ACE [permit icmp any any log] to ACL
[GigabitEthernetl/0/1#IP#7844C6C(]

Apr 12 02:30:13.497: EPM_SESS_EVENT:Executed [ip access-Tist extended
GigabitEthernetl/0/1#IP#7844C6C] command through parse_cmd. Result= 0

Apr 12 02:30:13.497: EPM_SESS_EVENT:Executed [permit icmp any any log]
command through parse_cmd. Result= 0

Apr 12 02:30:13.497: EPM_SESS_EVENT:Executed [end] command through
parse_cmd. Result= 0

Apr 12 02:30:13.497: EPM_SESS_EVENT:

Noti fying PD regardi ng Policy (NAMED ACL)
application on the interface G gabitEthernet1/0/1

F /=, showip access-lists IN > RTERRBTEE T,

<#root>
bsns-3750-5#

show i p access-lists

Extended IP access 1list GigabitEthernetl/0/1#IP#7844C6C (per-user)
10 permit icmp any any log

ipoutacl BHEICDVWTIE, E5TL&SA, N—232 15X TREZICEBENATVET, B
BEEEATVETYN., AIVFRETOEEZERA/MELEE A,

DACL &£ LB L =3B E M



Cisco Bug ID CSCut25702 ICEEENTVA KL SIC, I—H—E{ ACL OEIEIF DACL L IFE
BYET,

EEADOIVRY ( Tpermitipanyany 5 ) &E120H T UAY RFR—KNIZEHKEEATWS
DACL &, IP FNAARNSYF T 2B LA TEELLEELET,

Fanys BIBBEEZEBASIT., IXNTORT 71V IONFFAENET, LAHAL, I—F—EY
ACL DZER., IPTNAARSYF I 2BNCTRILENBYET,

ChAAERT, Tpermitipanyanys TRV E1DOHT VAV REGFNFHDBE. IXTO N
74V ON7TAYIEhET,
N—23215x D 8021x 71 J)LZIDACLICEKD IPTFINAANTZYFT

£z, IETF B filter-id [11] ZF®ATEE T AAAT NG, R4YyFETO-NILICERE
EACLEZEBLEY, ISEVO7F7AILNRRDELSIZBIET,

ommon | asks
(] DACL Name

VLAN TagiD 1 Edit Tag |IDMame| 20

L] voice Domain Permission
L] web Authentication

L] Auto Smart Port

Filtar-ID | Filter-ACL | in

FR(ADEERGHED ) ZEETIXEN BB EIEBLTLKEZV, Z20LEHICE,. BHZE
FHTEMTISENF HYVET,

Radius:FilterlD = |Filter-ACL. out

TOE, TNYITR, RDELSICRRENEKT,

<ffroot>

debug epm al |

Apr 12 23:41:05.170: EPM_SESS_EVENT:Filter-Id :


https://tools.cisco.com/bugsearch/bug/CSCut25702

Filter-ACL received

Apr 12 23:41:05.170: EPM_SESS_EVENT:Notifying PD regarding Policy (NAMED ACL)
application on the interface GigabitEthernetl/0/1

C DACLIE,

<tfroot>

bsns-3750-5#

RIEhty Y avERLTERTENET,

show aut henti cation sessions interface gl1/0/1

Interface: GigabitEthernetl/0/1
MAC Address: 0050.5699.4eal
IP Address: 192.168.2.200
User-Name: cisco
Status: Authz Success
Domain: DATA
Security Policy: Should Secure
Security Status: Unsecure
Oper host mode: multi-auth
Oper control dir: both
Authorized By: Authentication Server
Vlan Policy: 20
Filter-1d: Filter-ACL
Session timeout: N/A
IdTle timeout: N/A
Common Session ID: COA800010000059E47B77481
Acct Session ID: 0x00000733
Handle: Ox5EQ00059F

Runnable methods Tist:

Method State
dotlx

Aut hc Success
mab Not run

R ACLAAMUZ—TIAARACNAV RENTVWR O, KDKRSICHEY KT,

<{froot>

bsns-3750-5#

show i p access-lists interface g1/0/1



permit icmp host 192.168.2.200 any Tog
permit tcp host 192.168.2.200 any Tog

COACLERUAVA—T7IAALDMORATDACLER—DTEDEIFELTLKESE
Wo HEAEF, ABUARASYFR—KNIZ, ISEASDACLZEETZEIOH T AH N Tpermitip
anyany) Z&RETDE, KDELDIZKRTENET,

<#root>
bsns-3750-5#

show i p access-lists interface g1/0/1

permit icmp host 192.168.2.200 any Tog
permit tcp host 192.168.2.200 any Tog
permit ip host 192.168.10.12 any

IPFNAARZYETILELI2T, BEGBR (VTVAVK ) DEBRIPAEBERISND
ECFBLTLSEZL,

TN 74LRIVARMIOVTR, E53TL&SD, CCTE (I—HITEDACLELT),
ALY FREZOACLZEALEE A,

IPFNAARNSYF T FTFILNERANTZTIOT1A

152(ME &YBFOUU—ADHE, WFhAOMEET IPDT 2EETHICE, £, "0 CLI ]
NRERERALTIO-NILICBRHICTIHRENF HVY)ET,

<#root>
(config)#

i p device tracking

1)1)—2R 15.2(1)E AR Tl&. ip device tracking AN > RIFFREIZZ VY EL =, IPDT &, IPDT IC
METIHREICK > TEVCEhEBZEICOKXBRICEYYET,

IPDT ZEMIC T D HEEEN B VWIHFE, IPDT FEMICAKVWET, noip device trackings AX > R
NHMBREBVELA, BEDOKEEICE., IPDT ZEMNELRXEMICTHHELF HYET,

IPDT ZB%ICT2BEk. "EEIP7RLA OBBIIFETIHXEN Y ET, FMAICOV
Tlk. TTroubleshoot "Duplicate IP Address 0.0.0.0" Error Messagesa ZZ B L T &L\,

NZ2OR—NTEIPDT ZEMCTREZHEHLET,


http://www.cisco.com/c/ja_jp/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html#anc3

<#root>
(config-if)#

no ip device tracking

#%® Cisco I0S Tlk. ChFBINOIOAX>Y RTT,

<tfroot>
(config-if)#

i p device tracking maxi mum 0

"ERIPT7RLAL OFEZEBYIZHIC, 7O EAR—MTIPDT ZEICL, ARP 7O
— 7R BEREE BRI L EHBBOLET,

<tfroot>
(config-if)#

i p device tracking probe delay 10

N—23215xDAVE—TIAAACLDEEHRR

RERTICE)MEL K9

A1>8—7I4AACLDFER, &

<tfroot>

interface GigabitEthernetl/0/2
description windows?7
switchport mode access

ip access-group testl in

authentication order mab dotlx
authentication port-control auto
mab

dotlx pae authenticator

end

bsns-3750-5#

show i p access-lists testl

Extended IP access list testl
10 permit tcp any any log-input



L, RIAICKINTR E, AAA H—/N—A SiR&E 7= ACL ( DACL, ip:inacl, filterid ® L3 1
TEDPFVFRBA)ICK>TEEBRASKET (LEEETHILET ),

COACL(test)E R 71 v 07OV IV TEXRTN (BERAF—TVE—RTHAEIET
). FRLRIFEBICEYRE A

AAA F—/N\—H 5 ACL FRENBWHEETE, /1 VX—TJ I/ AACLRIEEBRRISh, 77T
TEANRFEIET,

TCAM ( Ternary Content Addressable Memory ) I&. ACL #5|E#HEE A X—T I A ALXRILT
NAVRENTVWBCEZRTED, ChFDULBRBEBLSIEMEN HYET,

3750X LO/N—>32 1522 h5nhlE, RICRLET,

<#root>
bsns-3750-6#

show platform acl portlabels interface gl/0/2

Port based ACL: (asic 1)

Input Label: 5 Op Select Index: 255
Interface(s): Gil/0/2
Access Group:

testl

, 4 VMRs
Ip Portal: 0 VMRs
IP Source Guard: 0 VMRs
LPIP: 0 VMRs
AUTH: 0 VMRs
C3PLACL: 0 VMRs
MAC Access Group: (none), 0 VMRs

COBEHRE. EYZaVILRILTREELS, /I 2Z—TILALRILTOHENTT, W24 D
EmER (BEEACL 28Rfit ) 2. AL SHRATERT,

<#root>
bsns-3750-6#

show i p access-lists interface g1/0/2

pernmit ip host 192.168.1.203 any

Extended IP access Tist

testl



10 permit icnp host x.x.x.x host n.n.n.n

RO I> MU Tpermitipanyanys & U THERE N, REEICHKIIT S & DACL AMIRENET
(£, Tanyy BFNAARNSYFUIT T—=TILOIVRIICE>TEEMASIET ),

2BBEDIVRNIGE, AVEZ—TIAAACLOBERTHY, IXTOFHFLVREAICERAETNET
(FFEIAT ) o

BRERBNS, (ChETTYRTA—LICHKEFELEIYN )WAED ACL M EFENET. chidk,
3750X EON—232 1522 TRELET,

XY, FAEThEEYS3DTR, BANEAENET, 1 DB DACL, 2 2BREA >R —
7I4AACLTTY,

TORY, BRHA Tdenyipanyany) ZEML TE, DACLIEFA X —7 T4 AACLZZEEL
T A

BHE., DACL ICHFHATRHBEERNEL, TORICAVEZ—TIAAACLAERAENINET,

3750XD/N—> 3 215.0.20 FEE R U TF A", ship access-listinterfface AN RTA 2 X—7
I AACLHFRTRENBELBYYELL (LEL, DACLICHRHZdeny N FEELBEVRERY, 1>
B—T7IAAACLEERENIEEETY ),

802.1x ICEAHE N3 T 7 #J)L b ACL

FI7A)KNACLICEERD 2 DORATHHYET,

« auth-default-ACL-OPEN : #A—7">F— RIZEH
 auth-default-ACL : JO0—AXRT7 OVt AIZER

R—RABHFATRAT—BNDFE. auth-default-ACL & auth-default-ACL-OPENDE S AEAE ©LE
¥ T7FILRNTR, JO—ARTFPIEANFERAELET,

DFV), BELHIE. auth-default-ACL THAIE NIRRT 71V I ERSIRNTORNST 7190
ROY7TEnET,

CHDEDIZLT, HFAHNFRITBHICDHCP RS T7 14 Y INHFAEhET,
IP7RLANEYHTSh, XAV O—RENIE-DACLZELLKBERATEET,
COACLIEBEENICEREN, RERNICEHY)EFBA.

<ffroot>
bsns-3750-5#

sh run | i Auth-Default



bsns-3750-5#

sh ip access-lists Auth-Default-ACL

Extended IP access 1list

Aut h- Def aul t - ACL

10 permit udp any range bootps 65347 any range bootpc 65348 (22 matches)
20 permit udp any any range bootps 65347 (12 matches)
30 deny 1ip any any

CNERYIOFREE (REAE7I—AEHFAT7I—ADOHE ) OLHICBHICERE I, ZREOEY >
IUNHIBRE N ZRICHBRE QT T,

auth-default-ACL I& DHCP hZ 7 4 Y VD HEFHFALE T, LA KL, #L WDACLYH
YO—REhdE, ZOEYIIAVICERAEAET,

T — RAopen auth-default-ACL-OPENICEEE hd &, ChHFRTENTHERES 1, Auth-
DefaulttACLE F2 =E<BEIU KD ICEMELE T,

<tfroot>

bsns-3750-5(config)#int g1/0/2
bsns-3750-5(config-if)#authentication open

bsns-3750-5#

show i p access-lists

Extended IP access Tist

Aut h- Def aul t - ACL- OPEN

10 permit ip any any

WA DACLEAARIAAXTEERTHN, REICEFERREhFLA,

<#root>
bsns-3750-5(config)#

ip access-list extended Auth-Default-ACL

bsns-3750-5(config-ext-nacl)#permit udp any any

bsns-3750-5#



sh i

Exte

p access-lists

nded IP access 1ist Auth-Default-ACL

10 permit udp any range bootps 65347 any range bootpc 65348 (22 matches)
20 permit udp any any range bootps 65347 (16 matches)

30 deny 1ip any any

40 permit udp any any

bsns-3750-5#
sh run | i Auth- Def
bsns-3750-5#
open E— K

MOEI> 3T, ACLOBEICDVWTHELELE (ShilE, A—7VE—ROBALT

J*

ILENTHEAETNDEDHNEENET ). A—TEF—ROBER, ROEHYTT,

YD IUNRFAREDEES., INTORNT74v U ZFALET (F7 7 )L KD auth-

default-ACL-OPEN (ZH5 ) o

tyv>avid, RAFIE (BSCTTSATAETFTIE(PXE) 7= FUFICE

LTVET ) FLEREZEOTOCANKRBLLEE ( TREET—R) EHERDZ D FUFICE

LTWET ) ICARFITREICEYNET,

BEOTSYRTF—LDOBEICEYIVNFFTREICBITITDE, ACLHNERKENT

. YO DACL F'fEAEh, TORICAVRER—T I AACLNEAEIhET,

7k?wiifu7k?hx4/®ﬁn\EK%%%TE%E@&@tW?a)#ﬁE?%
BEMABNET (TDBEE, EYIa VI EICEBBACLEA T EREIAET ),

AR —T7IAAACLHNBREDEE

B D 650014500 7Y R 7 #—LDBE, A RX—T7IAAACLIE, DACLZIELLHERAT
BEBHICHATT,

RIZ, 4500 sup2 12.2.538G6, 1 X —T7 I A AACLBZLDOFIZRLET,

<#froot>

bris

k#

show run int g2/3

!

inte
swi
swi
aut
aut
aut

rface GigabitEthernet2/3

tchport mode access

tchport voice vlan 10
hentication host-mode multi-auth
hentication open

hentication order mab dotlx



authentication priority dotlx mab
authentication port-control auto

mab

RARSRIAEENBD E, DACLAAVO—RENET, ChFBEAENT, RARKBRLET

o

<ffroot>

*Apr 25 04:38:05.239: RADIUS: Received from id 1645/19 10.48.66.74:1645,

Access- Accept,

len

209

*Apr 25 04:38:05.239: RADIUS: authenticator 35 8E 59 E4 D5 CF 8F 9A -
EE 1C FC 5A 9F 67 99 B2
*Apr 25 04:38:05.239: RADIUS: User-Name [1] 41

#ACSACL#- | P- PERM T_ALL_TRAFFI G 51ef 7dbl

*Apr
*Apr

25 04:38:05.239:
25 04:38:05.239:

[ReauthSession:0a]

*Apr

25 04:38:05.239:

[30424a000EF50F53]

*Apr
*Apr
*Apr

25 04:38:05.239:
25 04:38:05.239:
25 04:38:05.239:

[CACS:0a30424a000]

*Apr

25 04:38:05.239:

[EF50F535A6693:1s]

RADIUS: State [24] 40
RADIUS: 52 65 61 75 74 68 53 65 73 73 69 6F 6E 3A 30 61

RADIUS: 33 30 34 32 34 61 30 30 30 45 46 35 30 46 35 33
RADIUS: 35 41 36 36 39 33 [ 5A6693]

RADIUS: Class [25] 54

RADIUS: 43 41 43 53 3A 30 61 33 30 34 32 34 61 30 30 30

RADIUS: 45 46 35 30 46 35 33 35 41 36 36 39 33 3A 69 73

*Apr 25 04:38:05.239: RADIUS: 65 32 2F 31 38 30 32 36 39 35 33 38 2F 31 32 38
[e2/180269538/128]

*Apr 25 04:38:05.239: RADIUS: 36 35 35 33 [ 6553]

*Apr 25 04:38:05.239: RADIUS: Message-Authenticato[80] 18

*Apr 25 04:38:05.239: RADIUS: AF 47 E2 20 65 2F 59 39 72 9A 61 5C C5 8B ED F5

[ G e/Y9ra\]

*Apr 25 04:38:05.239: RADIUS: Vendor, Cisco [26] 36

*Apr 25 04:38:05.239: RADIUS: Cisco AVpair [1] 30

i p:inacl #1=pernit ip any any

*Apr 25 04:38:05.239: RADIUS(00000000): Received from id 1645/19

*Apr

25 04:38:05.247:

EPM SESS ERR Failed to apply ACL to interface

*Apr 25 04:38:05.247: EPM_API:In function epm_send_message_to_client
*Apr 25 04:38:05.247: EPM_SESS_EVENT:Sending response message to process

AUTH POLICY Framework

*Apr
'.':Apr-
*Apr
*Apr

25 04:38:05.247:
25 04:38:05.247:
25 04:38:05.247:
25 04:38:05.247:

EPM_SESS_EVENT:Returning feature config

EPM_API:In function epm_acl_feature_free

EPM_API:In function epm_policy_aaa_response
EPM_FSM_EVENT:Event epm_ip_wait_event state changed from



policy-apply to ip-wait

*Apr 25 04:38:05
*Apr 25 04:38:05
*Apr 25 04:38:05

for type DOT1X

*Apr 25 04:38:05.

.247:
.247:
.247:

247:

Y%AUTHMGR- 5- FAI L: Authorization failed for client
(0007.5032.6941) on Interface G 2/3
Audi t Sessi onl D 0A304345000000060012C050

brisk#

show aut henti cati on sessions

Interface
Gi2/3

Aut hz Fail ed

MAC Address
0007.5032.6941 mab

Method

0A304345000000060012C050

Domain

VOICE

Status

EPM_API:In function epm_session_action_ip_wait
EPM_API:In function epm_send_ipwait_message_to_client
EPM_SESS_ERR:NULL feature Tist for client ctx 1B2694B0

Session ID

A2R2—7IAAACLAEBMEND E, ROLSICBNET,

<#froot>

brisk#

show i p access-lists al

Extended IP access Tist all
10 permit ip any any (63 matches)

brisk#sh run int g2/3

interface GigabitEthernet2/3
switchport mode access
switchport voice vlan 10

ip access-group all in

authentication
authentication
authentication
authentication
authentication
mab

host-mode multi-auth
open

order mab dotlx
priority dotlx mab
port-control auto



brisk#

show aut henti cati on sessions

Interface MAC Address Method Domain Status Session ID
Gi2/3 0007.5032.6941 mab VOICE

Aut hz Success

0A30434500000008001A2CE4

C O EEIE Tauthentication open, ICKFELEHA. DACLZZITANDIZK, A—7">/o0—
AE—ROBATAVR—TIAAACLHIYBETT,

4500/6500 @ DACL

4500/6500 Tlk, DACL A" acl_snoop DACL IC& > THEAETNE T, RIZ. 4500 sup2
12.2.53SG6 ( BEE +PC ) OHlERLET. FF (10) VLAN EF—24 (100 ) VLAN (Z (AR D
ACLA ®HVET,

<tfroot>
brisk#

show i p access-lists

Extended IP access list

acl _snoop_G 2/3_10

10 permit ip host

192. 168. 2. 200
any

20 deny ip any any
Extended IP access Tist

acl _snoop_G 2/3_100

10 permit ip host

192.168. 10. 12

any
20 deny ip any any

IPDTICIELWI NUA BB, ACLRIBFEENET,

<ffroot>



brisk#

show i p device tracking all

IP Device Tracking = Enabled

IP Device Tracking Probe Count = 3

IP Device Tracking Probe Interval = 30

IP Device Tracking Probe Delay Interval = 0

MAC Address Vlan Interface STATE

192.168. 10. 12
0007.5032.6941

100
GigabitEthernet2/3

192. 168. 2. 200
000c.29d7.0617

10

GigabitEthernet2/3

3

<#froot>

brisk#

ACTIVE

ACTIVE

ALE Ny >3V AT RLAZEIELET,

show aut hentication sessions int g2/3

Interface:
MAC Address:
IP Address:

192. 168. 2. 200

User-Name:
Status:

Domain:

Oper host mode:
Oper control dir:
Authorized By:
Vlan Policy:
Session timeout:
Idle timeout:
Common Session ID:
Acct Session ID:

GigabitEthernet2/3
000c.29d7.0617

00-0C-29-D7-06-17
Authz Success

VOICE

multi-auth

both

Authentication Server
N/A

N/A

N/A
0A3043450000003003258E0C
0x00000034

Handle: 0x54000030
Runnable methods Tist:
Method State
mab Authc Success

dotlx Not run



Interface:
MAC Address:
IP Address:

192.168. 10. 12

GigabitEthernet2/3
0007.5032.6941

User-Name: 00-07-50-32-69-41
Status: Authz Success
Domain: DATA
Oper host mode: multi-auth
Oper control dir: both
Authorized By: Authentication Server
Vlan Policy: N/A
Session timeout: N/A
IdTe timeout: N/A
Common Session ID: 0A3043450000002E031D1DB8
Acct Session ID: 0x00000032
Handle: 0x4A00002E
Runnable methods Tist:
Method State
mab Authc Success
dotlx Not run

COBMETIEE, PCEEFHOWAA ICMP IO—ICRELETHN, 1 2X—T I LAAACL X

DHhERRLET,

<#froot>

brisk#show ip access-1lists interface g2/3

permit ip host

192.168. 10. 12

any

chid, BETID, Chid. DACL AEFFEH (192.168.10.12 ) IC2VTOHT Y 1&EhTL
B1HTT, PCIEOVWTR, #A—T2VEFE—ROAUE—TIAAACLFERAENET,

<tfroot>

interface GigabitEthernet2/3

ip access-group all 1in

authentication open

brisk#

show i p access-lists al

Extended IP access 1ist all
10 permit ip any any (73 matches)



EHNTBE, acl_snoopldkPCEEFENMAICH L TERENETAH, DACLIFEFEICHL THHKIR
ENET, COEH, TOACLEFAVEZ—TIAAIINA2 RENRTVWBRERBENET,

802.1x D MAC 7 RLAAT—ZA

802.1x FREENBHRENTE, MACT7 RLARSIZEHZFHHNE L TRBENETH, TONT Y
Noxt$a70<3a>@RROY7TY,

<#root>
bsns-3750-5#

show aut henti cati on sessions

Interface MAC Address Method Domain Status Session ID
Gil/0/1

0007. 5032. 6941
dotlx UNKNOWN
Runni ng
COA8000100000596479F4DCE
bsns-3750-5#

show nmac address-table interface g1/0/1

Mac Address Table

Vlan Mac Address Type Ports
100
0007. 5032. 6941 DYNAM C Dr op

Total Mac Addresses for this criterion: 1

FORLIC LI T D E, MAC 7 RLARBRIICEY, R—KhESHFRMHEThET,

<#froot>
bsns-3750-5#

show aut henti cati on sessions

Interface MAC Address Method Domain Status Session ID
Gil/0/1



0007. 5032. 6941
mab VOICE

Aut hz Success
COA8000100000596479F4DCE

bsns-3750-5#

show mac address-table interface g1/0/1

Mac Address Table

Vlan Mac Address Type Ports
100
0007. 5032. 6941 STATIC G1/o0/1

Chid, WEDRXAY (BF/F—R ) DFTRTO mab/dotix £Y IV ICHTRENET,
N7 1—hk

CEROYIRIITN—VI VBT IY N7+ —LAD8021x IV 74 F1L—a>
HA REBTHHEHLEE W,

TACT—ARZF—7>2F 2. AOONY ROEHZRHL T EEL,

» show tech
» show authentication session interface <xx> detail
» show mac address-table interface<xx>

iz, SPANR—KNTYRF Y TFYEROTFNYITEZRETREEHEHHLET,

» debug radius verbose

* debug epm all

» debug authentication all

debug dot1x all

debug authentication feature <yy> all
» debug aaa authentication

» debug aaa authorization

BYIE 5 2

« 802.1X Authentication Services Configuration Guide, Cisco I0S XE Release 3SE (Catalyst
3850 Switches)g
« TCatalyst 3750-X and Catalyst 3560-X Switch Software Configuration Guide, Cisco 10S



/content/en/us/td/docs/ios-xml/ios/sec_usr_8021x/configuration/xe-3se/3850/sec-user-8021x-xe-3se-3850-book/config-ieee-802x-pba.html
/content/en/us/td/docs/ios-xml/ios/sec_usr_8021x/configuration/xe-3se/3850/sec-user-8021x-xe-3se-3850-book/config-ieee-802x-pba.html
/content/en/us/td/docs/switches/lan/catalyst3750x_3560x/software/release/15-2_1_e/configuration/guide/scg3750x/sw8021x.html

Release 15.2(1)E
« TCatalyst 3750-X and 3560-X Software Configuration Guide, Release 15.0(1)SE.

« TCatalyst 3560 Software Configuration Guide, Release 12.2(52)SE
s TOZAHIN B R—bhE RF I XN - Cisco Systems



/content/en/us/td/docs/switches/lan/catalyst3750x_3560x/software/release/15-2_1_e/configuration/guide/scg3750x/sw8021x.html
/content/en/us/td/docs/switches/lan/catalyst3750x_3560x/software/release/15-0_1_se/configuration/guide/3750xcg/sw8021x.html
http://www.cisco.com/en/US/docs/switches/lan/catalyst3560/software/release/12.2_52_se/configuration/guide/swdhcp82.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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