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ISE

ISERREIIE. BELRUS—HFEENDZE0HHARATO77A4IOHNERE., —BKHNA
802.1X /d-') IHEENET,

[Administration] > [Network Resources] > [Network Devices] D JEIZEIRL T, R4/ Y FE XY ~
7—0 FINAAELTEMLET, RADIUS DEFHERE (RERE ) ZEAILET,

Services Engine /> Home Operations|v Poliey|v  Administration | v

a;ff System S Identity Management B Metwork Resources |2 Web Portal Managemeant |5 Feed Senice
Mabwork Davicas Matwork Devics Groups  Extamal RADIUS Servars RADIUS Sarver Sequences  SGAAMASenvers  NAC Managers

Hetwork Devices Ligt = I750-5

Network Devices
Network Devices

|' L | * Mame| 3750.5]
a2 = Description
[ Wetwork Devices ¥
*IP Address: | 10.48.66.109 | 1] 32

i Deafault Device

Model Mame -
Softwara Varsion -

* Metwork Davice Group

Locationall Locations & | Set To Dafault
Device Type | all Device Types @ | | Set To Default |

¥« Authentication Settings

Enable Authantication Settings
Frotocol  RADIUS
* Sharad Saeral | T | l Show

TF7ANNOFENL—INEFERATEET (ISEQO—HILTERENTVRI-HFDHEE ),

[Administration] > [Identity Management] > [Users] O JEIZ#EIRL . 1—Y Tciscoy ZO0—AHIL T
E&LET,

e 4 Home Operations|v Policyl v Administration | »

afe System S5 Identity Management i Metwork Resources [zt) Web Fortal Management |, Feed Semvice

Idaniitias Groups External Ideniity Sources Identity Source Sequences Saftings
Identitics Hebwork Access Users Lk > New Nebwork Acesss User
v hetwork Access User
L~ P |
,q: - = * Marme | cisco ]
i Unne X SRR Enabled =
* Endpoints ¥
— Email |
= Latest Manual Hetwork Scan Res ¥
==
v Fasswond
*Password | geeee Meed halp with passward policy 7
* Re-Ender Passward I seeee J

HAZOA77AIINICEFILRIS —HFEENBDIEEN BV ET, ROBIZRIT LS, [Policy] >
[Results] > [Authorization Profiles] D NEICIBIRL, UV OEES{NF BDALCEDIAMY FICISE N



BETEBERRLEY., £/, VLANES (10) FRESIATVET,

4 Home Operations|v  Policy| v  Administration | v

|4, Authentication  |g) Authorization  |4) Profiing | Posture |5 ClientProvisioning |5 Security Group Access

Dictionaries Conditions Rasults

Authorization Profiles = MACSECprofile

Results
[ ) | Authorization Profile
~ *Name | MACSECprofile |
|avlE- o,
» [ Authentication Description |
-
(8 i *Access Type [ACCESS ACCEPT ~1

v [ Autherization Profiles

* | Downicadable ACLs

» [ Infine Posture Node Profiles
v | Profiling

—_—
= Posture

Senvice Tamplate [J

-

b [ Client Provisioning * Common Tasks

k0 Securdly Group Access

==

] Auto Smart Port
LI Fiter-ip
O reauthentication

MACSe: Policy musksecune -

HAN—IORAT7O7 7ML EFERHTSHI, [Policy] > [Authorization] D JEIZEIRL £9,
COFITIE, 1—Y Tciscos ICEREENTVWA7O7 74 ZERLET, 802.1x AHKIHL 1235
4. ISE & Radius-Accept & Cisco AVPair linksec-policy=must-secure TAA Y FIZIRLE T,
COBMICE2T, AIYFRIE MKAEY > a2 zlBLET, TOLEYIIAUNKKTD L,
AAYFTD 802.1x R E XKML ET,

s Home Operations |+  Poliey| »  Administration | v
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| First Matched Rule Applies v
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aaa new node
aaa aut hentication dotilx default group radius
aaa aut horization network default group radius

aaa group server radius |ISE
server nane | SE

dot 1x system auth-contro

nterface G gabitEthernetl/0/2
description wi ndows7

swi tchport node access

aut henti cation order dot1x

aut hentication port-control auto
dot 1x pae aut henti cator

radi us server |SE

address ipv4 10.48.66.74 aut h-port 1645 acct-port 1646
timeout 5

retransmt 2

key cisco

O—HL MKARUS—HHERE N, A2 R2—T7IARACERAENET, £/, MACsec H' 4
R—TIA ATHBIEhET,

nka policy nka-policy
repl ay-protection w ndow size 5000

interface G gabitEthernet1/0/2
macsec
mka policy mka-policy
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'Y Cisco AnyConnect Secure Mobility Client | @ ([

W P

You may need to use a browser to gain access.

- Connect

Web Authentication Required

6 Network:

Connected (10.48.67.84)
wired Manage Metworks...

Connect only to current network

MACsec THL W 802 1x 7O7 7 A J)LZEML E T, 802.1x MHE. Protected Extensible
Authentication Protocol ( PEAP ) A" E hE T (ISE TEREZH D I1— Tciscos ) o

' Cisco AnyCennect Secure Mobility Client e =]

atfeenfne N
csco  AnyConne

Status Ovenview

Metwork Service: Enabled >

Wi-Fi: No Wi-F adapters

Type

ST, RENERICHELTVINESHERELET,



EAP-PEAP IZE&E & 117z AnyConnect NAM IZi&, ELWOL T ¥ LR ETT,

[

|

Cisco AnyConnect | macsec

Please enter your username and password for the
network: macsec

sername: cisco
Password: rrrreesy
|| Show Password
[ QK ] | Cancel |

-

ﬁ' Cisco AnyConnect Secure Mobility Client

'You may need to use a browser to gain access.

- Connect

Web Authentication Required

Network:
Authenticating

2 O

M@ CseC

ALY FORY AV,

Securedy THAUENHV)ET,

bsns- 3750- 5#show authentication sessions interface gl/0/2

Interface:

MAC Addr ess:

| P Address:
User - Nane:

St at us:

Domai n:

Security Policy:
Security Status:
Qper host node:
Qper control dir:
Aut hori zed By:
VI an Policy:

G gabi t Et hernet 1/ 0/ 2
0050. 5699. 36¢ce
192.168.1.201

cisco

Aut hz Success

DATA

Must Secure

Secured

si ngl e- host

bot h

Aut henti cati on Server
10

RALBRVHAATIHBEN B ERT. EF1VT 1 AT —XAN T



Session tineout: NA
Idle timeout: NA
Conmon Session ID:  COA8000100000D56FD55B3BF
Acct Session ID: 0x00011CB4
Handl e:  0x97000D57

Runnabl e met hods i st:
Met hod State
dotlx Authc Success

AA Y FDO MACsec #FEtERICIE. O—HI RUS—BRE. BZENT T4V IO0OEF1T F
¥+ZJID(SCl), R—NOHEHARPIS—ICBEITHFH MY RENET,

bsns- 3750- 5#show macsec interface gl/0/2
MACsec is enabled
Repl ay protect : enabled
Repl ay wi ndow : 5000
Include SCI : yes
Cipher : GCM-AES-128
Confidentiality Offset : O
Capabilities
Max. Rx SA : 16
Max. Tx SA : 16
Validate Franes : strict
PN threshol d notification support : Yes
Ciphers supported : GCM-AES-128
Transmt Secure Channels
SCI : BC166525A5020002
El apsed tinme : 00:00: 35
Current AN. O Previ ous AN. -
SC Statistics
Auth-only (0 / 0)
Encrypt (2788 / 0)
Recei ve Secure Channel s
SCI : 0050569936CE0000
El apsed tinme : 00:00: 35
Current AN. O Previ ous AN. -
SC Statistics

Notval i d pkts 0O Invalid pkts 0
Vvalid pkts 76 Late pkts 0O
Uncheck pkts O Del ay pkts O
Port Statistics
I ngress untag pkts 0 I ngress notag pkts 2441
I ngress badtag pkts 0 I ngress unknownSCl pkts O
I ngress noSCl pkts 0 Unused pkts 0
Not usi ng pkts O Decrypt bytes 176153

I ngress mss pkts 2437

AnyConnect Tld, HIHBERICESILOEARERTNT Y NOBKEFAN TENET,



Network Access Manager

Configuration | Statistics |Message History

~
subnet Mask (LFv4a) 299.295,4595.0
Default Gateway (IPv4) 192.163.1.10

Bytes ~
Sent: 16567
Received: 5760

Frames #
Sent: 115
Received: 49

Security Infoermation A
Configuration: 802, 1¥ (MACsec) |
Encryption: GCM{Software) 3
EAP Method: eapPeap(eapMschapv?)
Server: ise 2. test-cisco.com
Credential Type: Username Password

NZ7)L21—hb

TR, BEDRS TN 1 —FAVJEATERBERERLET,
kR FIFOFNY T

AAYTFETOFNY TZBHIILET (—HBOHLE, DAURTK IR LEHICEBE AT
£9)o

debug macsec event
debug macsec error
debug epm al |

debug dot 1x all
debug radius

debug radi us verbose

802.Ix Y avHNEIEnD &, EHDO EAP /N Y MY EAPOL L TX#E nEJ, Radius-
Acccept U TRIEE 1D ISE A S DHRBDOKINGE (EAP KM ) ICE, EHO RADIUS BHEA
EENTLVET,

RADI US: Received fromid 1645/40 10.48.66.74: 1645, Access-Accept, len 376
RADI US: EAP-Key-Name [102] 67 *

RADI US:  Vendor, Cisco [26] 34

RADI US: Cisco AVpair [1] 28 "linksec-policy=must-secure"



RADI US: Vendor, M crosoft [26] 58

RADI US: MB- MPPE- Send- Key [16] 52 =

RADI US: Vendor, M crosoft [26] 58

RADI US: M5- MPPE- Recv- Key [17] 52 ~*

MKAtY> 3> Tl EAP F—EBNEAETNET, linksec RUZ—IC&K>2T, R4 YFTR
MACsec M"fEREhET (MACsec 'L THRVEBE, BIERFEBLET ), ChsnEME.
NTYNF+TFrYTERIETEEXT,

18 10.48.66.74 10.48.66.109 RADIUS 418 Access-Accept(2) (id=48, 1=376

AVP: 1=7 t=lser-Name(l): cisco

AVP: 1=40 t=State(24): 52656175746853657373696f6e3a43304138303030313630, ..

AVP: 1=51 t=Class(25): 434143533a43304138303030313030303030443536464435. ..

AVP: 1=6 t=Tunnel-Type(64) Tag=0x01: VLAN(13)

AVP: 1=6 t=Tunnel-Medium-Type(65) Tag=0x01: IEEE-802(6)

AVP: 1=b t=FAP-Message(79) Last Segment[1]

AVP: 1=18 t=Message-Authenticator(80): 85fc3f0450d6b4f80564484551992972

AVP: 1=5 t=Tunnel-Private-Group-Id(81) Tag=0x81: 18

AVP: 1=67 t=EAP-Key-Name(102): \031R\315g\206%\334\236\254\344:\333 jH\355(\353\343\
[Length: 65]
EAP-Key-Name: \031R\315g\206\334\236\254344:3333" jH\355 (\353\343\255\004\362H\ 3761

= AVP: 1=34 t=Vendor-Specific(26) v=ciscoSystems(9)

4 T v v v T T T T

* ¥5A: 1=28 t=Cisco-AVPair(l): linksec-policy=must-secure
P AVP: 1=58 t=Vendor-Specific(26) v=Microsoft(311)
B OAVP: 1=58 t=Vendor-Specific(26) v=Microsoft(311)

Authentication is successful.

%OO0T1X- 5- SUCCESS: Authentication successful for client (0050.5699.36ce) on
Interface Gil/0/2 Audit Sessi onl D COA8000100000D56FD55B3BF

YAUTHMGR- 7- RESULT: Authentication result 'success' from 'dotlx' for client
(0050. 5699. 36¢ce) on Interface G 1/0/2 Audit Sessi onl D COA8000100000D56FD55B3BF

AV FUBHEBRALET (ChCREBEENLEATIIVO VAN EBLEENET ),

YAUTHVGR- 5- VLANASS| G\ VLAN 10 assigned to Interface Gil/0/2 Audit SessionlD
COA8000100000D56FD55B3BF

ALY FIE, EAPOLNNT Y N EEZEITDIEMKA Y a2V ZBHKBLET,

%VKA- 5- SESSI ON_START: (G 1/0/2 : 2) MKA Session started for RxSCI 0050.5699. 36ce/ 0000,
Audi t Sessi onl D COA8000100000D56FD55B3BF,  Aut hMgr - Handl e 97000D57

dot 1x-ev(G 1/ 0/ 2): Sendi ng out EAPOL packet

EAPOL pak dunmp Tx

EAPOL pak dump rx

dot 1x- packet (G 1/0/2): Received an EAPOL frane

dot 1x- packet (G 1/0/2): Received an MKA packet

TNE, ABONTY NRBEFITIDAZE(RX)EF2VF1 FYSII—3eesll
ERENhET,

HULC- MACsec: MAC. 0050.5699. 36ce, VWVl an: 10, Domai n: DATA

HULC- MACsec: Process create TxSC i/f G gabitEthernetl/0/2 SCI BC166525A5020002
HULC- MACsec: Process create RxSC i/f G gabitEthernetl/0/2 SCI 50569936CE0000

HULC- MACsec: Process install RxSA request 79F6630 for interface G gabitEthernetl/0/2

Y2 a EERTL, BE(TX)EF1VTFTa PYI—a o BMNENETT,



%MKA-5-SESSION_SECURED: (G 1/0/2 : 2) MKRA Session was secured for

RxSCl 0050. 5699. 36ce/ 0000, Audit Sessi onl D COA8000100000D56FD55B3BF,

CKN A2BDC3BE967584515298F3F1B8A9CCL3

HULC- MACsec: Process install TxSA request 66B4EEC for interface G gabitEthernetl/0/

R — Tmust-secures N'—HIT2 &, RIANFRBILET,

YAUTHMGER- 5- SUCCESS: Authorization succeeded for client (0050.5699.36ce) on
Interface G 1/0/2 Audit Sessi onl D COAB8000100000D56FD55B3BF

2 &I MKAHello /ST Y RARiEh, IXNTORKRABEL TVD LA EBRENET,

dot 1x-ev(G 1/0/2): Received TX PDU (5) for the client Ox6EO001EC (0050.5699. 36ce)
dot 1x- packet (G 1/0/2): MKA | ength: 0x0084 dat a&col on; ~A

dot 1x-ev(G 1/ 0/ 2): Sendi ng EAPCL packet to group PAE address

EAPOL pak dunmp Tx

REFIFOFINY T

B7UA RN MKA CRUTEREENRTVWAVEEZIZ, EEKX 802 1X FBENE T ISE AIES
ILZ2ERTDHE :

RADI US: Received fromid 1645/224 10. 48. 66. 74: 1645, Access-Accept, |en 342
%DO0T1X- 5- SUCCESS: Authentication successful for client (0050.5699.36ce) on
Interface G 1/0/2 Audit Sessi onl D COA8000100000D55FD4D7529

YAUTHMGR- 7- RESULT: Authentication result 'success' from 'dotlx' for client
(0050. 5699. 36¢ce) on Interface G 1/0/2 Audit Sessi onl D COA8000100000D55FD4D7529

ALY FE S5O EAPOLNT Y NZEFETBDEZEICMKA Y>3V ZRRLEISELET,

%VKA- 5- SESSI ON_START: (G 1/0/2 : 2) MKA Session started for RxSCI 0050.5699. 36ce/ 0000,
Audi t Sessi onl D COA8000100000D55FD4D7529, Aut hMgr - Handl e A4000D56
dot 1x-ev(G 1/ 0/ 2): Sendi ng out EAPOL packet

EAPOL pak dunmp Tx

dot 1x-ev(G 1/ 0/ 2): Sendi ng out EAPOL packet

EAPOL pak dunmp Tx

dot 1x-ev(G 1/ 0/ 2): Sendi ng out EAPOL packet

EAPOL pak dunmp Tx

dot 1x-ev(G 1/ 0/ 2): Sendi ng out EAPOL packet

EAPOL pak dunmp Tx

dot 1x-ev(G 1/ 0/ 2): Sendi ng out EAPOL packet

EAPOL pak dunmp Tx

BENIEZALTIORNIEY, FREFERBLET,

%MKA-4-KEEPALIVE_TIMEOUT. (G 1/0/2 : 2) Peer has stopped sending MKPDUs for RxSCl
0050. 5699. 36¢ce/ 0000, Audit Sessi onl D COA8000100000D55FD4D7529, CKN
F8288CDF7FA56386524DD17F1B62F3BA
%VKA- 4- SESSI ON_UNSECURED: (G 1/0/2 : 2) MKA Session was stopped by MKA and not
secured for RxSClI 0050.5699. 36ce/ 0000, Audit Sessionl D COA8000100000D55FD4D7529,
CKN F8288CDF7FA56386524DD17F1B62F3BA
YAUTHMGR- 5- FAI L: Authorization failed or unapplied for client (0050.5699. 36ce)
on Interface G 1/0/2 Audit Sessi onl D COAB8000100000D55FD4D7529

802 Ix LY IAVIFEELBRIAZHRELF TN, RAFEBRLET,

bsns- 3750- 5#show authentication sessions int gl1/0/2



I nterface:
MAC Addr ess:
| P Address:
User - Nane:

Status:

Donai n:

Security Policy:
Security Status:
Oper host node:
Qper control dir:
Session tineout:
Idle timeout:
Common Session | D:
Acct Session | D
Handl e:

Runnabl e met hods i st:

G gabit Et hernet 1/ 0/ 2
0050. 5699. 36¢ce

192. 168. 1. 201

cisco

Authz Failed

DATA

Must Secure

Unsecure

si ngl e- host

bot h

N A

N A
COA8000100000D55FD4D7529
0x00011CA0
0xA4000D56

Met hod State
dotlx Authc Success

F—RKNZT74v0RBTOYIENET,
NTYNF¥TF¥

H7VDAVKNHBARNTRZ T4V IOFF Yy TFrEand e, 4 @0 Internet Control Message
Protocol ( ICMP ) TO—ER/IEENEZEE N, UTHAETEIhET,

-4 EORES{L ICMP TO—ERk%Z A4 Y FIZIAE (802.1AE D=8 IZ 88e5 A" FHE TV
£9)
A BEOES{ICMP T1—REEZ2E
Zhld AnyConnect 2" Windows API IZ7 Y & N3 FEDLEHTT (INTY MFREEThDEE
® libpcap DI, BROENT Y MZEE D EZE D libpcap DI ) -

No. | Source
3 ¥mware 99:36:ce

Destination

Protocol| Length | |nfo
Cisco_25%:a5:43 ;

fxgdes

4192, 168,1.18 192, 168,1,.201 LCHP 4 Echo (pingl reply id=0x080l, seq=23/5888, ttl=255
5 ¥aware 99:36:ce Cisco 25:a5:43 Bx38e5 186 Ethernet II

6 192,168, 1.18 19Z . 168.1.261 TCHP 74 Echo (ping) reply id=0E066], seq=24/6144, tt1=255
7 Vmware 99:36:ce Cisco_25:a85:43 OxBEeS 186 Ethernet 11

8 192, 168,1.18 192.168.1.2601 ICHP 74 Echo (ping) reply 1d=0x0001, seq=25/6408, Ltl=255
9 ¥eware 99:36:ce Cisco _2%:a5:43 Gx88eh 186 Ethernat IT
16 192,168, 1.18 192,168, 1.281 TCHP T4 Echo (ping) reply id=0x0a0l, seq=26/60656, ttl=255

* Frame 3: 106 bytes om wire (B42 bits), 106 bytes captured (B48 bits)
v Ethernet TII, Src: Yoware 99:36:ce (GB:50:56:99:36:ce), Dst: Cisco 25:a5:43 (bo:lG:65:25:a5:43)
= Data {92 bytes)

Data: 2cB0A008013cAB505699360 0000056505 5d fabsdT345d3. ..

[Length: 92]

F:AAYFRAR=NTFSA4H (SPAN ) ELERBHRAKZNTY N FvTF v
(EPC ) BENHEEREIF DALY FTMKA £k 802.1AE RS T A VYU BERZT 1Y
FTARIBEFTR—FENTVERA,

MACsec & 802.1x E— R

MACsec Tlk, IXTM 802.1x E— RAYR—REhhTLVWBDITTREHY)EBA,



T Cisco TrustSec 3.0 How-To Guide:Introduction to MACsec and NDACys Tilt, UTF DL SIZ5%
BBEhTWET,

- Single-Host £— K : Single-Host €— R TR, MACsec B2 LY R—KNEhET, COE
—RTE. E—OMACTRLAFELEFIPT7RLAEGFHNRIEE . MACsec TIREET I E
To IVRKRAHREEL 2E&ICHIDO MAC 7 RL AN R— TRt hd &, %11
TAERNFR—RTRUA—EhZET,

. Multi-Domain Authentication (MDA ) E— R : COE—R Tk, 1 2OIY RAKA > N EF—
2 RXAVECHREL., BIOI RRA VRN ZEBERXSA DV EICBETDCENTEEXT,
MDA E— KTk, MACsec i T2 ICHR—BMEhET., HDOI> RKRA > D MACsec
AEETHNE, TATNAOMILE MACsec Y23 VICE 2 TENRTNNREEIET,
—FDIY RRA NEGFH MACsec ATRETH D BE. TODLY RRAVNFRETEEXT
FES3—FDIYRRAVNTRESLENTICNT Y NFEGFEhET,

- Multi-Authentication E— R : COE—RTR, E—DAA/ Y F R— NI TERELEHIR
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