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« Firepower Extensible Operative System ( FX-OS ) &, ¥ —/N\—ROIF7&2&EHLET
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Tk, FIDEBAR—TJIA(ALERAARE ) 2EALTSNMP BRZTVET,

FTD data Security Module
interfaces Firepower Threat Defense (FTD)
+ diagnostic

FTD mgmt Mon SNMP-capable

Chassis mgmt

interface : _I" SNMP-capable |

Firepower 2100 7 72472 AO SNMP T2k, FIDEBA > X—T7 I A4 AE IPZFEAL
TY, PT7SAT7VABHRERE, COMVE—TIAATEFELESNMP hS 714V 0T Uv>
L. FXOSVY7RJITFIZEELET,

SNMP-capable
FTD data Security Module
interfaces Firepower Threat Defense (FTD)

SNMP-capable

FTD mgmt Non SNMP-capable

V7RI T7V)—R66EZERATS FTD TR, ROZEEANBAEIhKL I,

« EBAZ—T7IT4ALD SNMP,

« FPR1000 £/ (& FPR2100 > U —X 7SY N7 #—ALT., COE—DOBEEA(>X—T I
A4 ALETLINASNMP & FXOS SNMP Oili A Z#EE L £ T, & SIZ, [Platform settings] >
[SNMP] D TFIC$H % FMC ICE—DEHRARA > NERHLET,
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FPR4100/FPR9300 > ¥ —=/ ( FXOS ) SNMP

FTD data Security Module
interfaces Firepower Threat Defense (FTD)
+ diagnostic

FTD mgmt Non SNMP-capable

Chassis mgmt
interface

SNMP Request

— SNMP-capable |

GUI IZ& % FXOS SNMPv1/v2c D&

AT Y 7 1 : firepower Chassis Manager(FCM)UI%Z B Z . Platform Settings > SNMPZ 7 IZBE L
¥9. SNMP OBMLARY VRZFITY UL, SNMPERTEATAIAI1IZTAANIVT %
EELT, RELZET,



Overview Interfaces Logical Devices Security Modules EEEIHEE=TE e il _
1

- r' -

ceH Sdman State: Enabla

» SNMP Fort: -
HTTES ammunity/Username: ------.4
Ada
System Admmmstrator Name:
Syslog
DNS Lcation:
FIFS and Commaon Critenia
Access List SHMFP Traps
:
Hame Port  Version V3 Privilege Type

:’ c”"“'

N 5E:Community/Username 7 4 —JL KA T TILBEE AT LWBHEA. 20T 4 —IL KOAH
CHDTFARNESet: YesT T, Community/Username” 1 — )L RIZEAADE A TLEL
Fe. ZEOT7 1A=L ROFAICHZDTFANESet: NolC B ET

ATY T 2:SNMPRZ Y 7OREY—NZERELET,



Add SNMP Trap b

Host Name:™® 192.168.10.100

Community/Username:™ sessnses

Port: ™ 162
Version: V1l &2 V3
Type: ® Traps Informs

V3 Privilege:

(0] 4 Cancel

QﬁE:QIUtF3W7$ZFQJEJZ?4EMMELT6U\EK%%%#%U??

RARNE, P7RLAFEFBETERTEEXT, [OK] ZiBIRTDE, SNMP Ry FH—/
—DBENBENICREFEENET, SNMP XA UR—IHASREREZBIRIDMEREHY E
A, RANZHIRTZBEEEHETT,

OV KR SA4Y 42 8—T7ITAA(CLI) IC&B FXOS SNMPvi/v2c DR

<#root>

ksec-fprok-1-A#

scope nonitoring
ksec-fprok-1-A /monitoring #
enabl e snnp

ksec-fprok-1-A /monitoring* #
set snnmp comunity

Enter a snmp community:



ksec-fprok-1-A /monitoring* #

enter snnp-trap 192. 168. 10. 100
ksec-fprok-1-A /monitoring/snmp-trap* #
set community

Community:
ksec-fprok-1-A /monitoring/snmp-trap* #

set version v2c

ksec-fprok-1-A /monitoring/snmp-trap* #
set notificationtype traps
ksec-fprok-1-A /monitoring/snmp-trap* #
set port 162

ksec-fprok-1-A /monitoring/snmp-trap* #
exit

ksec-fprok-1-A /monitoring* #

comm t-buffer

GUI IZ& % FXOS SNMPv3 O BEX

ATFY 7 1:FCM%ZRE. Platform Settings > SNMPZ 7 IZBEIL £,

ATY7 2:SNMPV3DBE, EBOLIYIVTAIIZFAANIV I ERETDHERD
WEBA. ERENEIXRTOI—H—IE, FXOSSNMP I ANI I B ERICETTE
£F9, BIOATY T, 7SYRT7TA—ALATSNMP 2BMICTRETT, BTLES, 11—
H—ERERNTY TRANEERTEET, SNMP 1—H—& SNMP RS Y 7RANDEEN

BEINICRTFENET,



-al Devices Security Modules EEIGTE RISl _
161

Part:

Community/Usermame: Set:o

Syetem Admarngkrator Name:

Location:

SHNMP Traps

SNMP Uzers

f —

ATY7 3 RICRTLSIC, SNMPI—HZEMLEY. REXA7TRBEICSHATI A, BS
fEIZIE AES £7z13 DES ZfEATE XY,




Add SNMP User

Mame:*

Auth Type:
Use AES-128:

Password:

Confirm Password:

Prnivacy Password:

Confirm Privacy Password:

userl
SHA

L d

LA L L LR L]

LA L L LR AL

oK | |

ATY T4 :KICRTESIC, SNMPRS Y TRARNZEBIMLE T,

Cancel



Add SNMP Trap

Host Mame:™ 192.168.10.100

Community/Username:* senes

Port: ™ 162
Version: V1
Type: ® Traps
V3 Privilege: Auth

CLI IZ& % FXOS SNMPv3 O BEX

<#root>

ksec-fprok-1-A#

scope nonitoring
ksec-fprok-1-A /monitoring #
enabl e snnmp

ksec-fprok-1-A /monitoring #
create snnp-user userl

Password:
ksec-fprok-1-A /monitoring/snmp-user® #

set auth sha
ksec-fprok-1-A /monitoring/snmp-user® #
set priv-password

Enter a password:
Confirm the password:
ksec-fprok-1-A /monitoring/snmp-user® #

V2 ®Vy3
Informs

NoAuth

OK

®) Priv

Cancel



set aes-128 yes

ksec-fprok-1-A /monitoring/snmp-user* #
exit

ksec-fprok-1-A /monitoring* #

enter snnp-trap 10.48.26.190
ksec-fprok-1-A /monitoring/snmp-trap* #
set community

Community:
ksec-fprok-1-A /monitoring/snmp-trap* #

set version v3

ksec-fprok-1-A /monitoring/snmp-trap* #
set notificationtype traps
ksec-fprok-1-A /monitoring/snmp-trap* #
set port 162

ksec-fprok-1-A /monitoring/snmp-trap* #
exit

ksec-fprok-1-A /monitoring* #

comi t - buf fer

FPR4100/FPR9300 @ FTD ( LINA ) SNMP

SNMP Request

SNMP-capable

FTD data Security Module
interfaces Firepower Threat Defense (FTD)
+ diagnostic

FTD mgmt Non SNMP-capable

Chassis mgmt
interface

—— SNMP-capable j




6.6 LDV —ATHOEER

c OOV —ATE, R—UIJERNSYTICFIDEBSA VR —T I/ RAEERTS
F72avEHYET,

SNMP Reqguest

SNMP-capable

Security Module
Firepower Threat Defense (FTD)

FTD data
interfaces
+ diagnostic

As from 8.6+
It can forward SHMP packets to LINA

FTD mgmt

Chassis mgmt
interface

__ SNMP-capable j

SNMP 2> J)L IP EEBEERL, INXTOFID7ZY K74 —AT66 UBYR—KhEhTVE
ERD

+ FPR2100

+ FPR1000

+ FPR4100

+ FPR9300

- FTD 232179 % ASA5500
 FTDv

LINA SNMPv2c DX

ATY 7 1:FMCOUIT, Devices > Platform Settings > SNMP®D JEICBE L ¥9, Enable
SNMP Servers A7’ aVIZFI Vv ION—DVZANT, KOKSIZSNMPV2RREZITVE T,

AT Y7 2:Hosts®7 TAddRZ > #iEIRL ., SNMPH—/\DOREZKELET,



Edit SNMP Management Hosts ? X

IP Address* SNMP-SERVER v D

SMNMFP Version 2c w

Usermame w

Community
String

Confirm

- Pall

Available Zones &

‘ 4, Search

B

| s INSIDE_FTD4110

]I’-

a QUTSIDEL_FTD4110

= B8

| saa JQUTSIDEZ_FTD4110

B NET1_4100-3 Add J
B nET2_4100-3

B¢ NET3_4100-3

| Interface Name

0K I Cancel |

SNMP XY £—2 MY —A &L T diagnostic 1 VX —7 I A AZIBETDEETEET,
diagnostic 1 > 2 —7 I 4 A&, to-the-box & KT from-the-box ( BEEEDH ) DRTF T 1Y T D
ZHAITRT—RAEZ—TIAATT,



Add SNMP Management Hosts

IPF Address®
SNMP-SERVER

SMNKP Varsion
2c

B Fo
B trap

Trap Port
| 162

|:|':| |

Reachable By:

() Device Management Interface (APplicable from vE 6.0 and above)

) Security Zones of Named Interface

Ayailable Tones i

nterfaces

Q) Search

2100 _inside
2100_outside




COEKIEE66 VI—ADENDT, Z4A T —XZEALTLVET,
TSI, 66 AED FTD VU —ATR, BEA U R—TI(RAZEBRIDZEETERT,



Add SNMP Management Hosts

P Address®
SHNMP-SERVER -

Q, Search

2100_inside
2100 _outside

HLLVEBAZ—T7 I/ ANFBRENTVSIHE. LINASNMP BEEA>2—7 T4 AEH



THEATERT,
BRE, ROEBYTT,

ARP Inspection Enable SNMF Servers o
Banner Read Commurity String enne
External Authentication
F ¢ Confirm® [um
HTTE System Administratar Name [
IcHP
Secure Shell
SMTP Server Part l:l.l-:l.
» SHMP

L L _JL L

(1 - 65535)

LINA SNMPv3 DO

AT Y7 1:FMC UIT, Devices > Platform Settings > SNMP®DJEIZC#E L £9., Enable SNMP
Servers A7 23 VIZFIVIR—UZANT, SNMPV3O1—HERARNZERELE T,

Add Username

Security Level | priv

Username* | cisco

Encryption | Clear Text
Password Type

Auth Algorithm
Type

Authentication
Password*

Confirm*

Encrytion Type

Encryption
Password*




Overview Analysis Policies JSNI<8 Objects = AMP Intelligence

[ Device Management MNAT VPN * Qus Platform Settings FlexConfig Certificates

mzafeiro FTD4110-HA

ARP Inspeaction Enable SNMP Servers *
e Read Community String
Extemnal Authentication
Fragment Settings 2Ll
HTTP Sjlﬁ-tEl'l"l Administrator Name
L Location
Secure Shell
SMTP Server Port 161
F SHME Users  SHMP T
= =2 raps
Syslog Qi |
Thmeouts Interface  Network ~ SNMP Version PollfTrap  Port  Username |
LSS (LS 2o T QUTSIDE3 SHMP-SERVER 3 pall cisca 7B
UCAPL/CC Compliance |
ATV 2: RSV TZEZEITDIEIDIICKAANERELET,

Edit SNMP Management Hosts

IP Address* SNMP-SERVER v D

SHNMP Version 3 i

Usermame cisco w

Community

String

Confirm

Poll o

Trap L

Part 162

Available Zones © Selected Zones/Interfaces
4y Search |-_.| GUTSIDEE J
| a
saw INSIDE_FTD4110

ATYT3:ZBETBNZYSIE, SNMP Trapst2 9> 3> CiBIRTEE T,



P oI Hosts Users L UEIETES

S5L

Enable Traps All SHMP Syslog
Syslog
Timeouts

Standard
Time Synchronization

UCAPL/CC Compliance Authentication:

Link up 4
Link Down - 4
Cold Start 2
Warm Start 4
Entity MIB

MIO7 L — RSNMP#& (FXOS 2.12.1, FTD 7.2. ASA 9.18.1)

7.2& V) BIDENE

¢ 93008 K T41007°SY N7 #—ATIE, ¥ —BHOSNMP MIBl&, FTD/ASAT 7 U4
—2 3 TRESNESNMPTRERATEEEA., MIOTR, >v—IX—2vENLT
BRICEREL. ERIICT VERATRIUEN BV ET, MO, BEEBBERTIO ( A—/N\—N1
AHF)EDI1I-ITT,

« 2DNEBBSNMPRU S —ZRETHIHXENHYET, 12Blade/AppLIC. €512
MIOLTSNMPEZZR U JRICRELE T,

c B2 DR—KHERAEN, 12T L—RAT, £512FELF/NAIADSNMPEZX ) >
JRATY,

« SNMPZEMAL T3008 KTF4M100DTF/NA AZRESRTERL LS ETRE, ChHE
MICBEDAREMENFrHYET,

LW U—2Z (FXOS 2.12.1, FTD7.2. ASA9.18.151 % ) TOEED L < &

« MIO7L—ROSNMPIR&EICKY, I—HRET7FVIT5r—>3a > (ASAFTD)A V2 —T7 I (A
BRHTLINAB KTMIO MIBZER—U T TEET,

- COBEE. FLUOMOCLIBKTFCM (¥ v+ —YXX—Tv )UIABERALTESE - E
MICTEEXRT,

s F7FIINDAT—RAlFdisabledTd, chld, MIOSNMPIT—> I MNFARR7O
JAVARVAELTETENTVWBRCEZEKRLET, v —/DMEMIBOR— T
ICE, MIOAM > R—TIA AZFEATHIXLENfHYVET, COBEZEMICTEDE, 77U
T—23aUA =T IA4A AZFERALTRALUMBZR—) T TEDLSICHYET,

« CMFEEIF. Chassis Manager UI®DPlatform-settings > SNMP > Admin Instance TER TZ
F9, COFTDA VARV AR, NMSIZRRTT> v —MBZRE/MRETBHFTDA A
BAZIEBETEERT

« ASAIFTDRATA7BROMIT IV Tr—>3a o FYR—hEhFET,



. ZOHEEE. MIOX—RAD TS Y N7 #—/, ( FPRI300# & TFFPR4100 ) (Z D &iBAE 1
9,

BIREME, YR—RNEhBTSYRNTH—A

« HIR—RNRENBIZ—YOHF/N/N—23> : FCM 2.12.1
« YEX—T RF/N1M A : FPRO300/FP41003 1) —X
« HIR—RNENBBEEXNKRTFT/NAADODTK/NN—23> : FXOS 2.12.1, FTD 7.2, £ (FASA

9.18.1

FPR2100 ® SNMP
FPR2100 AT AT, FCMiEHV EH A, SNMP ZEBHK TR HE—DFEIE, FMCZHTT,

FPR2100 @< ¥ —< ( FXOS ) SNMP

) SNMP-capable

_FTD iiais Security Module
IRESRAGES Firepower Threat Defense (FTD)

SNMP-capable

SNMP Request

FTD mgmt Non SNMP-capable

FTD 6.6 LAF®, SNMP IZ FTD BB A U X—TJ IA AZERATHA7>3a>EHYVET, COBE
. FXOS & LINASNMP E8BOEAHN FID BEA > X—TJ I A AZN L TEEENET,

FXOS SNMPv1/v2c DBEX

FMC UIZBZ . Devices > Device ManagementlcBEIL £J., T/V14 AZEIRL. SNMPZEIR
LET,



Owerviesw Analysis  Policies Devices Ohects AMP  Intelligence Drepl oy S System Help » ebar »

Davice Management NAT WP * Qo5 Fatform Settings FlexConfig Certificates

FTD2100-4 Yow have unseved charges L_E seve || B} Cancel |

Ciid Firgpowdr 2110 Thiedt Doeherds 3

Device Routing Interfaces  Infine Sets  pHce [ETNC
P ST o e s it

admin State: = Enable

L 141

Community: P 1
System Admin Name: 1

Locatbon:

SHMP Traps Confguration

SNMP Trap Configuration T X
Hostname:* 10.48.26.1590 v 2
Community String: ¥ sassnEe
Port:* 162 (1 - 65535)
SNMP Version: V2 W
Type: TRAPS v
Privilege: NO_AUTH w
| Ok || Cancel |

FTD6.6 MNETOHEER

FIDEBA VR —T I/ AZEETEEXT,




Werview  Ang Object: AMP  Inbelligence
Device Management KT VP r QoS Platforen Settings  FlexConfy  Certificates

Frﬂ_”atfﬂl‘ﬂ‘l_l:'ﬁ”t‘f Add SNMP Management Hosts

mber Description IP Addnesa™ host_10.239, 20,30 |

ARF Tnspection Erablie SHHP Servers L

Bannae Read Commurity String prree

el Aathamiicat - aunan e
e ki Conbirm eefirm

Frapmsant Settings System Admeistrator Hame Fo

HETP ' -
Locatisn Trap
ICHP

Sacure Fhell —— i Reachabie By

SHTT Server Liggrs  SNHP Traps | * Dot Mahagement Interfaos I
r SHHP

Prark 162

Sequrky Zones or Hamed Inberface
s et ek s
Teseouls
Tamae Synchronizabon
Tiema Zane
ICARLCE Compharns

Canig

L]

EBAVR—TIAAESNMP I[CEBETED D, COR—JICERODBEEXY E—DHFKRR
ENET,

TFINAASTZY N7 —LKRE (BENEK ) >SNMP>KRARNZFEALTTFNAAEES 22—

7 I ATSNMPREEREL TLWBBE, COR—JDFNARTSY N7+ —LADSNMPER
EFEMICBEVET,

FXOS SNMPv3 O #BEX

FMC UIZB & . Devices > Device Management® JEICEIRL &9, /N1 AZERL., SNMP%Z
BRRLET,



Overview Analysis Policies EHSUTEER Ohjecks AMP  Intelligence Yeploy % System Help » itebar =

Device Management MAT VBN ¥ Qos Platform Settings FlexConfig Certificates

FTD2100-4 You have unsaved changes 8 cancel

Cisco Firepower 2110 Threat Defense 4

Device Routing Interfaces  Inline Sets  DHCP m

0 SHMP settings configured on this page will apply only to the device platform

Admin Stake: Enable 1
Port: 161
Caommiunity: [

System Admin Mame:

Locatien:

SHMP Traps Configuration

€ £ Page | > 3 ﬁ-

SHMP Users Configuration

SNMP User Configuration 7 X

Username:* useri

Auth Algonthm Type: SHA W

Use AES: T

Password™ PP
Confirm: TP
Privacy Password® —
Confirm: TP

| oK || Cancel |




SNMP Trap Configuration ? X

Hostname:™

Community String:* -

Port:= 1653 (1 - 65535)
SNMP Version: V3 W

Type: TRAPS v

Privilege: PRIV w

| OK || Cancel |

FPR2100 @ FTD ( LINA ) SNMP

*« 66 KYBBIOV)—ATI, FTD FPIXxx/FP21xx 7 7°Z A4 7 > A® LINA FTD SNMP #5X
l&. Firepower 4100 E£7zl& 9300 77’2472 AD FTD £ERALUTT,

SNMP
Request
—
—
FTD data o Security Module
interfaces Firepower Threat Defense (FTD)

SNMP-capable
SNMP

Request

FTD mgmt Non SNMP-capable

FTD 6.6 BABED U1 —2A



« 6.6 LD —ATE, LINAR—VVITERTYTICFIDEBAE—TIA A ZERA
TRATAVEHYNET,

FTD data
interfaces

Security Module
Firepower Threat Defense (FTD)

B
I

FTD mgmt

| Dvice Maragersant  HAT VPN« Oof Platform Seitings  FlexConfp  Certificates

Add SHMP Management Hosts

FTD_PFlatform_Policy

F dddrest L DOL30
SHMP =
o
ARP 1P hes Erable SHHP Servers o
B Read Community String anann
2o e Comfrm
Bt st thom Lenhm! aaans L s
Fragzacs Settingg Byshem Admensghrator Name Pa o
HTTF #
LCabun ]
1CHP -
Tecuig Shell Pt 161
Uiers  SNMP Traps | o' Mg e
ERHP
Lt | iy Jonds o RLhe f
S ntertace  Metweck NP
Timainks
Tt Soyratier et atasn
Tima Torem

HMLLWEBAVE—TJ I/ ANFBRENATVRIES .

« LINASNMP &, BEBA >V X—T7 I/ ABHTHERATEET,

« [Devices] > [Device Management] ® FIZ& 2 7= [SNMP] 2 7 R EIZ & 2 - = EMIC /&
2TVET, BANTFT—HNRRENET, [SNMP device] 27 (&, 2100/1100 5 v N7 #
—ATDHRRIENTVELLE, COXR—T(F, FPRI300/FPR4100 & & U FTD55xx 7° 5



YR A—LIZEFEELEE A,

BRENh3E, (FPIxxx/FP2xxx £ED ) #&&& h /= LINA SNMP + FXOS SNMP R—U > UK Z
Y 7ERIE, FIDEBA VEZA—TIA AZNLTEEENET,

Owverview Analysis Policies EOUTIEE Objects AMP  Intelligence

Device Management NAT VPN ¥ Qs Platform Settings FlexCanfig Certificates
FTD2100-6

Device Routing Interfaces Inline Sets DHCP m

SNMP 2> J)L IP EEHEERE, INTOFID 7Y RT3 —ALT66 BT R—REhTVE
ERD

+ FPR2100

+ FPR1000

+ FPR4100

FPR9300

FTD #5179 % ASA5500
FTDv

MOV TR, TConfigure SNMP for Threat Defenses S HBL T &V,

i3

FPR4100/FPR9300 ® FXOS SNMP M #&3E

oy
51

FXOS SNMPv2c D &L

CLI R DHREL :

<#root>
ksec-fprok-1-A /monitoring #
show snnp

Name: snmp
Admin State: Enabled



Port: 161
Is Community Set: Yes
Sys Contact:
Sys Location:
ksec-fprok-1-A /monitoring # show snmp-trap

SNMP Trap:
SNMP Trap Port Community Version V3 Privilege Notification Type
192.168.10.100 162 V2c Noauth Traps

FXOS E—RA5 :

<#root>
ksec-fprok-1-A(fxos)#

show run snnp

!Command: show running-config snmp
!Time: Mon Oct 16 15:41:09 2017

version 5.0(3)N2(4.21)

snmp-server host 192.168.10.100 traps version 2c cisco456
snmp-server enable traps callhome event-notify
snmp-server enable traps callhome smtp-send-fail

.. AT1 traps will appear as enable ..

snmp-server enable traps flexlink ifStatusChange
snmp-server context mgmt vrf management

snmp-server community ciscol23 group network-operator

BNORKREE :

<#root>
ksec-fprok-1-A(fxos)#
show snnp host

Host Port Version Level Type SecName
192.168.10.100 162 v2c noauth trap cisco456
<#root>

ksec-fprok-1-A(fxos)#

show snnp



Community Group / Access context acl_filter

ciscol23 network-operator

SNMP EXRDF A .
BEMBEARARNDSSNMPERZETLET,
NSy 7HERORE.

Ethanalyzer A BMICBE 2 TWB A VR —TIAATI7 V7 Z2FERAL T, SNMP RS Y 7H 4%
BEN, EBENERNSYTHRANIEBEND CEZBRRTEERT,

<#root>
ksec-fprok-1-A(fxos)#
et hanal yzer | ocal interface mgm capture-filter "udp port 162"

Capturing on eth0

wireshark-broadcom-rcpu-dissector: ethertype=0xde08, devicetype=0x0
2017-11-17 09:01:35.954624 10.62.148.35 -> 192.168.10.100 SNMP sNMPv2-Trap
2017-11-17 09:01:36.054511 10.62.148.35 -> 192.168.10.100 SNMP sNMPv2-Trap

A eE (B —TIARTSYTIEY . RSTAYIN BT HTESETIHYET. OO
FANE., SHBEFEEXAVTFFURIAY RITOXEFTLTEE W,

FXOS SNMPv3 D&k

AT Y 7 1 : FCM Ul Platform Settings > SNMP > User 2f< &, NAD—R&ETZA /N —N
AD—RABEENTVBRIHLESHINRTENET,



Fdit useril .

Mame:* userl
Auth Type: SHA
Ise AES-128: ||
Password

Confirm Password:

Prnivacy Password:

Confirm Privacy Password:

| Ok | | Cancel |

ATY 7 2:CLITIE., AO—7monitoring CSNMPEXEZ R TEE T,

<#root>
ksec-fprok-1-A /monitoring #
show snnp

Name: snmp
Admin State: Enabled
Port: 161
Is Community Set: No
Sys Contact:
Sys Location:

ksec-fprok-1-A /monitoring # show snmp-user

SNMPv3 User:
Name Authentication type

ksec-fprok-1-A /monitoring #

show snmp-user detail

SNMPv3 User:



Name: userl
Authentication type: Sha
Password: ##%**
Privacy password:
Use AES-128: Yes

ER R

ksec-fpr9k-1-A /monitoring #

show snnp-trap

SNMP Trap:
SNMP Trap Port Community Version V3 Privilege Notification Type
192.168.10.100 162 V3 Priv Traps

ATY 7 3:FXOSE—RT, SNMPRRELHMlZRHBATEET,

<#root>
ksec-fprok-1-A(fxos)#
show runni ng-config snnp al

snmp-server user userl network-operator auth sha 0x022957ee4690a01f910f1103433e4b7b07d4b5fc priv aes-12
snmp-server host 192.168.10.100 traps version 3 priv userl

ksec-fprok-1-A(fxos)#

show snnp user

SNMP USERS

User Auth Priv(enforce) Groups

userl sha aes-128(yes) network-operator

NOTIFICATION TARGET USERS (configured for sending V3 Inform)

User Auth Priv

ksec-fprok-1-A(fxos)#
show snnp host

Host Port Version Level Type SecName

SNMP ERDFA K.



REZEL . SNMPHREZF OEEDT/NA AL SSNMPERZEZRITTERT,

SNMP EROMEB A EZEZHETAICIE. SNMP FN\Nv I &2 FRALET,

<#root>
ksec-fprok-1-A(fxos)#
debug snnp pkt-dunp

ksec-fprok-1-A(fxos)# 2017 Oct 16 17:11:54.681396 snmpd: 1281064976.000000:is0.10.10.1.1.10.10.10.10.1
2017 Oct 16 17:11:54.681833 snmpd: SNMPPKTSTRT: 3.000000 161 1281064976.000000 1647446526.000000 0.000
2017 Oct 16 17:11:54.683952 snmpd: 1281064976.000000:7i50.10.10.1.2.10.10.10.10.2.83886080 = STRING: "mg
2017 Oct 16 17:11:54.684370 snmpd: SNMPPKTSTRT: 3.000000 162 1281064976.000000 1647446526.000000 0.000

N EE PNV TRFNARONT A - A EEEX DTS T,

FPR2100 @ FXOS SNMP M #&3iE
FXOS SNMPv2 DL

CLIZBHTHEREBIRELET,

<#root>
FP2110-4 /monitoring #

show snnp

Name: snmp
Admin State: Enabled
Port: 161
Is Community Set: Yes
Sys Contact:
Sys Location:
FP2110-4 /monitoring #

show snnp-trap

SNMP Trap:
SNMP Trap Port Version V3 Privilege Notification Type
10.48.26.190 162 V2c Noauth Traps

SNMP B D33,

FXOSZR—V>2J L., RANKEESNMPHEZRF OEEDT/NA AN SSNMPERZXETE
DLLEWETERT,

capture-traffic AN > RZEAL T, SNMP ER & SEHZRFELE T,



<ffroot>
>

capture-traffic

Please choose domain to capture traffic from:
0 - managementO

Selection?

0

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

udp port 161

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on managementO, link-type EN1OMB (Ethernet), capture size 96 bytes
C=ciscol23 GetNextRequest(29) 1interfaces.ifTab

13:50:50.521383 IP 10.48.26.190.42224 > FP2110-4.snmp:
13:50:50.521533 IP FP2110-4.snmp > 10.48.26.190.42224:

AC
Caught interrupt signal

Exiting.

2 packets captured
2 packets received by filter
0 packets dropped by kernel

FXOS SNMPv3 D&k

CLIZHTREBKZHIELET.

<#root>
FP2110-4 /monitoring #
show snnp

Name: snmp
Admin State: Enabled
Port: 161
Is Community Set: No
Sys Contact:
Sys Location:
FP2110-4 /monitoring #

show snmp-user detail

SNMPv3 User:
Name: userl
Authentication type: Sha

C=ciscol23 GetResponse(32)

interfaces.ifTable.



ESR

Password:

Privacy password:

Use AES-128: Yes
FP2110-4 /monitoring #

ER R

show snnp-trap detail

SNMP Trap:
SNMP Trap: 10.48.26.190
Port: 163
Version: V3
V3 Privilege: Priv
Notification Type: Traps

SNMP E)EDFERR.
SNMPERZXEL T, FXOSZER—U I TEB L ZHERELET,
ESIC, EREXFYITSFYTEET,

<#root>

>

capture-traffic

Please choose domain to capture traffic from:
0 - managementO

Selection?

0

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

udp port 161

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on managementO, link-type EN1OMB (Ethernet), capture size 96 bytes
14:07:24.016590 IP 10.48.26.190.38790 > FP2110-4.snmp: F=r U= E= C= [|snmp]
14:07:24.016851 IP FP2110-4.snmp > 10.48.26.190.38790: F= [|snmp][|snmp]
14:07:24.076768 IP 10.48.26.190.38790 > FP2110-4.snmp: F=apr [|snmp][|snmp]
14:07:24.077035 IP FP2110-4.snmp > 10.48.26.190.38790: F=ap [|snmp][|snmp]
AC4 packets captured

Caught interrupt signal

Exiting.

4 packets received by filter
0 packets dropped by kernel



FTD SNMP D&k

FTD LINA SNMP 18252 3 (C(& :

<#root>
Firepower-modulel#
show run snnp-server

snmp-server host OUTSIDE3 10.62.148.75 community ***** version 2c
no snmp-server location

no snmp-server contact

snmp-server community ¥¥%%%

6.6 LABE®D FTD Tlk, SNMP ® FTID BB/ 22 —TJ I A AZBR L THEATEFT,

<#root>
firepower#

show runni ng-confi g snnp-server

snmp-server group Priv v3 priv

snmp-server group NoAuth v3 noauth

snmp-server user usprivl Priv v3 enginelD
80000009fe99968c51532fc1f1b0dbdc6d170bc82776f8b470 encrypted auth sha256
6d:cf:98:6d:4d:f8:bf:ee:ad:01:83:00:b9:e4:06:05:82:be:30:88:86:19:3c:96:42:3b
:98:a5:35:1b:da:db priv aes 128
6d:cf:98:6d:4d:f8:bf:ee:ad:01:83:00:b9:e4:06:05

snmp-server user usnoauth NoAuth v3 engineID
80000009fe99968c5f532fc1f1b0dbdc6d170bc8277618b470
snmp-server host ngfw-management 10.225.126.168 community **
snmp-server host ngfw-management 10.225.126.167 community **
snmp-server host ngfw-management 10.225.126.186 version 3 usprivl
no snmp-server location

no snmp-server contact

“* version 2c

T OO RREE:

<#root>
Firepower-modulel#
show snnp-server host

host ip = 10.62.148.75, interface = OUTSIDE3 poll community ***** version 2c

SNMP #—/N— CLI 5., snmpwalk ZE1TLE T,



<#root>
root@host:/Volume/home/admin#

snnmpwal k -v2c -c cisco -0S 10.62. 148. 48

SNMPv2-MIB: :sysDescr.0 = STRING: Cisco Firepower Threat Defense, Version 10.2.3.1 (Build 43), ASA Versi
SNMPv2-MIB: :sysObjectID.0 = OID: SNMPv2-SMI::enterprises.9.1.2313

DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (8350600) 23:11:46.00

SNMPv2-MIB: :sysContact.0 = STRING:

SNMPv2-MIB: :sysName.0 = STRING: Firepower-modulel

SNMPv2-MIB: :sysLocation.0 = STRING:

SNMPv2-MIB: :sysServices.0 = INTEGER: 4

IF-MIB::ifNumber.0 = INTEGER: 10

IF-MIB::ifIndex.5 = INTEGER: 5
IF-MIB::ifIndex.6 = INTEGER: 6
IF-MIB::ifIndex.7 = INTEGER: 7
IF-MIB::ifIndex.8 = INTEGER: 8
IF-MIB::ifIndex.9 = INTEGER: 9
IF-MIB::ifIndex.10 = INTEGER: 10

IF-MIB::ifIndex.11 = INTEGER: 11

SNMP N3 7 4 v Uifst DIREL.

<#root>
Firepower-modulel#

show snnp-server statistics

1899 SNMP packets 1input
0 Bad SNMP version errors
0 Unknown community name
0 I1legal operation for community name supplied
0 Encoding errors
1899 Number of requested variables
0 Number of altered variables
0 Get-request PDUs
1899 Get-next PDUs
0 Get-bulk PDUs
0 Set-request PDUs (Not supported)
1904 SNMP packets output
0 Too big errors (Maximum packet size 1500)
0 No such name errors
0 Bad values errors
0 General errors
1899 Response PDUs
5 Trap PDUs

FPR4100/FPR9300 T® FXOS AN® SNMP NZ 7 4 v JFFH

FPR4100/9300 ® FXOS #MK Tld, Y—AIP 7P RLAZEIZSNMP 7O A ZFIRTEEXT,
TORAJANEREY> 32T, SSH, HTTPS, /=& SNMP B TTF/NA AICEETE
BP2RYND—UIRARNZERLET, SNMP H—/N—H50O SNMP JITUAFAETATWVWSC



EEBFEIILENBYNET,

GUIIC&BTO-NILTI7EAVANDEE

Owverview Interfaces Logical Devices Security Modules REEI{IgnE=T=ad]lais _

NTP
55H
SHMP Ipwd Access List
HTTES .
ABA &d Add
S 1P Address Prefix Length Protocol
i 0.0.0.0 0 hittps A
FIPS and Commgn Critena
» Access List 0.0.0.0 o snmp 5
0.0.0.0 0 seh 5

Ipwt Acosss Lict

| Add
IF Address Prefix Length Protocol
o) hittps 1
0 £nmp 3
a ssh 9

CLIC&27O-NILTIOEAVANDER

<#root>

ksec-fprok-1-A#

scope system

ksec-fprok-1-A /system #

scope services

ksec-fprok-1-A /system/services #

enter ip-block 0.0.0.0 0 snnp
ksec-fprok-1-A /system/services/ip-block* #

comi t - buffer



<#root>
ksec-fprok-1-A /system/services #

show i p- bl ock

Permitted IP Block:

IP Address Prefix Length Protocol
0.0.0.0 0 https
0.0.0.0 0 snmp
0.0.0.0 0 ssh

OD A7 TORNFES—XNDER

CiscoSNMP A7 IV M FES—RIF, EXETFEZOID ZXML THESHAZMETE S
T4V =ILTTY,

Tools & Resources

SNMP Object Navigator
HOME TRAMNSLATE/BROWSE SEARCH DOWNLOAD MIBS MIB SUPPORT - SW
SUPPORT
Translate Browse The Object Tree
TOOLS & RESOURCES
SNMP Object Navigator
Translate OID into object name or ebject name into OID to receive object details
Enter OID or object name: ’1_3_5_1_4_1_9_9_109_1_1_1 l examples -
QID: 1361419027
Translate Object Mame! ifndex

Object Information

Ohbject cpmCPUTotalTable

oD 1.361.41981089.111

Type SEQUENCE

Permission not-accessible

Stalus current

KB CISCO-PROCESS-MIB ; - View Supporing Images of

oesr

FTD LINA CLI A5 1~ > R show snmp-server oid ZfFHL T, R—U > TZ% LINAOID ®
DANEHEERBLETD,

<ttroot>
>

system support diagnostic-cli



https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseOID.do?local=en
https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseOID.do?local=en

firepower#

show snnp-server oid

7]

[1081]
[1082]
[1083]
[1084]

[1085]
[1086]

10.10.1.10.10.10.1.1. sysDescr

10.10.1.10.10.10.1.2. sysObjectID
10.10.1.10.10.10.1. 3. sysUpTime

10.10.1.1.10.1.1.4. sysContact

10.10.1.1.10.1.1.5. sysName

10.10.1.1.10.1.1.6 sysLocation

10.10.1.1.10.1.1.7 sysServices

10.10.1.1.10.1.1.8 sysORLastChange
10.3.1.1.10.0.10.1.10.1.9. vacmAccessStatus
10.3.1.1.10.0.10.1.10.1. vacmViewSpinLock
10.3.1.1.10.0.10.1.10.2.1.3. vacmViewTreeFamilyMask
10.3.1.1.10.0.10.1.10.2.1.4. vacmViewTreeFamilyType
10.3.1.1.10.0.10.1.10.2.1.5. vacmViewTreeFamiTlyStorageType
10.3.1.1.10.0.10.1.10.2.1.6. vacmViewTreeFamilyStatus

firepower#

N coavYy REELITY KT,

NZ7LZ1—hk

Cisco TAC IC& > THERENILEHRE —MRWE SNMP T—AP I XL —RZUTICRLET,

.FTDLINASNMP ZR—1 > T T& &\
.FXOS SNMP ZR—1 > JT& &\
. £A 9% SNMP OID Mg

. SNMP #ZH T FMC ZERTE &L
. SNMP Z#gpT& &)

1
2
3
4. SNMP RSy 7Z2EBTERZV
5
6
7

. Firepower Device Manager £ ® SNMP &5

FTD LINA SNMP Z7R—1) > J T& &

BN ( EBED CiscoTACT—ANSOH I )

'SNMP #HTTF—XZHIBTEEEA, 4
FTSNMPV2 BHTTF/NA AZR—U T TEXREA, |
TSNMP AF#EELFEHB A, SNMP T 7A4 70— )LZERLEVOTTHN, BREICH

BArRELERLLE. 4

2 OQERATLNBHYETHN, SNMPVv2c £1-E 3 ZN LT FTID ZERTEELEA

o

"SNMP walk "7 7 A 70 #—)L THELEE A, 4



NSTIND1—FT 4V THEICETRHERER

LINASNMPR—U YT OBBICEIZ7O0—F¥r—hORZFTIL1-F 427, RO7O
EANERENET,

LINA SNMP polling
doesn’t work

T SNMP packe
arrives on FTD?

upstream along the

path « Capture content « FTD routing
+ FTD LINAlogs « FTD capture
« community string « Dst MAC
« SNMPv3 user « show conn
» snmpd process « FTD LINA logs
*  snmpd cores l.\ J
« known defects

LN

AT [FE]
1. SNMP/NT Y REFTDICEIBEL £ T4,



LINA SMNMP polling
doasn't work

2. Take captures /4. Check: N (8. Check: N
upstream along the
path « Caplure content » FTD routing

" i:TE]thﬂFJDEI? + FTD capture
- |.'.I-|;I-Il1l'l1l..ll'|ll:||' 5lnng Dst MAC
. SNMPV3 user s Ehoae
» snmpd process » FTD LINA logs
« snmpd cores \_ J
« known dafects

N .

« SNMPNNTY NOERZBRIBTAILOLCF YT F ¥ Z2BMICLET,

FIDEEAZR—T7IA A (6.6LUENDDIJ—R ) DSNMPTIE, management¥—"7— RZ £/
LET,

<#root>
firepower#

show run snnp-server

e e

snmp-server host management 192.168.2.100 community ***** version 2c

FID F—Z2A2VZ—7IAALDOSNMP TR, 1V X—7 I ADERMEZERAL T,

<#root>
firepower#

show run snnp-server

snmp-server host net201 192.168.2.100 community ***** version 2c



FIDBEEBAA—TJIAATHFYITFYLET,

<tfroot>
>

capture-traffic

Please choose domain to capture traffic from:
0 - managementl
1 - managementO
2 - Global

Selection?

1

FIDF—2RA 2 Z—T7IAATFYTFYLET,

<#root>
firepower#

capture SNWP interface net201 trace match udp any any eq 161

FIDF—BAYZ—7IAZADNT Y M RL—2 (6.6/9.141& V) &3 ) :

The SNMP packet is
terminated on
identity interface
(ASA or LINA)

FIDTF—ZRA > X—T7ITAANTY NNL—X (6.6/9.14. 124 ) :



e == NAT diverts the packet to Snort engine
apeea tize: { (NLP — Non-Lina Process tap interface)

MAT divert to egress interface nlp int tap(vrfid:0)

2.FTDOANF ¥ 7F ¥ ICSNMP/NT Y RARRENEVIES :

e NAICHR2ETYTAN)—LADOF Y TFvZ2HEBELET,
« SNMPH—N\NBYAFTD IPZEFERAL TWVWAEZHEIELET,
s FIDAVRA—TIAARILHATDAAYFR—RMLSBHBL, PYTANI—LIZBEBLET

o

LINA SNMP polling
doesn't work

(4. Check: ™\ (6. Check: h
« Caplure content « FTD routi
» FTD LINA logs = FTD'.‘:ﬂJTl:I'EH
= community string « Dst MAC
« snmpd process « FTD LINA logs
«  snmpd cores \_ J
+ known defects

Y

3. FTD SNMP & 2B TE 3,

FIVIULEFTIDABETINESHZRIETDICK :
1.FIDHEAIF+7F ¥ (LINAXERFEBAR—TIAR)



EETLAR—D 161 TSNMP N7 Y N ZREZELET,

<#root>
firepower#

show capt ure SNWP

75 packets captured

1: 22:43:39.568101 802.1Q vlan#201 PO 192.168.2.100.58255 > 192.168.2.50.161: wudp 39
2: 22:43:39.568329 802.1Q vlan#201 PO 192.168.2.100.58255 > 192.168.2.50.161: wudp 39
3: 22:43:39.569611 802.1Q vlan#201 PO 192.168.2.50.161 > 192.168.2.100.58255: wudp 119

6.6/9. 141 DOV —RAICE, E51D0F Y TFYRARIBYERT, ThiE, NLPRY T
AVE—TIAATOFYTF T TT, NATERENZIPT RL A1K162.254 x xDEE T T,

<#root>
admin@firepower:~$

sudo tcpdunmp -i tap_nlp

Tistening on tap_nlp, link-type EN1OMB (Ethernet), capture size 262144 bytes
16:46:28.372018 IP 192.168.2.100.49008 > 169.254.1.2.snmp: C(="Cisc0123" GetNextRequest(28) E:cisco.9.
16:46:28.372498 IP 192.168.1.2.snmp > 192.168.2.100.49008: C="Cisc0123" GetResponse(35) E:cisco.9.109

438 InHERR



LINA SNMP polling
doasn't work

2. Take capiures
upstream along the
path

e
3

a. Firepower4100/93007 /N1 AMZEE Ik, FXOSHEMERZMEL TS EE L,

F 41009300 with ASA and Threat Defonse
The f 0 lists between the ASA or ofes with the Firepower 41009300,
The FX0S versions with [Eol) appended havwe reached their end of e {EoL), or end of suppon.
\ The bold versians iisted below are speclaliy-quaitfied companion releases. You should use these softwarne combinations whenever possible because Cisco performs enhanced testing for these comibinations.
\ Firepower 1000/2100 appliances wtilize FXOS only a8 an underhying operating system that i included in the ASA and threat defense unihed image bundies.
\ FX0%F 2.12/A5A 9. 18/ Threan Defense 7.2 was (e Arsl version for the Firepower 4110, 4120, 4140, 4150, and Security Modules SM-24, SM-36, and SM-44 for the Firepdwer 9300,
Tabio 2 ASA or Throat Deforso. seid Frapower 410013300 Compatizity
FXOE Version Moxdel ATA Version Theeat Datense Version
| 2.1 30,198} Firepowes 4112 8.19(x) [recammandad) 730 [recommended)
2.0 120
Note FXOS 2.13(0,198) does not support ASA 9.14{1) or 9.1?& 7210
9.14(1.10) for ASA SNMP polls and traps; you must use 8. 16(x} 7.0.0
B14(1,15)+. Other reloases that e pared with 9.15(1) 67.0
2.12{0.31)+, such a5 8.13 or §.12, ane not aflected. 9. 14(x) 661
Firepower 4145 9.19(x) [ecommended) 7.3.0 (recommeencied)
Firapower 4125 9,18(x) 7.2.0
Firepower 4115 9.17(x} 7.1.0
9.16(x) 7.0.0
Firapaiwer 9300 5M-56 2.15(1) 67.0
Firapowes 8300 Shi-a8 :- :;E:}J :\.:.;
S i X .
i 200 Shd-ad 9,120} 64,0
212{0.31)+ Firepowes 4112 8.18(x) frecommended) 7.2.0 {recomimended)
217 710
Note FXOS 2.12(0.31)+ dons rot support ASA 5.14(1) or 9.1&& 7.0.0
9.14{1.10) for ASA SNMP polls and traps; you must use 2.15(1) 6.7.0
B.14(1,15) +. Othsor reloases that am paired wish 2.14(x) 6%
2.12(0.31)+, such as 9.13 or 512, ane not affected.
Firopower 4145 9.18(x) [recommended) 7.2.0 (evcommended)
Firopower £125% 9.17(x} 7.1.0
Firapower 4115 9.16(x) 7.0.0
2.15{1) 67.0
Firopower 9300 SM-56 &.40x} 6.5
Firepower 9300 SM-48 9.1301) 650
Firopowss 9300 Sh-20 9.120x) 6.4.0
Firepowes 4150 8.18(x) frecommended) 7.2.0 {recommended)
Firepawes 4140 2170} 710
Firapowes 4120 9.16(x) 7.0.0
Firepower 4110 2.15(1) 6.7.0
2.14(x} 6.6.x
ERE ] 850
Firapowes 9300 SM=-44 9.12(x) 6.4.0
Firepowes 9300 5M-36 9.10(x} 6.3.0
Firapower 9300 SM-24 2.90x)
9.8
2111184} Flrepowes £112 9.17(x) [recommanded) 7.1.0 [recommended)
1 0.
Note FXOS 2.11(1.154)e does not support ASA 8.14(1) o :.&ﬂ :,2_3

B.1447.10) for ASA SHMP and ' UL USe a4 LS


https://www.cisco.com/c/ja_jp/td/docs/security/firepower/fxos/compatibility/fxos-compatibility.html
https://www.cisco.com/c/ja_jp/td/docs/security/firepower/fxos/compatibility/fxos-compatibility.html

b. FTD LINA snmp-server statisticsZF T Y V2 LE 7,

<#root>
firepower#

cl ear snnp-server statistics

firepower#

show snnp-server statistics

379 SNMP packets input
0 Bad SNMP version errors
0 Unknown community name
0 I1legal operation for community name supplied
0 Encoding errors
351 Number of requested variables <- SNMP requests 1in

360 SNMP packets output
0 Too big errors (Maximum packet size 1500)
0 No such name errors
0 Bad values errors
0 General errors
351 Response PDUs <- SNMP replies out
9 Trap PDUs

c. FTD LINAE#:T—7 )

CODFIVIIE, FIDAAA U RZA—TIAADF ¥ TFYICNTY MRREABVESICEE

ICIZIAEET, chld, T—RFAVEZ—TIAALOSNMPICH L TOABEMBRIITHD &

CEBELTLKEEV, SNMPHFEEBA 2V RX—TJ I ALICHBDIHE (6.6/9.14. 1508 ) . connlEE
HEhErtA,

<#root>
firepower#

show conn all protocol udp port 161

13 in use, 16 most used

UDP nlp_int_tap 192.168.1.2:161 net201 192.168.2.100:55048, idle 0:00:21, bytes 70277, flags -c

d. FTD LINA syslog

chd, F—BA2R2—TIAADSNMP ICXHL TOHBERMBZHRILTT, SNMP F'EEA 2 X
—7IMALCHB5HE, OTVRBEREhERA,



<#root>
firepower#

show log | i 302015.*161

Jul 13 2021 21:24:45: %FTD-6-302015: Built inbound UDP connection 5292 for net201:192.0.2.100/42909 (19

e RARNDEETIPAELLAVEDHIC, FTDASNMP/NT Y RZ ROYZFLTWEVLAESH
BHERLET

firepower# show capture SNMP packet-number 1 trace m M|Smatch in the Src IP
1: 22:33:00.183248 802.10 vlan#201 PO 192.168.2T. > 192.168.21.50.161: udp 3

Phase: 1 *
Type: CAFTURE firepower# show run snmp-server
H No UN-NAT phase! snmp-server host net201 182.168.22.100 community ***** version 2c
Phase: &
Type: ACCESS=LIST
Result: DROP firepower# show asp table classify interface net20l domain permit match port=161
Input Iable
co e in id=0x14f65b193b30, pricrivy=501, domain=permit, deny=false
Result: hit=z=g, user datamix0, cs_idelx0, use_real addr, flags=0x0, protocol=17
input-interface: net20l1(vrfid:0) arc ip/id=192.168.22.100, mask=255.255.255.255, port=0, tag=any
Action: drop dst ip/id=165.254.1.2, mask=255.255.255.255, porc=161, tag=any, dscp=0x0, nsg_id=none
Drop-reason: (acl-drep) Flew is denied by configured rul input_ifcsnet20lfwrfid:0), cutput_ifcsany

flow (NA)/NA

f2LF Y LAELL AW (SNMPOZ 12541 )

FYT7FrYONRT, 1T (EEHRTEET (SNMP VI KT 2¢) .

N [snmp

Deln Source Destination Frofoonl Langtr
. 0.000000 192.168.21.100  192.168.21.58 SHMP
i

Frame 3: 88 bytes on wire (784 bits), 88 bytes captured (784 bits)
Ethernet II, Src: VMware 85:3e:d2 (©0:50:56:85:3e:d2), Dst: a2:b8:dc
8082.10Q Virtual LAN, PRI: ©, DEI: @, ID: 201
Internet Protocol Version 4, Src: 192.168.21.100, Dst: 192.168.21.58
User Datagram Protocol, Src Port: 45230, Dst Port: 161
v Simple Network Management Protocol
version: v2c (1)
community: ciscol23
v data: pet-next-request (1)

gRREAELLAHZEV (SNMPN—2 3>, DZ1ZF4ARNUTRE)

TFINAADSNMP BREEDZIZT A ANV T ZHETDIE, WK O2ADFENHYET,

<#root>
firepower#

nmore systemrunning-config | i comunity



snmp-server host net201 192.168.2.100 community cISCO0123 version 2c

BDFE :

<#root>
firepower#

debug nenu netsnnmp 4

h. FTD LINA/ASA ASP RO Y 7

chilE, SNMPNNXT Y RAFTDICEK 2T RAY T ENEAESHERBITDEHOEFEF T
YITT, £, hUX%EV1UFLT (clearaspdrop) ., RICTARNLET,

<#root>
firepower#

cl ear asp drop

firepower#

show asp drop

Frame drop:

No valid adjacency (no-adjacency) 6
No route to host (no-route) 204
Flow is denied by configured rule (acl-drop) 502
FP L2 rule drop (12_acl) 1

Last clearing: 19:25:03 UTC Aug 6 2021 by enable_15

Flow drop:
Last clearing: 19:25:03 UTC Aug 6 2021 by enable_15

i. ASPF ¥ 7 F ¥

\ll
I

ASP v 7F ik, ROYZERENTY N (LEXE. ACL PREERR (7V v 1Y
) ) ETHRILLET,

<#root>
firepower#

capture ASP type asp-drop al



FANLT, ¥ TFYORBERERALET,

<#root>
firepower#

show capture

capture ASP type asp-drop all [Capturing - 196278 bytes]

. SNMPO7 ( RL—RNY D) : BIEH %
COFIVIR, PATFAOREROEEN RONDBACRISET,

<#root>
firepower#

show di skO: | i core

13 52286547 Jun 11 2021 12:25:16 coredumpfsys/core.snmpd.6208.1626214134.9gz

SNMP O7 ( RL—ANY D)  #&iLHE 2

<#root>
admin@firepower:~$

Is -1 /var/datal/cores

-rw-r--r-- 1 root root 685287 Jul 14 00:08 core.snmpd.6208.1626214134.gz

SNMP 777 ALAROA 2 HER. ROEEZIREL T, Cisco TAC ICEHZL T EE L

o

« FTIDTS 774 )L ( £7=1& ASA show tech )
s snmpd A7 77 4)L

SNMP XY J (2hs@ERLIN RTHY ., HILWN—232 TOKBERATRE)

<#root>
firepower#

debug snnp trace [255]



firepower#

debug snnmp verbose [255]

firepower#

debug snmp error [255]

firepower#

debug snnmp packet [255]

T77AT7#F—)®O SNMP SEGE Y —/N—ICEETDH,

LINA SNMP polling
doasn't work

2. Take captures

"\1
upau'aa:'; ﬂaﬂll-:rng the . Capture -

FTD LINA logs
COMMURITY String
SNMPv3 user
snmpd process
snmpd cores
known defacts

. /

FTD A"REL 124, IENFY—N—ICEELBWVWEERE., ROKXSICFIYILET,
a.FTIDIL—FT 127

FIDEBAVEZ—TIAADIL—F12TDEHE :

<ttroot>
>

show net wor k



FIDLINA =R A2 Z—T IAADI—FT 12T DHE :

<#root>
firepower#

show route

b.%8 5EMAC D FESR

FTID EE A > &2 —7 T4 AMN5FK MAC &3t

<#froot>
>

capture-traffic

Please choose domain to capture traffic from:
0 - managementl
1 - managementO
2 - Global

Selection?

1

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

-n -e udp port 161

01:00:59.553385 a2:b8:dc:00:00:02 > 5c:fc:66:36:50:ce, ethertype IPv4 (0x0800), Tength 161: 10.62.148.1

FTIDLINA F—& A2 2—7 T 4 AD%E % MAC 3L :

<#root>
firepower#

show capture SNWP det ai

6: 01:03:01.391886 a2b8.dc00.0003 0050.5685.3ed2 0x8100 Length: 165
802.1Q vlan#201 PO 192.168.21.50.161 > 192.168.21.100.40687: [udp sum ok] udp 119 (DF) (ttl 64,



c.SNMP N7y & ROYZ/7OY O TRDARMOBHZNALOFT/NA AEZEELET.

SNMP H—/N— DO #ER

LINA SNMP polling
doesn't work

7. Check
the server

No Mo
¥
2. Take captures /4. Check: ™ (6. Check: h
upstream along the Capture content
path = LR LA « FTD routing
« FTD LINA logs » FTD capture
s community string + Dst MAC
«  SNMPv3 user » show conn
. snmpddprDGESS « FTD LINA logs
« snmpd cores
L] Il\‘- -/‘I

| known defects |

AREEEIITDICE. FYTFYTORNBEHEIELET,

b.—NEEZHERELE T,
C.SNMPOZX1ZT7 A4 BZEELTHET (LEARF., BHRXFEZFEALELEA )

RD2DDFERBEANTBEEENTVWBRY, TV RFAANELBFFMCEZEALTR-—UYTZTAN
TEEXT,

1. SNMP i MYEh TV,
2IEERIPHATNAADR=—D) T ZHAATENTVS.

<#root>
admin@FS2600-2:~$%

snmpwal kK -¢ cisco -v2c 192.0.2.197

SNMPv2-MIB: :sysDescr.0 = STRING: Cisco Firepower Threat Defense, Version 7.0.0 (Build 3), ASA Version 9



SNMPV3R—U > T DERESEE

« A4t A  SNMPV3IZIF BN BESILTA 2 ANBETT, AN—KhSAMEAR—2
I THEBRAFBEN BICE>TVER 2B LET,

s RSTN221—F 4200 TS5IC@F, FLLWI—HIOLTF OOV IINERTENTEET

- BEE{taERATSHEEE. https://www.cisco.com/c/en/us/support/docs/security/firepower-
ngfw/215092-analyze-firepower-firewall-captures-to-e.html#anc59 TRiBAET N TWVWD K S,
SNMPV3RZ 71 v U ZESILL, RAO—RZHERETEET,

s V7RDVITHRODISBEREENEFEZZ THEEIE. BEILIC AES128 Z#&5TL TL
EEV,

» Cisco Bug ID CSCvy27283

ASA/FTD SNMPV3DR—D) T H, 77541 —F I ) ALAES192/AES256% A L TAK
THAREMENBHD


https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html#anc59
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html#anc59
https://tools.cisco.com/bugsearch/bug/CSCvy27283

Cisco Bug ID CSCvx45604
auth sha® &k Wprivaes 192 FEH T2 1—H Tsnmpv3T # — I N kKT B

N FLAURLOF—FA EETSNMPVIICEEARE L 841 . show® NI AE
ErEhd. OJCHASBREALERENELA

I Input packets increase, but
no replies!

First recommended action:
Verify your configuration ‘show run
1 snmp-server’

SNMPV3 R—U > JICEETREEBEIE-T—AAZXTA


https://tools.cisco.com/bugsearch/bug/CSCvx45604

1. SNMPv3 snmpwalk - #4688+ 1) 7

<#root>
admin@FS2600-2:~$%

snmpwal kK -v 3 -u Cscol23 -1 authPriv -a SHA -A Ci scol23 -x AES -X Ciscol23 192.168.21.50

SNMPv2-MIB: :sysDescr.0 = STRING: Cisco Firepower Threat Defense, Version 7.0.0 (Build 3), ASA Version 9
SNMPv2-MIB: :sysObjectID.0 = OID: SNMPv2-SMI::enterprises.9.1.2315

Fv¥7F ¥ (snmpwalk ) TR, ENTY KOBEFRRENEKT,

802.1C vlan#201 PO 192.168.21.50.161 > 192.1&8.21.100.54240

802.10 wlan#$201 PO 192.168.21.50.161 > 192.1&8.21.100.54240
802.10 wlan$#201 PO 192.168.21.50.161 > 192.168.21.100.54240
802.10 vlan$201 PO 192.168.21.50.161 > 152.168.21.100.54240;

802.1c vlan#201 PO 1%2.168.21.50.161 > 192.168.21.100.54240;:

FYTFYITANCRERRBAERTENEEA



= W w
- simple Network Management Protocol |

msgVersion: snmpv3 (3)
> msgGlobalData
v msgauthoritativeEnginelD: 8000@009fecadle’sadslda7f184553b777
1..o ovne = Engine ID Conformance: RFC3411 (SHMPv3)
Engine Enterprise ID: ciscoSystems (9)
Engine ID Format: Reserved/Enterprise-specific (254)
Engine ID Data: cadle36a961471184553b777a7127cch371e888f
msgauthoritativeEngineBoots: 6
msgAuthoritativeEngineTime: 50889
msgUserName: Ciscol23

v [Expert Info (Chat/Checksum): SHMP Authentication OK]

[SuMP Authentication OK]

[severity level: Chat]

[Group: Checksum]
pPrivacyParameters: 714e78d6bc292c88

2. SNMPv3 snmpwalk - B 51t ) %k B
ERM RALATIORFBHYET :

<{#froot>

admin@FS2600-2:~$
snnpwal k -v 3 -u CGiscol23 -1 authPriv -a SHA -A Ci scol23 -x DES -X Ci scol23 192. 168. 21. 50

Timeout: No Response from 192.168.2.1

ER2: ZLDERE1DDISEN HYET :




B> M#3: Wireshark DEESLEEBRARBML E L 1= -

» User Datagram Protocol, Src Port: 35446, Dst Pﬂ-rt:l 161
v Simple Network Management Protocol
msgVersion: snmpvd (3}
» msgGlobalData

» msgAuthoritativeEngineID: Bedeoeadfecadlelsatsld?f184553b777a7127ccbi7ia8gsf
msgAuthoritativeEngineBoots: &

msgAuthoritativeEngineTime: 4359

lsgu$erﬁale* Eis:n123

msgPriuacyParameterﬁ fooeead197eaefla
w|msghata: encryptedPDU (1)
» encryptedPDU: 452ee7efobl35odfabatea3l1213217477echb2422d353581311cades39a27951af8215240.
~ Decrypted data not formatted as expected, wrong key?
w« [Expert Info (Warning/Malformed): Decrypted data mot formatted as expected, wrong key? ]
[Decrypted data not formatted as expected, wromg key?]
[Severity level: Warning]
[Group: Malformed]

b > M#4ma_ctx2000.log7 7 €4 LT Terror parsing ScopedPDU; XY —2 Z#ERRLE T,

<ffroot>

> expert
admin@firepower:~$

tail -f /mt/diskO/|og/ ma_ctx2000. 1 og

security service 3 error parsing ScopedPDU
security service 3 error parsing ScopedPDU
security service 3 error parsing ScopedPDU

ScopedPDUNEM LT —d, BS{LIZ— DO E> M TT, ma_ctx2000.log7 7 1 LI &,
SNMPV3 ! DARY REEHARTENET,

3. SNMPv3 snmpwalk - 535E D %k BX

E> I‘#1 . wu\n.l._to)giﬂ&

<tfroot>
admin@FS2600-2:~$

snnpwal k -v 3 -u CGiscol23 -1 authPriv -a MD5 -A Ciscol23 -x AES -X Ciscol23 192.168. 21. 50

snmpwalk: Authentication failure (incorrect password, community or key)

ER2: Z<DERESZSORENBYVET



firepower# show capture SNMP

4 packets captured

1: 23:25:28.468847 B02.1C vlan#201 PO 152.168.21.100.34348 > 152.168.21.50.161: wudp &4
2: 23:25:28.4659412 B02.1Q vlan#201 PO 152.168.21.50.161 > 192.168.21.100.34348: udp 132
3: 23:25:28.474386 £02.1Q vlan#201 PO 192.168.21.100.34348 > 152.166.21.50.161: wudp 157
4: 23:25:28.475561 B02.1Q vlan#201 PO 192.168.21.50.161 > 192.168.21.100,34348: udp 137

b > N#3:Wireshark O R IEEZ/NT Y B

Internet Protocol version 4, Src: 192.168.21.180, Dst: 192.168.21.58
User Datagram Protocol, Src Port: 47752, Dst Port: 161
Simple Network Management Protocol
~ [Malformed Packet: swwp]
v [Expert Info (Error/Malformed): Malformed Packet (Exception occurred)]
[Malformed Packet (Exception occurred)]
[Severity level: Error)
[Group: Malformed]

b > M#4ma_ctx2000.log7 7 4 )L T "Authentication faileds XY +—2 28R LET,

<tfroot>
>

expert

admin@firepower:~$

tail -f /mt/disk0/1 og/ ma_ctx2000. 1 og

Authentication failed for Ciscol23
Authentication failed for Ciscol23

FXOS SNMP Z7R—1J > JT& %)
EIREDRE ( EFRD Cisco TACT—ANSOH T I )

« TSNMP I& FXOS OEE2 =/N—2 a2 & RMLET, FXOSON—23 2 ICDW\WT
SNMP TR—U T 3385, HHEZBBIDONRHETT, 4
FEXOS FTD4115 Tsnmp X154 %2 EY RT YT TEEH A, |
FRARNATFPATIOF—)LTCFXOS #2815 2927 v 7L —RLE#%, SNMP
BHTEREZELLIDIETRIERSMNLTIMNNREELET, 4
«  Psnmpwalk I& 9300 fxos TRREXMLETH, AU/N—23 2 D 4140 fxos TIEBEEL £ T
FEAREEE AT I -_TAIEBAETREHYEEA, |
"FPR4K FXOS |2 25 ® SNMP H—/\N—%#BMLEZVWOTITH, TEEEA. 4



EREhDRNZTIINoa—-FT127

Zhikx, FXOSSNMPAR—U VI OREBICETS 70— Fv¥y—h2 R STIN1—F142093
7O0tATY,

FXOS SNMP polling
does not work

T See SN
packets in

. Reply arrives
in server?

7. Check
the server

2. Take captures 4. Check: N 6. Check:
upstream along the
path . ?ggg ngllﬁg « FXOS routing
L]
. Exos « Dst MAC
compatibility
+ FXOS stability
S i

.FXOS ¥+ 7F ¥ I(Z SNMP N7 Y RFRTENDH,



FAXOS SNMP polling
does not work

3. FXOS5
replies?

8. Reply arrive:
in server?

7. Check
the server

2. Take captures A Check: ) 6. Check:
upstream along the
path » SNMP config « FXOS routing
« FXO0S
compatibility
« FXOS stability
. A
FPR1xxx/21xx

« FPRIXXx/21xxTlk, ¥ —IIZX—S% (TFTTSATVAE—R )Y EE A,
s BBAVA—TIAANSFXOSY 7 RIITRR—IV I TEET,

<{froot>

>

capture-traffic

Please choose domain to capture traffic from:
0 - managementO
1 - Global

Selection?

0

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

-n host 192.0.2.100 and udp port 161

41xx/9300



« Firepower 41xx/93xx Tld. Ethanalyzer CLIY —IILZFERAL T v —>F v S Fry&2EEL
£7,

<#root>
firepower#

connect fxos

firepower(fxos)#

et hanal yzer local interface mgnt capture-filter "udp port 161" limit-captured-franes 50 write workspace

firepower(fxos)#

exit

firepower#

connect | ocal - ngnt

firepower(local-mgmt)#

dir

11152 Jul 26 09:42:12 2021 SNMP.pcap
firepower(local-mgmt)#

copy workspace:///SNWP. pcap ftp://ftp@92.0. 2. 100/ SNVP. pcap

2.FXOS F¥ 7F+IZ/NT Y R BEWA,



does not work

[F:u:c:s SNMP palling}

A. Check: 5. Check:
» SNMP config « FXOS routing
« FXOS
compatibility
« FXOS stability

%

« WAIZA2TTYTARNI—=LTHFYTFYLET,

3.FXOS B&EH3 1.

FX0OS SMMP polling
does not work

7. Check
the server

2. Take captures i Check: 7 [6. check
ipaiream Sung e + SNMP config « FXOS routing
path « FXOS ACL + Dst MAC
+ FXOS
compatibility
« FXOS stability




« WEESF U

<{froot>
>

capture-traffic

Options:

-n host 192.0.2.23 and udp port 161

HS_PACKET_BUFFER_SIZE 1is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

Tistening on managementO, 1link-type EN1OMB (Ethernet), capture size 262144 bytes

08:17:25.952457 IP 192.168.2.23.36501 > 192.168.2.28.161: C="Ciscol23" GetNextRequest(25) .10.3.1.1.2
08:17:25.952651 IP 192.168.2.28.161 > 192.168.2.23.36501: C="Ciscol23" GetResponse(97) .1.10.1.1.1.1.

4. FXOS #'ISEL Xt A,

FXOS SNMP polling
does not work

B. Reply arrive
in server?

7. Check
the server

2. Take captures 6. Check:
upstream along the
path « FXOS routing
« DstMAC
ZOMOHEREIR

- SNMP B Z®RILET (U EEECLIAS ).

<{froot>



firepower#

scope nonitoring

firepower /monitoring #
show snnp
Name: snmp

Admin State: Enabled

Port: 161
Is Community Set: Yes

« BHRNF ( TS BE)ICEEBELTLSEZL,

<{froot>
FP4145-1#

connect fxos

FP4145-1(fxos)#

show runni ng-config snnp al

FP4145-1(fxos)#

show snnmp community

Community Group / Access context acl_filter

Ciscol23 network-operator

« SNMP v3 M4k, show snmp-user [detail] ZEAL £
« FXOS OE#MZRIELE T,

https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/compatibility/fxos-
compatibility.html#id 59069

4. FXOS "SE&EL B VHE

FXOSSNMP h > X &MELET,


https://www.cisco.com/c/ja_jp/td/docs/security/firepower/fxos/compatibility/fxos-compatibility.html#id_59069
https://www.cisco.com/c/ja_jp/td/docs/security/firepower/fxos/compatibility/fxos-compatibility.html#id_59069

FP4145-1# connect fxos
FF4145-1(fxos) # show snmp

2243 SNMP packets input ] Total requests (polling)

0 Bad SHMP wversions

28 Unknown community name :
A e - s Bad community requests (v2c)

supplied
28 Encoding errors
2214 Number of reguested variables
0 Number of altered variables
0 Get-reguest PDUs
2214 Get=-next PDUs
0 Set-reguest PDUs

3483 SNMP packets output S| Total replies
0 Too big errors
1296 Out Traps PDU
4¥| Traps generated

- FXOS 77 A#I#U AN (ACL) #RZELET, chnld, FPR41xx/9300 75V N7 # —
LIZOKBEBRHENETET,

RZ74YINFFXOSACLIZK2TT7OYIVENTVREE, ERFRREINETH., BERER
RENhEBA,

<#root>
firepower (fxos)#

et hanal yzer | ocal interface mgnt capture-filter

"udp port 161" T1imit-captured-frames 50 write workspace:///SNMP.pcap

Capturing on 'ethO'
1 2021-07-26 11:56:53.376536964 192.0.2.23 > 192.168.2.37 SNMP 84 get-next-request 10.3.1.10.2.1
2 2021-07-26 11:56:54.377572596 192.0.2.23 > 192.168.2.37 SNMP 84 get-next-request 10.10.1.10.1.1
3 2021-07-26 11:56:55.378602241 192.0.2.23 > 192.168.2.37 SNMP 84 get-next-request 10.3.1.10.2.1

A—Y—A422—TITAA(Ul)HS FXOSACL ZHFETEE T,

SHNMP 1Pv4 Accass List

Add IPv4 Block LAk

DS 0.0.0.0 f o hittps

FIPS and Comrmon Criteria
* Access List

MAC Pool

Resource Profiles

Network Control Palicy

Chassis URL

Prefix Length:®
0.0.0.0 Protocal: htps ™ somp ssh

oK Cance




CLI /"5 FXOSACL 2RI BD_EETEET,

<#root>
firepower#

scope system

firepower /system #

scope services

firepower /system/services #

show i p- bl ock detai l

Permitted IP Block:
IP Address: 0.0.0.0
Prefix Length: 0
Protocol: snmp

« SNMP ZFNYIJULET (NTY MDAk )., FPRA1Xx/9300 DA ICERAENET,

<tfroot>

FP4145-1#

connect fxos

FP4145-1(fxos)#

termnal nonitor

FP4145-1(fxos)#

debug snnp pkt - dunp

2021 Aug 4 09:51:24.963619 snmpd: SNMPPKTSTRT: 1.000000 161 495192988.000000 0.000000 0.000000 0.0000

- Debug SNMP(all) : ZOFNY T HE DR FEICRETT,

<#root>
FP4145-1(fxos)#

debug snnp al

2021 Aug 4 09:52:19.909032 snmpd: SDWRAP message Successfully processed



2021 Aug 4 09:52:21.741747 snmpd: Sending it to SDB-Dispatch
2021 Aug 4 09:52:21.741756 snmpd: Sdb-dispatch did not process

* SNMP BSiE®D FXOS EEN %2 A ES A ZHREBLFT,

<{froot>
FXOS#

show faul t

Severity Code Last Transition Time ID Description

Warning F78672 2020-04-01T21:48:55.182 1451792 [FSM:STAGE:REMOTE-ERROR]: Result: resource-unavailable C

e snmpd A7 HFHZIHNESH EBIBLET,

FPR41xx/FPR9300 M54 :

<#root>
firepower#

connect | ocal - ngnt

firepower(local-mgmt)#

dir cores

1 1983847 Apr 01 17:26:40 2021 core.snmpd.10012.1585762000.gz
1 1984340 Apr 01 16:53:09 2021 core.snmpd.10018.1585759989.9gz

FPR1xxx/21xx DIBE :

<#root>
firepower(local-mgmt)#

dir cores_fxos

snmpd AF7HARON218BEE. O7&ZFXOS RTINS a1—KRNRILEEEIDIREL,
Cisco TAC I L TS & LY,

5. SNMP [5& & SNMP 5 —N—(ZEET 3 S



FXOS SNMP polling
does not work

3. FX0S
replies?

" Reply arrives
in server?

7. Check
the server

2. Take captures 4. Check: N 6. Check:
upstream along the
path . ?;Jgﬂg f:'lﬁg = FXOS routing
. Exos « Dst MAC
compatibility
« FXOS stability

« FXOSIL—F 10 %#®BALET,

CDOHHEF FPR41xx/9300 A5 DED T,

<#root>
firepower#

show f abri c-i nt erconnect

Fabric Interconnect:
ID O00B IP Addr 00B Gateway 00B Netmask 00B IPv6 Address O0B IPv6 Gateway Prefix Opera

A 192.168.2.37 192.168.2.1 10.255.255.128 :: HH 64 Operable

« FYTFYZEEEBL., pcap BTV AR—KL T, BEDI L MAC ZHFELE T,
« &RRIC, SNMP Y —N— (F+T7F v, 8K, 77VT—232B8&E) Z@ELET,

fEAH 93 SNMP OID D&
BB ( RBED CiscoTACT—ALSOH T )

« TS ZAM Firepower 5 ZEHR L =W, O7 CPU, XE, F4 AU EIZSNMP OID

FRMELTEZV, |
« TASA5555 F)NA ADEBRAT —RAZERIZDLHICEATEZ ODREH XTI,



d

« "TFPR2K B &V FPR4K T ¥ —2 M SNMP OID ZEUEL 1=V, |
« TASAARPFvv>1%&R—D>2TLEV, |

- "™BGPET7HV>® SNMPOID ZH12XENHVET, 4

SNMP OID fEZ R D13 K%
LR ®D RE I X NTE, Firepower /X4 A® SNMP OID ICE T2 EHZRMLE T,
« T Cisco Firepower Threat Defense (FTD) SNMP Monitoring White Paper 4

https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/white-paper-c11-
741739.html

- TCisco Firepower 4100/9300 FXOS MIB Reference Guide

https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/mib/b FXOS 4100 9300 MIBRef.html

«  How to Search for a Specific OID on FXOS Platforms

https://www.cisco.com/c/en/us/support/docs/security/firepower-9000-series/214337-how-to-look-
for-an-specific-oid-on-fxos.html

.+ CLIA5®M SNMP OID ##52L =9 ( ASA/LINA ) .

<#root>
firepower#

show snnp-server ?

enginelD Show snmp enginelD

group Show snmp groups

host Show snmp host's

statistics Show snmp-server statistics
user Show snmp users

firepower#
show snnp-server oid

<- hidden option!

[1] .1.10.1.1.10.1.2.1  IF-MIB::ifNumber

[2] .1.10.1.1.1.10.2.2.1.1 IF-MIB::ifIndex
[3] .1.10.1.1.1.10.2.2.1.2 IF-MIB::ifDescr
[4] .1.10.1.1.1.10.2.2.1.3 IF-MIB::ifType

« OID OFMAICDOVWTIE, SNMP A7 IO RFES—2EBELTLEETL,

https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseOID.do?local=en

« FXOS (41xx/9300 ) Tlk, FXOSCLIASXM 2 DNDIX > RERTLET,


/content/en/us/products/collateral/security/firepower-ngfw/white-paper-c11-741739.html
/content/en/us/products/collateral/security/firepower-ngfw/white-paper-c11-741739.html
https://www.cisco.com/c/ja_jp/td/docs/security/firepower/fxos/mib/b_FXOS_4100_9300_MIBRef.html
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-9000-series/214337-how-to-look-for-an-specific-oid-on-fxos.html
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-9000-series/214337-how-to-look-for-an-specific-oid-on-fxos.html
https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseOID.do?local=en

<ffroot>
FP4145-1#

connect fxos

FP4145-1(fxos)#

show snnmp internal oids supported create

FP4145-1(fxos)#

show snnp i nternal oids supported

- SNMP AT1 supported MIB OIDs -0x11a72920
Subtrees for Context:

ccitt

1

1.0.88010.1.1.1.1.1.1 ieee8021paeMIB
1.0.88010.1.1.1.1.1.2

—RWBZOD 2/4YvOUT7LUA

Requirement OID
CPU ( LINA) 1.3.6.1.4.1.9.9.109.1.1.1
CPU ( Snort) 1.3.6.1 .4.1.9.9.109.1.1.1(FP >=6.7)

XE (LINA) 1.3.6.1.4.1.9.9.221.1.1

XEY

( Linux/FMC ) 1.3.6.1.1.4.1.2021.4

HA 15 1.3.6.1.4.1.9.9.491.1.4.2

77 ARER 1.3.6.1.4.1.9.9.491.1.8.1

RA-VPNtE Y2 3> % : 1.3.6.1.4.1.9.9.392.1.3.1(7.x)
VPN 1535 RA-VPNI—4# : 1.3.6.1.4.1.9.9.392.1.3.3(7.)

RA-VPNE—7t v > 3> #:1.3.6.1.4.1.9.9.392.1.3.41(7.x)




S2S VPNt v > 3> %# :1.3.6.1.4.1.9.9.392.1.3.29
S2SVPNE—7tvY> 3> :1.3.6.1.4.1.9.9.392.1.3.31

- k&2 b : firepower# show snmp-server oid | 7 1 7

BGP AF—& ]

ENH Cisco Bug ID CSCux13512

:SNMP R—1) > B ® BGP MIB %Z &N
FPR1K/2K .
ASA/ASAv 7\7_ -
RZA4tE2A

ENH Cisco Bug ID CSCvv83590
:FPR1k/2kKTDASAV/IASA : AN— KR TFA B ADAT—RAZEHT S
(C[ESNMP OIDA HE

FXOS LRI DR
—~FF¥RILD
LINA SNMP OID

ENH Cisco Bug ID CSCvu91544



https://tools.cisco.com/bugsearch/bug/CSCux13512
https://tools.cisco.com/bugsearch/bug/CSCvv83590
https://tools.cisco.com/bugsearch/bug/CSCvu91544

FXOS LRIDR=BDFYRIL A2 Z=T7 T4 AFEFHD12HIZ LINA
SNMP OID ®H7R—hk

FMC 7.3M3EM ( FM

C 1600/2600/4600 AP )

Requirement

OID

T7AT—RAN
Sy

NZ v 70ID:1.3.6.1.4.1.9.9.117.2.0.6
fE0ID: 1.3.6.1 .4.1.9.9.117.1.4.1.1.1.<index>
0-772FEBELTLAEV

1-77208ELTVS

CPU/PSURE KT v
-

N2 v 70ID:1.3.6.1.4.1.9.9.91.2.0.1
L & WMEOID: 1.3.6.1 .4.1.9.9.91.1.2.1.1.4.<index>.1

fEOID: 1.3.6.1 .4.1.9.9.91.1.1.1.1.4 <index>




N> v 7°0ID:1.3.6.1.4.1.9.9.117.2.0.2

OperStatus OID: 1.3.6.1 .4.1.9.9.117.1.1.2.1.2.<index>

PSUART—RAKNT

g AdminStatus OID: 1.3.6.1 .4.1.9.9.117.1.1.2.1.1.<index>

0-EBERREOFENREET hix
1-BREEOFENMRHENEL 2, ok

SNMP KT Y 7 ZEBTEEL
EIREDHA ( EBED CiscoTACT—ANSOH T )

« TFTD @ SNMPv3 A" SNMP H—N—IZhNZY T ZEEFELEH A, 4

e« TFMC & FTDA"SNMP RS Y7 XY E—TUEFEELEFEA. 4

« TFXOS HIZ FTD 4100 T SNMP Z#m L. SNMPv3 & SNMPv2 Z2ELEL 4, &5
SERTSYTEZEETEEREA, 4

« TFirepower SNMP A"ERY —IILICN T Y T7ZEEFLEE A, 4

e TJ77ATF70x#—)LFTDA SNMP RS Y 7% NMS IZIEELEEA. 1

« TSNMP H—N—KZ Y 7HHELEEA.

« TFXOS AIC FTD 4100 T SNMP Z#m L. SNMPv3 & SNMPv2 ZR L EL 1A, &5
SERNTYTZIEETEREA.

EREhBDRZTIINDa—-F127

IRIZ, FirepowerSNMPRZ Y 7ORBBEICBETS 7O0—FY—hENZTIN>21—FT1420T0F27
AtAZRLET,



SNMP traps not seen
on SNMP server

“See SN
trap on egress

(" 5. Check:

¥ See SN

trap on server

+ The server settings
« The community string

capture? capture? « The server SNMP
configuration
. vy
2. Verify: N [ 4. Check: )
« The SNMP config « Captures upstream along
+ Device routing the path
« Trap counters « Dst MAC
\. AN v,
1. BAFYTFY¥TSNMP KT Y THRREND D,
SNMP traps not seen
on SNMF server
" 5. Check: )

“See SN
trap on server
captura?

Yes

« The server settings
» The community string
« The server SNMP

configuration
h
2. Verify: N (4. Check: h
s The SNMP config « Captures upstream along
« Device routing the path
« Trap counters « [Dst MAC
b S . S

BEBARA—TIAATLNAASA RS Y 72X Y TFv 9232 :




<tfroot>
>

capture-traffic

Please choose domain to capture traffic from:

0 - managementO
1 - Global
Selection?

0

Options:

-n host 192.168.2.100 and udp port 162

F—BRA B —TIALATLINA/ASA RS YT ZF Y TFv¥$3ICIF:

<tfroot>

firepower#

capture SNWP interface net208 match udp any any eq 162

FXOS RSy 7 ZF ¥ 7F v 9521 (41xx/9300 )

<#root>
firepower#

connect fxos

firepower(fxos)#

et hanal yzer local interface ngnt capture-filter "udp port 162" limt-captured-frames 500 wite workspace

1 2021-08-02 11:22:23.661436002
firepower(fxos)#

exit

firepower#

connect | ocal - ngnt

firepower(local-mgmt)#

dir

10.62.184.9 > 10.62.184.23 SNMP 160 snmpV2-trap 10.3.1.1.2.1.1.3.0 10.3.1.1

1 11134 Aug 2 11:25:15 2021 SNMP.pcap

firepower(local-mgmt)#



copy workspace:///SNVP. pcap ftp://ftp@92.0.2. 100/ SNVP. pcap

2 HAMVR=T ITAATNT Y RHFRRENBZVES

SNMP traps not seen
on SNMP server

7 See SNMR
trap on egress
capture?

. Yes
trap on server

capture?

p

" 5. Check:

« The server settings

« The community string

+« [he server SNMP
configuration

w

" 4. Check:

the path
« Dst MAC

» Captures upstream along

_'l,ﬁ

<#root>
firepower#

show run all snnp-server

snmp-server host ngfw-management 10.62.184.23 version 3 Ciscol23 udp-port 162
snmp-server host net208 192.168.208.100 community ***** version 2c udp-port 162

snmp-server enable traps failover-state

FXOS SNMP RS Y 7 #K :

<#root>
FP4145-1#

scope nonitoring

FP4145-1 /monitoring #

show snnp-trap




SNMP Trap:
SNMP Trap Port Community Version V3 Privilege Notification Type

192.168.2.100 162 ke V2c Noauth Traps

A IXxx/21xx Tk, < h 5 OEREFDevices > Device Management > SNMP config ! DF&(IC D
AhRRENET,

c EBAUEBA—TIAAEZNLERNTSYTDOLNAASAINL—FT 12T :

<#root>

>

show net wor k

s F—BRAVE—TIARENLERNTY T O LINNVASAIL—TFT 127

<#root>
firepower#

show route

« FXOS L—F 4 >4 (41xx/9300 ) :

<#froot>
FP4145-1#

show fabric-interconnect

« RZYTHVUR (LINA/ASA) :

<#root>
firepower#

show snnp-server statistics | i Trap

20 Trap PDUs



FXOS MiB4 :

<tfroot>

FP4145-1#

connect fxos

FP4145-1(fxos)#

show snnp | grep Trap

1296 Out Traps PDU

T DL DFEETEIR

SNMP traps not seen
on SNMP server

¥ See SN
frap on server
capture?

¥ See SN
trap on egress
capture?

2. Verify:

« The SNMP config
» Device routing
« Trap counters
o J

« BESNMPH—NTHF Y7 F v Z2EBBLET,
FIVIUIRINEZTOMDIER :

s NALZHR2I=F ¥ TF+.

SNMP RS Y 7NNT Y hD%E% MAC 7 RL A.
SNMPH—NDOBREEARAT—RA(T7F7ATIA=), A—T2VR—-—REE),
SNMPOXa1Z5F1ARNUVYT.

SNMP #—/\—18EX.



SNMP #H T FMC ZEHRTE L

EIREDRE ( EFRD Cisco TACT—ANSOH T I )

FSNMP A" AZ > /N4 FMC THEEL EH A, 4

"FMC XEVZERIZIBENBYVET, |

FSNMP [F A& /N1 192.168.4.0.8 FMC THEET D HEN BV ETH.
© TCPURXEVBED) Y —AZEZRIBRSICFMCEZRETDLEANHY LT .

NSTNDa1—F42ThH%

chix, FMCSNMPOREO 7 O—Fv—KhZ2 RSN 1—F14200F37O0ATT,

FMC SNMP does not
wiork

2. Take captures
upstream along the
path

¥
/’_ 4. Check: \

FMC SNMP config
Capture contents
FMC pigtail
community string
snmpd process
snmpd cores
fetc/snmpd.conf

& & & ® & & @

L]

\ Is Standby FMC?

6. Check:

+ FMC routing
+ FMC capture
(tcpdump)

« Dst MAC

%,

"ﬁ.\l

7. Check
the server

1.SNMP X7 Y RA" FMC IZEIB T3,



FMC SNMP does not
work

. Reply arrive
o server?

7. Check
the server

3. FMC replies?

No No
W
2. Take caplures ,/F 4. Ghack: _\1 6. Check: A
UF'S"EEEE:””Q the « FMC SNMP config « FMC routing
« Capture contents « FMC capture
« FMC Flig!ﬂll . (tepdump)
« community string « Dst MAC
« snmpd process \ J
« snmpd cores
+ fetc/snmpd.conf

Is Standby FI'-.-'IL'_!“.F_"/.

S

* FMCEBAYVE—T7IAATOFYTF ¥ .

<ffroot>
admin@FS2600-2:~$

sudo tcpdunp -i ethO udp port 161 -n

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

Tistening on ethO, 1link-type EN1OMB (Ethernet), capture size 262144 bytes

10:58:45.961836 IP 192.168.2.10.57076 > 192.168.2.23.161: (C="Ciscol23" GetNextRequest(28) .10.3.1.1.4

‘Q BN Fv¥7F v EFMCO/var/common/F 4 LI NJIZFREFEL. FMCUIASA D> O—
RLULET

<#root>
admin@FS2600-2:~$%

sudo tcpdunp -i ethO udp port 161 -n -w /var/comon/ FMC_SNWP. pcap

HS_PACKET_BUFFER_SIZE is set to 4.



tcpdump: listening on ethO, Tink-type EN1OMB (Ethernet), capture size 262144 bytes
AC46 packets captured
46 packets received by filter

FMC &9 H,

FMC SNMP does not
work

2. Take captures
upstream along the )
path « FMC routing
« FMC capture
(tepdump)
« Dst MAC
. A
FMC ARRELBVEER., XOKZHELET,
« FMC SNMP #5 ( [System] > [Configuration] )
1.[SNMP] 023>
2. [Access List) o> 3>
bl Fir\.epox?fﬁr‘!\ﬂ???gement Center  oueniew Anaysis  Poicies  Devices aliali Fir.eDOWE.‘.E.MaP?gement Center  iew Analysis  Policies  Devices

cIsco L

SNMP Version | Version 2
Community String | Cisco123 + Add Rules
Host Port
any 443 H
any 2 .
any 161 I i

FMC #"ISEL VSRR, ROKERELE T,



F¥7F v (pcap ) DARE

e AZ1ZFA4ANIVT (B FYTF v THIRTEERT)

FMC pigtail 0 ( T5—., kB, ML—A%Z&HET ) & /var/log/snmpd.log ®D AR
snmpd 7Ot A

<#root>
admin@FS2600-2:~$

sudo pntool status | grep snnpd

snmpd (normal) - Running 12948

Command: /usr/sbin/snmpd -c /etc/snmpd.conf -Ls daemon -f -p /var/run/snmpd.pid
PID File: /var/run/snmpd.pid

Enable File: /etc/snmpd.conf

e snmpd 7

<tfroot>
admin@FS2600-2:~$

Is -al /var/common | grep snnpd

-rw------- 1 root root 5840896 Aug 3 11:28 core_1627990129_FS2600-2_snmpd_3.12948

« letc/snmpd.conf D/NY VT REBRT77 A4 :

<#root>
admin@FS2600-2:~$

sudo cat /etc/snnpd. conf

# additional user/custom config can be defined in *.conf files in this folder
includeDir /etc/snmp/config.d

engineIDType 3

agentaddress udp:161,udp6:161

rocommunity Ciscol23

rocommunity6 Ciscol23

N S SNMPHERIC B > TLBBA. snmpd.confy 7 A LREFELEE A

« AR X4 FMC A

6.4.0-9 K BIHKRT 6.6.0 LVETTIE. AX/NA FMC & SNMP F—XZEELEREA



(snmpd FFHERETT ), ChIFEELEBETT, FI v UBEEHLRCisco Bug ID

CSCvs32303
SNMP Z#gHT& &\
FIEDOHE (RO Cisco TACT—AASOH T I ) -

+ TCisco Firepower Management Center & & T* Firepower 4115 Threat Defense il SNMP
ERELEVEZEZATVWET, 4

"FTDTOSNMPERED HR— B
« "FIDT772A4T7>ATSNMP EZR VI ZBHICLEVWEEZTVET, 4

"FXOS T SNMP H—ERZFREL LS ELELLEN. AT AN REKHIC commit-buffer
ZHFALEE A, TError: Changes not allowed. use 'Connect ftd' to make changes.; & L
SAYVE—IHNRRENET,
« "FID77ZA4AT72ATSNMP EZ XUV T ZBMCLEVEEZTVET, 4
« TFTD TSNMP 2B TE T, EZXUVITTFNA RAEKRETEE A, |

SNMP B OBREICT 7O0—F 35 5%
RODRA N RFIXT K


https://tools.cisco.com/bugsearch/bug/CSCvs32303

s BEORFIXV N EHRAHAET,
* FMC &A1 R :

https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/quide/fpmc-config-
quide-v70.html

* FXOS OEEAA R :

https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos2101/web-
quide/b GUI FXOS ConfigGuide 2101/platform settings.html#topic 6C6725BBF4BC4333BA207BE9DB

TRETEESNMP RFIXYMNIEBLTLSEZ L,

FMC SNMP :

E Book Contents Q,

" Appliance Platform Settings SHEESORR ERUETES

>
L]

Language Selection
System Configuration

Login Banners
SNMP Polling

Platform Settings Policies

Platform Settings for Classic
Devices

Time and Time Synchronization

Global User Configuration Settings

FXOS SNMP :


/content/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70.html
/content/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70.html
https://www.cisco.com/c/ja_jp/td/docs/security/firepower/fxos/fxos2101/web-guide/b_GUI_FXOS_ConfigGuide_2101/platform_settings.html#topic_6C6725BBF4BC4333BA207BE9DB115F53
https://www.cisco.com/c/ja_jp/td/docs/security/firepower/fxos/fxos2101/web-guide/b_GUI_FXOS_ConfigGuide_2101/platform_settings.html#topic_6C6725BBF4BC4333BA207BE9DB115F53

E Book Contents

Book Title Page

Introduction to the Firepower
Security Appliance

Gething Started

Licenze Management for the ASA
User Management

Image Management

Security Certifications Compliance

System Administration

Platform Settings

Home [ ... [ Ceco Firepower 9300 Senes | Configuration Gusdes [

Cisco Firepower 4100/9300 FXOS Firepower

Q, FindM

Chapter: Platform Settings

» Chapter Contents

# Setting the Date and Time
= Configuring SSH

* Configuring TLS

* Configuring Telnet

# Configuring SNMP

# Configuring HTTPS

Firepower 41xx/9300 SNMP #X :

~ Appliance Platform Settings

System Configuration
Platform Settings Policies

Platform Settings for Classic Devices

l Platform Settings for Firepower Threat Defense |

Firepower 1xxx/21xx SNMP # X :




“ Firepower Threat Defense Interfaces and Device Settings
Interface Overview for Firepower Threat Defense
Regular Firewall Interfaces for Firepower Threat Defense
Inline Sets and Passive Interfaces for Firepower Threat Defense

DHCP and DDNS Services for Threat Defense

SNMP for the Firepower 1000/2100

Firepower Device Manager ( FDM ) =@ SNMP #&%
EIREDOHA ( EBED CiscoTACT—ANSOH T )

« TFDM Z{ER L /= Firepower 7/X4 A® SNMPV3 ICEET D HA AV AN MBETT, 4
« TSNMP #Rl&. FDM »5 FPR 2100 /N1 ATIE#EEL EH AL 4

- "FDM THéEEd S SNMP V3 B ZEV B TE XA, 4

« "TFDM 6.7 SNMP R0 XZ&E, .

« TFirepower FDM T SNMP v3 ZB®IICL TS & LV, 4

SNMP FDM R OBBICT7 7O0—F 35 5%
« 6.7 KYBID/N—2 3> TlE. FlexConfig ZEA L T SNMP B ZTS CENTEET,

https://www.cisco.com/c/en/us/td/docs/security/firepower/660/fdm/fptd-fdm-config-quide-660/fptd-
fdm-advanced.html

« Firepower /N\—> 32 6.7 LAF&, SNMP # 8 l& FlexConfig Tl <., RESTAPI ZERAL T
THhhET,

https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/216551-configure-and-
troubleshoot-snmp-on-firep.html

SNMP RS 7N 1—F4200F—KI—h

1xxx/21xx/41xx/9300 ( LINA/ASA ) - Cisco TAC T —AZ < BIICIRET D ED

X2 R B0

firepower# show run snmp-server ASA/FTD LINA SNMPEREZHFZEL £ T,

firepower# show snmp-server statistics ASA/FTD LINA @ SNMP #it &R L £,



https://www.cisco.com/c/ja_jp/td/docs/security/firepower/660/fdm/fptd-fdm-config-guide-660/fptd-fdm-advanced.html
https://www.cisco.com/c/ja_jp/td/docs/security/firepower/660/fdm/fptd-fdm-config-guide-660/fptd-fdm-advanced.html
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/216551-configure-and-troubleshoot-snmp-on-firep.html
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/216551-configure-and-troubleshoot-snmp-on-firep.html

SNMP /XTY NABZE SNMP XTY NHAOD A
VRFEFBLTLSEZ L,

> capture-traffic

EBAA—TIAATCKNT T4V 0%Fv)F
YLEY,

firepower# capture SNMP-POLL interface
net201 trace match udp any any eq 161

UDP 161 ( SNMPR—UDU > T ) OF—R A > Z—
7 T A A(nameif 'net201 O RS 71 v U %ZF
Y7FYLET,

firepower# capture SNMP-TRAP interface
net208 match udp any any eq 162

UDP 162 (SNMPRS Y7 ) OF—RA >R —7
I 4 A(nameif ' net208\ TR 714 v U &F v
FrLET,

firepower# show capture SNMP-POLL packet-
number 1 trace

ASA/FTD LINATF—R A2 B —T7 T4 AIZEET
BDAHASNMPNNT Y h&EKNL—ALZET,

admin@firepower:~$ sudo tcpdump -i tap_nlp

NLP(Non-Lina Process)NE&2 Y 74 > X—7 T
AATFYTFYLET,

firepower# show conn all protocol udp port 161

UDP 161 T3 X TDASA/FTD LINAIEEEF T v
HULET (SNMPER—U>Y ),

firepower# show log | i 302015.*161

ASA/FTD LINAA%'302015TSNMPR—1) > J %&
HWELEXY,

firepower# more system:running-config | i<
1=74

SNMPOX1ZFAARNIUV T 2B LET,

firepower# debug menu netsnmp 4

SNMPOREEE 7O AIDZ#ELE T,

firepower# show asp table classify interface
net201 domain permit match port=161

"net2011 EVSBEIDA 2 RX—TIAAD
SNMP ACLOEY RADJREFIVILET,

firepower# show diskO: | i 7

SNMP A7 A" H2HESH ZHIBLET,

admin@firepower:~$ Is -l /var/data/cores

SNMP A7 A H2HESH 2HELE T, FTDIC
NDHBERENET,




ASA/FTD LINAIL—FT 1« 9 F57—7 ) =B L £

firepower# show route -

FIDmgmtZ7’L—>0)—F 40057 —T )2t
> show network

B lLET,
admin@firepower:~$ tail -f FTIDTSNMPV3OHERENZ TN 1a—F12 T
/mnt/disk0/log/ma_ctx2000.log ZITVWET,
firepower# debug snmp trace [255]
firepower# debug snmp verbose [255] FLLWIUU—ZAOBLIONY RTT, AF/VY
. Cisco TACTSNMPZE RS /I 1—F 14>
firepower# debug snmp error [255] SEBBICIRIEET,

firepower# debug snmp packet [255]

41xx/9300 ( FXOS ) - Cisco TAC TT —AZH<HIICINET R ED

mESA Gz

firepower# connect fxos

firepower(fxos)# ethanalyzer local interface mgmt capture-

filter "udp port 161" limit-captured-frames 50 write SNMP £—1) >4 (UDP 161 ) ®

workspace:///SNMP-POLL.pcap FXOS * ¥ 7F +

firepower(fxos)# exit UE—KETP H—N—CTF v 70—
RUEXT,

firepower# connect local-mgmt

firepower(local-mgmt)# dir FTP IP:192.0.2.100

111152 Jul 26 09:42:12 2021 SNMP.pcap FTP1—%4& : fip

firepower(local-mgmt)# copy workspace:///[SNMP.pcap
ftp://ftp@192.0.2.100/SNMP.pcap

firepower# connect fxos

SNMP K> ¥ 7° (UDP 162 ) M

firepower(fxos)# ethanalyzer local interface mgmt capture- ,
FXOS F+ 7 F v,

filter "udp port 162" limit-captured-frames 50 write
workspace:///[SNMP-TRAP.pcap



ftp://ftp@192.0.2.100/SNMP.pcap

firepower# scope system
firepower /system # scope services

firepower /system/services # show ip-block detalil

FXOS ACL 23 L X9,

firepower# show fault

FXOS EE=#FEL XTI,

firepower# show fabric-interconnect

FXOS A2 2 —T7 T A ABKET T #

WRT—RDOITARELHIELET,
firepower# connect fxos
FXOS SNMP 18 2B L £ 7,

firepower(fxos)# show running-config snmp all

firepower# connect fxos
firepower(fxos)# show snmp internal oids supported create

firepower(fxos)# show snmp internal oids supported

FXOS SNMP OID Z#&L £,

firepower# connect fxos

firepower(fxos)# show snmp

FXOS SNMP s5REE N X & HERR

LET,

firepower# connect fxos
firepower(fxos)# terminal monitor
firepower(fxos)# debug snmp pkt-dump

firepower(fxos)# debug snmp all

FXOSSNMP 7Ny LET ( T
NTY R ElelE T3XTy ),

ZIETBICE, Tterminal no
monitors & Tundebug all, ZEAL
x£7,

1xxx/21xx ( FXOS ) - Cisco TAC T —RAZB<HIIZINETHED

IIIJ

X2 R L8

> capture-traffic -

EBARA—TIAATRNZ T4V 0%F Y TF VL

> show network

EE

FTID BB L —

YON—T AT T—T N EHELE




firepower# scope monitoring

firepower /monitoring # show snmp [host]

firepower(local-mgmt)# dir cores_fxos

o

firepower(local-mgmt)# dir cores

v =3
firepower /monitoring # show snmp-user FXOS SNMP B Z#EEL £,
[detail]
firepower /monitoring # show snmp-trap
firepower# show fault FXOS EEZHFELET,
firepower# connect local-mgmt
FXOSOAF7 774N (ML—ANY D ) ZHFELET

FMC - Cisco TAC TT —RAZH<BICINETHDED

X R

B

admin@FS2600-2:~$ sudo tcpdump -i ethO udp port
161 -n

SNMP ;R—U > T ICD\WTEEBS > R—
TJIAATCKRT T4V 0%F Y TFYLE
E

admin@FS2600-2: ~ $ sudo tcpdump -i eth0 udp port
161 -n -w /var/common/FMC_SNMP.pcap

SNMP ;R—U > FICDWTEBS > R—
TJTIAATRKRT T4V 0%F¥TFvL,
774 NLICRELET,

admin@FS2600-2:~$ sudo pmtool status | grep
snmpd

SNMP Ot ADREZFIYILET

(o]

admin@FS2600-2:~$ Is -al /var/common | grep
snmpd

SNMP 7774 ( RL—ANY D
) ZHEBLET,

admin@FS2600-2:~$ sudo cat /etc/snmpd.conf

SNMP B 7 7 AI)ILORABRZHEL XTI

o

snmpwalk @ 4l

CNSOIAXRYRIEE, BEEERNT TN 1—FT AV JIERATEEXT,




X2 R

SHI:I

B

# snmpwalk -c Cisco123 -v2¢ 192.0.2.1

SNMP v2c Z2fEAL T, YE—KFKRA
RASTXTOHOID ZMBLET,

Cisco123=dZ1="F14 ANUYT

192.0.2.1 = 3BEAKRA B

# snmpwalk -v2c -¢ Cisco123 -OS 192.0.2.1
10.3.1.1.4.1.9.9.109.1.1.1.1.3

i50.3.6.1.4.1.9.9.109.1.1.1.1.3.1 =5*—232: 0

SNMP v2c 2R L T, UE—KKA
RASHEDOID ZREBLET,.

# snmpwalk -c Cisco123 -v2¢ 192.0.2.1
.10.3.1.4.1.9.9.109.1.1.1.1 -On

.10.3.1.1.4.1.9.9.109.1.1.1.1.6.1 =7 —=32: 0

HBEL L OD ZHEFXATRRILET

o

# snmpwalk -v3 -l authPriv -u cisco -a SHA -A Cisco123 -
x AES -X Cisco123 192.0.2.1

SNMPv3 ZfEAL T, UE—RKRA
RASINXTOOID ZEIBELET,

SNMPv3 11— — = cisco
SNMPv3 525 = SHA

SNMPv3 7#&8 = AES

# snmpwalk -v3 -l authPriv -u cisco -a MD5 -A Cisco123 -
x AES -X Cisco123 192.0.2.1

SNMP v3 ( MD5 & & O AES128 ) %
FALT, VE—KRKRARDYSITANT
®OID ZEBBLET,

# snmpwalk -v3 -l auth -u cisco -a SHA -A Cisco123
192.0.2.1

FoRL D dr D SNMPV3,

SNMP DR ESZREITHDHE

1. https://bst.cloudapps.cisco.com/bugsearch/search?kw=snmp&pf=prdNm&sb=anfr&bt=custV

—BBHLET,

2. F—J—RsnmpZ A L. Select from listZiZIRL £7,



https://bst.cloudapps.cisco.com/bugsearch/search?kw=snmp&pf=prdNm&sb=anfr&bt=custV
https://bst.cloudapps.cisco.com/bugsearch/search?kw=snmp&pf=prdNm&sb=anfr&bt=custV
https://bst.cloudapps.cisco.com/bugsearch/search?kw=snmp&pf=prdNm&sb=anfr&bt=custV
https://bst.cloudapps.cisco.com/bugsearch/search?kw=snmp&pf=prdNm&sb=anfr&bt=custV
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