481> TOH OSPF ZREEERE

&

BE

BIE&RMY

=4
FRIBIR—F b
T|ELE

ERIE

XY BRI—=DK

B

axX frE

=
20v)3

show IRV ROHAH . TL—2 THERANREDRERE
show N> RO H Al : MD5FREE DR E

NP |7 Tl N

debug XV ROHAH : TL—> THRANBIEDERE
debug X > RO 54l : MD5FREE D F&TE

B E SR

Bz

Open Shortest Path First ( OSPF ) D BE> ATARADINTOIUT Ik, NYOR—2TUTF
(ZUT70) ICYENICERIDIDENHYET, LEL, CHFTIETHIESE. RED
DOBERALT, ENYVIOR=2TIUTRBATNY VR—VICEKTERT, dElchENY D
R—202@FFRZEIENY VR—2 TUTREBATERITIZDLOIC, REVVIVZFEATRZEET
EFET, £, REVITOOSPFRIAZAZ—TINICTRDEETEET,

CORFIXNTIK, OSPF XY RD—O0REBUOTTL—> T=\’—7\ NERRES K T
Message Digest 5 ( MD5 ) FRAEZBXMICT D HEZRLET., OSPF FRAIDEREREDFMICD
WTIl., TOSPF OFEED O DEEEHL ZSRBL TS EEL,

B4
B
)

REZTOFIC, ROBHFBlEhTWAR I EZHEELET,

- OSPF )L—FT 427 70K JI &7 O EED

- OSPF R > U O B2 0 HE
OSPF IL—74>7 ORI & OSPF ORE V> I OB OFMICDOW T, TOSPF 8REt 7
ARy ZZRLTLSEZ W,
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FAIRIR—F b

CORFIXVNOERE. ROVIKRIITEN—RIITON-II3IVICETVTVET,

. Cisco 2500 1) —X JL—=&

- CiscolIOS® V7 RV T F U1J)—R12.2(27)
CORFIAIXNOBEREF, BENDTAREICHDT/NAAICESIVWTEREhELE, COR
FAXKNTERAITDZINTOTFNA AR, DB (F72)N ) REORELNSEBHLTVET
o MRODRY NIT—IONEBBFITHAIHEEICEK., ENOKSBIAXRICOVTE, TOEEW
Kﬂ’ﬂt_jb\fﬁﬁitliiﬁﬁb'(d%<dZ\E/J‘"ZF)Ui'd'o

*EoE
KF1XT NREOBMEE, TYRAIFUNL T4 YT AOERR) EBRLTILEEW,
BXJE

COEVSIVTRER, CORFIANTHAITIHREZRETDLOICLEZBREZRMLT
W&Ed,

F:ZORFIAIXANTHEASNATVWAS IOV ROFEMZEFANSIZIE. Command Lookup
Tool (BEI—YER ) ZFEAL T EEL,

XY BRDI—OK

CORFIXVRNTR, ROZXY RD—T Y NTYTZEALET,

— o~ Transit Area 1 I
Area 0 ' - -
_ 6.0.0.38 _ Area 2
\ Aoos 5.0.0.2/8 6.00.2m .
I ' %
|\ appue = = = = el 12.0.0.3/8
Rowubar '
1101 x 2422 f3.33a
— , i '
- - . L

~ — _ Virtual link -
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CHORFIXNTE, ROBREFERALET,

7 I/ 4 7_:\:1 I\wunIEGDEQEE
- MD5 FREE D E&TE

ZL—> FXANBEOBE

7L—2 THERAREETR., NATD—RAVVT THFAMELTRY NIV LTEBEENET
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o CORETE., IL—A33I3RFIVTFONAVE—TIARZRHKET. T TOICIRBAYICHEL
LEFT. CcOREICKVY, L—RI3IIRFREITVTRAIL—RABR)ICBED -, IL—&
3333NITVTONFEAZEMNCITBIHLEN HY KT,

X BRECHEAETNZFBAFT—E. OSPFAY A —ICEEBEAECIhDF— (/NAT—R ) Z2ER
LET, COF—E, CiscolOSYTZRNITITAN—FT42T Z7ORIN NTY NEZEETDE
ElIC, AVR—ICBAEThE T A VF—TIAABUTERY RD—VILEBID/NAD—R%Z
BETEERT, ALRYND—TLOIXNTOBEIL—RICE, OSPF FHRZXBTH -, [
UNAD—RZRETIHENHNET,

Router1.1.1.1

hostnane r1.1.1.1

i nterface LoopbackO
ip address 1.1.1.1 255.0.0.0

interface EthernetO

ip address 4.0.0.1 255.0.0.0

ip ospf authentication-key cisco

!--- This command configures the authentication key
(password) !--- on the interface as "cisco". interface
Serial0 ip address 5.0.0.1 255.0.0.0 cl ockrate 64000
router ospf 2 network 4.0.0.0 0.255.255.255 area 0
network 5.0.0.0 0.255.255.255 area 1 area 0
authentication

!--— This command enables plain authentication for area
0 !--- on the router. area 1 virtual-link 3.3.3.3
authentication-key cisco

!--- This command creates the virtual link between

Router !--- 1.1.1.1 and Router 3.3.3.3 with plain text
authentication enabled.
I—% 3333

hostnanme r3.3.3.3

i nterface LoopbackO
ip address 3.3.3.3 255.0.0.0

interface EthernetO
ip address 12.0.0.3 255.0.0.0

interface Serial0
ip address 6.0.0.3 255.0.0.0

router ospf 2

network 12.0.0.0 0.255.255.255 area 2

network 6.0.0.0 0.255.255.255 area 1

area 0 authentication

!--—- This command enables plain authentication for area
0 !--- on the router. area 1 virtual-link 1.1.1.1
authentication-key cisco

!--- This command creates the virtual link to area 0 via
!--- transit area 1 with plain text authentication
enabled.

MD5 FE5E 08X



MD5 BREETE, 7’L— TFARRIAKL W EZL2ENf SV EF IV T HAREENAET, O
FRTIR. MD5 PILIdUXLEFERALT, OSPFNT Y RENRT—R (EEEF— ) ORED
SN\Y1EZFETD S, EF1VFTAHFE<EBEYNET, CO/N\NYVZ1ERE, F—IDB L
ORALPLBVWS =T RABEEEEIINTY NMCANS N, EEENET, ABU/NAT—RZEFR
AU TVWAZEAE, ThBBO/N\Y1EZFAELET, Tk, REU>D FUFT

MD5 SREEZRETH AN RICDOVWTEHAL £,

Router1.1.1.1

hostnane r1.1.1.1

i nterface LoopbackO
ip address 1.1.1.1 255.0.0.0

interface EthernetO

ip address 4.0.0.1 255.0.0.0

ip ospf message-digest-key 1 md5 cisco

!--- This command configures the MD5 authentication key
!--- on the interface as "cisco". interface SerialO ip
address 5.0.0.1 255.0.0.0 clockrate 64000 ! router ospf
2 network 4.0.0.0 0.255.255.255 area 0 network 5.0.0.0
0. 255. 255. 255 area 1 area 0 authentication message-
digest

!-——- This command enables MD5 authentication for area 0
!--- on the router. area 1 virtual-link 3.3.3.3
message-digest-key 1 md5 cisco

!-——- This command creates the virtual link between

Router !--- 1.1.1.1 and Router 3.3.3.3 with MD5
authentication enabled.
I—% 3333

hostnane r3.3.3.3

i nterface LoopbackO
ip address 3.3.3.3 255.0.0.0

interface EthernetO
i p address 12.0.0.3 255.0.0.0

interface SerialO
ip address 6.0.0.3 255.0.0.0

router ospf 2

network 12.0.0.0 0. 255.255. 255 area 2

network 6.0.0.0 0.255.255.255 area 1
area 0 authentication message-digest

!-——- This command enables MD5 authentication for area 0
!--- on the router. area 1 virtual-link 1.1.1.1 message-
digest-key 1 md5 cisco

!-——- This command creates the virtual link to area 0 via
!-—- the transit area 1 with MD5 authentication enabled.

CoT, BEFERCHELTVIAES HERBLET.



TIORTYINADR=7TD)RZY—=), (BEFEI—YEH) (OIT) E. BE®D show IV R&EY
A—BRLET, OITZFEAL T, show AN ROB IO ZERRLET,

. show ip ospf virtual-links : OSPF R U VO DONFA—R EBREOREERRLET,
.showiproute : L—F 1 >J F—TILODBRENREEZRRLET,

show XV ROHAH : TL—> THXANRIEDERTE

r3.3.3.3# show ip ospf virtual-links

Virtual Link OSPF_VLO to router 1.1.1.1 is up
!--- The status of the virtual link displays. Run as demand circuit

DoNotAge LSA allowed
!--- This specifies that OSPF runs as a demand circuit over virtual links, !--- and so link-
state advertisements (LSAs) are not refreshed (not aged out). Transit area 1, via interface
Serial 0, Cost of using 128 Transmit Delay is 1 sec, State PO NT_TO PO NT, Tiner intervals
configured, Hello 10, Dead 40, Wait 40, Retransnmit 5 Hello due in 00:00:01 Adjacency State FULL
(Hello suppressed)
!--- The status of the neighbor adjacency displays. Index 1/2, retransm ssion queue |ength O,
nunber of retransm ssion 1 First 0x0(0)/0x0(0) Next Ox0(0)/0x0(0) Last retransm ssion scan
length is 1, maximumis 1 Last retransm ssion scan tinme is O msec, maximumis O nsec Simple
password authentication enabled
!--- The type of authentication that is enabled displays. !--- The authentication type 1is simple
password. r3.3.3.3#

X Mok, OSPF helloAMiEle hTWVWBHZEZRLTVET, DFY, REVUINFEHTS
&, helo FRENEL A, OSPF &, RV VZFN RERTHBDERLZTLHIC hello
BHIELET, BE. OSPFIF 10T &Il hello ZBEAEL., 30D EICLSAZEHLET, &=
LU, PNV REHBTE, COBREDEDRNS T4V ITELERLLLHYFHA, OSPF *N
REEDA TS a > w2ERTBE, hello KU LSA EFEEENMEIENET, TOHER. OSPF
BREECTH LTI 2RI XN TOEEN RBEND D&, clearip ospf process Y~ REMAL T
OSPF 7O0tEAZVVFLERIEYET, LexFE, L—20ORARATOEERETT,

r3. 3. 3. 3# show ip route

Codes: C - connected, S - static, | - IGRP, R- RP, M- nmobile, B - BGP
D- EICRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S1S L1 - IS-ISlevel-1, L2 - IS IS level-2, ia- IS ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

Gateway of last resort is not set

C 3.0.0.0/8 is directly connected, LoopbackO

0 4.0.0.0/8 [110/138] via 6.0.0.2, 00:31:08, Serialol

05.0.0.0/8 [110/128] via 6.0.0.2, 22:55:44, SerialO

C6.0.0.0/8 is directly connected, SerialO

C 12.0.0.0/8 is directly connected, EthernetO

r3.3.3.3#

show N> RO H HHl : MD5EREE D ERTE

r3. 3. 3. 3# show ip ospf virtual-links

Virtual Link OSPF_VL1l to router 1.1.1.1 is up
I -—— The status of the virtual link displays. Run as demand circuit
DoNotAge LSA allowed
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!--- This specifies that OSPF runs as a demand circuit over virtual links, !--- and so LSAs are
not refreshed (not aged out). Transit area 1, via interface Serial 0, Cost of using 128 Transmit
Delay is 1 sec, State PO NT_TO PO NT, Timer intervals configured, Hello 10, Dead 40, Wait 40,
Retransnmit 5 Hello due in 00:00:01 Adjacency State FULL (Hello suppressed)

!--- The status of the neighbor adjacency displays. Index 1/2, retransm ssion queue |ength O,
number of retransm ssion O First 0xO0(0)/0x0(0) Next 0x0(0)/0x0(0) Last retransm ssion scan
length is 0, maximumis O Last retransm ssion scan tine is O msec, naximumis O nsec Message
digest authentication enabled

!--- The type of authentication that is enabled displays.
Youngest key idis 1

!--- The authentication type 1is MD5.

r3. 3. 3. 3# show ip route

Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BGP
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1SI1S L1 - 1S I1Slevel-1, L2 - IS ISlevel-2, ia- IS ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

Gateway of l|ast resort is not set

C 3.0.0.0/8 is directly connected, LoopbackO

0 4.0.0.0/8 [110/138] via 6.0.0.2, 00:02:41, SerialO

0 5.0.0.0/8 [110/128] via 6.0.0.2, 00:02:51, SerialO

C6.0.0.0/8 is directly connected, SerialO

C 12.0.0.0/8 is directly connected, EthernetO
— ~y
R | Rl

BREORZ TN 1—F 42T TSBICSRLTLEZL,

cOEIZaVEF,
X :debug NV RZFEATSHEIIC., Tdebug AV ROEEZEH. 2FRLTSLEEL,

- debug ip ospf adj : OSPF &4 N—BEBERL 7O R EZF/NNYITLET,

debug AN ROWHAH : TL—> THFANRIEDERE

r3. 3. 3. 3# debug ip ospf adj

23:31:41: OSPF: Interface OSPF_VLO going Up

23:31:41: OSPF: Build router LSA for area 0, router ID 3.3.3.3, seq 0x8000002E
23:31:41: OSPF: Build router LSA for area 1, router ID 3.3.3.3, seq 0x8000002E
23:31:41: OSPF: Build router LSA for area 2, router ID 3.3.3.3, seq 0x80000031

23:31:51: OSPF: Rcv DBD from 1.1.1.1

on OSPF_VLO0 seq 0x887 opt 0x62 flag 0x7

len 32 mtu 0 state INIT

23:31:51: OSPF: 2 Way Communication to 1.1.1.1 on OSPF_VLO, state 2WAY

23:31:51: OSPF: Send DBDto 1.1.1.1 on OSPF_VLO seq 0x2102 opt 0x62 flag Ox7 len 32
23:31:51: OSPF: First DBD and we are not SLAVE

23:31:51: OSPF: Rcv DBD from 1.1.1.1 on OSPF_VLO seq 0x2102 opt 0x62 flag 0x2

len 172 mtu 0 state EXSTART

23:31:51: OSPF: NBR Negotiation Done. W are the MASTER

23:31:51: OSPF: Send DBD to 1.1.1.1 on OSPF_VLO seq 0x2103 opt 0x62 flag O0x3 len 172
23:31:51: OSPF: Database request to 1.1.1.1

23:31:51: OSPF: sent LS REQ packet to 5.0.0.1, length 12

23:31:51: OSPF: Rcv DBD from1.1.1.1 on OSPF_VLO seq 0x2103 opt 0x62 flag O0xO len 32

nu O state EXCHANGE

23:31:51: OSPF: Send DBDto 1.1.1.1 on OSPF_VLO seq 0x2104 opt 0x62 flag Ox1 len 32
23:31:51: OSPF: Rcv DBD from 1.1.1.1 on OSPF_VLO seq 0x2104 opt 0x62 flag 0x0

len 32 mtu 0 state EXCHANGE
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23:31:51: OSPF: Exchange Done with 1.1.1.1 on OSPF_VLO
23:31:51: OSPF: Synchronized with 1.1.1.1 on OSPF_VLO, state FULL

!--- This indicates the establishment of neighbor adjacency. 23:31:51.: %OSPF-5- ADJCHG Process
2, Nor 1.1.1.1 on OSPF_VLO from LOADI NG to FULL, Loading Done 23:31:52: OSPF: Build router LSA

for area 0, router ID 3.3.3.3, seq 0x8000002F 23: 32: 23: OSPF: Dead event ignored for
demand circuit OSPF_VLO r3.3.3.3#

debugd ¥ > RO Hfl : MDSEREEDERTE

r3. 3. 3. 3# debug ip ospf adj

23:48:06: OSPF: Interface OSPF_VL1 going Up

23:48: 06: OSPF: Send with youngest Key 0O

23:48:07: OSPF: Build router LSA for area 0, router ID 3.3.3.3, seq 0x80000001
23:48:07: OSPF: Build router LSA for area 2, router ID 3.3.3.3, seq 0x80000033
23:48:07: OSPF: Build router LSA for area 1, router ID 3.3.3.3, seq 0x80000030
23:48:14: OSPF: 2 Way Communication to 1.1.1.1 on OSPF VL1, state 2WAY

23:48:14: OSPF: Send DBDto 1.1.1.1 on OSPF_VL1 seq Ox1EA opt 0x62 flag 0x7 |en32
23:48: 14: OSPF: Send with youngest Key 1

23:48:14: OSPF: Rcv DBD from 1.1.1.1 on OSPF_VL1 seq O0x3FB opt 0x62 flag 0x7

len 32 mtu 0 state EXSTART

23:48:14: OSPF: First DBD and we are not SLAVE

23:48:16: OSPF: Send with youngest Key 1

23:48:19: OSPF: Send DBDto 1.1.1.1 on OSPF_VL1 seq Ox1EA opt 0x62 flag Ox7 len 32
23:48:19: OSPF: Send with youngest Key 1

23:48:19: OSPF: Retransmitting DBDto 1.1.1.1 on OSPF_VL1 [1]

23:48:19: OSPF: Rcv DBD from1.1.1.1 on OSPF_VL1 seq Ox3FB opt 0x62 flag Ox7 |l en 32
mu O state EXSTART

23:48:19: OSPF: First DBD and we are not SLAVE

23:48:19: OSPF: Rcv DBD from 1.1.1.1 on OSPF_VL1 seq OxX1EA opt 0x62 flag 0x2

len 172 mtu 0 state EXSTART

23:48:19: OSPF: NBR Negotiation Done. W are the MASTER

23:48:19: OSPF: Send DBDto 1.1.1.1 on OSPF_VL1 seq Ox1EB opt 0x62 flag 0x3 len 112
23:48:19: OSPF: Send with youngest Key 1

23:48:19: OSPF: Send with youngest Key 1

23:48:19: OSPF: Database request to 1.1.1.1

23:48:19: OSPF: sent LS REQ packet to 5.0.0.1, length 48

23:48:19: OSPF: Rcv DBD from1.1.1.1 on OSPF_VL1 seq Ox1EB opt 0x62 flag OxO | en 32
nu O state EXCHANGE

23:48:19: OSPF: Send DBDto 1.1.1.1 on OSPF_VL1 seq Ox1EC opt 0x62 flag Ox1 len 32
23:48:19: OSPF: Send with youngest Key 1

23:48:19: OSPF: Build router LSA for area 0, router ID 3.3.3.3, seq 0x80000030
23:48:19: OSPF: Rcv DBD from1.1.1.1 on OSPF_VL1 seq Ox1EC opt 0x62 flag OxO | en 32
nmu O state EXCHANGE

23:48:19: OSPF: Exchange Done with 1.1.1.1 on OSPF_VL1

23:48:19: OSPF: Synchronized with 1.1.1.1 on OSPF_VL1l, state FULL

1.1.1.1 on

!--- This indicates the establishment of neighbor adjacency. 23:48:19. %OSPF-5- ADJCHG Process

2, Nor 1.1.1.1 on OSPF_VL1 from LQADI NG to FULL, Loadi ng Done
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