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+ R2-2503
+ R1-2503
R2-2503
interface Loopback0
ip address 10.70.70.70 255.255.255.255
!
interface Serial0
ip address 192.168.64.10 255.255.255.0
ip ospf authentication-key c1$cO
I--- The Key value is set as "cl1$c0 ". !--- It is the password that is sent across the network.
!
router ospf 10
Tog-adjacency-changes
network 10.70.0.70 0.255.255.255 area 0
network 192.168.10.10 0.0.0.255 area 0
area 0 authentication
I--- Plain text authentication is enabled for !--- all interfaces in Area 0.
R1-2503
interface Loopback0
ip address 172.16.10.36 255.255.255.240
|
interface Serial0
ip address 192.168.0.10 255.255.255.0
ip ospf authentication-key c1$cO




!I--- The Key value is set as "cl$cO0 ". !--- It is the password that is sent across the network.

I
router ospf 10

network 172.16.0.0 0.0.255.255 area 0
network 192.168.10.10 0.0.0.255 area 0
area 0 authentication

I--- Plain text authentication is enabled !--- for all interfaces in Area O.

~ 7E B Marea authentication AN > RiF, BEDNDIVTFADIL—ZDIXNTOA > R—T
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+ R1-2503

R2-2503

interface Loopback0

ip address 10.70.70.70 255.255.255.255
!

interface Serial0
ip address 192.168.64.10 255.255.255.0
ip ospf message-digest-key 1 md5 c1$cO

!--- Message digest key with ID "1" and !--- Key value (password) is set as "cl$c0 ".

router ospf 10

network 192.168.10.10 0.0.0.255 area 0
network 10.70.0.70 0.255.255.255 area 0
area 0 authentication message-digest

I--- MD5 authentication is enabled for !--- all interfaces in Area O.

R1-2503

interface Loopback0

ip address 172.16.10.36 255.255.255.240
I

interface Serial0
ip address 192.168.0.10 255.255.255.0
ip ospf message-digest-key 1 md5 c1$cO

!--- Message digest key with ID "1" and !--- Key (password) value is set as "c1l$c0 ".

router ospf 10

network 172.16.0.0 0.0.255.255 area 0
network 192.168.10.10 0.0.0.255 area 0
area 0 authentication message-digest

I--- MD5 authentication is enabled for !--- all interfaces in Area O.

~ s : C MERE Marea authentication message-digest ANX > RIZ&k ), BEOITVT7AHADT
XNTOIN—BA =T IAAICKH LU TRIANf 1 Z—TNICBYVET, AVFZ—TIAAT
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<tfroot>
R1-2503#

show i p ospf interface serialO

Serial0 is up, line protocol is up
Internet Address 192.168.0.10/24, Area O
Process ID 10, Router ID 172.16.10.36, Network Type POINT_TO_POINT, Cost: 64
Transmit Delay is 1 sec, State POINT_TO_POINT,
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:04
Index 2/2, flood queue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 4 msec
Neighbor Count is 0, Adjacent neighbor count is 0
Suppress hello for 0 neighbor(s)

Si npl e password aut henticati on enabl ed

show ip ospf neighbor AX > RiF, ROBEHICTRTLSIC, FAN—OFBEBERL, SEBRENT
WBRAN—FT—TILERRLET,

<ffroot>
R1-2503#

show i p ospf nei ghbor

Neighbor ID Pri State Dead Time Address Interface
10.70.70.70 1 FULL/ - 00:00:31 192.168.64.10 Serial0


/content/en/us/td/docs/ios-xml/ios/iproute_ospf/command/iro-cr-book/ospf-a1.html#wp9750141680

showiproute X > Rix, XOHBHICRITKSIC, W—F 12T F—TILERRLET,

<#root>
R1-2503#
show i p route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of Tast resort is not set

10.70.0.70/32 is subnetted, 1 subnets

0 10.70.70.70 [110/65] via 192.168.64.10, 00:03:28, Serial0
172.16.0.0/28 is subnetted, 1 subnets
C 172.16.10.32 1is directly connected, LoopbackO

C 192.168.10.10/24 1is directly connected, Serial0

MD5 F8ALE D #& &L

XDOHEAIZRTKSIZ, showip ospfinterface AN REFE>T, /1 X —T I 4 AICKL TE&
EENTVBRRARANTEZRRTEET, cDBFE., Seral0 1 X—T T A A, F—1ID "1,
EE’—) 7‘: MD5 wu\nIEfJ\ Eéhfb\ijo

<tfroot>
R1-2503#

show i p ospf interface serialO

Serial0 is up, line protocol is up

Internet Address 192.168.0.10/24, Area O

Process ID 10, Router ID 172.16.10.36 , Network Type POINT_TO_POINT, Cost: 64

Transmit Delay is 1 sec, State POINT_TO_POINT,

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:05

Index 2/2, flood queue length 0

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 4 msec

Neighbor Count is 1, Adjacent neighbor count 1is 1
Adjacent with neighbor 10.70.70.70

Suppress hello for 0 neighbor(s)

Message di gest authentication enabl ed
Youngest key idis 1



show ip ospf neighbor AN > RiF, ROBEHIERTLSIC, RAN—OFHABRL SEBRENT
WBRAN—TFT—TILERRLET,

<#froot>
R1-2503#

show i p ospf nei ghbor

Neighbor ID Pri State Dead Time Address Interface
10.70.70.70 1 FULL/ - 00:00:34 192.168.64.10 Serial0
R1-2503#

show ip route Y > RiE, XOBHICRTELSIC, L—F 129 F—TILERRLET,

<#root>
R1-2503#
show i p route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS Tevel-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of Tast resort is not set

10.70.0.70/32 is subnetted, 1 subnets

0 10.70.70.70 [110/65] via 192.168.64.10, 00:01:23, Serial0
172.16.0.0/28 is subnetted, 1 subnets
C 172.16.10.32 1is directly connected, Loopback0

C 192.168.10.10/24 is directly connected, Serial0
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N—BERFBIUZNDAICRITIDIZEN BYVET,
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R1-2503 ICX 9% debip ospfadj H Ak, 7L —> TFARRIANF KL EBEEZRLTVWET

o

<#root>
R1-2503#
debug ip ospf adj

00:50:57: %LINK-3-UPDOWN: Interface Serial0O, changed state to down

00:50:57: OSPF: Interface Serial0 going Down

00:50:57: OSPF: 172.16.10.36 address 192.168.0.10 on SerialO 1is dead,
state DOWN

00:50:57: OSPF: 10.70.70.70 address 192.168.64.10 on SerialO 1is dead,
state DOWN

00:50:57: %0SPF-5-ADJCHG: Process 10, Nbr 10.70.70.70 on SerialO from
FULL to DOWN, Neighbor Down: Interface down or detached

00:50:58: OSPF: Build router LSA for area 0, router ID 172.16.10.36,
seq 0x80000009

00:50:58: %LINEPROTO-5-UPDOWN: Line protocol on Interface SerialO,
changed state to down

00:51:03: %LINK-3-UPDOWN: Interface Serial0O, changed state to up

00:51:03: OSPF: Interface Serial0 going Up

00:51:04: OSPF: Build router LSA for area 0, router ID 172.16.10.36,
seq 0x8000000A

00:51:04: %LINEPROTO-5-UPDOWN: Line protocol on Interface SerialO,
changed state to up

00:51:13: OSPF: 2 Way Communication to 10.70.70.70 on SerialO,
state 2WAY

00:51:13: OSPF: Send DBD to 10.70.70.70 on Serial0 seq 0x2486 opt 0x42
flag 0x7 len 32

00:51:13: OSPF: Rcv DBD from 10.70.70.70 on Serial0 seq 0x19A4 opt 0x42
flag 0x7 len 32 mtu 1500 state EXSTART

00:51:13: OSPF: First DBD and we are not SLAVE

00:51:13: OSPF: Rcv DBD from 10.70.70.70 on Serial0 seq 0x2486 opt 0x42
flag 0x2 len 72 mtu 1500 state EXSTART

00:51:13: OSPF: NBR Negotiation Done. We are the MASTER

00:51:13: OSPF: Send DBD to 10.70.70.70 on Serial0 seq 0x2487 opt 0x42
flag 0x3 len 72

00:51:13: OSPF: Database request to 10.70.70.70

00:51:13: OSPF: sent LS REQ packet to 192.168.64.10, length 12

00:51:13: OSPF: Rcv DBD from 10.70.70.70 on Serial0 seq 0x2487 opt 0x42
flag 0x0 len 32 mtu 1500 state EXCHANGE

00:51:13: OSPF: Send DBD to 10.70.70.70 on Serial0 seq 0x2488 opt 0x42
flag 0x1 len 32

00:51:13: OSPF: Rcv DBD from 10.70.70.70 on Serial0 seq 0x2488 opt 0x42
flag 0x0 len 32 mtu 1500 state EXCHANGE

00:51:13: OSPF: Exchange Done with 10.70.70.70 on SerialO

00:51:13: OSPF: Synchronized with 10.70.70.70 on Serial0, state FULL

!--- Indicates the neighbor adjacency is established.

00:51:13: %0SPF-5-ADJCHG: Process 10, Nbr 10.70.70.70 on SerialO from LOADING
to FULL, Loading Done

00:51:14: OSPF: Build router LSA for area 0, router ID 172.16.10.36,
seq 0x8000000B

R1-2503#



IRIZRY debugipospfad AN ROEAEF, L—FTRELVLRIAZATICF BN H35E
ERLTVET. COEAE. JL—& R1-2503 #* Type 1 R EEA TS — 5. JL—& R2-2503
# Type O BEEALBEEhTVBHZEERLTVET, 2%H), L—RRI2503 A7 L—> 7
£ ZANEIA (Type 1) KBREENTVWAHOICHL, JL—& R2-2503 & XLERIEA (Type 0) 2
BEENTWVWBCEICKRYET,

<#root>

R1-2503#

debug i p ospf adj

00:51:23: OSPF: Rcv pkt from 192.168.64.10, SerialO :

M smat ch
Aut henti cation type

I--- Input packet specified type 0, you use type 1.

IRIZRT debugip ospfadj AN ROE A, BIAF— (NAT—R)EBLCF—BHNH25E%
ALULTVET, COBE. MADIL—ZFHFTL—2 TFANRIA (Type 1) ICREETNTWVWT
ELF—(NATD—R)EBEF—FHFHNET,

<#root>
R1-2503#
debug i p ospf adj

00:51:33: OSPF: Rcv pkt from 192.168.64.10, Serial0 : Mismatch
Authentication Key - Clear Text

MD5EREED RS TINa—F 1425

ik, MD5ERREA" I L = & & MR1-2503Z % § B debug ip ospfadj AX > ROHEHT T,

<#root>
R1-2503#
debug ip ospf adj

00:59:03: OSPF: Send with youngest Key 1

00:59:13: OSPF: Send with youngest Key 1

00:59:17: %LINK-3-UPDOWN: Interface Serial0O, changed state to down

00:59:17: OSPF: Interface Serial0 going Down

00:59:17: OSPF: 172.16.10.36 address 192.168.0.10 on SerialO 1is dead,
state DOWN



00:59:17: OSPF: 10.70.70.70 address 192.168.64.10 on SerialO 1is dead,
state DOWN

00:59:17: %0SPF-5-ADJCHG: Process 10, Nbr 10.70.70.70 on Serial0 from
FULL to DOWN, Neighbor Down: Interface down or detached

00:59:17: OSPF: Build router LSA for area 0, router ID 172.16.10.36,
seq 0x8000000E

00:59:18: %LINEPROTO-5-UPDOWN: Line protocol on Interface SerialO,
changed state to down

00:59:32: %LINK-3-UPDOWN: Interface Serial0O, changed state to up

00:59:32: OSPF: Interface Serial0 going Up

00:59:32: OSPF: Send with youngest Key 1

00:59:33: OSPF: Build router LSA for area 0, router ID 172.16.10.36,
seq 0x8000000F

00:59:33: %LINEPROTO-5-UPDOWN: Line protocol on Interface SerialO,
changed state to up

00:59:42: OSPF: Send with youngest Key 1
00:59:42: OSPF: 2 Way Communication to 10.70.70.70 on SerialO,
state 2WAY

!--- Both neighbors configured for Message !--- digest authentication with Key ID "1".

00:59:42: OSPF: Send DBD to 10.70.70.70 on Serial0 seq 0x2125 opt 0x42
flag Ox71en 32

00:59:42: OSPF: Send with youngest Key 1

00:59:42: OSPF: Rcv DBD from 10.70.70.70 on Serial0 seq Ox11F3 opt 0x42
flag 0x7 len 32 mtu 1500 state EXSTART

00:59:42: OSPF: First DBD and we are not SLAVE

00:59:42: OSPF: Rcv DBD from 10.70.70.70 on Serial0 seq 0x2125 opt 0x42
flag Ox2 Ten 72 mtu 1500 state EXSTART

00:59:42: OSPF: NBR Negotiation Done. We are the MASTER

00:59:42: OSPF: Send DBD to 10.70.70.70 on Serial0 seq 0x2126 opt 0x42
flag 0x3 Ten 72

00:59:42: OSPF: Send with youngest Key 1

00:59:42: OSPF: Send with youngest Key 1

00:59:42: OSPF: Database request to 10.70.70.70

00:59:42: OSPF: sent LS REQ packet to 192.168.64.10, length 12

00:59:42: OSPF: Rcv DBD from 10.70.70.70 on Serial0 seq 0x2126 opt 0x42
flag 0x0 len 32 mtu 1500 state EXCHANGE

00:59:42: OSPF: Send DBD to 10.70.70.70 on SerialO seq 0x2127 opt 0x42
flag Ox1llen 32

00:59:42: OSPF: Send with youngest Key 1

00:59:42: OSPF: Send with youngest Key 1

00:59:42: OSPF: Rcv DBD from 10.70.70.70 on Serial0 seq 0x2127 opt 0x42
flag 0x0 len 32 mtu 1500 state EXCHANGE

00:59:42: OSPF: Exchange Done with 10.70.70.70 on Serial0

00:59:42: OSPF: Synchronized with 10.70.70.70 on Serial0, state FULL

00:59:42: %0SPF-5-ADJCHG: Process 10, Nbr 10.70.70.70 on Serial0 from
LOADING to FULL, Loading Done

00:59:43: OSPF: Build router LSA for area 0, router ID 172.16.10.36,
seq 0x80000010

00:59:43: OSPF: Send with youngest Key 1

00:59:45: OSPF: Send with youngest Key 1

R1-2503#

IRIZRY debugipospfad AN ROE A, L—FTRHRELVLRIAZATICF BN H35E
ERLTVET, COEAE. JL—2 R1-2503 # Type 2 (MD5 ) RiE % FEHATZ—H. L—4
R2-2503 Tl Type 1 838E ( 7L —> THF AR ) ZFEALTVWAZEZRLTVET,



<#root>

R1-2503#

debug i p ospf adj

00:59:33: OSPF: Rcv pkt from 192.168.64.10, SerialO :

M smat ch
Aut henti cation type

!I--- Input packet specified type 1, you use type 2.

IRIZRY debugip ospfadj AN ROE AN, FBIATHEATEF— D ICF—HHNHBEEET
LTWET, cOBEAE, IL—2 R1-2503 A"F—ID1%&F>#= MD5 REE&2ERAITD—7H., IL—
X R2-2503 TlEF*¥—ID2 ZfE> = MD5 Rl ZFEAL TVWBH EZRLTVE T,

<#root>
R1-2503#
debug i p ospf adj

00:59:33: OSPF: Send with youngest Key 1
00:59:43: OSPF: Rcv pkt from 192.168.64.10, Serial0 : Mismatch
Authentication Key - No message digest key 2 on interface

R1-2503(C%1 9 %  Mdebug ip ospf adi Y > RO EH A F, MDSEREEDF—1&F—20WAHF B
TO—HELTRETNTWR L EZRLTVWET,

<{froot>
R1-2503#

debug i p ospf adj

00:59:43: OSPF: Send with youngest Key 1
00:59:53: OSPF: Send with youngest Key 2

!I--- Informs that this router is also configured !--- for Key 2 and both routers now use Key 2.
01:00:53: OSPF: 2 Way Communication to 10.70.70.70

on Serial0, state 2WAY
R1-2503#
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