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Syslog

NTYN RL—Y
XY 7T
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C@h#JX/FTH V7KRDIF7 N—=232 9x 2R1TT% Cisco BISEEF1 VT 1 77
FATVA(ASA) Z, 2 OORMERY NI —D2FEATEILSICRET B HEZHALET,
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B

CORFIXVNIBEOEHREHYREA

EAITRIR—F> b

CORFIXNHOEBERIEE. V7RI IT7/N—2329x%2ETLTWVWS CiscoASAICEDZE
£,



CORFIXVNOEHRE. REDFARRELCHZITNARACETVWTERENELIZ, DR

FAXRNTEATEZINTOTFNARRG, A (F7FIIN ) REOREASBELTVET

o MROXY RT—INEBBHITHBIBERICE, EOXSIBIOANU RIZDVTE, TOEEN
HEIODVTHRIERLTEBENF ®VET,

RECE

REFIXDNREOFBICOVWTR, RO TININTAYTADOREFES 2ZRU T
=L,

Iclilj

HREHA

ASAT7T7ATIA=IIOERIC2EBOAHTRY NT—UZEMNMTRHEE. ATORICEEL
TLEEV,

ASATREAA) FRLYDVINYR—RENTLVERA,

CREORY RD—OEHUKEMENZD XY ND—VRBTIL—TA2TZTSIEHICE. I
—ZE ASADERTHEAITZILENHYET,

CIRTOFARNOF 7 AN F—RIIAH, WBL—RERA Y RLTVDAEN &) &
7,

-ASAZRAZKRIBRABFIL—RICTT7AILN IL—NZEMTIHBENHY KT,

- AEB)L—2X M Address Resolution Protocol (ARP ) ¥ ¥ v 12U TFTI2HXEBENHYET

o

E

COETHHPIDEMEMEAL T, ASAZRELRT,

ﬁgll

Y hO—UK
BT, CORFIXDNOFITERATE NRODERLET,

S 202.0.113.0/24
& - 192 168.0. llfz-! 102 168.1.0/24
b vt ---1-
\ Clowd | .'_ =
o . 2 - -

i

Router A Outside Insida Router B
5 3


/c/ja_jp/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html

X CORETHEAETIAB IPTRLYZVIFAEBF, A 2—FY NETERXRICIL—TFT 1
DUAREBEOTREHYEEA, CNSERFC1918 T RLATHY) ., FRRIETHEAS
nd@EmTI,

ASA 9.x DEETE

FRPDO A F/INA AD S5O write terminal X RO DF—2FHhE, TORTY R A
CA—T)A V=)L (BEI-—HYEH) FEALT, SHTIBENIBELBEERECEET

o

V7RIDIT N=232 9xHABEEBL TV ASA DRERFUATOEHYTY,

ASA Version 9.3(2)

!

host nane ASA

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQhbNI dI . 2KYQU encrypt ed

nanes
|

!-—- This is the configuration for the outside interface.

interface G gabitEthernet0/0

namei f out si de

security-level 0O

i p address 203.0.113.2 255.255.255.0

!-—— This is the configuration for the inside interface.

interface G gabitEthernet0/1
narei f inside
security-level 100

ip address 192.168.0.1 255.255. 255.0
!

boot system di sk0:/asa932-snp-k8. bin

!-—- This creates an object called OBJ_GENERIC_ ALL.

!-—- Any host IP address that does not already match another configured
I-—— object will get PAT to the outside interface IP address

!--- on the ASA (or 10.1.5.1), for Internet-bound traffic.

object network OBJ GENERIC_ALL

subnet 0.0.0.0 0.0.0.0

nat (inside,outside) dynamic interface

|

route inside 192.168.1.0 255.255.255.0 192.168.0.254 1

route outside 0.0.0.0 0.0.0.0 203.0.113.1

ti meout xlate 3:00:00

ti meout conn 1:00:00 hal f-closed 0:10: 00 udp 0:02:00 icnp 0:00: 02

timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp 0:05: 00 ngcp-pat 0: 05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
ti meout sip-provisional-nedia 0:02:00 uauth 0:05: 00 absol ute

ti meout tcp-proxy-reassenbly 0:01: 00

dynami c- access-policy-record DfltAccessPolicy


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
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http server enable

http 192.168.0.0 255. 255. 254. 0 i nsi de

no snnp-server | ocation

no snnp-server contact

snnp- server enabl e traps snnp authentication Iinkup |inkdown col dstart
crypto i psec security-association lifetime seconds 28800
crypto i psec security-association lifetime kil obytes 4608000
tel net tinmeout 5

ssh timeout 5

consol e timeout 0O

t hr eat - det ecti on basi c-t hreat
threat-detection statistics access-Iist

no threat-detection statistics tcp-intercept
1

cl ass-map inspection_default

mat ch default-inspection-traffic

1

!

policy-map type inspect dns preset_dns_map
paraneters

nmessage-| ength maxi mum client auto
nessage-| engt h maxi mum 512

policy-map gl obal policy

cl ass inspection_default

i nspect dns preset_dns_map

nspect ftp

nspect h323 h225

nspect h323 ras

nspect rsh

nspect rtsp

nspect esntp

nspect sql net

nspect ski nny

nspect sunrpc

nspect xdntp

nspect sip

nspect netbi os

nspect tftp

nspect i p-options

servi ce-policy global _policy global

pronpt host nane cont ext

Crypt ochecksum 6f f f bd3dc9chb863f d71c71244a0ecc5f
end

PAT 26 L /& inside FABMD S outside Y ND—IADTFT IV ADOEA

BRORIPRANT, TRAICE—ONTIUY O FRLAZHETZHEEE., R—KN PRLAZE
B (PAT) Z2FRALE T, REBEMHG PATERED 1 D, IXTORAIBRANELERL THE
AR—TIAAIPODLDSICRERDETT, O PATREWR. ISPASERATESI—T4
VOABEBRIPTRLAOBADPEBICBESNATWVWSES, £ 1 2LABVESICERAET WD
BAMNZRETT,

PAT 2R L TRMERARND SHAERY RDO—IANDT IV EAZFATRICE. ROFIEZRERT
LEY,

1. [Configuration] > [Firewall] > [NAT Rules] IZ#& L. [Add] Z%2 1) ¥ 2 L T [Network Object]
ZBRRL, FA4AFTZIYVINATIIL—ILEZRELEFT,



@Mmitming“ﬂﬁve GRE&&@!OB&!&Q | ?Heh|

g Configuration = Firewall > NAT Rules ] _/A:ldrussas ] Services ]
L ﬂ 7 ¢l mE-|q “':*_zsﬁlﬁdi el he d d
Add - Edit Dredak L L Mok Lis
Match Criteria: Original Packet ‘ I Dekte | Q WhereUsed Q ¢
k. Object, ..
Source Intf Diest Intf Source D !m SOIRor St e
"Metwork Object” MAT (Mo rules) o Metwork Object Group. .
= Metwork Objects
;ﬁ any
@ anyt

2.84F 3V Y PAT ZBBEEFTRBZY NT—U/RANBEERELET. UTORTRE, ¥
XNTORIBOYTZY RHFBIRENTVET, COTOEAR., COFETERTZIINT
DYTZY NCOVTRY BRI HBREANHVYET,

%= Add Network Object

MName: OB]_GEMERIC_ALL
Tvpe: Mebwark W
IF Version: (#) IPvd () IPvE
IP Address: 0.0.0.0
Metmask: 0.0.0.0 w
Descripkion:
NAT >
| 04 | | Zancel | | Help |

3.[NAT] 22 ') v 2L, [Add Automatic Address Translation Rule] FT Y 9RY D REF (I
LTHS, [Dynamic] ZA DL, AL E—T T4 AZ2RBLT B K5I [Translated Addr]
A7V ERELET, BRESRIAVEIVYITRE, AL E2—TIAARABED
EFREENEATSIONEBIRTDZENTEERT,



= Add Network Object

Twpe:

Translated addr:

Add Aukomatic Address Translation Rules

Crvnamic PAT (Hide)

Mame: QE]_GEMERIC_ALL
Type: Mebwork w
IP Yersion: () IPvd () IPvE
IP Address: 0.0.0.0
Metrnask: 0.0.0.0 W
Description:

MAT =

aukside

PAT Paoal Translated Address:

Faound Rabin

[ ] Use IPwé For interface PAT

Use one-to-one address translation

Advanced.,.

Fall through to inkerface PATdest inkf):

Translate TCP and UDP ports inka flak range 1024-85535

Extend PAT uniqueness to per destination instead of per interface

Include range 1-1023

Ik

| | Cancel

Help

4.[Advanced] 20V Jv UL, RERBRTBEAN > RX—T I A AZBRLET,




E= Advanced NAT Settings @

[ ] Translate DNS replies For rule

Interface
Source Interface: v
Destination Interface: | outside W

| ] 4 | | Cancel | | Help

5.0K|Z2 Uy oL, RIC[Applyl 22V Y O LTEEZERLET., TT 95 &, Adaptive
Security Device Manager ( ASDM ) [Z NAT L—LA"RENET,

BMnnimuHBSwa Q refresh| Q) ack () D e

8  Configuration = Firewall > NAT Rules o
& Add » [ cdic [ Ocle 4 4 Y W - QFnd EiDagram B
Match Criteria: Original Packet Action: Translated P
Source Inkf Dest Intf Source Destination Service Source De

B “Metwork Object” MAT (Rule 1)
1 inside outside [ OBI_GENER.., & any @ any Bl outside (P) O

IL—2 B O&RE

IL—2BORERUTOERY T,

Bui | di ng configuration...

Current configuration:

!

version 12.4

servi ce tinestanps debug uptine
service tinestanps |og uptinme
no service password-encryption




1
host nanme Router B

1

!

usernane cisco password O cisco
1

ip subnet-zero

i p domai n-nane ci sco.com
1

isdn voice-call-failure O
1

interface Ethernet0/0
ip address 192.168.1.1 255.255.255.0

no ip directed-broadcast
|

interface Ethernet0/1
!--- This assigns an IP address to the ASA-facing Ethernet interface.

ip address 192.168.0.254 255.255.255.0
no ip directed-broadcast

ip classless

!--- This route instructs the inside router to forward all of the

!'-—- non-local packets to the ASA.

ip route 0.0.0.0 0.0.0.0 192.168.0.1
no ip http server

1

!

line con O
exec-timeout 0 O
length O

transport input none
line aux O

line vty 0 4
password ww

I ogin

!

end

TR

BRENELKBAET D EEERTBICIE. Web F7SIHFTHTTP ZNML T Web B/ NICT Y
EALET,

COPFITE, IPPRLA198.51.100.100CTHRRA RS A TVBD YL RNEEFL TVWET, ELZSHK
DLEZEAR. OtV 3a I RTHIOZEASACLITHERETEEXT,

Connection

B aRILT S I(C1E. show connection address AN RZADLET,



ASA(config)# show connection address 172.16.11.5

6 in use, 98 nost used

TCP outside 198.51. 100. 100: 80 inside 192.168.1.5:58799, idle 0:00:06, bytes 937,
flags U O

ASARAT—RNINT7ATIA=ILTHY, Web H—NNHhS5OVER—2 NTZT714VORBT7
AT 0=V ERT—TILRAICHIEHZED 1 D2E—HTBIED, 77A4TIF—I)LOBBHNHFT
TNFET, BFEOEHKRE—HBIDNT TV IRF, A VF—TIAATOoA > NAO=IL VU
AR (ACL) IC&2T7OVYIENTICTI7ATIA—I)EBBRIT B ENFAENET,

LtOHAITR, RSV E—TIARAEDIZAT U RNIARAEZ—TIAADSD
198.51.100.100 KA RADEHZBIUL EL 1z, COEHRTER TCP ORI EAETHTEH
V., 6 BT A RIVRETY, BEDT7ZTR,. COEROREMVCREZRLET,

X ER7ZV7OFMICODVTE., TASAD TCPEKT T (EEDHEISLTHYIN ) 4
SAO RFIXVPZEZRLTLSEE,

NZ7L21—h

REDCEEZRNZ TN 21—TFT1420F2IC@F,. COBETHAITDRHREFEALET,

Syslog

Syslog Z& "9 %Ik showlog AX KREAHDLET,

ASA(config)# show log | in 192.168.1.5

Apr 27 2014 11:31:23: Y%ASA-6-305011: Built dynamic TCP translation fromi nside:
192. 168. 1. 5/ 58799 to outside: 203.0. 113. 2/ 58799

Apr 27 2014 11:31:23: %ASA-6-302013: Built outbound TCP connection 2921 for outside:
198. 51. 100. 100/ 80 (198.51.100. 100/ 80) to inside:192.168.1.5/58799 (203.0.113.2/58799)

ASA 77ATI#—=)LIEBEDOEESIC Syslog ZER L T, Syslog DEEMLARIIEOTERE
CEJ3ZEET, LEROHDAICE 2 DD Syslog HLARIL 6, DFV) TF#H, LXILTREATY
7,

COBITIE, 2 D0 Syslog FERENTVWET, YD Syslog l&, 77 AT A= )L &%
ERLECERERTOY XV E—STT, BANICR. X 1FZ Y5 TCP Zi# (PAT) T3,

Sk, R TAVIONFREBA UV E—TIAANSHAIBA U EZ—TIAAICEDEED, EE
TLIP7RLAER—BN, BRUOEBEDIP T RLAER—IMNFREATVET,

2FBDSyslog E7 7 AT IA=NDNDTATREG—NBOZORBEDRNT 7 1Y URAICE
BT —7 I TEREERLECEEZERLTVET, COERRTEZE/OVITEIRSICTIZAT
DA—=IHFBREESNTVDHEEX, TOMOER (VY —RABNFELFREIAOTEM ) IC&
DPTCDEHZEDERN BT ONEZEE., 77AT7 04— )LEFERENI IS hECERZRITOYT
EERLEREA. KDYIC, BEENIEEE NI EHRY.,. BRoER 2T -ERICE T2 KiEE
SELET,


//www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/113602-ptn-113602.html
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Nry b ML=

ROAX Y RZAALT, NTY N ML—HHEZEVICLET,

ASA(confi g) # packet-tracer input inside tcp 192.168.1.5 1234 198.51.100.100 80

--Oritted--

Resul t:

input-interface: inside

i nput-status: up
input-line-status: up
output-interface: outside
out put-status: up
output-1line-status: up
Action: allow

ASADNTY N NL—YHEEZERATRE, >IaL—rRShE/NTYRNEEELT, 7747
V2—NTRZ 71V OERETBDEEILTPNBIESELEBERATY T, FIV D, BEEIN
THRETEET, cOY—INZFERTRIE, 77AT70F—)LE2BBITB_ENFTENDET
DRZ71Y00HlEHBTIOICRIE, TOS5XTINEEALINZ74v %> IaL—
RTEXRYT, BICDHITRE., UTORGZBLIEREZTEIIL—KIBLEHIEC. NTY R
NL—HZERALET,

ll

ZAL—hENENTY NEABA XTI/ AICEELXT,

- EAETNB7ORILE TCP T,

ll

SZAL—RENEIVTATORNDIP 7 RLAWR 192.168.1.5 T,
DA T EETHNR—N1234 THBD RN T4 v O BKEELET,
NS T714v O, IPT7 RLA198.51.100.100 DH—/\BTIZEEEThET,

- RNZT74VIUDEEFR—bF 80 TY,
ONZ RICEABAR—TIAAFBEENATVWEVZEITFERELTLSEZ VY, ch@ENTY
NRL—HORFICLDEDNDTT, COV—ILR, CORATOEGRAITETTAT "77r LT
EDRSICMBIZDLETRL, L—TFTAVTDFEP, EOAVE—TIALANSEETIOD
PHABEIRET,

BN NTYRN RL—HEEOFMBICOWTIEE., TCisco ASA 5500 > —X CLI 8.4 &
LB ZEAL BT Ks @ TNTY S BL—YHYZFEALENTYRDRL—A,
tU2avESRLTSEEZY,

FYTFY

Fy7FvEEATRIICE. ATOON RZADLET,

ASA# capture capin interface inside match tcp host 192.168.1.5 host 198.51.100.100


//www.cisco.com/c/ja_jp/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/admin_trouble.html#wp1092412

ASA# capture capout interface outside match tcp any host 198.51.100.100

ASA#show capture capin
3 packets captured

1: 11:31:23.432655 192.168.1.5.58799 > 198.51.100. 100.80: S 780523448
780523448(0) wi n 8192 <nss 1460, nop, wscal e 2, nop, nop, sackOK>

2: 11:31:23.712518 198.51.100.100.80 > 192.168.1.5.58799: S 2123396067
2123396067(0) ack 780523449 wi n 8192 <nss 1024, nop, nop, sackCK, nop, wscal e 8>
3: 11:31:23.712884 192.168.1.5.58799 > 198.51.100. 100.80: . ack 2123396068
win 32768

ASA#show capture capout
3 packets captured

1: 11:31:23.432869 203.0.113.2.58799 > 198.51.100.100.80: S 1633080465:
1633080465(0) win 8192 <nmss 1380, nop, wscal e 2, nop, nop, sackOK>

2: 11:31:23.712472 198.51.100. 100. 80 > 203.0.113.2.58799: S 95714629
95714629(0) ack 1633080466 wi n 8192 <nmss 1024, nop, nop, sackCOK, nop, wscal e 8>
3: 11:31:23.712914 203.0.113.2.58799 > 198.51.100.100.80: . ack 95714630
Wi n 32768/ pre>

ASAT77ATIF=)ITlE, 1VEZ—TIAALBEELRIRETDINT 710 EF Y TF¥
TEET, COFVYTFVYHEILEL 2T, RFTAVINFTFATIOA=I)NICBBLELAEDSH
ITFATIF=I)EBBLENESH ZERELZMATEE T, AIOHIFE. AFAX—T 14
AD capin EAEBBA > BE—T I A AD capout EVS 2 DDF ¥ SFYOREZRLTVET,

capture AV > RTR:, match #—7J—RZFEAHLT, F¥YTFIYRRONFT T 1Y I ZIEBET
EFY,

capinF v 7'F v DI Tk, tcp host 192.168.1.5 host 198.51.100.100(- — K T B HEF1 > % — 7
I/ R(ADELEFH D) TEShBDRS 71V VEBEITDCENREAhTVET, DF,

KX N192.16H SIEEENBDTCPRT 7 4 Y UV %RAN198.51.100.100lCx L To 1.5, £k ¥
NF, match F—D—REFEATDET, 77AFTIF—=)ITrRI T4V IERABTHF Y S
FYTEET, AMBA U EZ—T I/ AICERES N capture AN Rk, 774 FIO#—=ILKF*E
DIOTZATMDIPFTRLALCPAT 22173218, ABIZATFORMDIPFTRLAESRL
FBA, LEN2T, TOUVZAT7RNDIPT7RLALRGBETEREA, KDYIC, Z0HIT
&, TEEEOHEDZIXNTOIPFPRLAN ZTOEEELE—HITDIEEZRTEDHICany ZFEALE

T,

FY7FYERELES, RICEFOEILZBEHEITL TH S, show capture <capture_name> _]
IVRIZEKDFVYTFYORRICEAETET, COHITE., F¥T7FYICHBTCPO3ITIA )\
VRIIAVDICEK>THESHBEISICIOZAT UMY —/NICERTELEEZBRETEET,

BEE T ]

- Cisco Adaptive Security Device Manager
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. Request For Comments ( RFC )
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B



//www.cisco.com/en/US/products/ps6121/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/ps6120/tsd_products_support_series_home.html?referring_site=bodynav
http://www.ietf.org/rfc.html?referring_site=bodynav
//www.cisco.com/c/ja_jp/td/docs/security/asa/asa90/configuration/guide/asa_90_cli_config/route_static.html
//www.cisco.com/c/ja_jp/td/docs/security/asa/asa90/configuration/guide/asa_90_cli_config/route_static.html

- TOZAHAILYR—=—BERFI XN Cisco Systems



//www.cisco.com/c/ja_jp/support/index.html
//www.cisco.com/c/ja_jp/support/index.html
//www.cisco.com/c/ja_jp/td/docs/security/asa/asa90/configuration/guide/asa_90_cli_config/route_static.html
//www.cisco.com/c/ja_jp/support/index.html
//www.cisco.com/c/ja_jp/support/index.html

	デュアル内部ネットワーク用の ASA の設定
	内容
	概要
	前提条件
	要件
	使用するコンポーネント
	表記法

	背景説明
	設定
	ネットワーク図
	ASA 9.x の設定
	PAT を使用した inside ホストから outside ネットワークへのアクセスの許可
	ルータ B の設定

	確認
	Connection

	トラブルシュート
	Syslog
	パケット トレーサ
	キャプチャ

	関連情報


