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1. [Configuration] > [Firewall]> [NAT Rules] ZiBIRLET. FAFTIVINATIIL—ILZERET
BICE. [Add) 20Uy UL, RIC [Network Object] ZEIRL £7,

_ 2 -
Moniktaring | Q Save @ Refresh | c Back \J’] | "'g) Help | l CcISCO
Confiquration = Firewall == NAT Rules O Addresses TSErvices ]
& Add - [ Edit [ Delete + & % Addresses @ 0 ox

g6 Add ~|[Z Edit ﬁ Delete O, Where Used &L Mot Used

Match Criteria: Original Packet

* Source Inkf Dest Inkf Source _."1'. Network Object...
= "Network Object” NAT (Rule 1) o | s Ol fea Eaupeo !
F'.rr;.-' = Metwork Objects
@@ any
@ a4

@ anye



2. Dynamic PAT A REBHZ XY ND—Y//RANBHEEZRELET. COfITE, AT TR
RD1DOHFBIRENFELE, COTORARK, ROKSICEBRIZDMOYTZY NMIHLT
BYVIRTCENTEEXT,

= Add Network Object

Mame: obj_172.16.11.0

Type: Metwiark, A

IF Version: (#)IPvd () IPvE

IP Address: 172,16.11.0

Mekrmask: 255.255,255.0 A

Descripkion:

MNAT >
| ] 4 | | Cancel | | Help |

3. [NAT] ZER U £ 9, [Add Automatic Address Translation Rules] F I Y JRY JAZFIC
LET, [Type] ROAY FHAT> IJARKNDS [Dynamic PAT (Hide)] ZiZIRL £,
[Translated Addr] 7 4 —)LRT, AT E2—T IA RAEZRRTZD A7 a2 BRLET
o [Advancedl 22Uy JLET,



%= Add Network Object

Mame: obj_172.16.11.0

Type: Mekwaork,

P Wersion: () IPvd () IPvE

IP Address: 172,16.11.0

Metmask: 255,255,255.0

Descripkion:

MAT

Add Autornatic Address Translation Rules

Type: Crynamic PAT (Hide) I&

Translated Addr: |outside

IUse one-to-one address translation

PAT Paoal Translated address:

Round Robin

Exkend PAT unigueness to per destination instead of per interface

Translate TCP and UDP ports into flat range 1024-65535 Include range 1-1023
Fall through ko interface PAT{dest intf):

[ ] Use IPv& For interface PAT

| Advanced. .. |

2K, | | Cancel

4. [Source Interface] # & T [Destination Interface] ® RO Y 7’A > UARNT, BYE4A4 X
—T7IAREBRLET, [OK|ZIUYIL, RIC[Applyl 22U YL, BEEZBRICL
£7,



E= Advanced NAT Settings

Interface

Source Interface: v

Destination Interface: | outside W

[ ] Translate DNS replies For rule

| | Cancel

COPATBEICKIE TS CLIHIZUTICRLET,

obj ect network obj_172.16.11.0
subnet 172.16.11.0 255.255.255.0
nat (inside, outside) dynamc interface

NAT Z{#AL 7= inside KA M S outside XY RD—IOADF VAN
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NAT ZEHA L Tinside RA R S outside XY RD—IOAQOT IO AZHFATSICIE. XROFE|E
BEITLET,

1. [Configuration] > [Firewall]> [NAT Rules] ZBRUET. FAFTIVY I NATIIL—ILEZRERET
BICIE, [Add] 22 )Y UL, RIC [Network Object] ZiBIRL £,



Monitoring | B Save @ Refresh | o Back. \_‘) | ? Help | CISCO

Confiquration = Firewall = NAT Rules O fddresses rServices ]
, =1 ¥
dp add - [ Edit [f] Delete + & % Addresses o #
g Add - Edit Delete Where Used Mok Used
Match Criteria: Original Packet Ef ﬁ 2 Q
# 5 Mebwork Object, ..
Source Inkf Dest Intf Source EEI'I’ ] |
= "Metwork Object” NAT (Rule 1) f Nebwork Object Group.., L

ERGEEENY || =) Metwork Objects
@ any
@ B
@ anye

2. Dynamic PAT "R B XY ND—D/RANEBEERELET. < DBFITIE inside-network
SHEFBIRENTVET,

% Add Network Object

Mame: obj_172,16.11.0

Type: Metbworlk, W
IP Yersion: [% (#1IPvd () IPvE

IP Address: 172.16,11.0

Metrnask.: 255,255,255.0 v
Description:

INAT ¥

[ (n] 4 ][ Zancel H Help ]

3. [NAT] ZEB L £9, [Add Automatic Address Translation Rules] F I Y JRY JRA&EF I
LET, [Type] ROYFZI> JVARNNDS, [Dynamic] Zi&IRL £9, [Translated Addr] 7
1—=J)LRT, BYAATa>%BIRLET, [Advanced] 27 Y I LET,



§ Edit Network Object (%]

Mame: obj_172.16.11.0
Type: Mebwark, w
IP Version: (*)IPvd () IPvE
IP Address: 172.16.11.0
Metrnask: 255,255,255.0 v
Descripkion:
NAT ~
Add Automatic Address Translation Rules
Type: Dwnamic W
Translated Addr: E]

Ilse one-to-one address translation

[ ] PAT Pool Translated Address:

Round Robin

Extend PAT unigueness ko per destination instead of per interface

Translate TCP and UDP ports into Flak range 1024-65535 Include range 1-1023
[ ] Fall through to interface PAT(dest inkF):

Use IPvE Faor interface PAT

| Advanced. .. |

| 0] 4 | | Cancel | | Help |

4. [Add|ZVUYOLT, RYRND—=O AT O ZEBMULET, [Type] ROV FH I 1
ARNA S, [Range] ZiEIRL £9, [Start Address] & & T [End Address] 7 1 —JL RIC,
PATIP7 RLADOREBERTEZAILET, [OK|Z0UYILET,



%= Add Network Object

%me: obj-my-range

Type: Fange

IP Wersion: () IPvd () IPvE

Start Address: |203.0.113.10

End address: 203.0.113.20

Descripkion:

5.[Translated Addr] 74 —JLRT, PRLAAFATZIORNEZBRLET, EETEREAN VX
— 7 IAAEBIRTBICIE, [Advanced]| 2V U Y UV LET,



= Edit Network Object Ed

Mame: Q‘

Twpe:

IP Version:

IP Address:
Metrmask:

Description:

MAT

Twpe:

Add Aukomatic Address Translation Rules

Translated &ddr: |obj-ry-range E]
Use one-to-one address translation
[ ] PAT Pool Translated Address:
Round Robin
Exktend PAT unigueness to per destination instead of per interface
Translate TCP and UDP ports inka Flak range 1024-65535 Include range 1-1023
[ ] Fall through to interface PAT(dest inkF):

Ise IPw6 For inkerface PAT

obj_172.16.11.0

Mebwork, v

(%) IPvd () IPve

172.16.11.0

#55.255.255.0 v
2

Dwnarnic W

| Advanced. .. |

6. [Source Interface] # &k T [Destination Interface] ® ROY A0 > DANT, BYIEA 2R
—T7IAAZBRRLET, [OK|ZT7UYTL, RIC[Applyl 20U v oL, EEZFMICL
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E= Advanced NAT Settings

3

Interface

Source Interface: v

Destination Interface: | outside W

[ ] Translate DNS replies For rule

| | Cancel

M ASDM BREICKIE TS CLI MO ZUTICRLET,

obj ect network obj-ny-range
range 203.0.113.10 203.0.113.20

obj ect network obj_172.16.11.0

subnet 172.16.11.0 255.255.255.0

nat (i nsi de, out si de) dynani c obj-my-range

COREICEKY, 17216.11.0FY RD—TJADKRANE. NATZ—)L203.0.113.10 ~
203.0.113.20DFEEBEDIPT RLAICEHRENE T, YNVYEVITEhT—ILOT RLANFEED
TN=TENELBVEE, TRLANTETDAREMEN BN ET, TORER, F4F3Iv D
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ENTEFRT,

1. XY RND—=O ATSIORNEEMTDICIE, FIORENFIE1~3 £#&VIRL, [Add] 2%
S—EBIOUYOLET, [Type] ROV FHA DY UARNNDS, [Host] ZIBIRLET, [IP
Address] 74 —JLRIC, PATNNYOT7Y7DIPT7RLAZADLET, [OK]ZTZUY UL
F£¥9,



= Add Network Object

Mame; {optional) |obj-pat-ip

Tvpe: Hosk

IF Yersion: (&) IPvd () IPwE

IP Address: 203.0.113.21

Metmask: Z55,255,255.0

FODM:

Descripkion:

INAT

| | Zancel

2. [Add|ZV VY OLT, RYRND—=D AT ONTI—T%EMLET, [Group Name]
7A4=ILRIZIN—=TBBZEAHAL, FIL—TOEEOT RLAFTZ TN (NAT EESH
LU PATIP7RLA)ZEMLET,

¥ &dd Network Ohjerct Group

:¢
Group Meme: net-pek-group

Cieserplion:
() Exling Mebwmork Qe cis\Groups: Mambiers inGroup:
Mame A 1P Address Metmask Dasziptorn flzine 1P Addrass hetmaskPralie L
2-Metiwnr k Objects B ahipa-p 203001321
& any 2030113 10-203.0,
P syt
od anye

Lol immicnermt... [9,09,19.0 755,155.255.0

Fl (.

3.BREL = NAT JL—I)L %8R L. [Translated Addr] Z#H L < FREE /=Y )L—7 Mnat-pat-
groups ( Ak Tobj-my-ranges 2k ) ICEELET, [OK|ZVUYILET,



#® Browse Translated Addr

& Edit [ Delete € Where Used ) Nok Used

Filker: | |Filter | Clear

| Mame w TP Address Metmask Descripkion Ohject NAT Address |
- Network Objects
o mB objrny-ra,., 203.0.113,10-203,..
i E objpat-ip 203011321
lé -Mebwork Object Groups

= Intetfaces
Ef backup
~ 2 inside
- B cutside

Selected Translated Addr

l Trarslsted &ddr -= ] |nat-p-ﬂt-gfﬂ'-l:' |

[ QK ][ Cancel ]

A NAT L= ZEBMTBIZE, OKZV2UYILET, BERXEREANZ—T I (4 A%E
RIBICIE, [Advanced] 20V Y ILET,



% Edit Network Object

Mame: obj_172.16.11.0

Type: % Mebwark

IP Yersion: @1 IPvd () IPwE

IP Address: 172.16.11.0

Metmask: £55.255,255.0

Descripkion:

MAT

Add Autormatic Address Translation Rules

Twpe: Dwniarnic o

Translated Addr: |nat-pat-group

Ilse one-to-one address translation

[ ] PAT Pool Translated Address:

Round Robin

Extend PAT unigueness ko per destination instead of per interface

Translate TCP and UDP parks into Flat range 1024-65535 Include range 1-1023
[ ] Fall through ko interface PAT(dest inkF):

IUse IPvE For inkerface PAT

[ advanced, .. ]

ik ][ iZancel ][

5. [Source Interface] & & O [Destination Interface] ® RO Y A VARNT, BYEA2 X
—JIAAZEBRLET, OK|ZI0VUYILET,



E= Advanced NAT Settings

%D Translate DMNS replies For rule

Interface

Source Interface: v

Destination Interface: | outside

W

| | Cancel

6.[Apply] 27U Y I LTEEEZBMICLET,
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obj ect network obj-pat-ip
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obj ect - group network nat - pat-group
net wor k- obj ect obj ect obj-nmy-range
net wor k- obj ect object obj-pat-ip

obj ect network obj_172.16.11.0
subnet 172.16.11.0 255.255.255.0
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nat (inside, outside) dynam c nat-pat-group

BETERVRAM SERTEDIRY ND)—VLEDOKRAMNOT I/EADFKH

AZTAYIONATEBRET VLA L= ZBEBALT, ChSOFRANCHLT7IVEAZEFTL
9. ABILI—HYHRABERY NT—VLOFEBEOH—NICTIEARATERELSICTRICK. 2D
EDICRETIHBENHYVET, AHFRYRNT—IOH—=NICE, 12—V NETI—FT4
DITEBVTTSAR—NPTZRLAZBRETEET, O, AZTAYINATIIL—IL &
BALTTSAR—NIPFZRLAZNTIVYIIPFRLACEBRIZDHVENHY)ET, 1 DOR
BH—/N (172.16.115) FHBDELET. COLSICTIVLARAEZHAITBICE, COTFTAR—
NH—=NIPPRLRAZNTVY O IPT7RLACEBRIZDMUBENHYET, COHITIE.
172.16.11.5 % 203.0.1135 ICEBRT I EHICWMABARZT A Y I NAT 2RET D HEEHAL
i?o

1. [Configuration] > [Firewall]> [NAT Rules] ZiBIRLET. AZT A Y I NATIIL—IZEET
BICIE, [Add] 221 Y 2L, &RIC [Network Object] ZiZIRL £, [NAT] ZEBELE T,

§& Add Network Object Ed
Marme: obj_172.16.11.5
Tvpe: Hosk b
IF Version: (&) IPvd () IPvE
IF Address: 172.16,11.5
Descripkion:
NAT N -9
] 4 | | Cancel | | Help |

2. [Add Automatic Address Translation Rules] F T Y J7RY JRAZFAICLE T, [Type] RO
VIR I )ARNND S, [Static] ZIBIRL £, [Translated Addr] 7 4 —J)L RIZ, IP 7 RL
AZANLET, BEREREANZ—T I 4 A%EIRTSIZIE, [Advanced] 2T )Y D
LET,



= Add Network Object

WE=H
Tvpe:
IF Yersion:

IP Address:

Description:

MAT

Tvpe:

abi_172.16.11.5

Hiosk L

@ 1Pvd () IPvE

172.16.11.5

Translated Addr: |203.0,113.5 (]
Use one-to-one address kranslation

PAT Pool Translated address:

»r

Add Automatic Address Translation Rules

Skatic W

Found Robin

Extend PAT unigueness ta per destination instead aof per interface

Translate TCP and IUDP porks into Flak range 1024-65535 Include range 1-1023
Fall through ta interface PAT(dest inkF):

Use IPw& For inkerface PAT

| Advanced. .. |

| ] 4 | | Cancel | | Help

3. [Source Interface] # & U [Destination Interface] ® RO Y A0 > DANT, BEYEA 2R
—J7IAAZBIRLET, [OK|ZVVYILET,



E= Advanced NAT Settings

%D Translate DMNS replies For rule

Interface

Source Interface: v

Destination Interface: | outside W

| | Cancel

4. BELEAZTAYOINATIVRURAD &S CRREhET, [Apply] 82U Y HLTT
n#E ASA ICEELET,

Confiquration = Firewall = NAT Rules [;3 =]
op add - 3 [ | + 4+ t BB }, Find B Diagram )
Match Criteria: Driginal Packet Action: Translated Packet
x

Source Intf Diest Inkf Source Destination Service Saurce Diestinakion Service
(= ek oblect AT Rule )
1 inside cukside = ghj_172.16.... @ any @ any Bl 203.0,113.5(5) - Qrignal - - Orignal — C
oiitside insids &P any 2 203.0.113.5 G any -- Qriginal - (3} = obj_172.16.... --Orginal —

| dpoy || Reset

CHONATRBREICKHETS CLIHAEUTICRLET,

obj ect network obj_172.16.11.5
host 172.16.11.5
nat (inside,outside) static 203.0.113.5

ARETAYD FATT 14T 14 NAT

NAT &flk. RZOI—YFHF NATDOZETHELIC, UE—KNVPNERARNS—/\N, £ ASA D
DA Z—TIAADBRICHZDRANY—NIITIEALEIS LTI ESICERNEHMETT



o CNERRITDEOHIC, T7TAXR—NPF7RLAZFHEODAHFH—/NE. ThBEEICIDEBRTE
 RENATZETIRDRENDT IV EAZFAENET,

COBITIE, AFARAN 172.16.11.15 &, UE—BN VPN H—/ND 172202115 IZF VAT

BEABHVNET,

NAT 2527 L Tinside RARAS UE—KN VPN XY RD—OADQOT I CAZHFATSHICIFE., X

DFIEZXRTLET,

1. [Configuration] > [Firewall]> [NAT Rules] ZiZRL £ F, [Add] 20 Y UL T, NAT &K

—ERELET,

@ Home U% Configurakion

[j Monitoring Q Save @-F‘.&‘reshl oﬁa:k J
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MAT Rules

0, Service Policy Ryles
- a00 Rules lhs

B0 Filear Rifes

[El Public Servers
- -i'—“;— URL Flterng Servers

Threat Dekection

e Identity Opbions

B Identity by TrustSec

[ FH] Boknet Traffic Fiker
(& {2 Objects

-0, Unifled Cammunicztons
£ E Advanced

Configuration = Fresall > NAT Rules
4 add - |

Source Intf

Destination

+ 4 | ¥ Ba BB - q Find P Diagram B
Makch Criteria: Original Packet
Dest Intf Sourcs

Service

| Network Chject” MAT (Nordesy

Filte
Mla

2. [Source Interface] # &k T [Destination Interface] ® ROY A0 > DARNT, BYIEA 2R
— 7 I A A%BIRLET, [Source Address] 7 1 —JLRT, BYIAI M) ZBIRLET,



F= Add NAT Rule

Match Criteria; Original Packet

Source Inkerface:

Source Address:

| inside W | Destination Inkterface: | oukside L |
any E] Destination Address:  |any E]
Service: any E]

Action: Translated Packek

Source MAT Type:

Found Robin

Fall through to inkerface PAT

Extend PAT uniqueness to per destinal

Translate TCP and IUDP ports inkao Flak

=2 IPv6 for source interface PAT

E= Browse Original Source Address

Source Address; -- JFiging
Use one-to-one address translation % add - @ o [ Delete | Q whers Used @ Mot Used
PAT Pool Translated Address; Filker: |
Mame a1 TP Address hetmask.

[=)-Metwork Objects

Options
Enable rule

[ ] Translate DMS replies that match this ruls

3.[Add] ZVUYOLT, RYND—=V ATIDTORNEEMLET, RANIP 7 RLAZR

ELET,
f= Add Network Object
Mame: obj_172.16.11.15
Twpe: Hosk W
IP Yersion: (%) IPvd () IPwE
IP Address: 172.16,11.15
Description:
MAT ¥
|. QK J | Zancel | | Help




4. FA#RIZ. [Destination Address] Z#EL£T, [Add] 2O VY ILT, XY RND—0 7T
IVRNZEMULET, RANIP7RLAZFRELET,

§% Add Network Object Ed

MNamne: Tohi_172.20.21.15

Twpe: Host W

IP Yersion: (#)IPvd () IPvE

IF Address: 172,20.21.15

Descripkion:

MNAT

A3

| 0] 4 | | Cancel | | Help |

5. 5RE & I = [Source Address] & & O [Destination Address] 77 T U KR Z&IRL E T,
[Disable Proxy ARP on egress interface] & U [Lookup route table to locate egress
interface] DF I Y IVRY DREFICLET, [OK|ZIVUYILFET,




#= Add NAT Rule

Match Crikeria: Original Packet

Source Interface: inside W | Destination Interface: | outside v |
Source Address: obj_172,16.11.15 E] Destination Address;  |obj_172,20.21.15 E]
Service: any E]

Action: Translaked Packet

Source MAT Type: Skatic W |

Source fddress: -- CQriginal -- E] Destination Address: |- Qriginal -- E]

[] Use one-to-one address translation

PAT Poal Translated address: -~ || SErvice: -- riginal -- E]

Round Fobin

Extend PAT uniqueness to pet destination instead of per interface

Translake TCP and UDP parts inka flak range 1024-65535 Include range 1-1023
Fall through toinkerface PAT

IUse IPveE for source inkerface PAT Use IPwE for destination interface PAT
Options
Enable rule

Translate DMS replies that match this rule

Disable Proxy ARF on egress interface

Lookup route kable ko locake eqgress inkterface

Descripkion: |

[ K, ]’ Cancel H Help

6.[Applyl OV Y VL TEEZEBMILET,



Bmmtmnglaﬁam@nﬁm:csaﬂJ | ‘?Hﬂb. I -{|5-

t_}% Configuraton

G g [;k Configuration = Firewall = NAT Rules O | Addresses &l
Es - . ol i + {1 mmE-q Fi"d. dp add - i | 7], Where Lssd 0
sive Policy Rules Match Criteria: Original Packet Filter:
LRules ¥ Source Intf Dast IntF Souws Desting Mame

¥ 1 inside cubside o obj_172.16.... = obj_ | | = Nebwork Objects
=Setup “Matwork, Objact” NAT (Mo rules) @ any
ol L are
e Access YPH =B nside-nebwarkf2d
o okj_172.16.11.15

io-ite WP o= abi_172.20.21.15

L 1 >

= Menagement

. .

CONAT ZBRELETA T T AT 14 NAT REICKRS TS CLIHIZAUTICRLET,

obj ect network obj 172.16.11.15
host 172.16.11. 15
obj ect network obj 172.20.21.15
host 172.20.21. 15

nat (inside, outside) source static obj _172.16.11.15 obj 172.16.11.15
destination static obj _172.20.21.15 obj _172.20.21.15 no-proxy-arp route-| ookup

static ZEALER—N VAL O3> (720—F142T)

R—=KNTA2TD=FA4VT (R—KNDVEAL I3 )&, ABI-—FFBER—NDLSHHEY—
NCT O EATRDBEIEFNEHETT, ChERRITZICE., 774 RX—KNPF7RLAZED
REH—NZNT VY VIPTRLACEEEL, RICBEOR—NINTZTIERAEZHFALET

o

COBITIE, ABI—FASMTPH—/¥203.0.113.15ICR—KR25TTF VAL KS ELTVET
o CE, RO2OOFIETERLET,

1. REA =LY —/\ (R—K25M172.16.11.15 ) Z/NT VY JIPF RL A ( R— K250
203.0.113.15 ) [CE#L £,
2.7 Yo X—)L H—/\203.0.113.15 ADR—KN 25 TOTFT IV AZHFTLET,
AL —HAH—)N203.0.113.15 (R—K25) ICT AL LD ETRE, CORSTT1 v U
REX—)LH—/N172.16.1115 (R—KR25) ICUA AL UV RNENET,

1. [Configuration] > [Firewall]> [NAT Rules] ZBIRLET. AT A Y I NATIIL—ILZEET
BICIE, [Add] 221U Y 2L, &RIC [Network Object] ZiZIRL £,



Monitoring | B Save @ Refresh | o Back. \_‘) | ? Help | CISCO

Confiquration = Firewall = NAT Rules O fddresses rServices ]
, 31 ¥
dp add - [ Edit [f] Delete + & % Addresses o #
g Add - Edit Delete Where Used Mok Used
Match Criteria: Original Packet Ef ﬁ 2 Q
# 3| Mebwork Object. ..
Source Inkf Dest Intf Source EEI'I’ ] |
= "Metwork Object” NAT (Rule 1) f Nebwork Object Group.., L
F'.rr;.-' outside = Inside_h [=-Mebwork Objects
gy any
@ and
- P anyh

=n s

ax k&

2.R—K 7AD—FA TN BREBRANE
= Edit Network Object

LEXT,

Marne: obj_172.16,11.15

Tvpe: Hiost

IP Yersion: () IPvd () IPwE

IP Address: 172.16,11.15

Description:

3. [NAT] ZEB L £9, [Add Automatic Address Translation Rules] F I Y JRY DR &EF I
LET. [Type] RAY FHTI UARND S, [Static] ZiBIRL EF, [Translated Addr] 7 1
—)ILRIZ, IP7RLAZAILET, H—EABLRVEBREREDA 2 EZ—T I A A%&E
IRFBICIE, [Advanced] 29U Y ILET,



F= Edit Network Object

Mame: obj_172.16,11.15

Tvpe: Hiost

IF Siar; IPw4 IPvE
{¥ @1Pv O

IP Address: 172.16,11.15

Descripkion:

Add Automatic Address Translation Rules

Tvpe: Skakic W

Translated Addr: |203.0.115.15

[ ] Use one-to-one address translation

PAT Pool Translated Address:

F.ound Robin

Extend PAT uniqueness to per deskination inskead of per interface

Translake TCP and UDP ports inka flak range 1024-65535 Include range 1-1023
Fall through ko interface PAT{dest inkf):

Use IPv6E Far inkerface PAT

| Advanced. .. |

QK | | Zancel

4. [Source Interface] & & T [Destination Interface] ® RO Y A2 UARNT, BZA VAR
—TJ7IARAEZBRLET, T—EREZRELET., [OK|ZIUYILET,



F= Advanced NAT Settings

Translate DS replies For rule

Lookup rouke kable ko locate egress inkerface

Interface

Source Interface: inside

Destination Inkerface: | outside

Service

Praotocol: Itk bop
Real Port: amkp
Mapped Port: amkp

| QI | | iZancel | | Help

5. [Apply]l 20 )Y OLTEEZBMCLET,

o o Configuration > Firewall > NAT Rules m] Addresses £
Match Criteria: Original Packet Filter:
= Source Intf Dask Inkf Source Dweskinag Marme
S | o) "Hebwork Object” NAT (Rule 1) = Network Objects
outside inside @ any & 203 - g anyd
@ anyd

o2 inside-nekwark 24
= ohi 172.16.11.15
8l 203.0.115.15

. (o] R

CONAT REICKSTS CLIEAZUTIZRLET,

obj ect network obj _172.16.11. 15
host 172.16.11.15
nat (inside,outside) static 203.0.113.15 service tcp smtp sntp

CITH, BENERCHAELTVAAES A ERBLET,

CiscoCLI7FZA4H (BB I—YEAH) F. BED show AN RZHR—KLFET, show ]



https://cway.cisco.com/cli
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NRBOODHZRRTDIZE, CiscoCLI 7oA H=2FERALET,

Web 7S5 IHTHTTP 2N LT Web A NCTOEALET., COHFITIE., 198.51.100.100T
RARENTVBD YA RNZEFERALTVET, BEHRICKILEZEES., COHBIEFASACLICRRE
nE¥d,

Connection

ASA(confi g)# show connection address 172.16.11.5

6 in use, 98 nost used

TCP outside 198.51.100.100: 80 inside 172.16.11.5:58799, idle 0:00:06, bytes 937,
flags U O

ASARAT—RIINTFZ7ATIOA=)ILTHY)., Web F—NHA50)EZ—>2 NS T4V ORT7
ATOF=INERET—TINOEHED 1 2E—BTDED, 7747 74— )LOBBEFTENE
T BHICEETZEHD 1 2E—BITEIRNT T4V IR, A VX—TIALAAACLICK2TT
AOYO9&EnBWTTIFATI4—)LOBBEHFTENET,

LtOHAITR, RSV E—TIARALEDIZAT U RNIARAZ—TIAADSD
198.51.100.100 FANANDEHZBILEL L, COEETRE TCP ORI ERENTSH
W, 6 WET A RIVRETY, BED 77T, COEROBEMVREZRLET, BERDTZ
TOFMEICOVTE., TASAD TCP TS T4 2ZRLTLEEV,

Syslog

ASA(config)# show log | in 172.16.11.5

Apr 27 2014 11:31:23: %ASA-6-305011: Built dynamic TCP translation frominside:
172.16. 11. 5/ 58799 to outside: 203. 0. 113. 2/ 58799

Apr 27 2014 11:31:23: %ASA-6-302013: Built outbound TCP connection 2921 for outside:
198. 51. 100. 100/ 80 (198.51. 100. 100/ 80) to inside:172.16.11.5/58799 (203.0.113. 2/ 58799)

ASA 7 7ATI#—)LIEIEEEEFIC syslog ZERL £, Syslog DEFML ARIIEOTEREIC
HIZ2Ed, COHARFLARILG, DFY "EHRL LRILTOHO 2EHED syslog ZRLET,

COBITIE, 2 D0 Syslog FERENTVET, 1 BBk, 77470 3—)LFTB}EERL £
cE, EBEMNICEAAMTIVO TCPEM (PAT) Z1T2 ke ZRIOT Xv+E—ITY, <
hg, RZT7TA4VINAA U EZ—TIAADSHEBA U EZ—TIAAICEDEED, EEFETIP
T RLAER—K, BRUOEBREDIP TFRLAER—KNERLET,

2BBDSyslog 77 AT IOF—NUBFIZATRNEY—NBOCOREDRNT 7 1Y TRICHE
BT —7 N TEEEERLECEZRLTVET, COBRRATETOYITRLSCTTAT
VA=A REESNIBEP. TOMHOER (VY —ABNKREEREIADOTEEM ) ICK2T
COEGOERNBTSNDEERE. 77AT7 74— )LEERIBLEhI-CLeRrITOTEE
BRLEEA. BER, fDVIC, BENMMESTNZERY, BEOERZHT-ERICETS K
RzR\FELET,

Nry s NL—%

ASA(confi g)# packet-tracer input inside tcp 172.16.11.5 1234 198.51.100.100 80


https://www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/113602-ptn-113602.html

--Qritted--

Resul t:

input-interface: inside

i nput -status: up
input-line-status: up
output-interface: outside
out put-status: up

out put-1line-status: up
Action: allow

ASADNTY N NL—U#gEaFERTDE, >Sa2L—REhE/NTYREEELT, 7747
DA—=NTRST7 1V M BEITRDEEICEISESEGZARATY T, FI VYD, BEEE I NTHE
BTEEYT, CcOVY—IIZFERATRIE, 77A4TIA—)OBBZHFTTEDIEEASIhDRT
T4V ODOPEBEL, TOSRTINEFERLTINT 74V 921 L—NTEET, HIZOH
T, LTORBZEH LIELERTEIIL—NTBEHIC, NTYN ML—HUZFEALET

o

CYEaL—RERENTY RERBICEET B,
 EAENTLWAZONILA TCP THB.
CYEZAL—REREISATURD P 7 RLAN 17216115 TH B,
COSATURNERERAR—N 1234 THBRS T4 v I ERELTVS,
- NZT74v O, IPF7 RLZA198.51.100.100 DH—/NETICEFEENET,
- NZT714vODOEEFR—N 80 T,
OXYRICA>RZ—7 T4 R outside CBBFBERA BV EIEBL T EE W, Thid/\7
YN NL—YORFCLBBETT. COV—ILR. CORATOBBRTEITATI4—)
TENESCBETBDOAETL, L—F AT OEER, DAV R—TIAANSHEETS
DANEBENET, NTY R RL—HOBMIIOVTE, TATY N RL—HEGEALE/NT Y
NORL—Zs ZBBRLTEE W,

FYTF¥
F¥7F v OERA

ASA# capture capin interface inside match tcp host 172.16.11.5 host 198.51.100.100
ASA# capture capout interface outside match tcp any host 198.51.100.100

ASA#show capture capin
3 packets captured

1: 11:31:23.432655 172.16.11.5.58799 > 198.51. 100. 100. 80: S 780523448:
780523448(0) win 8192 <nss 1460, nop, wscal e 2, nop, nop, sackOK>

2: 11:31:23.712518 198.51.100. 100. 80 > 172.16.11.5.58799: S 2123396067:
2123396067(0) ack 780523449 wi n 8192 <mss 1024, nop, nop, sackOK, nop, wscal e 8>
3: 11:31:23.712884 172.16.11.5.58799 > 198.51.100. 100.80: . ack 2123396068
win 32768

ASA#show capture capout
3 packets captured

1: 11:31:23.432869 203.0.113.2.58799 > 198.51. 100. 100. 80: S 1633080465:
1633080465(0) win 8192 <nss 1380, nop, wscal e 2, nop, nop, sackOK>

2: 11:31:23.712472 198.51.100. 100. 80 > 203.0.113.2.58799: S 95714629
95714629(0) ack 1633080466 wi n 8192 <mss 1024, nop, nop, sackOK, nop, wscal e 8>
3: 11:31:23.712914 203.0.113.2.58799 > 198.51.100.100.80: . ack 95714630
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Wi n 32768/ pre>

ASAT77ATIF=)ITE, 1VEZ—TIAALBEELRIRETEINT 710 EF Y TF¥
TEEXT, COFXFYTFYHEERK, NSTAVINTTPATIF—=INICEELELIRTT7ATD
=)D SEELENZREICRIATEDLHERTT, FIOHIFE. AFAX—TI1AD
capin EAZA 2 BZ—T I 4 AD capout EWVS 2 HDF Y T FYDHREERLTVET,
capture AN > Rl&, match F—D—RZFEALET, FYT7FVYITBRNFT 71V IV ZEHFHIC
BETEXT,

F ¥ 7F ¥ capin T, TCPRAN172.16.11.57R A ~198.51.100.100& — BT D AHA > X—T I
AA(ABELEGRED) EORS T4V IOZRETDCEZEELERLE, DFY ., RABS
172.16.11.5H0 57Kk A 198.51.100. 100X EE NBD I XTOTCPRTZ 71V 0 EF Y IFYLE
T, match F—D—REFHITDCET, 77A4TFIF—IILTRTI T4V I ENARTF Y I F
YTEET, AMA U EX—TIAAICEEZERE Nz capture ANV RIE, 77AT0F—=ILKFED
D9SATRDIPFTRLAICPAT #7950, ARITATUoRDIP TRLAZSRLE
BA, LEN2T, TOIZAT7RDIPT7RLAERGFBETEREA, RDYIZ, Z0HITE
. RO HBIINTDIPZRLANTOEREL —HIBZE2RTLEOICany ZFEALET

o

FYTIFYERELES, RICEFOEILZBEHEITL TH S, show capture <capture_name> _]
IVRIZEKDFVYTFYORRICEATET, COHITE, F¥T7FYICHBTCPO 3T A )\
VRIIAVDICK>THESHBEISICIVZAT UMY —/NICERTELEEZBRETEET,

NS7INa—b
BE, CORTELCHEIDIBEONTTIN1—F120 0B8R EHYELEA,
B85 3

- ASA Syslog M 5&%E Bl

.CLIBLUASDM ZFHLEASANNTY N F¥ 7F v OREH
cTOZAIN HR—BbE RFI XD - Cisco Systems
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BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



