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v Path Attribute — MP_REACH_NLRI
» Flags: 8xB8, Optional: Optional., Non-transitive, Complete
Type Code: MP_REACH_WNLRI (14)
Length: 23
Address family identifier (AFI): IPva (1)
Subsequent address family identifier (SAFI): MCAST-VPN (5)
Mext hop network address (4 bytes)
Mumber of Subnetwork points of attachment (SNPA): @
v MNetwork layer reachability information (14 bytes)
Route Type: Intra-AS I-PMSI A-D route {1)
Length: 12
Path Attribute
Path Attribute
Path aAttribute
Path Attribute
Path Attribute

ORIGIN: INCOMPLETE
AS_PATH: empty
MULTI_EXIT_DISC: @
LOCAL_PREF: 108@
COMMUNITIES: NO_EXPORT
Path Attribute EXTENDED_COMMUNITIES
Path Attribute PMSI_TUMMEL_ATTRIBUTE
» Flags: 8xc@, Optional, Transitive: Optional, Transitive, Complete
Type Code: PMSI_TUNNEL_ATTRIBUTE (22)
Length: 13
Flags: @
Tunnel Type: PIM 55M Tree (3)
» MPLS Label Stack: (withdrawn)
* Tunnel ID: = 1.1.1.1, 239.232.8.8 =
PIM-55M Tree tunnel Root Node: 1.1.1.1
PIM-55M Tree tunnel P-multicast group: 239.232.0.4@
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9. BEHIFRE :

VRF SSM-BGP
mBGP: Address family VPNv4
VRF Routing Protocol

nfi ration :

Enable Multicast Routing
On All Nodes

t-routing™ in b de on all ol

Enable PIM Sparse Mode

Enable on all connected Interface

“x" represents the connected interface number on all nodes

Configure Default MDT Group in VRF
On PE1, PE2 and PE3

SERVICE PROVIDER : Group : 239.232.0.0 Sowurce : 1.1.1.1

Configure the VRF on the interface Ethernet0/x
On PE1, PE2 and PE3

“x™ represent the interface number that PE connected to CE.

Enable Multicast Routing on VRF
On PE1, PE2 and PE3

ip a * in global mode.

Configure PIM SSM Default in all nodes inside the core.
On PE1, PEZ2, PE3 and RR-P Node

RP config 1 in the core in global mode.




Configure BSR RP in CE Node (Receiver)

On Receiver 2

| e

BSR RP configuration in the Receiver 2 in global mode.
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Task 1: Verify Physical Connectivity

Verify all the connected interface are “UP”

#sh ip interface brief

Task 2: Verify Address Family VPNv4 unicast
Address Family VPNv4 unicast and BGP neighbors

# show running-config | s r bgp
# show bgp vpnv4 unicast summary all

VPNv4 unicast table has all the Customer prefixes
PEl#sh bgp vpnv4 unicast all

BGP table version is 31, local router ID is 1.1.1.1

Network Next Hop Metric LocPrf Weight Path
Route Distinguisher: 100:100 (default for vrf m-GRE)
*»i 22.22.22 22/32 2.2.2.2 4] 100 0 20 i
*>»j 33.33.33.33/32 3.3.3.3 [+] 100 0 30 i
*> 111.111.111.111/32
10.1.0.2 o 0 10

Check on all the PE nodes (PE1, PE2Z and PE3)

Task 3: Verify Address Family IPv4 MVPN

Address Family IPv4 MVPN and BGP neighbors

# show running-ceonfig | s r bgp
# #sh bgp ipv4 mvpn all

IPv4 MVFPN table has all the PE routes with Type 1 routes

PEl#sh bgp ipv4 mvpn all
BGFP table wversion is 15, local router ID is 1.1.1.1

Origin codes: i - IGP, e - EGP, ? - incomplete
RPKI wvalidation codes: V walid, I inwvalid, N Not found

Network Next Hop Metric LocPrf Weight Path
Route Distinguisher: 1:1 (default for wvrf S5SM-BGF)
* [1][1:1][1.1.1.1]/12

0.0.0.0 32768 7
*>i [1]1[1:1]1[2.2.2.2]1/12

2.2.2.2 0 100 o =z
*>i [11[1:11[3.3.3.31/12

3.3.3.3 0 100 o7

Route Distinguisher: 2:2
*>i [1][2:2][2.2.2.2]/12

2.2.2.2 [+] 100 o7
Route Distinguisher: 3:3
Network Next Hop Metric LocPrf Weight Path
*>i [1]1[3:3][3.3.3.3]/12
3.3.3.3 4] 100 o 7

Check on all the PE nodes (PE1, PE2 and PE3)



Verify that (5,G) mFIB entry, packet getting incremented

PElf#ish ip mfib wvrf SSM-BGP 225.1.1.1 wveaerbose

I/0 Item Flags:
NS - Negate Signalling, SP - Signal Present,
A - Accept, F - Forward, RA - MRIB Accept, RF - MRIB Forward,
MA - MFIB Accept,
Forwarding Counts: Pkt Count/FPkts per second/Awvg Pkt Size/Kbits per second
Other counts: Total /RPF failed/Other drops
I/O Item Counts: FS Pkt Count/PS Pkt Count
VRF SS5EM-BGPF
(1L0.1.0.2,225.1.1.1) Flags: K DDE
SW Forwarding: 10/0/100/0, Other: Z2/1/1
Etharnet0/2 Flags: RA A MA
Tunnal0, MDT/239.232.0.0 Flags: RF F NS
CEF: Adjacency with MAC: 4500000000000000FF2FCY9E401010101EFEB000000000800
Pkts: 10/0

Vearify that multicast state Is created In the VRF

PEl#sh ip mroute vrf SEM-BGP verbose

IP Multicast Routing Table

Flags: D - Dense, § - Sparse, B - Bidir Group, 5 - 85M Group, C - Connected,
L - Local, P - Pruned, R - RP-bit set, F - Ragister flag,
T - SPT-bit set, p - PIM Joine on route,

(10.1.0.2, 225.1.1.1), 00:00:03/00:02:56, flage: Tp
Inconing interface: Ethernet0/2, RPF nbr 10.1.0.2
outgoeing interface list:
Tunnel(, GRE MDT: 239.232.0.0 (default), Forward/Sparse, 00:00:03/00:03:26, p

Check on all the PE nodes (PE1. PE2 and PEJ)

Varify that (S,G) mFIB entry, packet getting incremented

PEl#sh ip mfib wrf SSM-BGP 225.1.1.1 wverbase

I/0 Item Flags:
WS - Hegate Signalling, SP - Signal Present,
A - Accept, F - Forward, RA - MRIE Accept, RF - MRIE Forward,
MA - MFIBE Accept,

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Ebits per second

Other counts: Total/RPF failed/Other drops
I/0 Item Counts: FS Pkt Count/PS Pkt Count
VRF SSM-BGP

(10.1.0.2,225.1.1.1) Flags: K DDE
§W Forwarding: 10/0/100/0, Othex: 2/1/1
Ethernet0/2 Flags: RA A MA
Tunnell, MDT/239.232.0.0 Flags: RF F NS
CEF: Adjacency with MAC: 4500000000000000FF2FC9E401010101EFEB000000000800
Pkts: 10/0




mRIB in the Service Provider Core.

PElf#ish ip mroute verbose
IP Multicaat Routing Tabhle
Flags; & - SSM Group, C - Connected,
T - BPT-bit set,
I - Received Source Specific Host Report,
Z - Multicast Tunnel, z - MDT-data group sender,
p - PIM Joins on route,

(1.1.1.1, 239.232.0.0), 01:00:33/00:03:03, flags: aTp
Inceming interface: Loopback0, RPF nkr 0.0.0.0
Outgoing interface list:

Ethernetd/l, Forward/Sparse, 01:00:33/00:03:03, p

{3.3.3.3, 230.232.0.0), 01:00:33/stopped, flage: sTIZ
Incoming interface: Ethernet0/1, RPF nbr 10.0.1.2
Outgoing interface list:

MVRF SSM-BGP, Forward/Sparse, 01:00:33/00:02:26

(2.2.2.2, 239.232.0.0), 01:00:33/stopped, flags: sTIZ
Incoming interface: Ethernet0/l, RPF nbr 10.0.1.2
Outgeing interfarce liat:

MVRF SSM-BGP, Forward/Sparse, 01:00:33/00:02:26

Check on all the PE nodes [PE1, PE2 and PE3)

Verify ICMP packets getting reach from CE to CE

SOURCE1#ping 225.1.1.1

Type escape sequence to abort.
Sending 1, 100-byte ICMP Echo= to 225.1.1.1, timeout is 2 seconds:

Reply to request 0 from 10.3.0.2, 29 ms
Reply to regquest 0 from 10.3.0.2, 29 ms

RZILVA2B—=T T4 ADERTE

MDT > ZILDER
mdt default 239.232.0.0%8EL 5.
RYZIOAFEREL., BETELTIL—FNY Z0T RLANEY X TShELLE,

%LINEPROTO-5-UPDOWN:Line protocol on Interface TunnelO, changed state to up

PIM(1l) : Check DR after interface: TunnelO came up!
PIM(1l) : Changing DR for TunnelO, from 0.0.0.0 to 1.1.1.1 (this system)
$PIM-5-DRCHG: VRF SSM-BGP: DR change from neighbor 0.0.0.0 to 1.1.1.1 on interface TunnelO

RORIE, MDTR RIILDERZRLTVET,



WDT T . $LINEPROTO-5-UPDOWN: Line protocol on Interface TunnelO,
— SOURCE changed state to up
10.1.0.2
Tunnel 0 (MT Tunnel) PIM(1l) : Check DR after interface: Tunnel0l came up!
Tunnel source X.X.X.X

(Loopback0) PIM(1l) : Changing DR for Tunnel0, f£from 0.0.0.0 to 1.1.1.1
"X" represent the node name. (this system)
Tunnel protocol/transport
multi-GRE/IP %$PIM-5-DRCHG: VRF SSM-BGP: DR change from neighbor 0.0.0.0
to 1.1.1.1 on interface TunnelO
1114

L

11 11.11.11

2222 3333
PE2
e0/2 e0/0
al/o al/0
q cea ]
RECEIVER 2 RECEIVER 3 -
22.22.2222 33.33.33.33

MDT Tunnel

PEl#sh int tunnel 0
TunnelO is up, line protocol is up
Hardware is Tunnel
Interface is unnumbered. Using address of Loopback0 (1.1.1.1)
MTU 17916 bytes, BW 100 Kbit/sec, DLY 50000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation TUNNEL, loopback not set
Keepalive not set
Tunnel source 1.1.1.1 (Loopback0)
Tunnel Subblocks:
src-track:
TunnelO source tracking subblock associated with Loopback0
Set of tunnels with source Loopback0O, 1 member (includes iterators), on interface <OK>
Tunnel protocol/transport multi-GRE/IP
Key disabled, sequencing disabled
Checksumming of packets disabled

BGP MVPNA' 7Y 732 &, IXTOPENZAT1IL—REN LU THEICKRELET, YILFF
'VZI\I\/?)WJ‘“%EZ?‘S&?L/LO BGPIE, IXTDIIN—THITEFERTPET RLA%Z
PMSIEMETREL XTI,

ROEEE, ZFAT1IN—FORBERLTVET,



‘ﬁ.'gmp AF MVPN comes up.

‘E. They Exchange Type 1 Route to
discover PE routers.

(3 )

After PE discovers each other, with the received information they built the
mRIB inside the core.

MRT (0) : Create (*,239.232.0.0), RPF (unknown, 0.0.0.0, 0/0)

MRT(0) : Reset the z-flag for (1.1.1.1, 239.232.0.0)

MRT (0) : Set the T-flag for (1.1.1.1, 239.232.0.0)

MRT(0): set min mtu for (1.1.1.1, 239.232.0.0) 18010->1500

MRT(0) : Set the Z-flag for (2.2.2.2, 239.232.0.0)

MRT(0) : Create (2.2.2.2,239.232.0.0), RPF (Ethernet0/1,

10.0.1.2, 110/21)

MRT (0) : Set the T-flag for (2.2.2.2, 239.232.0.0
2222

RECEIVER 2 RECEIVER 3
22222222 33.33.33.33

MDT Tunnel

4mm)  BGPMVPN

RO IZPCAP-1Z2RLE T,

v Path attributes
+ Path Attribute — MP_REACH_NLRI
» Flags: ©x80, Optional: Optional, Non—transitive, Complete
Type Code: MP_REACH_NLRI (14)
Length: 23
Address family identifier (AFI): IPv4 (1)
Subsequent address family identifier (SAFI): MCAST-VPN (5)
Next hop network address (4 bytes)
Number of Subnetwork points of attachment (SNPA): ©
v Network layer reachability information (14 bytes)
Route Type: Intra—AS I-PMSI A-D route (1) ) Type 1 Route
Length: 12
Path Attribute — ORIGIN: INCOMPLETE
Path Attribute — AS_PATH: empty
Path Attribute — MULTI_EXIT_DISC: @
Path Attribute — LOCAL_PREF: 100
Path Attribute — COMMUNITIES: NO_EXPORT
Path Attribute — EXTENDED_COMMUNITIES
v Path Attribute — PMSI_TUNNEL_ATTRIBUTE
» Flags: @®xc®, Optional, Transitive: Optional, Transitive, Complete
Type Code: PMSI_TUNNEL_ATTRIBUTE (22)
Length: 13
Flags: ©
Tunnel Type: PIM SSM Tree (3) ) PIM SSM TREE (Tunnel Type)
» MPLS Label Stack: (withdrawn)
v Tunnel ID: < 1.1.1.1, 239.232.0.0 =
PIM-SSM Tree tunnel Root Node: 1.1.1.1 PIM SSM Tree Tunnel Root and
PIM—-SSM Tree tunnel P—multicast group: 239.232.0.0 Group

YYyvyvyrvyy

PEl#sh ip mroute

IP Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group, C - Connected,
- Local, P - Pruned, R - RP-bit set, F - Register flag,

- SPT-bit set, J - Join SPT, M - MSDP created entry, E - Extranet,
Proxy Join Timer Running, A - Candidate for MSDP Advertisement,

- URD, I - Received Source Specific Host Report,

- Multicast Tunnel, z - MDT-data group sender,

N G X 43t
|

(3.3.3.3, 239.232.0.0), 00:01:41/00:01:18, flags: sTIZ
Incoming interface: Ethernet0/1, RPF nbr 10.0.1.2
Outgoing interface list:

MVRF SSM-BGP, Forward/Sparse, 00:01:41/00:01:18

(2.2.2.2, 239.232.0.0), 00:01:41/00:01:18, flags: sTIZ
Incoming interface: Ethernet0/1, RPF nbr 10.0.1.2



Outgoing interface list:
MVRF SSM-BGP, Forward/Sparse, 00:01:41/00:01:18

“Z"” Multicast Tunnel formed after BGP mVPN comes up, as it advertises the Source PE and Group
Address in PMSI attribute.

PIMZRA/IN\—>v T

PEl#sh ip pim vrf SSM-BGP neighbor

PIM Neighbor Table

Mode: B - Bidir Capable, DR - Designated Router, N - Default DR Priority,
P - Proxy Capable, S - State Refresh Capable, G - GenID Capable

Neighbor Interface Uptime/Expires Ver DR
Address Prio/Mode
10.1.0.2 Ethernet0/2 00:58:18/00:01:31 v2 1 / DR S P G
3.3.3.3 TunnelO 00:27:44/00:01:32 v2 1/ S PG
2.2.2.2 TunnelO 00:27:44/00:01:34 v2 1 /s PG

~ i

BOURCE
10902

* % % PN raghher owmr Tunnsl

% PMaighborin core

wik]

Control Plana Scalability:

For Exwsple:

=» FE amticipating 100 MVFE garvices which distreibmtesd
mocoan L0 FPEx,

= Each VE sminteioe 3000 (90=x100) PIM swdjucuncies in
additicn to the adjscency.

=3 In prder to poazazva PO00 7DM sdjscsnciea, the FC
would ke gending approm 330 EFIM adjaceancles per second
(Oming default 30n PIN hella tizmc)

= Iim susber will gel wacee as e ounbec of EHVEHE

BECVLARE BT PER INOFPARRE T

RECEVER 3

RECEVER 2 1553058

nirEn

RPEHRERETZDETSICROMEN1THONET,
%LINEPROTO-5-UPDOWN: A/ X —7 T A4 ATunneM O EREZ7ORIIL., REEZTFTY S ICEE

MDTR > RIILBHOT—RART Y TXY -2

PIM(1l) : Received v2 Bootstrap on TunnelO from 2.2.2.2

PIM(1l): pim_add_prm:: 224.0.0.0/240.0.0.0, rp=22.22.22.22, repl = 0, ver =2, is_neg =0, bidir =
0, crp = 0

PIM(1) : Update

prm_rp->bidir_mode = 0 vs bidir = 0 (224.0.0.0/4, RP:22.22.22.22), PIMv2

*May 18 10:28:42.764: PIM(1l): Received RP-Reachable on TunnelO from 22.22.22.22

ROEIE, MDTR>RILZNLET—RARNRS YT XY E—20KRBERLTVET,



ALINEFROTC-3-UFDOWN: Line protocol oo Intarface
Tunnell, changed state to up

PIM{Ll) : Received +2 Boeoketrap on Tumnneld freom
2.2.2.2

FIM(1l) : pim_add prm:: 224.0.0.0/240.0.0.0,
re=22.22.32.22, repl = 0, wer =2, is_oeg =0, bidarc

=0, crp =10 A

PIM{l) : Opdate ggg?ﬁé _ )
pro_rp-*bidir mpode = § we bidir = 0 (224.0.0.0/4, SR

RP:22.22.22.22), ?IMv2 Suagal scuzes 10.1.0.1 (Ethasaat0s2] . destisation

ﬁ ’ I“‘:.’

w1l

119101111

TIET

Registes tunnel created when customer RP
Irmformation flooded across the cone.
[kl

Al = A
JL¥3L13

e B r e -
= PN Ragwsar Tunesl

PE2#sh int tunnel 1
Tunnell is up, line protocol is up
Hardware is Tunnel
Description: Pim Register Tunnel (Encap) for RP 22.22.22.22 on VRF SSM-BGP
Interface is unnumbered. Using address of Ethernet0/2 (10.2.0.1)
MTU 17912 bytes, BW 100 Kbit/sec, DLY 50000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation TUNNEL, loopback not set
Keepalive not set
Tunnel source 10.2.0.1 (Ethernet0/2), destination 22.22.22.22
Tunnel Subblocks:
src-track:
Tunnell source tracking subblock associated with Ethernet0/2
Set of tunnels with source Ethernet0/2, 1 member (includes iterators), on interface
<OK>
Tunnel protocol/transport PIM/IPv4
Tunnel TOS/Traffic Class 0xCO, Tunnel TTL 255
Tunnel transport MTU 1472 bytes
Tunnel is transmit only

22O R RIAERENIEPIMLY AZ N RIILEMDTR 2 R,

- MXIOE., PIMJoNB LMEFEHBONIILFFYARNRNT T4V O REETRDEHICER
ENET,
- MR, PMAZTEIMELL D AZX Y =D 0EEICERENET,

e N e V2 N

*MDT BGP:

PE1#sh ip pim vrf m-SSM mdt bgp

53— B OEEFHR:



PE1#sh ip pim vrf m-SSM mdt

Flag |Name Description

Z Multicast Tunnel Indicates that this entry is an IP multicast group that belongs to the
Default or Data MDT tunnel. All packets received for this IP multicast
state are sent to the MDT tunnel for decapsulation .

Set on receiving PE.

V RD & Vector
v Vacor
E Extranet source mroute entry | Indicates that a (*, G) or (S, G) entry in the VRF routing table is a

(I
AN

EEH

https://tools.ietf.org/htmi/rfc4760

- https://tools.ietf.org/html/rfc5110

- https://tools.ietf.org/html/rfc6513

- TOZA)L YR—BbE RF I X2 N - Cisco Systems

Global mulitcast routing table

Y Joined MDT-data group Indicates that the traffic was received through a Data MDT tunnel
that was set up specifically for this source and group.

MVRF multicast routing table
Z MDT-data group sender Set on sending PE.
Global mulitcast routing table

,’, Sending to MDT-data group Indicates that the traffic was sent through a Data MODT tunnel that
was set up specifically for this source and group.

MVRF multicast routing tabla

source Multicast VRF (MVRF) enfry and has extranet raceiver
MVRF entries linked to it



https://tools.ietf.org/html/rfc4760
https://tools.ietf.org/html/rfc5110
https://tools.ietf.org/html/rfc6513
https://www.cisco.com/c/ja_jp/support/index.html
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