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Lightweight Directory Access Protocol (LDAP) &, 1—HEITU Y —ANDOT VL AEEZZLICEE TS
FALONIY—ERA[@FICAREALZI7Z7Z7O0IILD1DTY,

BETEEFEEAEDTFALINIUY—ERARFLDAPZFEAL TWETH. Kerberos. SAML,
RADIUS, SMB, QauthxENEMZ7ORNIINEFERATEET,

U I
0% A4 > 9 %cisco ucS Manager GUIBEEB1—H%E L TERELE T,

O—AJLEBRE RX A1 > DER

ATY 7 1: A Navigation R4 > T, Admin tab.

AT Y7 2: Cisco Unified Communications Manager Admin X 7', B Al > User Management >
Authentication

thentication | Awthentication Domains

ATY 7 3: E7 ) 7 Authentication Domains Elgﬁ lJ\ Create a Domain.
ATYT4: OFE Name 71— R, XA 7 Local.

ATYT5: OFE rReam, R —DED [LAR—KN (report)]Loca A7 I3 RAZERL
9,



Properties for: Local X

General Events

Actions Properties.
Delate Mame : Local

Web Session Refresh Period (sec): 600

Web Session Timeout (sec) 7200

Realm Radiug Tacacs Ldap

0K Cancel Help

FMHE6: )Y ok

LDAPZ" O/N 1 # —DER

COREHICE, SSLZFEAL TLDAPZRET A FIBRFEENTLVEE A,

ATY 7 1: A Navigation R4 > T, Admin tab.

AT Y7 2: Cisco Unified Communications Manager admin X 7, FEEB3 All > User Management > LDAP.
ATY7 3: A work R4 T, General tab.

7\7_' v 7 4 : Ij\] Actions L U 7&1&% L v Create LDAP Provider

s . M| User Managemant | LOAP

= Fauits, Events and Audi Log

Base DN DO mxsyiab, DT com

sAMACCounsName= Sussid
TochSupport F

sechSupport Fles i
Serungs

W om om 3 = h

= Lier Managemant

AT Y7 5: K create LDAP Provider J 41 H'— ROR— T, B BEHRZADLET,

- A Hostname 7 1 —JL RIZ, ADH—NDIP7 RLAEFERFFRARNBZAILET,

- Worder 74 —J)LRICAHAL., lowestavailable T7 F I N TEICEMICBE >TVET,

- A BinddN 7 41 —JLRIZAHDL, ADRZEN SBindDNZ IE—L TEYYFHE T,
CDEREHITIE. BindDN®E (& CN=ucsbind,0U=CiscoUCS,DC=mxsvlab,DC=comT ¥,



. N BasedDN 71 —J)LRIZADL, ADEREN 5BaseDNZIE—L TRV FITE T,
C DEREHITIE., BaseDN1ElEDC=mxsvlab,DC=comT .

. Cisco Unified Communications Manager% enablessL FI Y IRY JRAZF7ICLET,
A prort 74 —I)LRT, 38IDTT7 AN KRZZITANET,
- W Filter ADEREN S 7 1)L EAEMHZIE—LTHYFNTET,
CiscoUCSK 7 1 )LBEZERAL T, I—H¥E (AJ A VHEICKRREND ) H cisco ucs
Manager)I&ADIC&H V) ¥T,

DREHFITIE., 7 1)L Z{ElEsAMAccountName=$userid T. SuseridiE user name Z A DL T,
Cisco UCS Manager 14/ 4 ~ EIH,

. Cisco Unified Communications Manager# Attribute 7 41 —JL RAZ AT,
- A password 7 1 —JL RIC, ADTEREE NitucsbindZ7 AT RONAD—REZEADLET,

RE(ZISLU T, create LDAP Provider wizard /NAT—RZ DY NTBICEE, NAT—R71—=)LR
NFZEHOBERFEBESELEEA,

M set:yes [password]7 1 =)L ROBICKRTRENBI XV E—JR, NAD—RAIREETh L%
RLUET,

- I confirm Password 7 4 —JL RIZ, ADTEREE Nizucsbind7Z7 AT RONAT—REZBAD
LET,

- N Timeout 74 —=J)LRICAHBL., 30F7#I) b,

- A vendor 7 4 —J)L R T, Microsoft Active Directory®MS-ADDA T a2 RRA &BIRLET

o

Create LDAP Provider D X

Creata LDAP Pravider Hostname/FODN (or IP Address) :  10.31.123.60

QOrdar ¢ lowest-available
LDAP Group Rule

Bind DN ¢ GN=ucsbind, OU=CiscollCS5, DC=mxsviab, DC=com

Basa DM o DC=mxsviab,DC=com

Port : 388

Enable SSL

Filter :  sAMAccountName=Suserid

Antribute

Password

Confirm Password

Tt : | 30

Vendor : Open Ldap| (s MS AD

Next > m Cancel




FME6: 7)Y Next

LDAPT IL—7 IL—IL ORE

F i 1. Cisco Unified Communications ManagerLpAP Group Rule J 4 H'— ROXR— T, RO T 4
—)ILRIZEZADLET,

- MIZE Group Authentication 7 1 —JLRZEDV VY IL, Enavle 773 REZEBIRLET,
- MIBE Group Recursion 714 —J)LRED Y UL, Recursive 77T IVRAZBIRLET,
chiZkY), I—YHNROIODBDETLARINZEICKRREEZRITTEET,

If the Group Recursion ICEREE NN TULVD Non-RecursiveZEHTD &, UCSHEILARILOBEICIE
EEhET, RETRBER/R LT I—HFHFROASBVEETERKTT,

- A Target Attribute 7 4 —J)L RICA AL, memberof T 7 F I N TEICHMICEZ>TVET,

Create LDAP Provider B X
Craate LDAP Provider Group Authorization ; Disable| (= Enable

Group Recursion Mon Recursive |« Recursive
LOAR Group Rule

Target Attribute . memberQf  ef—

Use Primary Group : [

< Prav m Cancel

AFY72: DY IF 3 Finish.
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ADHYH—NDIPT RL A, FES—2 3> R4 > O[LDAP] > [LDAP Providers] IR RENET,
LDAPZ' ONNA Z =TI —7 D ¥ERR

ATYT1: FES—=23RATHY Y 2L ET LDAP Provider Groups ZI1ZIR L, create

LDAP Provider Group.

= A | User Manageement | LOAP | LDAP Provider Groups

AT Y7 2: K create LDAP Provider Group X A POTRY VAT, ROBEHREBEEADLET,

A nName 74 =)L RICTIN—TO—ZDBHEANILET, &AW, LDAP Providers.
- N LDAP Providers ® T, ADY—/NDIP7 RL A%ZBIRLE T,
>>RAEVV)Y VLT, ADY—/X% Included Providers 7_'_7”'

Create LDAP Provider Group B X

Mame ;:  MXsSy

LDAP Providers Included Providers
Tk T
Hostnanme Bind DN Part Marme Order
10.31.123... CN=ucsbind,.. 389 Mo data available

I| OK Cancel



ATYT3: [OK|ZOUYILET,

Z’ONA X = )L—7"H LbaP Provider Groups 7 # LA

LDAPTIIL—T7I v T OER

ATYT1: FEF—2 32 RA2 T, Admintab.

AT Y7 2: Cisco Unified Communications Manager Admin X 7', BB All > User Management > LDAP.

ATV 3: E¥ERAL2 T, [Create]® )Y 2 L E T LDAP Group Map.

Il | User Mansgement | LDAP | LDAP Group Maps

ATY 7 4: A Create LDAP Group Map XATOATRY DAT, XROIEHREBEADLET,

. N LbAPGroupDN 7 1 —J)L RICA DL, LDAPTIL—7"OADY—NRELVI IV ICHDEE
OdE—LU T FHERT,

COFIETERENBDLDAPY JL—7DNfElX, UCSTIL—7 DT TADTHERL & TINL—TDOH
BB YE D TEnET,

— M=%, Cisco UCS Managerlc A1 3% 7 )L—7DNOfERE, ADY—/NDOTIIL—7DNDEL IE
BIC—BITHIHENHYET,

COREHFTIE., < DOfElECN=ucsadmin,0U=CiscoUCS,DC=sampledesign,DC=comT 3,

- M Roles T—7ILEIBIRL, Admin FIYVIRYIAZEFIZL, [OK|ZVUYILET,

O—ILOFIVIRYODAZIIYITRDE, FI—TIRYVTICEFNDIXNTOI—HICER
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Create LDAP Group Map P <

aaaaa

Roles Locales
aaa JaviTest
| admin f— Josueloc
facility-rmanager Test
network
OnlykWM
operations
read-only

server-compute
server-equipment
server-profile
server-security
stats

storage

N
OK Cancel

ATY7T5: TARTBADH—/N\HOZEY OO—ILICHL T, HLWLDAPTIIL—T7X Y 7%
ER LR (BIICADA SEE&L w2 ER )

ROKNEY O LDAPRRIE R X 1V ZERL £ T,
LDAPFBRE R X 1 > DAERK

AT Y7 1: Cisco Unified Communications Manager [E¥ ( Admin )] X 7. BB Al > user

Management > Authentication

ATV 2: HOUYY [Authentication] Authentication Domains ZBIRL ., Create a Domain.



Al | User Managemaent | Authentication | Authentication Domaine
Domsns | Events  FSM

TeAdvanced Fier 4 Expors o Priee L

7\7_"y 7 3: anp(&N)CreateaDomain 947D77.k‘y 77\_6‘\ Et@?"'ﬁi&%?i’bﬁ?o

- A Name 714 —J)LRIZ, LDAPBZED RXA DB ZADLET,

-l Ream TUT%IUYIUL, Ldap A7 >3 VARREERLET,
Provider Group ROAY Z’HA 1 ARNND S, LDAP Provider Group BABTICYER L 7= 7 7 1 )L #38R
L. OKZzO Yy OLZET,

Properties for: LDAP X
I Ganaral | Events

Actions Properties

Delate MName . LDAP

Web Session Refresh Period (sec): 600

Web Session Timeout (sec) . 7200
Realm : Local () Radius () Tacacs (e Ldap
Provider Group : r
oK Cancel Help

%EEE I*')( 4 7(1\ Authentication Domains.

32

Ping to LDAP Provider IP & 7= [ FQDN:



UCS-AS—-MXC-P25-82-B-A# connect local-mgmt

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2089, Cisco Systems, Inc. All rights reserved.
The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license. Certain components of this software are licensed under
the GNU General Public License (GPL) version 2.8 or the GNU
Lesser General Public License (LGPL) Version 2.1. A copy of each
such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://www.opensource.org/licenses/lgpl-2.1.php

JCS—-AS-MXC-P25-82-B-A(local-mgmt)# ping 18.31.123.680

PING 10.31.123.606 (106.31.123.48) from 18.31.123.8 : 56(84) bytes of data.
64 bytes from 10.31.123.60: icmp_seq=1 ttl=128 time=@.302 ms

64 bytes from 10.31.123.60: icmp_seq=2 ttl=128 time=0.347 ms

64 bytes from 10.31.123.60: icmp_seq=3 ttl=128 time=@.488 ms

NX-OSH SFREAEZT AN TBICIE, testaaa ANV RZFEALET (NXOSHASOAXAFEATRE ) o

B—NOREZRILEL T,

ucs (nxos)# test aaa server |dap <LDAP-server-|P-address or FODN> <usernane> <password>
UCS-AS-MXC-P25-82-B-A# connect nxos

Bad terminal type: "xterm-Zb6color”. Will assume vtl8a.

Cisco Mexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 208082-2828, Cisco and/or its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are

owned by other third parties and used and distributed under their own
licenses, such as open source. This software is provided "as 1is," and unless
otherwise stated, there is no warranty, express or implied, including but not
limited to warranties of merchantability and fitness for a particular purpose.
Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.8 or

GNU General Public License (GPL) wversion 3.8 or the GNU

Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.8.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.8.php and
http://opensource.org/licenses/gpl-3.8.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://weaw.gnu.org/licenses/old-licenses/library.txt.
[UCS-AS-MXC-P25-R2-B-Alnx-o0s)# test aaa server ldap 1A.31.123.4608 admin Ciscnl23
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CAR=RNFLERTANETA—I)LRFELSBYEEA,

T TATOA=LNFELRZTOFDOL—ILNICELY), 7ONAMX—EOBEFThh,
- FSM#A"100 % TlEH I FXE A,

- AERAE D EE,

NZ7)L21—b

UCSM LDAPRE 2 HFEL 7,

UCSMASREZEFRICERE L 2RI ITIHEND VJET, <nlE. Finite State Machine (FSM)
F100%TETELTRRENET,

UCSMOX Y RTA VA SKREZREBIDCE, ROFRZRTLET,

ucs # scope security
ucs /security# scope | dap
ucs /security/ldap# show configuration
UCS-AS-MMC-P25-B2-B-A fsecurity W scope security
UCS-AS-MXC- P* -@2-B-A Ssecurity W scope security
UCS—AS—MXC-P25-82-B—-A fsecurity ¥ scope ldap
UCS—-AS—MXC-P25-82-B—-A fsecurity/ldap # show configuration
secope ldap
enter auth-server-group mxsy
gnter server-ref 19.31.123.68
set order 1
exit
exit
enter ldap—group "CN=ucsadmin, OU=CiscolCS,DC=mxsvlab, DC=com"
exit
enter server 18.31.1323.40
gnter ldap—-group-rule
t authorization enable
member-of-attribute memberOf
traversal recursive
USe-prisary-group no
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attribute "*®

basedn *DC=mxsvlab, DC=com®

binddn *CHsucsbind, OUsCiscolUCs, DC=mxsvlab,DC=com®
filter **

order 1

port 38%

551 mo

timeout 38

vendor ms=ad

password

st

mm R @
- =

LT T O T T I T
m W W W
 ~ ~ &

o]
[

exit
et attribute =*
et basedn *DC=mxsvlab,DC=com®
get filter sAMAccountName=Suserid
et timeout 38
exit
UCS-AS-MXC-P25-82-B-A [fsecurity/ldap & [}

ucs /security/ldap# show fsm status



\UCS-AS-MXC-P25-82-B-A /security/ldap # show fsm status

FSM 1:
Status: Nop
Previous Status: Update Ep Success
Timestamp: 2022-88-10T00:08:55.329
Try: ©
Progress (%): 100
Current Task:

NXOSAH SHREZERETAICE., ROFIEZRTLET.

ucs# connect nxos
ucs (nxos)# show | dap- server
ucs (nxos)# show | dap-server groups



[UCS=AS-M¥C-P25-82-B-A# connect nxos
Bad terminal type: "xterm—-25&6color". Will assume vtlee,
Cisco Nexus Operating System (NX-05) Software
TAC support: http://www.cisco.com/tac
Copyright (C) 2882-2828, Cisco and/or its affiliates.
All rights reserved.
The copyrights teo certain works contained in this software are
owned by other third parties and used and distributed under their own
licenses, such as open source. This software is provided "as is," and unless
otherwise stated, there is no warranty, express or implied, including but not
limited to warranties of merchantability and fitness for a particular purpose.
Certain components of this software are licensed under
the GNU General Public License (GPL) version 2.8 or
GHNU General Public License (GPL) version 3.8 or the GHNU
Lesser General Public License (LGPL) Wersion 2.1 or
Lesser General Public License (LGPL) Version 2.8.
A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.8.php and
http://opensource.org/licenses/gpl-3.8.html and
http://www.cpensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.
[UCS-AS-MXC-P25-82-B-A(nx-o0s)# show ldap-server
timeout : 3@
port : @
baseDN : DC=mxsvlab,DC=com
user profile attribute :
search filter : sAMAccountName=%userid
use groups : @
recurse groups : @
group attribute : memberOf
group map CH=ucsadmin,OU=CiscolUCS,DC=mxsvlab,DC=com:

roles: admin

locales:
total number of servers : 1

following LDAP servers are configured:
18.31.123.68:

timeout: 3@ port: 389 rootDN: CN=ucsbind, OU=CiscolUCS,DC=mxsvlab, DC=com

enable-ssl: false

baseDN: DC=mxsvlab,DC=com

user profile attribute:

sgarch filter:

use groups. true

TecUurse groups: true

group attribute: memberOf

vendor: MS AD
[UCS-AS-MXC-P25-02-B-Alnx-os)# show ldap-server groups
total number of groups: 2

following LDAP server groups are configured:

group ldap:

baseDN:

user profile attribute:

sgarch filter:

group membership attribute:

server: 10.31.123.48 port: 389 timeout:
group mxsv:

baseDN:

user profile attribute:

search filter:

group membership attribute:

server: 18.31.123.408 port: 389 timeout:

IZ— 2R IDREMRNEFEE. FNYVTZ2BHCITRETT, COBEATE, JIL—




7. B, BRUOBEEHTR IS XY E—JZ®ATEEXT,

. SSHEY > a»ZEFICHLTRE, O—AH)lLI1-—FelTAOJA> L, NX-OSCLIO> T+
ANZEELTWRAEZZZEBLE T,

ucs # connect nxos

ucs(nxos)# term nal nonitor

- FENY T 7S TEFEMCL, QOF 7 7A4IIADOSSHEY > a > OHE &R LET,

ucs (nxos)# debug aaa all <<< not required, incase of debugging authentication problems
ucs (nxos)# debug aaa aaa-requests

ucs (nxos)# debug |l dap all <<< not required, incase of debuggi ng authentication problens.
ucs (nxos)# debug | dap aaa-request-|ow eve

ucs (nxos)# debug | dap aaa-request

\UCS-AS—-MXC-P25-82-B—-A# connect nxos

Bad terminal type: "xterm-256color". Will assume vt186.

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2862-2828, Cisco and/or its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are

owned by other third parties and used and distributed under their own
licenses, such as open source. This software is provided "as is," and unless
otherwise stated, there is no warranty, express or implied, including but not
limited to warranties of merchantability and fitness for a particular purpose.
Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.8 or

GNU General Public License (GPL) version 3.8 or the GNU

Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.8.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.8.php and
http://opensource.org/licenses/gpl-3.8.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.
[UCS=AS=MXC-P25-02-B=A(nx-0s)# terminal monitor

IUCS-AS-MXC-P25-82-B-A(nx-os)# debug ldap all

[UCS-AS-MXC-P25-82-B-A(nx-o0s)# debug aaa all

CCT. HLLWGUIEERCLIEY 3> %BE, UE—R(LDAP)1I—H&ElLTOYI V%
REET,
OYAVKBXYE—S%8SELES, FNYYEAFTICLET,

- TO9ZHI YR—bh & RF 21 X b - Cisco Systems



https://www.cisco.com/c/ja_jp/support/index.html

. UCSM LDAP M & E 4
FCisco UCS C Series GUI Configuration Guide



/content/en/us/td/docs/unified_computing/ucs/sw/sample_configurations/UCSM_1_4_LDAP_with_AD/b_Sample_Configuration_LDAP_with_AD/b_Sample_Configuration_LDAP_with_AD_chapter_010.html
/content/en/us/td/docs/unified_computing/ucs/c/sw/gui/config/guide/3_0/b_Cisco_UCS_C-Series_GUI_Configuration_Guide_for_HTML5_Based_Servers_301/b_Cisco_UCS_C-Series_GUI_Configuration_Guide_207_chapter_01000.html

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



