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Building configuration...

Current configuration : 1595 bytes

!

version 12.1

no service single-slot-reload-enable
service timestamps debug datetime msec
service timestamps log datetime msec

no service password-encryption

!

hostname angela

!

logging rate-limit console 10 except errors
!--- Enable AAA services here. aaa new-model aaa

authentication login default group radius local aaa




authentication login console none aaa authentication ppp
default group radius local aaa authorization network
default group radius local enable password ww ! memory-
size iomem 30 ip subnet-zero ! ! no ip finger no ip
domain-lookup ip host rund 172.17.247.195 ! ip audit
notify log ip audit po max-events 100 ip address-pool
local ' ! !--- Enable VPN/VPDN services and define
groups and !--- specific variables required for the
group. vpdn enable no vpdn logging ! vpdn-group
L2TP_Windows 2000Client !--- Default L2TP VPDN group. !-
-- Allow the Router to accept incoming requests. accept-
dialin protocol L2TP virtual-template 1 no L2TP tunnel

authentication !--- Users are authenticated at the NAS
or LNS !--- before the tunnel is established. This is
not !--- required for client-initiated tunnels. ! ! call
rsvp-sync ! ! ! 1 1 I I controller El1 2/0 ! ! interface

Loopback0 ip address 172.16.10.100 255.255.255.0 !
interface Ethernet0/0 ip address 10.200.20.2
255.255.255.0 half-duplex ! interface Virtual-Templatel
ip unnumbered Loopback0O peer default ip address pool
default ppp authentication ms-chap ! ip local pool
default 172.16.10.1 172.16.10.10 ip classless ip route
0.0.0.0 0.0.0.0 10.200.20.1 ip route 192.168.1.0
255.255.255.0 10.200.20.250 no ip http server ! radius-
server host 10.200.20.245 auth-port 1645 acct-port 1646
radius-server retransmit 3 radius-server key cisco !
dial-peer cor custom ! ! ! ! | line con 0 exec-timeout 0
0 login authentication console transport input none line
33 50 modem InOut line aux 0 line vty 0 4 exec-timeout 0
0 password ww ! end angela# *Mar 12 23:10:54.176: L2TP:
I SCCRQ from RSHANMUG-W2Kl.cisco.com tnl 5 *Mar 12
23:10:54.176: Tnl 8663 L2TP: New tunnel created for
remote RSHANMUG-W2K1l.cisco.com, address 192.168.1.56
*Mar 12 23:10:54.176: Tnl 8663 L2TP: O SCCRP to
RSHANMUG-W2K1.cisco.com tnlid 5 *Mar 12 23:10:54.180:
Tnl 8663 L2TP: Tunnel state change from idle to wait-
ctl-reply *Mar 12 23:10:54.352: Tnl 8663 L2TP: I SCCCN
from RSHANMUG-W2Kl.cisco.com tnl 5 *Mar 12 23:10:54.352:
Tnl 8663 L2TP: Tunnel state change from wait-ctl-reply
to established *Mar 12 23:10:54.352: Tnl 8663 L2TP: SM
State established *Mar 12 23:10:54.356: Tnl 8663 L2TP: I
ICRQ from RSHANMUG-W2K1l.cisco.com tnl 5 *Mar 12
23:10:54.356: Tnl/Cl 8663/44 L2TP: Session FS enabled
*Mar 12 23:10:54.356: Tnl/Cl 8663/44 L2TP: Session state
change from idle to wait-connect *Mar 12 23:10:54.356:
Tnl/Cl 8663/44 L2TP: New session created *Mar 12
23:10:54.356: Tnl/Cl 8663/44 L2TP: O ICRP to RSHANMUG-
W2K1l.cisco.com 5/1 *Mar 12 23:10:54.544: Tnl/Cl 8663/44
L2TP: I ICCN from RSHANMUG-W2Kl.cisco.com tnl 5, cl 1
*Mar 12 23:10:54.544: Tnl/Cl 8663/44 L2TP: Session state
change from wait-connect to established *Mar 12
23:10:54.544: Vil VPDN: Virtual interface created for
*Mar 12 23:10:54.544: Vil PPP: Phase is DOWN, Setup [0
sess, 0 load] *Mar 12 23:10:54.544: Vil VPDN: Clone from
Vtemplate 1 filterPPP=0 blocking *Mar 12 23:10:54.620:
Tnl/Cl 8663/44 L2TP: Session with no hwidb *Mar 12
23:10:54.624: SLINK-3-UPDOWN: Interface Virtual-Accessl,
changed state to up *Mar 12 23:10:54.624: Vil PPP: Using
set call direction *Mar 12 23:10:54.624: Vil PPP:
Treating connection as a callin *Mar 12 23:10:54.624:
Vil PPP: Phase is ESTABLISHING, Passive Open [0 sess, O
load] *Mar 12 23:10:54.624: Vil LCP: State is Listen
*Mar 12 23:10:54.624: Vil VPDN: Bind interface
direction=2 *Mar 12 23:10:56.556: Vil LCP: I CONFREQ




[Listen] id 1 len 44 *Mar 12 23:10:56.556: Vil LCP:
MagicNumber 0x595E7636 (0x0506595E7636) *Mar 12
23:10:56.556: Vil LCP: PFC (0x0702) *Mar 12
23:10:56.556: Vil LCP: ACFC (0x0802) *Mar 12
23:10:56.556: Vil LCP: Callback 6 (0x0D0306) *Mar 12
23:10:56.556: Vil LCP: MRRU 1614 (0x1104064E) *Mar 12
23:10:56.556: Vil LCP: EndpointDisc 1 Local *Mar 12
23:10:56.556: Vil LCP:
(0x1317012E07E41982EB4EF790F1BF1862) *Mar 12
23:10:56.556: Vil LCP: (0x10DOAC00000002) *Mar 12
23:10:56.556: Vil AAA/AUTHOR/FSM: (0): LCP succeeds
trivially *Mar 12 23:10:56.556: Vil LCP: O CONFREQ
[Listen] id 1 len 15 *Mar 12 23:10:56.556: Vil LCP:
AuthProto MS-CHAP (0x0305C22380) *Mar 12 23:10:56.556:
Vil LCP: MagicNumber 0x4E1B09B8 (0x05064E1B09B8) *Mar 12
23:10:56.560: Vil LCP: O CONFREJ [Listen] id 1 len 34
*Mar 12 23:10:56.560: Vil LCP: Callback 6 (0x0D0306)
*Mar 12 23:10:56.560: Vil LCP: MRRU 1614 (0x1104064E)
*Mar 12 23:10:56.560: Vil LCP: EndpointDisc 1 Local *Mar
12 23:10:56.560: Vil LCP:
(0x1317012E07E41982EB4EF790F1BF1862) *Mar 12
23:10:56.560: Vil LCP: (0x10DOAC00000002) *Mar 12
23:10:56.700: Vil LCP: I CONFACK [REQsent] id 1 len 15
*Mar 12 23:10:56.700: Vil LCP: AuthProto MS-CHAP
(0x0305C22380) *Mar 12 23:10:56.704: Vvil LCP:
MagicNumber 0x4E1B09B8 (0x05064E1B09B8) *Mar 12
23:10:56.704: Vil LCP: I CONFREQ [ACKrcvd] id 2 len 14
*Mar 12 23:10:56.704: Vil LCP: MagicNumber 0x595E7636
(0x0506595E7636) *Mar 12 23:10:56.704: Vil LCP: PFC
(0x0702) *Mar 12 23:10:56.704: Vil LCP: ACFC (0x0802)
*Mar 12 23:10:56.704: Vil LCP: O CONFACK [ACKrcvd] id 2
len 14 *Mar 12 23:10:56.708: Vil LCP: MagicNumber
0x595E7636 (0x0506595E7636) *Mar 12 23:10:56.708: Vil
LCP: PFC (0x0702) *Mar 12 23:10:56.708: Vil LCP: ACFC
(0x0802) *Mar 12 23:10:56.708: Vil LCP: State is Open
*Mar 12 23:10:56.708: Vil PPP: Phase is AUTHENTICATING,
by this end [0 sess, 0 load] *Mar 12 23:10:56.708: Vil
MS-CHAP: O CHALLENGE id 28 len 21 from angela *Mar 12
23:10:56.852: Vil LCP: I IDENTIFY [Open] id 3 len 18
magic 0x595E7636 MSRASV5.00 *Mar 12 23:10:56.872: Vil
LCP: I IDENTIFY [Open] id 4 len 27 magic 0x595E7636
MSRAS-1- RSHANMUG-W2K1 *Mar 12 23:10:56.880: Vil MS-
CHAP: I RESPONSE id 28 len 57 from tac *Mar 12
23:10:56.880: AAA: parse name=Virtual-Accessl idb
type=21 tty=-1 *Mar 12 23:10:56.880: AAA: name=Virtual-
Accessl flags=0x1l1l type=5 shelf=0 slot=0 adapter=0
port=1 channel=0 *Mar 12 23:10:56.884: AAA/MEMORY:
create_user (0x6273D024) user='tac' ruser=''"
port='Virtual-Accessl' rem_addr='"' authen_type=MSCHAP
service=PPP priv=1 *Mar 12 23:10:56.884:
AAA/AUTHEN/START (3634835145): port='Virtual-Accessl'
list='"' action=LOGIN service=PPP *Mar 12 23:10:56.884:
AAA/AUTHEN/START (3634835145): using default list *Mar
12 23:10:56.884: AAA/AUTHEN/START (3634835145):
Method=radius (radius) *Mar 12 23:10:56.884: RADIUS:
ustruct sharecount=0 *Mar 12 23:10:56.884: RADIUS:
Initial Transmit Virtual-Accessl id 173
10.200.20.245:1645, Access-Request, len 129 *Mar 12
23:10:56.884: Attribute 4 6 0AC81402 *Mar 12
23:10:56.884: Attribute 5 6 00000001 *Mar 12
23:10:56.884: Attribute 61 6 00000001 *Mar 12
23:10:56.884: Attribute 1 5 7461631A *Mar 12
23:10:56.884: Attribute 26 16 000001370BOA0053 *Mar 12
23:10:56.884: Attribute 26 58 0000013701341C01 *Mar 12




23:10:56.884: Attribute 6 6 00000002 *Mar 12
23:10:56.884: Attribute 7 6 00000001 *Mar 12
23:10:56.900: RADIUS: Received from id 173
10.200.20.245:1645, Access-Accept, len 116 *Mar 12
23:10:56.900: Attribute 7 6 00000001 *Mar 12
23:10:56.900: Attribute 6 6 00000002 *Mar 12
23:10:56.900: Attribute 25 32 502605A6 *Mar 12
23:10:56.900: Attribute 26 40 000001370C22F6D5 *Mar 12
23:10:56.900: Attribute 26 12 000001370A061C4E *Mar 12
23:10:56.900: AAA/AUTHEN (3634835145): status = PASS
*Mar 12 23:10:56.900: Vil AAA/AUTHOR/LCP: Authorize LCP
*Mar 12 23:10:56.900: Vil AAA/AUTHOR/LCP (1995716469):
Port='Virtual-Accessl' list='' service=NET *Mar 12
23:10:56.900: AAA/AUTHOR/LCP: Vil (1995716469)
user='tac' *Mar 12 23:10:56.900: Vil AAA/AUTHOR/LCP
(1995716469) : send AV service=ppp *Mar 12 23:10:56.900:
Vil AAA/AUTHOR/LCP (1995716469): send AV protocol=lcp
*Mar 12 23:10:56.900: Vil AAA/AUTHOR/LCP (1995716469):
found list default *Mar 12 23:10:56.904: Vil
AAA/AUTHOR/LCP (1995716469) : Method=radius (radius) *Mar
12 23:10:56.904: RADIUS: unrecognized Microsoft VSA type
10 *Mar 12 23:10:56.904: Vil AAA/AUTHOR (1995716469) :
Post authorization status = PASS_REPL *Mar 12
23:10:56.904: vil AAA/AUTHOR/LCP: Processing AV
service=ppp *Mar 12 23:10:56.904: Vil AAA/AUTHOR/LCP:
Processing AV
mschap_mppe_keys*1plT11=1v101~11alWl1151\1vIiM1#11z1 1k1}
111 *Mar 12 23:10:56.904: Vil MS-CHAP: O SUCCESS id 28
len 4 *Mar 12 23:10:56.904: Vil PPP: Phase is UP [0
sess, 0 load] *Mar 12 23:10:56.904: Vil AAA/AUTHOR/FSM:
(0): Can we start IPCP? *Mar 12 23:10:56.904: Vil
AAA/AUTHOR/FSM (2094713042): Port='Virtual-Accessl'
list='"' service=NET *Mar 12 23:10:56.904:
AAA/AUTHOR/FSM: Vil (2094713042) user='tac' *Mar 12
23:10:56.904: Vil AAA/AUTHOR/FSM (2094713042): send AV
service=ppp *Mar 12 23:10:56.904: Vil AAA/AUTHOR/FSM
(2094713042) : send AV protocol=ip *Mar 12 23:10:56.904:
Vil AAA/AUTHOR/FSM (2094713042): found list default *Mar
12 23:10:56.904: Vil AAA/AUTHOR/FSM (2094713042):
Method=radius (radius) *Mar 12 23:10:56.908: RADIUS:
unrecognized Microsoft VSA type 10 *Mar 12 23:10:56.908:
Vil AAA/AUTHOR (2094713042): Post authorization status =
PASS_REPL *Mar 12 23:10:56.908: Vil AAA/AUTHOR/FSM: We
can start IPCP *Mar 12 23:10:56.908: Vil IPCP: O CONFREQ
[Closed] id 1 len 10 *Mar 12 23:10:56.908: Vil IPCP:
Address 172.16.10.100 (0x0306AC100A64) *Mar 12
23:10:57.040: Vil CCP: I CONFREQ [Not negotiated] id 5
len 10 *Mar 12 23:10:57.040: Vil CCP: MS-PPC supported
bits 0x01000001 (0x120601000001) *Mar 12 23:10:57.040:
Vil LCP: O PROTREJ [Open] id 2 len 16 protocol CCP
(0x80FD0105000A120601000001) *Mar 12 23:10:57.052: Vil
IPCP: I CONFREQ [REQsent] id 6 len 34 *Mar 12
23:10:57.052: vil IPCP: Address 0.0.0.0 (0x030600000000)
*Mar 12 23:10:57.052: Vil IPCP: PrimaryDNS 0.0.0.0
(0x810600000000) *Mar 12 23:10:57.052: Vil IPCP:
PrimaryWINS 0.0.0.0 (0x820600000000) *Mar 12
23:10:57.052: Vil IPCP: SecondaryDNS 0.0.0.0
(0x830600000000) *Mar 12 23:10:57.052: Vil IPCP:
SecondaryWINS 0.0.0.0 (0x840600000000) *Mar 12
23:10:57.052: Vil AAA/AUTHOR/IPCP: Start. Her address
0.0.0.0, we want 0.0.0.0 *Mar 12 23:10:57.056: Vil
AAA/AUTHOR/IPCP: Processing AV service=ppp *Mar 12
23:10:57.056: Vil AAA/AUTHOR/IPCP: Processing AV
mschap_mppe_keys*1plT11=1v101~11alWwl1151\1vIiM1#11z1 1k1}




111 *Mar 12 23:10:57.056: Vil AAA/AUTHOR/IPCP:
Authorization succeeded *Mar 12 23:10:57.056: Vil
AAA/AUTHOR/IPCP: Done. Her address 0.0.0.0, we want
0.0.0.0 *Mar 12 23:10:57.056: Vil IPCP: Pool returned
172.16.10.1 *Mar 12 23:10:57.056: Vil IPCP: O CONFREJ
[REQsent] id 6 len 28 *Mar 12 23:10:57.056: Vil IPCP:
PrimaryDNS 0.0.0.0 (0x810600000000) *Mar 12
23:10:57.056: Vil IPCP: PrimaryWINS 0.0.0.0
(0x820600000000) *Mar 12 23:10:57.056: Vil IPCP:
SecondaryDNS 0.0.0.0 (0x830600000000) *Mar 12
23:10:57.056: Vil IPCP: SecondaryWINS 0.0.0.0
(0x840600000000) *Mar 12 23:10:57.060: Vil IPCP: I
CONFACK [REQsent] id 1 len 10 *Mar 12 23:10:57.060: Vil
IPCP: Address 172.16.10.100 (0x0306AC100A64) *Mar 12
23:10:57.192: vil IPCP: I CONFREQ [ACKrcvd] id 7 len 10
*Mar 12 23:10:57.192: Vil IPCP: Address 0.0.0.0
(0x030600000000) *Mar 12 23:10:57.192: Vil
AAA/AUTHOR/IPCP: Start. Her address 0.0.0.0, we want
172.16.10.1 *Mar 12 23:10:57.192: Vil AAA/AUTHOR/IPCP:
Processing AV service=ppp *Mar 12 23:10:57.192: Vil
AAA/AUTHOR/IPCP: Processing AV
mschap_mppe_keys*1plT11=1v101~11alWwl1151\1vIiM1#11z1 1k1}
111 *Mar 12 23:10:57.192: Vil AAA/AUTHOR/IPCP:
Authorization succeeded *Mar 12 23:10:57.192: Vil
AAA/AUTHOR/IPCP: Done. Her address 0.0.0.0, we want
172.16.10.1 *Mar 12 23:10:57.192: Vil IPCP: O CONFNAK
[ACKrcvd] id 7 len 10 *Mar 12 23:10:57.192: Vil IPCP:
Address 172.16.10.1 (0x0306AC100A01) *Mar 12
23:10:57.324: Vil IPCP: I CONFREQ [ACKrcvd] id 8 len 10
*Mar 12 23:10:57.324: Vil IPCP: Address 172.16.10.1
(0x0306AC100A01) *Mar 12 23:10:57.324: Vil
AAA/AUTHOR/IPCP: Start. Her address 172.16.10.1, we want
172.16.10.1 *Mar 12 23:10:57.324: Vil AAA/AUTHOR/IPCP
(413757991) : Port='Virtual-Accessl' list='"' service=NET
*Mar 12 23:10:57.324: AAA/AUTHOR/IPCP: Vil (413757991)
user='tac' *Mar 12 23:10:57.324: Vil AAA/AUTHOR/IPCP
(413757991) : send AV service=ppp *Mar 12 23:10:57.324:
Vil AAA/AUTHOR/IPCP (413757991): send AV protocol=ip
*Mar 12 23:10:57.324: Vil AAA/AUTHOR/IPCP (413757991):
send AV addr*172.16.10.1 *Mar 12 23:10:57.324: Vil
AAA/AUTHOR/IPCP (413757991): found list default *Mar 12
23:10:57.324: Vil AAA/AUTHOR/IPCP (413757991):
Method=radius (radius) *Mar 12 23:10:57.324: RADIUS:
unrecognized Microsoft VSA type 10 *Mar 12 23:10:57.324:
Vil AAA/AUTHOR (413757991): Post authorization status =
PASS_REPL *Mar 12 23:10:57.324: Vil AAA/AUTHOR/IPCP:
Reject 172.16.10.1, using 172.16.10.1 *Mar 12
23:10:57.328: Vil AAA/AUTHOR/IPCP: Processing AV
service=ppp *Mar 12 23:10:57.328: Vil AAA/AUTHOR/IPCP:
Processing AV
mschap_mppe_keys*1plT11=1v101~11alWl1151\1vIiM1#11z1 1k1}
111 *Mar 12 23:10:57.328: Vil AAA/AUTHOR/IPCP:
Processing AV addr*172.16.10.1 *Mar 12 23:10:57.328: Vil
AAA/AUTHOR/IPCP: Authorization succeeded *Mar 12
23:10:57.328: Vil AAA/AUTHOR/IPCP: Done. Her address
172.16.10.1, we want 172.16.10.1 *Mar 12 23:10:57.328:
Vil IPCP: O CONFACK [ACKrcvd] id 8 len 10 *Mar 12
23:10:57.328: Vil IPCP: Address 172.16.10.1
(0x0306AC100A01) *Mar 12 23:10:57.328: Vil IPCP: State
is Open *Mar 12 23:10:57.332: Vil IPCP: Install route to
172.16.10.1 *Mar 12 23:10:57.904: $LINEPROTO-5-UPDOWN:
Line protocol on Interface Virtual-Accessl, changed
state to up *Mar 12 23:11:06.324: Vil LCP: I ECHOREP
[Open] id 1 len 12 magic 0x595E7636 *Mar 12




[23:11:06.324: Vil LCP: Received id 1, sent id 1, line up ||

angela#show vpdn
L2TP Tunnel and Session Information Total tunnels 1 sessions 1

LocID RemID Remote Name State Remote Address Port Sessions
8663 5 RSHANMUG-W2K1l.c est 192.168.1.56 1701 1
LocID RemID TunID Intf Username State Last Chg Fastswitch
44 1 8663 Vil tac est 00:00:18 enabled

%No active L2F tunnels

%No active PPTP tunnels

%No active PPPoE tunnels

*Mar 12 23:11:16.332: Vil LCP: I ECHOREP [Open] id 2 len 12 magic
0x595E7636

*Mar 12 23:11:16.332: Vil LCP: Received id 2, sent id 2, line upsh caller

ip
Line UserIP AddressLocal NumberRemote Number<->
Vil tacl72.16.10.1--in

angela#show ip route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1l - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is 10.200.20.1 to network 0.0.0.0

172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks

C172.16.10.0/24 is directly connected, Loopback0

C172.16.10.1/32 is directly connected, Virtual-Accessl

10.0.0.0/24 is subnetted, 1 subnets

C10.200.20.0 is directly connected, Ethernet0/0

S 192.168.1.0/24 [1/0] via 10.200.20.250

S* 0.0.0.0/0 [1/0] via 10.200.20.1

*Mar 12 23:11:26.328: Vil LCP: I ECHOREP [Open] id 3 len 12 magic
0x595E7636
*Mar 12 23:11:26.328: Vil LCP: Received id 3, sent id 3, line upl72.16.10.1

angela#ping 172.16.10.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.10.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 156/160/168 ms

BE{0ERL

interface virtual-template 1® T~ (Zppp encrypt mppe 401X > RZEML £ T,
VRTEBRSUNABIREATVWAR CEZRABEL T EEL,

*Mar 12 23:27:36.608: L2TP: I SCCRQ from RSHANMUG-W2Kl.cisco.com tnl 13
*Mar 12 23:27:36.608: Tnl 31311 L2TP: New tunnel created for remote
RSHANMUG-W2K1.cisco.com, address 192.168.1.56

*Mar 12 23:27:36.608: Tnl 31311 L2TP: O SCCRP to RSHANMUG-W2K1l.cisco.com
tnlid 13

*Mar 12 23:27:36.612: Tnl 31311 L2TP: Tunnel state change from idle to
wait-ctl-reply

*Mar 12 23:27:36.772: Tnl 31311 L2TP: I SCCCN from RSHANMUG-W2K1l.cisco.com
tnl 13

*Mar 12 23:27:36.772: Tnl 31311 L2TP: Tunnel state change from

MicrosoftZ7 2 A4 7



wait-ctl-reply to established
*Mar 12 23:27:36.
*Mar 12 23:27:36.
tnl 13
*Mar 12 23:27:36.
*Mar 12 23:27:36.
to wait-connect

*Mar 12 23:27:
*Mar 12 23:27:
RSHANMUG-W2K1 .
*Mar 12 23:27:
RSHANMUG-W2K1 .
*Mar 12 23:27:

36.
36.

776:
780:

780:
780:

780:
780:

Tnl 31311 L2TP: SM State established
Tnl 31311 L2TP: I ICRQ from RSHANMUG-W2K1l.cisco.com

Tnl/Cl 31311/52 L2TP: Session FS enabled
Tnl/Cl 31311/52 L2TP: Session state change from idle

Tnl/Cl 31311/52 L2TP: New session created
T™nl/Cl 31311/52 L2TP: O ICRP to

cisco.com 13/1

36.

924:

T™nl/Cl 31311/52 L2TP: I ICCN from

cisco.com tnl 13, cl 1

36.

928:

Tnl/Cl 31311/52 L2TP: Session state change from

wait-connect to established

*Mar
*Mar
*Mar
*Mar
*Mar

12
12
12
12
12

23:
23:
23:
23:
23:

27

27

state to up

*Mar
*Mar
*Mar

12
12
12

0 loadl

*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
sess,
*Mar
*Mar

12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12

0
12
12

23
23
23

23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:

127
127
127

27

27

27

27

27

27

27

27

load]

23

127
23:27:
0x4B4817ED MSRASV5.00

27 :
27 :

:36.
27 :
27 :

36.
36.

:36.
27 :

36.

36.
36.
36.

36.
36.

:38.
27 :
27 :
27 :
27 :
27 :

38.
38.
38.
38.
38.

:38.
27 :
27 :

38.
38.

:38.
27 :
27 :

38.
38.

:38.
27 :
27 :

38.
38.

:38.
27 :
27 :
27 :
27 :
27 :

38.
38.
38.
38.
39.

:39.
27 :
27 :

39.
39.

:39.
27 :
27 :
27 :
27 :
27 :

39.
39.
39.
39.
39.

:39.
27 :
27 :

39.
39.

39.
39.

928:
928:
928:
972:
976:

976:
976:
976:

976:
976:
976:
976:
976:
976:
976:
984:
984:
984:
984:
984:
984:
984:
984:
984:
984:
984:
984:
984:
988:
988:
096:
096:
096:
128:
128:
128:
128:
128:
128:
128:
128:
128:
128:

128:
260:

*Mar 12 23:27:39.288:

Vil VPDN: Virtual interface created for

Vil PPP: Phase is DOWN, Setup [0 sess, 0 load]

Vil VPDN: Clone from Vtemplate 1 filterPPP=0 blocking
Tnl/Cl 31311/52 L2TP: Session with no hwidb
$LINK-3-UPDOWN: Interface Virtual-Accessl, changed

Vil PPP: Using set call direction
Vil PPP: Treating connection as a callin
Vil PPP: Phase is ESTABLISHING, Passive Open [0 sess,

Vil LCP: State is Listen

Vil VPDN: Bind interface direction=2

Vil LCP: TIMEout: State Listen

Vil AAA/AUTHOR/FSM: (0): LCP succeeds trivially
Vil LCP: O CONFREQ [Listen] id 1 len 15

Vil LCP: AuthProto MS-CHAP (0x0305C22380)

Vil LCP: MagicNumber 0x4E2A5593 (0x05064E2A5593)
Vil LCP: I CONFREQ [REQsent] id 1 len 44

Vil LCP: MagicNumber 0x4B4817ED (0x05064B4817ED)
Vil LCP: PFC (0x0702)

Vil LCP: ACFC (0x0802)

Vil LCP: Callback 6 (0x0D0306)

Vil LCP: MRRU 1614 (0x1104064E)

Vil LCP: EndpointDisc 1 Local

Vil LCP: (0x1317012E07E41982EB4EF790F1BF1862)
Vil LCP: (0x10DOAC0O000000A)

Vil LCP: O CONFREJ [REQsent] id 1 len 34

Vil LCP: Callback 6 (0x0D0306)

Vil LCP: MRRU 1614 (0x1104064E)

Vil LCP: EndpointDisc 1 Local

Vil LCP: (0x1317012E07E41982EB4EF790F1BF1862)
Vil LCP: (0x10DOAC0O000000A)

Vil LCP: I CONFACK [REQsent] id 1 len 15

Vil LCP: AuthProto MS-CHAP (0x0305C22380)

Vil LCP: MagicNumber 0x4E2A5593 (0x05064E2A5593)
Vil LCP: I CONFREQ [ACKrcvd] id 2 len 14

Vil LCP: MagicNumber 0x4B4817ED (0x05064B4817ED)
Vil LCP: PFC (0x0702)

Vil LCP: ACFC (0x0802)

Vil LCP: O CONFACK [ACKrcvd] id 2 len 14

Vil LCP: MagicNumber 0x4B4817ED (0x05064B4817ED)
Vil LCP: PFC (0x0702)

Vil LCP: ACFC (0x0802)

Vil LCP: State is Open

Vil PPP: Phase is AUTHENTICATING, by this end [0

Vil MS-CHAP: O CHALLENGE id 32 len 21 from angela
Vil LCP: I IDENTIFY [Open] id 3 len 18 magic

Vil LCP: I IDENTIFY [Open] id 4 len 27 magic



0x4B4817ED MSRAS-1- RSHANMUG-W2K1
*Mar 12 23:27:39.296: Vil MS-CHAP: I RESPONSE id 32 len 57 from tac

*Mar 12 23:27:39.296: AAA: parse name=Virtual-Accessl idb type=21 tty=-1
*Mar 12 23:27:39.296: AAA: name=Virtual-Accessl flags=0xll type=5 shelf=0
slot=0 adapter=0 port=1 channel=0
*Mar 12 23:27:39.296: AAA/MEMORY: (0x6273D528)

create_user user="'tac'

ruser='"' port='Virtual-Accessl' rem_addr='"' authen_type=MSCHAP service=PPP
priv=1

*Mar 12 23:27:39.296: AAA/AUTHEN/START (2410248116): port='Virtual-Accessl'
list='"' action=LOGIN service=PPP

*Mar 12 23:27:39.296: AAA/AUTHEN/START (2410248116): using default list
*Mar 12 23:27:39.296: AAA/AUTHEN/START (2410248116): Method=radius (radius)
*Mar 12 23:27:39.296: RADIUS: ustruct sharecount=0

*Mar 12 23:27:39.300: RADIUS: Initial Transmit Virtual-Accessl id 181
10.200.20.245:1645, Access-Request, len 129

*Mar 12 23:27:39.300: Attribute 4 6 0AC81402

*Mar 12 23:27:39.300: Attribute 5 6 00000001

*Mar 12 23:27:39.300: Attribute 61 6 00000001

*Mar 12 23:27:39.300: Attribute 1 5 7461631A

*Mar 12 23:27:39.300: Attribute 26 16 000001370BOAFC72

*Mar 12 23:27:39.300: Attribute 26 58 0000013701342001

*Mar 12 23:27:39.300: Attribute 6 6 00000002

*Mar 12 23:27:39.300: Attribute 7 6 00000001

*Mar 12 23:27:39.312: RADIUS: Received from id 181 10.200.20.245:1645,
Access-Accept, len 116

*Mar 12 23:27:39.312: Attribute 7 6 00000001

*Mar 12 23:27:39.312: Attribute 6 6 00000002

*Mar 12 23:27:39.312: Attribute 25 32 502EO5AE

*Mar 12 23:27:39.312: Attribute 26 40 000001370C225042

*Mar 12 23:27:39.312: Attribute 26 12 000001370A06204E

*Mar 12 23:27:39.312: AAA/AUTHEN (2410248116): status = PASS

*Mar 12 23:27:39.316: Vil AAA/AUTHOR/LCP: Authorize LCP

*Mar 12 23:27:39.316: Vil AAA/AUTHOR/LCP (2365724222):
Port='Virtual-Accessl' list='' service=NET

*Mar 12 23:27:39.316: AAA/AUTHOR/LCP: Vil (2365724222) user='tac'

*Mar 12 23:27:39.316: Vil AAA/AUTHOR/LCP (2365724222): send AV service=ppp
*Mar 12 23:27:39.316: Vil AAA/AUTHOR/LCP (2365724222): send AV protocol=lcp
*Mar 12 23:27:39.316: Vil AAA/AUTHOR/LCP (2365724222): found list default
*Mar 12 23:27:39.316: Vil AAA/AUTHOR/LCP (2365724222): Method=radius
(radius)

*Mar 12 23:27:39.316: RADIUS: unrecognized Microsoft VSA type 10

*Mar 12 23:27:39.316: Vil AAA/AUTHOR (2365724222): Post authorization
status = PASS_REPL

*Mar 12 23:27:39.316: Vil AAA/AUTHOR/LCP:
*Mar 12 23:27:39.316: Vil AAA/AUTHOR/LCP: Processing AV
mschap_mppe_keys*1plTl11=1v101~11alwl1151\1VvIMI1#11Z1 1k1}111

Processing AV service=ppp

*Mar 12 23:27:39.316: Vil MS-CHAP: O SUCCESS id 32 len 4

*Mar 12 23:27:39.316: Vil PPP: Phase is UP [0 sess, 0 loadl

*Mar 12 23:27:39.316: Vil AAA/AUTHOR/FSM: (0): Can we start IPCP?

*Mar 12 23:27:39.320: Vil AAA/AUTHOR/FSM (1499311111):
Port='Virtual-Accessl' list='' service=NET

*Mar 12 23:27:39.320: AAA/AUTHOR/FSM: Vil (1499311111) user='tac'

*Mar 12 23:27:39.320: Vil AAA/AUTHOR/FSM (1499311111): send AV service=ppp
*Mar 12 23:27:39.320: Vil AAA/AUTHOR/FSM (1499311111): send AV protocol=ip
*Mar 12 23:27:39.320: Vil AAA/AUTHOR/FSM (1499311111): found list default
*Mar 12 23:27:39.320: Vil AAA/AUTHOR/FSM (1499311111): Method=radius
(radius)

*Mar 12 23:27:39.320: RADIUS: unrecognized Microsoft VSA type 10

*Mar 12 23:27:39.320: Vil AAA/AUTHOR (1499311111): Post authorization
status = PASS_REPL

*Mar 12 23:27:39.320: Vil AAA/AUTHOR/FSM: We can start IPCP

*Mar 12 23:27:39.320: Vil IPCP: O CONFREQ [Closed] id 1 len 10

*Mar 12 23:27:39.320: Vil IPCP: Address 172.16.10.100 (0x0306AC100A64)
*Mar 12 23:27:39.320: Vil AAA/AUTHOR/FSM: (0): Can we start CCP?



*Mar 12 23:27:39.

Port='Virtual-Accessl'

*Mar 12 23:27:39.
*Mar 12 23:27:39.
*Mar 12 23:27:39.
*Mar 12 23:27:39.
*Mar 12 23:27:39.
(radius)

*Mar 12 23:27:39.
*Mar 12 23:27:39.
= PASS_REPL

*Mar 12 23:27:39.
*Mar 12 23:27:39.
*Mar 12 23:27:39.
(0x120601000020)
*Mar 12 23:27:39.
*Mar 12 23:27:39.
(0x120601000001)
*Mar 12 23:27:39.
AV's

*Mar 12 23:27:39.
*Mar 12 23:27:39.

320:

324:
324:
324:
324:
324:

324:
324:

324:
324:
324:

460:
460:

460:

460:
460:

Vil AAA/AUTHOR/FSM (327346364):

list='"' service=NET
AAA/AUTHOR/FSM: Vil (327346364) user='tac'
Vil AAA/AUTHOR/FSM (327346364): send AV service=ppp
Vil AAA/AUTHOR/FSM (327346364): send AV protocol=ccp
Vil AAA/AUTHOR/FSM (327346364): found list default
Vil AAA/AUTHOR/FSM (327346364): Method=radius
RADIUS: unrecognized Microsoft VSA type 10
Vil AAA/AUTHOR (327346364): Post authorization status

Vil AAA/AUTHOR/FSM: We can start CCP
Vil CCP: O CONFREQ [Closed] id 1 len 10
Vil CCP: MS-PPC supported bits 0x01000020

Vil CCP: I CONFREQ [REQsent] id 5 len 10
Vil CCP: MS-PPC supported bits 0x01000001

Vil AAA/AUTHOR/FSM: Check for unauthorized mandatory

Vil AAA/AUTHOR/FSM: Processing AV service=ppp
Vil AAA/AUTHOR/FSM: Processing AV

mschap_mppe_keys*1plT11=1v101~11alwll1151\1vIMI#1171 1k1}111

*Mar 12 23:27:39.
*Mar 12 23:27:39.
*Mar 12 23:27:39.
(0x120601000020)
*Mar 12 23:27:39.
*Mar 12 23:27:39.
*Mar 12 23:27:39.
*Mar 12 23:27:39.
*Mar 12 23:27:39.
*Mar 12 23:27:39.
*Mar 12 23:27:39.
want 0.0.0.0

*Mar 12 23:27:39.
*Mar 12 23:27:39.

460:
464 :
464 :

472:
472:
472:
472:
472:
472:
472:

472:
472:

Vil AAA/AUTHOR/FSM: Succeeded
Vil CCP: O CONFNAK [REQsent] id 5 len 10
Vil CCP: MS-PPC supported bits 0x01000020

Vil IPCP: I CONFREQ [REQsent] id 6 len 34

Vil IPCP: Address 0.0.0.0 (0x030600000000)

Vil IPCP: PrimaryDNS 0.0.0.0 (0x810600000000)
Vil IPCP: PrimaryWINS 0.0.0.0 (0x820600000000)
Vil IPCP: SecondaryDNS 0.0.0.0 (0x830600000000)
Vil IPCP: SecondaryWINS 0.0.0.0 (0x840600000000)

Vil AAA/AUTHOR/IPCP: Start. Her address 0.0.0.0, we

Vil AAA/AUTHOR/IPCP: Processing AV service=ppp
Vil AAA/AUTHOR/IPCP: Processing AV

mschap_mppe_keys*1plT11=1v101~11alwll1151\1vIMI#1171 1k1}111

*Mar 12 23:27:39.
*Mar 12 23:27:39.
want 0.0.0.0

*Mar 12 23:27:39.
*Mar 12 23:27:39.
*Mar 12 23:27:39.
*Mar 12 23:27:39.
*Mar 12 23:27:39.
*Mar 12 23:27:39.
*Mar 12 23:27:39.
*Mar 12 23:27:39.
*Mar 12 23:27:39.
*Mar 12 23:27:39.
(0x120601000020)
*Mar 12 23:27:39.
*Mar 12 23:27:39.
(0x120601000020)
*Mar 12 23:27:39.
AV's

*Mar 12 23:27:39.
*Mar 12 23:27:39.

472:
472:

472 :
476
476
476
476
476
480:
484 :
488:
488:

596:
596:

596:

596:
596:

Vil AAA/AUTHOR/IPCP: Authorization succeeded
Vil AAA/AUTHOR/IPCP: Done. Her address 0.0.0.0, we

Vil IPCP: Pool returned 172.16.10.1
Vil IPCP: O CONFREJ [REQsent] id 6 len 28

Vil IPCP: PrimaryDNS 0.0.0.0 (0x810600000000)
Vil IPCP: PrimaryWINS 0.0.0.0 (0x820600000000)
Vil IPCP: SecondaryDNS 0.0.0.0 (0x830600000000)
Vil IPCP: SecondaryWINS 0.0.0.0 (0x840600000000)
Vil IPCP: I CONFACK [REQsent] id 1 len 10

Vil IPCP: Address 172.16.10.100 (0x0306AC100A64)

Vil CCP: I CONFACK [REQsent] id 1 len 10
Vil CCP: MS-PPC supported bits 0x01000020

Vil CCP: I CONFREQ [ACKrcvd] id 7 len 10
Vil CCP: MS-PPC supported bits 0x01000020

Vil AAA/AUTHOR/FSM: Check for unauthorized mandatory

Vil AAA/AUTHOR/FSM: Processing AV service=ppp
Vil AAA/AUTHOR/FSM: Processing AV

mschap_mppe_keys*1plT11=1v101~11alwll1151\1vIMI#1171 1k1}111

*Mar 12 23:27:39.
*Mar 12 23:27:39.
*Mar 12 23:27:39.
(0x120601000020)

596:
596:
596:

Vil AAA/AUTHOR/FSM: Succeeded
Vil CCP: O CONFACK [ACKrcvd] id 7 len 10
Vil CCP: MS-PPC supported bits 0x01000020



*Mar 12 23:27:39.596: Vil CCP: State is Open
*Mar 12 23:27:39.600: Vil MPPE: Generate keys using RADIUS data
*Mar 12 23:27:39.600: Vil MPPE: Initialize keys

*Mar 12 23:27:39.600: Vil MPPE: [40 bit encryption] [stateless mode]
*Mar 12 23:27:39.620: Vil IPCP: I CONFREQ [ACKrcvd] id 8 len 10
*Mar 12 23:27:39.620: Vil IPCP: Address 0.0.0.0 (0x030600000000)

*Mar 12 23:27:39.620: Vil AAA/AUTHOR/IPCP: Start. Her address 0.0.0.0, we
want 172.16.10.1

*Mar 12 23:27:39.620: Vil AAA/AUTHOR/IPCP: Processing AV service=ppp

*Mar 12 23:27:39.620: Vil AAA/AUTHOR/IPCP: Processing AV
mschap_mppe_keys*1plTl11=1v101~11alwl1151\1VvIMI1#11Z1 1k1}111

*Mar 12 23:27:39.620: Vil AAA/AUTHOR/IPCP: Authorization succeeded

*Mar 12 23:27:39.620: Vil AAA/AUTHOR/IPCP: Done. Her address 0.0.0.0, we
want 172.16.10.1

*Mar 12 23:27:39.624: Vil IPCP: O CONFNAK [ACKrcvd] id 8 len 10

*Mar 12 23:27:39.624: Vil IPCP: Address 172.16.10.1 (0x0306AC100A01)
*Mar 12 23:27:39.756: Vil IPCP: I CONFREQ [ACKrcvd] id 9 len 10
*Mar 12 23:27:39.756: Vil IPCP: Address 172.16.10.1 (0x0306AC100A01)

*Mar 12 23:27:39.756: Vil AAA/AUTHOR/IPCP: Start. Her address 172.16.10.1,
we want 172.16.10.1

*Mar 12 23:27:39.756: Vil AAA/AUTHOR/IPCP (2840659706) :
Port='Virtual-Accessl' list='' service=NET

*Mar 12 23:27:39.756: AAA/AUTHOR/IPCP: Vil (2840659706) user='tac'

*Mar 12 23:27:39.756: Vil AAA/AUTHOR/IPCP (2840659706): send AV service=ppp
*Mar 12 23:27:39.756: Vil AAA/AUTHOR/IPCP (2840659706): send AV protocol=ip
*Mar 12 23:27:39.756: Vil AAA/AUTHOR/IPCP (2840659706): send AV
addr+*172.16.10.1

*Mar 12 23:27:39.756: Vil AAA/AUTHOR/IPCP (2840659706): found list
default

*Mar 12 23:27:39.756: Vil AAA/AUTHOR/IPCP (2840659706): Method=radius
(radius)

*Mar 12 23:27:39.756: RADIUS: unrecognized Microsoft VSA type 10

*Mar 12 23:27:39.756: Vil AAA/AUTHOR (2840659706): Post authorization
status = PASS_REPL

*Mar 12 23:27:39.756: Vil AAA/AUTHOR/IPCP: Reject 172.16.10.1, using
172.16.10.1

*Mar 12 23:27:39.760: Vil AAA/AUTHOR/IPCP: Processing AV service=ppp

*Mar 12 23:27:39.760: Vil AAA/AUTHOR/IPCP: Processing AV
mschap_mppe_keys*1plTl11=1v101~11alwl1151\1VvIMI1#11Z1 1k1}111

*Mar 12 23:27:39.760: Vil AAA/AUTHOR/IPCP: Processing AV addr*172.16.10.1
*Mar 12 23:27:39.760: Vil AAA/AUTHOR/IPCP: Authorization succeeded

*Mar 12 23:27:39.760: Vil AAA/AUTHOR/IPCP: Done. Her address 172.16.10.1,
we want 172.16.10.1

*Mar 12 23:27:39.760: Vil IPCP: O CONFACK [ACKrcvd] id 9 len 10

*Mar 12 23:27:39.760: Vil IPCP: Address 172.16.10.1 (0x0306AC100A01)
*Mar 12 23:27:39.760: Vil IPCP: State is Open

*Mar 12 23:27:39.764: Vil IPCP: Install route to 172.16.10.1

*Mar 12 23:27:40.316: SLINEPROTO-5-UPDOWN: Line protocol on Interface
Virtual-Accessl, changed state to up

*Mar 12 23:27:46.628: Vil LCP: I ECHOREP [Open] id 1 len 12 magic
0x4B4817ED

*Mar 12 23:27:46.628: Vil LCP: Received id 1, sent id 1, line up

*Mar 12 23:27:56.636: Vil LCP: I ECHOREP [Open] id 2 len 12 magic
0x4B4817ED

*Mar 12 23:27:56.636: Vil LCP: Received id 2, sent id 2, line upcaller ip
Line UserIP AddressLocal NumberRemote Number<->

vil tacl72.16.10.1--1in

angela#show ppp mppe virtual-Access 1
Interface Virtual-Accessl (current connection)
Software encryption, 40 bit encryption, Stateless mode
packets encrypted = 0 packets decrypted= 16
sent CCP resets =0 receive CCP resets = 0

0

next tx coherency = next rx coherency= 16



tx key changes = rx key changes= 16

Il
OIIOO

rx pkt dropped rx out of order pkt= 0
rx missed packets
*Mar 12 23:28:06.6
0x4B4817ED

*Mar 12 23:28:06.604: Vil LCP: Received id 3, sent id 3, line up

4: Vil LCP: I ECHOREP [Open] id 3 len 12 magic

angela#ping 172.16.10.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.10.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 188/196/204 ms

angela#show ppp mppe virtual-Access 1
Interface Virtual-Accessl (current connection)
Software encryption, 40 bit encryption, Stateless mode

packets encrypted = 5 packets decrypted= 22
sent CCP resets =0 receive CCP resets = 0
next tx coherency = 5 next rx coherency= 22
tx key changes = 5 rx key changes= 22

rx pkt dropped = 0 rx out of order pkt= 0
rx missed packets = 0

angela#ping 172.16.10.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.10.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 184/200/232 ms
angela#ping 172.16.10.1sh ppp mppe virtual-Access 1

Interface Virtual-Accessl (current connection)

Software encryption, 40 bit encryption, Stateless mode

packets encrypted = 10 packets decrypted= 28
sent CCP resets =0 receive CCP resets = 0
next tx coherency = 10 next rx coherency= 28
tx key changes = 10 rx key changes= 28

rx pkt dropped = 0 rx out of order pkt= 0

rx missed packets = 0
angela#

debug N> R& show AN K

debug V> REFERATDEIC, "FNY Y IR ROEERER, 2SRBLTLKEEV,

TORTYINAVER=TVR Y= (BRI—YERH) (OIT) F, HED show I RZEYH
R—HhLETF, OIT ZFEAL T, show ANV ROH IO DM ERRLET,

EECBHELEVGEER. RPROFNYITCROOYY RFEEFIET,

. debug aaa authentication : AAA/TACACS+ SREEICEE T 215 ERRLE T,

- debug aaa authorization : AAA/TACACS+ FAICB8 T2 1B8HERTLET,

- debug ppp negotiation : PPP ORBEFICIEEE N2 PPP/NT Y RZRRLET, PPP O
BREICE PPP A2 ar xS I—RENET,

. debug ppp authentication:Challenge Authentication Protocol(CHAP)/N ¥ K X #iX° Password
Authentication Protocol(PAP) R EQFRIA ORI XY £E—2ZKRTRUE T,
- debug radius - RADIUS (B8 E 32 7/\Y JOFMBEHRERTLET,

AL X #EET B A", Microsoft Point-to-Point Encryption(MPPE)BE S ICRAEN H B FE k. XD
WIFhAroIX REFEALET,


//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do

. debug ppp mppe packet : EEL REMPPERNT 7 1Y U ZFNTERRLET,

- debug ppp mppe event : EE7X MPPE OR4EZRRLET,

. debug ppp mppe detailed : F#i%x MPPE l§8Z X ~LE T,

. debug vpdn I12x-packets:Level 2 Forwarding(L2F) 7O R AV RE —EAT—RAICBET S
XV tE—2J72RRLULET,

. debugvpdnevents : BED NV RIIBALELRF Y Y REIOO—FHTHIDAR NCET
PAYVE—TDERRFLET,

- debugvpdnerrors : NI DEIZBETHIIS—., FL@FEISE N XRIILEIO—
ATBRIS—%2RRLET,

. debug vpdn packets : R D EZFE7ORIN NTY RNERRLET, COFT> a2 %E
Ae2&, REODTFNY T XvE—IHFEhEnd s, BERE—OT7I9T147 v 3
DEREODTNYIT Oy —EUTEAL TS EZL,

.showvpdn : 7774 7&1L2F7A RN N RI(VPDN)B KRON—=F ¥ LT SA R— KA
AVYIWTYTZY RD—O(NPDN) DAY t—JHBIFICET2HEH/RERTLET,

show vpdn ?ftt D vpdnEHE OshowdN > RZE R

A7ZVY b hZVDYT

TF—RIITAN—BZNFAEZ—Y M —ERA7ANM A —(ISP)L—XTHBDERELET,
Point-to-Point Tunneling Protocol(PPTP) N> XILAPCTT Y 795 &, PPTPIL—KNEBIDTF
T7HZILRNEKVEFGOWXRNDYITAVARN=IEND O, 13—V NERFKDNET,
CNEMRRTBDICIE, MicrosoftDIL—TFT 4 VT ZZBELTF 72 NZHIBRL, F7 2 KNIL—
R2BAVARM—ILLET (SO, PPTPUTAT U NIEIYETSNEZIPT RLAZE S TL
BDRENBVET, BEOHI TR, 172.16.10.1):

route delete 0.0.0.0
route add 0.0.0.0 mask 0.0.0.0 192.168.1.47 metric 1
route add 172.16.10.1 mask 255.255.255.0 192.168.1.47 metric 1

Nl | 12 Rl

CoTH. BEORSTAYI-FA LI EATEBBBERLET,

B 1 #EIICZhBEVIPSec

iR

PCA—HIEROXY t—IHFRTRENET,

Error connecting to L2TP:
Error 781: The encryption attempt failed because
no valid certificate was found.

BRRTT &

REBTSAR—RNED A ROUQZANT 41RO 3V ICBEL, [EF2VTFA1)2T %9
DY OLET, [F—E2ESEERTB|ATSIVEEMCLET,

BE2: T5— 789




R

JE—RIVE1—-REOHMBRIS I -3 RIlEF1IVT A BTREIS—ARELIL
O, L2TPERORATIRBMLU KL .

Microsoft Remote Access# & U'Policy Agentth —E Al&, L2TPARESLZRMHELEVED,
L2TPRZ 74 v VICERAE DR —ZERLET. ik, Microsoft Windows 2000
Advanced Server, Microsoft Windows 2000 Server, & & U*Microsoft Windows 2000
ProfessionallCi @A NhE 9,

BRT*E

LP2ARNUIT 4 X (Regedt32.exe)ZEAL T, HILWLZARNUINUZEML, IPSecZ &
#IC U E T, Regedt32.exelc DWW Tk, Microsoft®) RF 1 X MK EMicrosoft DAL T KEY
VESRBLTLEZY,

L2TP & 7z [ IPSeci#Z#t M & Windows 2000k — AN LT RR 4 > N2 E 1 —XIZProhibitlpSeclL
SANVEZEBMLT, L2ZTPB&LTIPSechT 71 Y VDOBEE 7 1L EANMERENBEVELSICT
DREN B ET, ProhibitlpSecL AN JEANICEREET N TVSHES, Windows 2000K— A
NDOAVE1I—REFCARAZFERATZEH 71 IILZEZERLERA, KDYIC, O—HILFELR
Active Directory IPSec’ R —Z2F I Y UL ETF, Windows 2000R— AN E1—XIC
ProbitlpSecL A N U EZEIMNT S IZIE. Regedt32.exeZFEHLTCLARNITZOF—%2ED
FET,

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\Rasman\Parameters

COF—ICXROLARNVEZEMLULET,

Value Name: ProhibitIpSec
Data Type: REG_DWORD
Value: 1

¥ EEEEMICTSICE. Windows 2000R— AN A E1—22BREBTHIHREN HYET,

BE3: PRIEBRECE VNTOEE

dA—HiF, FORILDBEIALENDEIICNASELIELNSTRIEENE T, ik, Microsofty T4
TURDSOLLTPOEKSBITAT RN BN RILTRESBEDH ) EB A,

PCA—HIZROXY - HFRRENET,

Connecting to 10.200.20.2..
Error 651: The modem(or other connecting device) has reported an error.
Router debugs:

*Mar 12 23:03:47.124: L2TP: I SCCRQ from RSHANMUG-W2Kl.cisco.com tnl 1
*Mar 12 23:03:47.124: Tnl 30107 L2TP: New tunnel created for remote
RSHANMUG-W2K1.cisco.com, address 192.168.1.56

*Mar 12 23:03:47.124: Tnl 30107 L2TP: O SCCRP to RSHANMUG-W2Kl.cisco.com
tnlid 1

*Mar 12 23:03:47.124: Tnl 30107 L2TP: Tunnel state change from idle to
wait-ctl-reply

*Mar 12 23:03:47.308: Tnl 30107 L2TP: I SCCCN from RSHANMUG-W2K1l.cisco.com



tnl 1

*Mar 12 23:03:47.308: T™nl 30107 L2TP: Got a Challenge Response in SCCCN
from RSHANMUG-W2K1.cisco.com

*Mar 12 23:03:47.308: AAA: parse name= idb type=-1 tty=-1

*Mar 12 23:03:47.308: AAA/MEMORY: create_user (0x6273D528) user='angela'
ruser='"' port='"' rem _addr='"' authen_type=CHAP service=PPP priv=1

*Mar 12 23:03:47.308: AAA/AUTHEN/START (4077585132): port='"' list='default'
action=SENDAUTH service=PPP

*Mar 12 23:03:47.308: AAA/AUTHEN/START (4077585132): found list default
*Mar 12 23:03:47.308: AAA/AUTHEN/START (4077585132): Method=radius (radius)
*Mar 12 23:03:47.308: AAA/AUTHEN/SENDAUTH (4077585132): no authenstruct
hwidb

*Mar 12 23:03:47.308: AAA/AUTHEN/SENDAUTH (4077585132): Failed sendauthen
for angela

*Mar 12 23:03:47.308: AAA/AUTHEN (4077585132): status = FAIL

*Mar 12 23:03:47.308: AAA/AUTHEN/START (4077585132): Method=LOCAL

*Mar 12 23:03:47.308: AAA/AUTHEN (4077585132): SENDAUTH no password for
angela

*Mar 12 23:03:47.308: AAA/AUTHEN (4077585132): status = ERROR

*Mar 12 23:03:47.308: AAA/AUTHEN/START (4077585132): no methods left to try
*Mar 12 23:03:47.308: AAA/AUTHEN (4077585132): status = ERROR

*Mar 12 23:03:47.308: AAA/AUTHEN/START (4077585132): failed to authenticate
*Mar 12 23:03:47.308: VPDN: authentication failed, couldn't find user
information for angela

*Mar 12 23:03:47.308: AAA/MEMORY: free_user (0x6273D528) user='angela'
ruser='"' port='"' rem _addr='"' authen_type=CHAP service=PPP priv=1

*Mar 12 23:03:47.312: Tnl 30107 L2TP: O StopCCN to

RSHANMUG-W2K1.cisco.com tnlid 1

*Mar 12 23:03:47.312: Tnl 30107 L2TP: Tunnel state change from
wait-ctl-reply to shutting-down

*Mar 12 23:03:47.320: Tnl 30107 L2TP: Shutdown tunnel

*Mar 12 23:03:47.320: Tnl 30107 L2TP: Tunnel state change from
shutting-down to idle

*Mar 12 23:03:47.324: L2TP: Could not find tunnel for tnl 30107, discarding
ICRQ ns 3 nr 1

*Mar 12 23:03:47.448: L2TP: Could not find tunnel for tnl 30107, discarding
ICRQ ns 3 nr 2

BOE TR

LAY2h> %V 70K)L(L2TP)

- TFIOR)AEEEZEMERL &= Windows 2000 & VPN 3000 Ot L —2B® L2TP over
IPSec ?5&EHl

. BREEZ [ 9 D PIX Firewall $ & ¥ Windows 2000 ¥/ E® L2TP Over IPSec §&%E

LAY 2 b XL ZORINL

NN=F YN TSAR=N XY NT—VDEE

-RADIUS TOLAY 2 hZLZ7ONINREDOREE

TOZHAILYR—BE RFI X2 - Cisco Systems

P
ANT
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