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CORFIXDNTIE, ASR5k T StarOS ® Layer 2 Tunneling Protocol ( L2TP ) ZR&k 935
E, BRTL2TP EF YU >4 ® L2TPTunnelDownPeerUnreachable 2 RS 7)1 — K33 5%
C2WTEHBALET,

L2TP OHEE

L2TP &, PPP DARA 2 NY —RA 2 NOBHEILRTDENDTT, L2TP Tlk b XKLL PPP
JL—LZEFEITHEHOOATEIEARXFREMHEEh, ChiZKY PPPIY RKRA NEZNT
YNARAAMYFRREXYRNDT—DETRNRIETEERT, L2TP IF, /1 X—FX Y hZ2EALTA
VSRV NEOY—ERZRHIDUE—RNTIOEARBOFUATRERE—BBVICEAETh
£9, ZOBRW Virtual Private Network ( VPN; NA—F ¥ )L 754 R—K XY RT—9 ) D%
NTY,

L2TP @ 2 DO EYEMER E LT, L2TP Access Concentrator ( LAC; L2TP 7OV £A > ®
~ RL—2%& ) & L2TP Network Server ( LNS; L2TP XY KD —0 =N ) HFH VYV ET,

-LAC: LACF LNS Iz g2ETTHY, FRILODIVRRANOFBIELTEELET
o LACIEUTE—N PPP EfiiZi&igL, JE—NELNSOFBICUELET.,. NT Y MNE
PPP ##5ZRBHLTUE—MNEHREL OB TEEAENET, INSEOBTRY &Y EhDNT
Y NE, L2TP R RIILEBBHLU TEHEEENET,

-LNS: LNS & LAC IZXTBETTHY ., FRILOIVRRAMNOFBIELTEELET



o LNS & LACPPP R XIILEYS IV ORIBERANTT, ChiFEHD LAC M XL
{EPPPEYZ a3 EEHNL, 7FAR—NZXYRND—=DICADEHICFERAETNET,
ENAILFYRD—OTOLLTP Oy RTYTHEMEEhELL (RORZESR)

in

L2TP Tlk. XD 2BEOX Y —> XA THEAENET,

CAVMO=L XY E=2  L2TP TR, O MO XY E—J&F—F XV E-D %54
DAY RA—=IL FYRLBELETF—E FrRILZEALTZEFTELLERT, 412N\ R 1O
hO=) FY¥RLTE., EFICALEODY NO-IEREEXY -, O-ILEEXY
=2 IZ—LAR=—BMXvE=2 &v>3> a2 O-)I XY E—IHEEThET,
O MO—LELEORIKEE LAC® LNS ICHEAOEOTRAZLS, O MO—)LEGEORILIC
BRETDRRILOREATLEZEACHENVOENTT, FRIODIV RRAVNET
&, HERBRRBOTFT v LIRS EAEHET,

TR XV E=D F=E AV E—JF, L2TP R RIIICEHENS PPP 7L —LDA
TEIILICERENET,

FHEEO—) 7O0-ERRIIBIALICODVTER, ATEZSRLTLSEZ L,

http://www.cisco.com/c/en/us/support/docs/dial-access/virtual-private-dialup-network-vpdn/23980-
12tp-23980.html
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http://www.cisco.com/c/en/us/support/wireless/asr-5000-series/products-installation-and-
configuration-quides-list.html

Dty NFYTICH TS ASR5x00

ASRS5K (& LAC & LNS OBEEICHISTEET,

L2TP LAC ® % R— b

L2TP &, L2TP Y23 ELTHTAITA/NPPP iz N> XD J$3HIIC, LAC &
LNSEIC L2TP O hO—J) R RILEBEILET, LACH—ERIE. GGSN EFLUT7—FF
OF X ICETVWTSY, BNEVY—AEWYYT, 9BXAvE—2, F—RuBRaEEFALE
To COREHICKRY LACH—E R, 18V 4000 BOEY NTYTXHEKRIGCEBZIDA
L=V NCRETEET, 1 DO RITHAGB5535 Y I VICRHISHEET, SATLE
LTk 32,000 DO N> FILZFERALT 500,000 60 L2TP Y 23> #R/SENTEET,

L2TP LNS O 7R— b

Layer 2 Tunneling Protocol &Y R —%2 #—/Y (LNS ) EUTEREENTWA S AT AR,
L2TP 7Ot A I RL—Z (LAC) ASOEFIATHBN—F¥I) T5A4R—K XY ND—
P (VPN) ORI ERIHE D HEERIFTEET,

L2TP (&, L2TP &Y 23> e L THTAUVSA/NPPP e N XU T T BHIIZ, LAC &
LNSEIIC L2TP O MNO—I)L MR EHWILET, 1 DO RILTHEA65535 v a>
(CXSTATRET, LNS B TFEA 500,000 Y>3 /S ENTEET,

INSDT7—FFUF vk GGSN ICELUL TWVWT, FIIF7LIOYo@=%=FAL T, LW
L2TP v a3z, 7S5V N7 A—LLOFERTEBRYTIRNIIT VIY—ABLV/\—RII
T VI=ARICARL—=BZONABLTATIDINIEYYHETET,

FMICOWTIE, PGW/GGSN B A RESBLTLSEEL,

ASRSk LD A FNAATH—EAZBIC T EHDRE

ASR5k T® LAC OEREH

apn test-apn
accounting-mode none
aaa group AAA
authentication msisdn-auth
ip context-name destination
tunnel 12tp peer-address 1.1.1.1 local-hostname lac_1l2tp

configure

context destination-gi

lac-service 12tp_service
allow called-number value apn
peer-1lns 1.1.1.1 encrypted secret pass
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bind address 1.1.1.2

ASR5k T® LNS OFEEHI

configure
context destination-gi
Ilns-service lns-svc
bind address 1.1.1.1
authentication { { [ allow-noauth | chap < pref > | mschap < pref > | | pap < pref > | msid-auth

}

F . BEAUIPAE—TIAALOEBROT RLA%Z, Bl2DLNS H—ERIZNA> RTE
£F9, L. E7 RLAF 1 DOILNS H—ERICLANA > RTEFBA, 512,
LNS H—ERAlF, LACH—ERGBEDMOT—EARAERBUARX—T T4 AICRK/NAR
TEFEHA,

Cisco 10S /Y14 AT® LNS DO REH

Chid CiscolOS NEREFELTHERATEETTH ., CORBEOHRAHEETERY) EEA,

LNS DE%E

kg

aaa group server radius AAA
server 2.2.2.2 auth-port 1812 acct-port 1813

ip radius source-interface GigabitEthernet0/1
|

aaa authentication login default local
aaa authentication ppp AAA group AAA
aaa authorization network AAA group AAA
aaa accounting network default
action-type start-stop

group radius

vpdn-group vpdn
accept-dialin
protocol 12tp
virtual-template 10

12tp tunnel password pass

interface Virtual-TemplatelO

ip unnumbered GigabitEthernet0/1
peer default ip address pool AAA
ppp authentication pap chap AAA
ppp authorization AAA

EF7IEFEARNORNS TN A —-F 12T

DY 3a>TR., XY RIT—2RHO L2TPTunnelDownPeerUnreachable 1 X & NS )L
1—RNTBDHFEOHARSA%ZRLET, CCTREPDSNOOIO—AL = RPICEIL TEiBA
LEIHN. RSTIN>1—F 12T FBIE, GGSN/PGW TO KRS TN a1a—F4 2 TJEFUT
9,



EERELT, LACHASINSETOR U XRIGE, YTRIZAN Y2 a2 2E0BEHNTHE
REnd—5H., YT RAI9S4/\ND#EL%E PDSN/HA/GGSN/PGW A S LNS ICETHIRLE T,
LNS A4 T, IP 7 RLANEBHENET, StarOS v+ —> LD LNS [k, FREETNTWS IP
T—=IASIPP7RLAZEBLET., TOMO—ZO LNS £ (BEEEALKLE ) Tk, PP RL
ARFRFIILHD INS ICK>TRMEHEENFT, BEO>FUATR, 1—HRRO—Z2T )N\—K
F+—FtTEHETD LACKRHATER—A XY ND—JIZEETED LD, WEHTI,

BNIOYTRAOZAN Y2320ty NTYTHETENBEEIC, LACLNS R RILEH
HTEREIh, FRILRICEY IV EFEETHIRYBELETET,

FIEDRRILTHREOEYZIAVHAKRTIRE, TORFILNBIO-XELEEZ Y Y RED
YULET, BU LACLNSETHEICEHRD N R ZBIUTEEXT,

LATR & show I2tp tunnels all AN ROBEIDDO—BTF, cOBITE, >¥—>HF LACELNS D
BMEDH—EA (TestLAC & TestLNS ) ZRAMLTWEY, LACELNSOIXNTO N EI
CtEy2arpf®sadnlcxl, JO0—ALERP hRILO—ZICEEY S arFznwlellx
BLTLKEEL,

[local]1X-PDSN# show 12tp tunnels all | more
| +----State: (C) - Connected (c) - Connecting
(d) - Disconnecting (u) - Unknown

< —_—

LocTun ID PeerTun ID Active Sess Peer IPAddress Service Name Uptime

c 30 1 511 214.97.107.28 TestLNS 00603h50m
c 31 56 468 214.97.107.28 TestLNS 00589h31m
c 10 105 81 79.116.237.27 TestLAC 00283h53m
c 29 16 453 79.116.231.27 TestLAC 00521h32m
Cc 106 218 63 79.116.231.27 TestLAC 00330h10m
c 107 6 464 79.116.237.27 TestLAC 00329h47m
c 30 35 194 214.97.107.28 TestLNS 00596h06m

H—EAREZREITDICE., KOOIV RZRITLET,

show (lac-service | lns-service) name <lac or lns service name>
AT, LACH—EAR1112E RTINS H—ERA (E7)1.111TD
L2TPTunnelDownPeerUnreachable 85 Y 70O HITY,

Internal trap notification 92 (L2TPTunnelDownPeerUnreachable) context destination service lac
peer address 1.1.1.1 local address 1.1.1.2

show snmp trap statistics Y>> REFERAL T, CORMSYTHF (HHOVO—REFEGREVE
YINARBIC) NUH—2chEHEREBLET,

ROZRILEY NTFTYTHRALTINIEDD, EEEF—TFTZ547 (Helo) NT Y NFRBE
LiEWEEIZ, L2TP (XL T L2TPTunnelDownPeerUnreachable RS Y AR H—& hEx 7
o CNIFEE. INSET7ALACHSOERICHEZLTVWAVZE, FEEVTNADHE T
EOBEARELTVBZEICERALET,

E7ARETNRICZDICEZRINIYTREFEELERA, TOLH, ThULOBELFENT
PREEE. AERICEENEEBEEATOLBEVWAESHCODVTHSHICBESHAVIEN D
WERT,



BATH L BELEELERRF, ETOIPFRLRATY, BHIOFIEELT, PING TF T Y
UTED IP BB DL ERBLET. BRI BAE, TNV EEDH LN TEET

o

****THIS IS TO BE RUN CAREFULLY and UPON verification of TAC/BU****

Active logging (exec mode) - logs written to terminal window

logging filter active facility 12tpmgr level debug
logging filter active facility 12tp-control level debug
logging active

To stop logging:
no logging active
Runtime logging (global config mode) - logs saved internally

logging filter runtime facility 12tpmgr level debug
logging filter runtime facility 1l2tp-control level debug

To view logs:

show logs (and/or check the syslog server if configured)

Pz
2tpmgr &, BEDHTRAIZAN Y a0y NTYTERNSYILET,
I2tp-control &, N RIDOEILE RS YILET,

DTFEZoHArSOTFNY TOEITT,

SRS : BRTEALTINFERO RN ZILONBEY NTY TR

16:34:00.017 [1l2tpmgr 48140 debug] [7/0/555 <12tpmgr:1> 12tpmgr_call.c:591] [callid 4144ade2]
[context: destination, contextID: 3] [software internal system] L2TPMgr-1 msid 0000012345
username laclnsuser service <lac> - IPSEC tunnel does not exist

16:34:00.018 [l2tp-control 50069 debug] [7/0/555 <l2tpmgr:1> 12tpsnx_fsm.c:105] [callid
4144ade2] [context: destination, contextID: 3] [software internal user] 12tp fsm: state
L2TPSNX_STATE_OPEN event L2TPSNX_EVNT APP_NEW_SESSION

16:34:00.018 [1l2tp-control 50001 debug] [7/0/555 <l2tpmgr:1> 12tpsnx_proto.c:1474] [callid
4144ade2] [context: destination, contextID: 3] [software internal user outbound protocol-log]
L2TP Tx PDU, from 1.1.1.2:13660 to 1.1.1.1:1701 (138)

12tp: [TLS] (0/0)Ns=0,Nr=0 *MSGTYPE (SCCRQ) *PROTO_VER(1.0) *FRAMING_CAP(AS) *BEARER_CAP (AD)
TIE_BREAKER (0706050403020100) FIRM _VER(256) *HOST_NAME (lac) VENDOR_NAME (StarentNetworks)
*ASSND_TUN_ID(10) *RECV_WIN_SIZE(16) *CHALLENGE (dbed79cdc497f266bd374d427607cd52)

16:34:00.928 [l2tp-control 50001 debug] [7/0/555 <l2tpmgr:1> 12tpsnx_proto.c:1474] [callid
4144ade2] [context: destination, contextID: 3] [software internal user outbound protocol-log]
L2TP Tx PDU, from 1.1.1.2:13660 to 1.1.1.1:1701 (138)

12tp: [TLS] (0/0)Ns=0,Nr=0 *MSGTYPE (SCCRQ) *PROTO_VER(1.0) *FRAMING_CAP(AS) *BEARER_CAP (AD)
TIE_BREAKER (0706050403020100) FIRM _VER(256) *HOST_NAME (lac) VENDOR_NAME (StarentNetworks)
*ASSND_TUN_ID(10) *RECV_WIN_SIZE(16) *CHALLENGE (dbed79cdc497f266bd374d427607cd52)

16:34:02.943 [1l2tp-control 50001 debug] [7/0/555 <l12tpmgr:1> 12tpsnx_proto.c:1474] [callid
4144ade2] [context: destination, contextID: 3] [software internal user outbound protocol-log]
L2TP Tx PDU, from 1.1.1.2:13660 to 1.1.1.1:1701 (138)



12tp: [TLS] (0/0)Ns=0,Nr=0 *MSGTYPE (SCCRQ) *PROTO_VER(1.0) *FRAMING_CAP(AS) *BEARER_CAP (AD)
TIE_BREAKER (0706050403020100) FIRM_VER(256) *HOST_NAME (lac) VENDOR_NAME (StarentNetworks)
*ASSND_TUN_ID(10) *RECV_WIN_SIZE(16) *CHALLENGE (dbed79cdc497f266bd374d427607cd52)

16:34:06.870 [l2tp-control 50001 debug] [7/0/555 <l2tpmgr:1> 12tpsnx_proto.c:1474] [callid
4144ade2] [context: destination, contextID: 3] [software internal user outbound protocol-log]
L2TP Tx PDU, from 1.1.1.2:13660 to 1.1.1.1:1701 (138)

12tp: [TLS] (0/0)Ns=0,Nr=0 *MSGTYPE (SCCRQ) *PROTO_VER(1.0) *FRAMING_CAP(AS) *BEARER_CAP (AD)
TIE_BREAKER (0706050403020100) FIRM_VER(256) *HOST_NAME (lac) VENDOR_NAME (StarentNetworks)
*ASSND_TUN_ID(10) *RECV_WIN_SIZE(16) *CHALLENGE (dbed79cdc497f266bd374d427607cd52)

16:34:14.922 [12tp-control 50001 debugl [7/0/555 <12tpmgr:1> 12tpsnx_proto.c:1474] [callid
4144ade2] [context: destination, contextID: 3] [software internal user outbound protocol-log]
L2TP Tx PDU, from 1.1.1.2:13660 to 1.1.1.1:1701 (138)

12tp: [TLS] (0/0)Ns=0,Nr=0 *MSGTYPE (SCCRQ) *PROTO_VER(1.0) *FRAMING_CAP(AS) *BEARER_CAP (AD)
TIE_BREAKER (0706050403020100) FIRM_VER(256) *HOST_NAME (lac) VENDOR_NAME (StarentNetworks)
*ASSND_TUN_ID(10) *RECV_WIN_SIZE(16) *CHALLENGE (dbed79cdc497f266bd374d427607cd52)

16:34:22.879 [l2tp-control 50001 debug] [7/0/555 <12tpmgr:1> 1l2tpsnx_proto.c:1474] [callid
4144ade2] [context: destination, contextID: 3] [software internal user outbound protocol-log]
L2TP Tx PDU, from 1.1.1.2:13660 to 1.1.1.1:1701 (38)

12tp: [TLS] (0/0)Ns=1,Nr=0 *MSGTYPE (StopCCN) *RESULT_CODE(2/0) *ASSND_TUN_ID(10)

16:34:22.879 [l2tp-control 50069 debug] [7/0/555 <l2tpmgr:1> 12tpsnx_fsm.c:105] [callid
4144ade2] [context: destination, contextID: 3] [software internal user] 12tp fsm: state
L2TPSNX_STATE_WAIT TUNNEL_ESTB event L2TPSNX_EVNT_PROTO_TUNNEL_DISCONNECTED

LT, DATLANRBMEHBIL-EEZCLROOVERETRIEOICNIA—EhZHERD
SNMP KT Y 7 TY,

16:34:22 2009 Internal trap notification 92 (L2TPTunnelDownPeerUnreachable) context
destination service lac peer address 1.1.1.1 local address 1.1.1.2

ERB : BRATRALAT IO RERAO RN XN ONBEY N7 YTRE : 4

R RILH 16:34 ICHEEPREICKEY, FYLODDREEZSEFAITLTVD L ZRWABTEEXT
o WENBL, BERHNICKN RIS ENTVEELSTT,

T7FLIREREGREEZEIRTDE, ROLSIZHEI>TVERT,

max-retransmission 5
retransmission-timeout-first 1
retransmission timeout-max 8

B, RYOBEEZ 1 PWEICTV. TOROBREIEHFELRNICEE 2 FICEFL Y
?&\ '3§U1\ 2, 4, 8, 8ICBBLEMRENET,

max-retransmissions 5 (&, RFDRITELRFREEN EENE T,
retransmission-timeout-max &, COLRIZEL R OEIEEBOREARE T,
retransmission-timeout-first &, R DBEFEHN RITENBZETICHEHRIZIBEAOBRBR T,

LEN2TChsz25E8T2E, F7FIMNNFIX—F0FHEEF. 1+2+4+8+8# =238
ICKBEBE>THY, TEOHEDEERIC—HLET,

FERAM : F—TTFSAT7HFRERORN > ZIILONEEY NP Y TRK

L2TPTunnelDownPeerUnreachable 8 Z Y 7HAR4ET5 €5 1 DOEHIE. keepalive-interval X
YE—JICRITRIEBEN BV ETT, cnsOXYE—J, NORIILZBEHLTEEENS
O A= XY =232 MA—I F—2ABFEEZLAVHEBPIC, RORILOES —imH 5|
EREBWTHRCLZERIDEHICERAETIAET, NORIWICEY A VNIFEETSHN, [



EERTENTVEVEEAE., COOYRICK2T, RURIUNBIEHEEEICHELTVS N
ESPDDHERENET, NORILZEMCTSRE, A7whxﬁﬁtuh%# SEHIE ( DFY
OB ) BBALESF—TTIA47T XAV E—IHNREEEh, BENE2>TLKZRITT., &
M@# TTo5ATZEELTSENBA 2 EEE, ) @# 7}747% AMETHDETOER
w\tﬂ?ﬁ%bth/zktvhTW7®%étHbT?o%@tb\mM($—77547
) XY E—DAOREBZEZELEVREN 28 WBEKE<E., MR EhET, REAEE
BE¥—TTS5A4A7ERB (F72ILK =60 ) ZHEL T,

LA (&, monitor Subscriber & logging DEAASF—TTSA TN ERBICRBENTVRHITT
o A=Y F—ENF 1 PEEBENATVEVDT, XVvE—2 Yy NOEEBERAN 151082 T
WBRZEICFBLTLKEEWL, Z0HITE, LACH—ERE LNS H—EANBELU ¥— A
H')., TNEF N destination B8R Ins EVWSBHOIVTFHFANMNCEENRTVET,

INBOUND>>>>> 12:54:35:660 Eventid:50000 (3)
L2TP Rx PDU, from 1.1.1.1:13660 to 1.1.1.2:13661 (20)
12tp: [TLS] (5/0)Ns=19,Nr=23 *MSGTYPE (HELLO)

<<<<OUTBOUND 12:54:35:661 Eventid:50001(3)
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13660 (12)
12tp: [TLS] (1/0)Ns=23,Nr=20 ZLB

<<<<OUTBOUND 12:55:35:617 Eventid:50001(3)
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13660 (20)
12tp: [TLS] (1/0)Ns=23,Nr=20 *MSGTYPE (HELLO)

INBOUND>>>>> 12:55:35:618 Eventid:50000(3)
L2TP Rx PDU, from 1.1.1.1:13660 to 1.1.1.2:13661 (12)
12tp: [TLS] (5/0)Ns=20,Nr=24 ZLB

12:54:35.660 [l2tp-control 50001 debug] [7/0/555 <12tpmgr:1> 12tpsnx_proto.c:1474] [callid
106478e8] [context: lns, contextID: 11] [software internal user outbound protocol-log] L2TP Tx
PDU, from 1.1.1.1:13660 to 1.1.1.2:13661 (20) 12tp:[TLS](5/0)Ns=19,Nr=23 *MSGTYPE (HELLO)

12:55:35.618 [1l2tp-control 50000 debugl [7/0/555 <1l2tpmgr:1> 12tp.c:13050] [callid 106478e8]
[context: 1lns, contextID: 11] [software internal user inbound protocol-log] L2TP Rx PDU, from
1.1.1.2:13661 to 1.1.1.1:13660 (20) 12tp:[TLS](1/0)Ns=23,Nr=20 *MSGTYPE (HELLO)

BEIC. BEORN RN Thelo XY E—2AORENBL, =BT N RILHTEE 1
3Pl <L ET, Monitor Subscriber ®H 7 :

<<<<OUTBOUND 14:06:21:406 Eventid:50001(3)
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13661 (20)
12tp: [TLS] (2/0)Ns=4,Nr=2 *MSGTYPE (HELLO)

<<<<OUTBOUND 14:06:22:413 Eventid:50001(3)
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13661 (20)
12tp: [TLS] (2/0)Ns=4,Nr=2 *MSGTYPE (HELLO)

<<<<OUTBOUND 14:06:24:427 Eventid:50001(3)
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13661 (20)
12tp: [TLS] (2/0)Ns=4,Nr=2 *MSGTYPE (HELLO)

<<<<OUTBOUND 14:06:28:451 Eventid:50001(3)
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13661 (20)
12tp: [TLS] (2/0)Ns=4,Nr=2 *MSGTYPE (HELLO)

<<<<OUTBOUND 14:06:36:498 Eventid:50001(3)
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13661 (20)
12tp: [TLS] (2/0)Ns=4,Nr=2 *MSGTYPE (HELLO)



<<<<OUTBOUND 14:06:44:446 Eventid:50001(3)
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13661 (38)
12tp: [TLS] (2/0)Ns=5,Nr=2 *MSGTYPE (StopCCN) *RESULT_CODE (2/0) *ASSND_TUN_ID(6)

UFEZEhEnoO0JTY,

HITLBOE B "Control tunnel timeout - retry-attempted 5, last-interval 8000 ms, (3B L T<L
EEL,

14:06:21.406 [l2tp-control 50001 debug] [7/0/9133 <l12tpmgr:2> 12tpsnx_proto.c:1474] [callid
42¢c22625] [context: destination, contextID: 3] [software internal user outbound protocol-log]
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13661 (20)

12tp: [TLS] (2/0)Ns=4,Nr=2 *MSGTYPE (HELLO)

14:06:22.413 [1l2tp-control 50001 debug] [7/0/9133 <l1l2tpmgr:2> 12tpsnx_proto.c:1474] [callid
42c22625] [context: destination, contextID: 3] [software internal user outbound protocol-log]
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13661 (20)

12tp: [TLS] (2/0)Ns=4,Nr=2 *MSGTYPE (HELLO)

14:06:24.427 [1l2tp-control 50001 debug] [7/0/9133 <l1l2tpmgr:2> 12tpsnx_proto.c:1474] [callid
42c22625] [context: destination, contextID: 3] [software internal user outbound protocol-log]
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13661 (20)

12tp: [TLS] (2/0)Ns=4,Nr=2 *MSGTYPE (HE LLO)

14:06:28.451 [1l2tp-control 50001 debug] [7/0/9133 <l2tpmgr:2> 12tpsnx_proto.c:1474] [callid
42c22625] [context: destination, contextID: 3] [software internal user outbound protocol-log]
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13661 (20)

12tp: [TLS] (2/0)Ns=4,Nr=2 *MSGTYPE (HELLO)

14:06:36.498 [l2tp-control 50001 debug] [7/0/9133 <l1l2tpmgr:2> 12tpsnx_proto.c:1474] [callid
42c22625] [context: destination, contextID: 3] [software internal user outbound protocol-log]
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13661 (20)

12tp: [TLS] (2/0)Ns=4,Nr=2 *MSGTYPE (HELLO)

14:06:44.446 [l2tp-control 50068 warning] [7/0/9133 <l1l2tpmgr:2> 12tp.c:14841] [callid 42c22625]
[context: destination, contextID: 3] [software internal user] L2TP (Local[svc: lacl: 6
Remote[1l.1.1.1]: 2): Control tunnel timeout - retry-attempted 5 , last-interval 8000 ms, Sr 2,
Ss 5, num-pkt-not-acked 1, Sent-Q-len 1, tun-recovery-flag 0, instance-recovery-flag 0, msg-type
Hello

14:06:44.446 [1l2tp-control 50001 debug] [7/0/9133 <l1l2tpmgr:2> 12tpsnx_proto.c:1474] [callid
42c22625] [context: destination, contextID: 3] [software internal user outbound protocol-log]
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13661 (38)

12tp: [TLS] (2/0)Ns=5,Nr=2 *MSGTYPE (StopCCN) *RESULT_CODE(2/0) *ASSND_TUN_ID(6)

14:06:44.447 [12tp-control 50069 debug] [7/0/9133 <l1l2tpmgr:2> 12tpsnx_fsm.c:105] [callid
42c22625] [context: destination, contextID: 3] [software internal user] 12tp fsm: state
L2TPSNX_STATE_CONNECTED event L2TPSNX_ EVNT_PROTO_SESSION_DISCONNECTED

UTFRE®ETSH SNMP R Y7 TT,

14:06:44 2009 Internal trap notification 92 (L2TPTunnelDownPeerUnreachable) context
destination service lac peer address 1.1.1.1 local address 1.1.1.2

Show output ) BEIH

RDIANY RZERITIDE, BEOET ( REFBEFED LACILNS H—EADIXTDO KR/
) CET7ORERAREOEBEN H 2 LA ESHHIRENET,

show 12tp statistics (peer-address <peer ip address> | ((lac-service | lns-service) <lac or lns
service name>))

[Active Connections] 17> ZlE, TOETOBREO RN XL OBE—HBLET, LEED show
12tp tunnels all DE A THERELERSIC, COBEF 1 RV REVENFHYET,

[Failed to Connect] IV >R, RORIL Y NTYTHARBRLEEHZRLET,



[Max Retry Exceeded] VY REREEERNDV VA THDI UM HYVET. COHTUREF
 BAALATIOM REEOEGLARZRLET (BETHAN GBI LTI,
L2TPTunnelDownPeerUnreachable RS Y Z7HARELET ), cOEBHLSIE. BEOETTO
BEREODHEEOKN DIV, ZFALTIONIBE 2 LEBHERETDCERFTEXEEA, £EL
. HOSWIBHREMEAEDETHRIZDNT TN 21 —FT 4200 7O0CALEICE VT, EE
CEEERMRERZEBDUEMEN HYET,

[Sessions] £V avicik, HTRISAN Y>3y LRIIWOEFABEERY ( AL LRI
EHBTRIHET ) Bt hET,

[Active Sessions] 17> Rk, BHEDEFIZX L T show 12tp tunnels &£ 1T L 12354 0 [Active
Sess] FIDHIDEFT (1 2OETICR VRN EEHZ5S ) E—HLET,

[Failed to Connect] H > Rl&, ERICKBRL Y2 aoBERLET, Y232 Y RNT
Y A KB TH L2TPTunnelDownPeerUnreachable kS Y i E MU H—chEB A, NUF—
ENBDEE, PRI EBYRTYTHFKRBLUEBEOAKATT,

show 12tp tunnels AN > ROAT 2V ZRE/RILDBEN HYET,

show 12tp tunnels counters peer-address <peer address>

TSI, YAV LARILTR, BEODETOIXRTOYTRAITANEBETERT,

show 12tp sessions peer-address <peer ip address>

BREETNBDHTAIOZANOHBE, giRLEERY, FOT47 2yv2a>oBhe—HLET,
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