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R(RAYNTYRDSOHKRIPVE F7AIILNT—RIVIAEREHNICEETERTT, B
., DHCPV6 NTY R IPV6 T 7 2 RT— NI I A 1EHREEELEE AL

SLAAC
L—BREIY RARANEONYT Y RXBRERERICRLET,
ATY71: TV REKEARNSRAIC ICMPV6 RS /NT Y N ZIAELE T,

ATY72: L—RFICMPV6RANTY RTUZTLALET,

"
Router Router
Salicitation li{SJJ, Advertisement [RA)

INTY NRIBEBETSICEE, OE1I—XTEE, A—T2V—AONTY NTFS54
Wireshark 2E1TLET, COEE, XOT7 1)L 2R FRALET,

ICMPV6 icmpv6.type ==
RS 133



. icmpv6.type == 133

No. Time Source
12 @0.000000 feB80::5850:6d61:1fb:ef

19 3.998392 fe80::5850:6d61:1fb:ef
20 3.992478 fe80::5850:6d61:1fb:ef

» Frame 12: 70 bytes on wire (560 bits)
» Ethernet II, Src: Vmware_80:6c:cc (00
» Internet Protocol Version 6, Src: fe8
v Internet Control Message Protocol vb6
Type: Router Solicitation (133)
Code: @
Checksum: @x2eee [correct]
Reserved: 00000000
» ICMPv6 Option (Source link-layer ac

ICMPV6

RA icmpv6.nd.ra.flag



. icmpv6.nd.ra.flag

No. Time Source

81 0.000000 fe80@::cB01:b9ff: fef@:8
1.. 15.609178 feB80::cB01:b9ff:fef@:8
1.. 6.344066 fe80::cB01:b9ff: fefd:8

£ _ A0 500 L= VB s o =PAAA  LALEL . £ = L .M

Frame 81: 118 bytes on wire (944 bits
Ethernet II, Src: ca:01:b9:f0:00:08 (
Internet Protocol Version 6, Src: feS8i
Internet Control Message Protocol v6
Type: Router Advertisement (134)
Code: ©
Checksum: @x4cel [correct]
Cur hop limit: 64
» Flags: 0x00
Router lifetime (s): 1800
Reachable time (ms): @
Retrans timer (ms): @
» ICMPv6 Option (Source link-layer ac
» ICMPv6 Option (MTU : 1500)
» ICMPv6 Option (Prefix information :

4 vy vy

T REANE, BELEICMPV6 RANT Y NICEENDHBEHRICESVT, IPV6 7 RLAET
F7AILRNT—RIIAEREMBITDILENBYET,

Wireshark Z A L 7= ICMPv6 RA /N Y REVB DA :

Frame 187: 118 bytes on wire (944 bits), 118 bytes captured (944 bits) on interface 0
Ethernet II, Src: ca:01:09:£f0:00:08 (ca:01:b9:£f0:00:08), Dst: IPvbmcast_01 (33:33:00:00:00:01)
Internet Protocol Version 6, Src: fe80::c801:b9ff:fef0:8, Dst: ££02::1 ! Default
Gateway.
Internet Control Message Protocol v6

Type: Router Advertisement (134)

Code: 0

Checksum: Ox4cel [correct]

Cur hop limit: 64

Flags: 0x00

Router lifetime (s): 1800

Reachable time (ms): O

Retrans timer (ms): O



ICMPv6 Option (Source link-layer address : ca:01:b9:£f0:00:08)

ICMPv6 Option (MTU : 1500)

ICMPv6 Option (Prefix information : 2001:abcd::/64) ! Prefix
information.

1) ICMPV6 Option ( 7L 74 Y I A1E® ) 71 —JL K
Zhig, IVRKARFIP6 PRLAOZY NDO—9EBRIEATRTL 714 2 RBHTT,

AVB—TIARABEF (KANES ) &, EUI-64 AR EFERATAHI RKRANIK 2 THERE
nEd9,

Microsoft Windows Tl&, RARNEDZT A LICERTEET,
2 ) Internet Protocol Version 6, Source 7 1 —JL R

IV REARE, RANTY RO IPV6 X ERT RLAZBEAL T, IPV6 F7 AL KT —KRI T A
ERELET,

SLAACO NS TN a—F142T

Cisco I0S TO#4E

ks

ATV 71 JO-NIL A0 714F1L—>32 T— KA S ipv6 unicast-routing I > R
EENTVBREZRIBELET,

ATY72: O—ALRYRNT=ODA U EZ—TIAAICEWE IPV6 7 RLAFBREE ATV
BDLELEBIELERT,

ipv6 unicast-routing ! Enable IPv6 Routing. In absence of this command ! ! the
Router does not send any ICMPv6 RA packet. interface GigabitEthernet0/0/0 ipv6 address
2001:ABCD::1/64 end

ATY T 3: ICMPV6RANTY RTTFRNZRAXENDTLTAVIOAN, F7L714VIORE
164 THDELZBRALET, TH5THEWEE, IV RKANISLAACZNLTIPV6 PRLA
BERTEEEA,

ipv6 unicast-routing
|
interface GigabitEthernet0/0/0
ipv6 address 2001:ABCD::1/64 ! Prefix length defined as /64 on the Router.
end

ICMPV6 RANNT Y RF+ T F+ :

Frame 187: 118 bytes on wire (944 bits), 118 bytes captured (944 bits) on interface 0
Ethernet II, Src: ca:01:b9:£f0:00:08 (ca:01:09:£f0:00:08), Dst: IPvébmcast_01 (33:33:00:00:00:01)
Internet Protocol Version 6, Src: fe80::c801:b9ff:fef0:8, Dst: ££f02::1
Internet Control Message Protocol v6

Type: Router Advertisement (134)

Code: 0

Checksum: Ox4cel [correct]

Cur hop limit: 64

Flags: 0x00



Router lifetime (s): 1800
Reachable time (ms): O

Retrans timer (ms): O

ICMPv6 Option (Source link-layer address : ca:01:b9:£f0:00:08)

ICMPv6 Option (MTU : 1500)

ICMPv6 Option (Prefix information : 2001:abcd::/64) ! Prefix & prefix lenght

information.
ATY 7 4: debugipvénd AN RZEEXTTSE, O—HILFRY NT—U LD ICMPv6 RS /N4
YRDZFEICMPV6 RA DT RNZA XX R UTILEZALTRRENET,

Router# debug ipvé nd
ICMP Neighbor Discovery events debugging is on
Router#
Router# show logging | include RS
ICMPvV6-ND: Received RS on GigabitEthernet0/0/0 from FE80::5850:6D61:1FB:EF3A
R1#

Router# show logging | include RA
ICMPv6-ND: Sending solicited RA on GigabitEthernet0/0/0
ICMPv6-ND: Request to send RA for FE80::C801:EFFF:FE5A:8

ICMPv6-ND: Setup RA from FE80::C801:EFFF:FE5A:8 to FF02::1 on GigabitEthernet0/0/0
Router#

Microsoft Windows PC T 0)i&4E

ATY71: TV RKARMFRANTY RZ2ZELTVWA L ZRABLET,
ZhIZlE, Wireshark T icmpvé.nd.raflag 7 1 L X BeEZFERAL £,

ATY 7 2 ipconfig AN REFEAL TIPv6 7 RLAZHERLET,

B Administrator: C\Windows\system32\cmd.exe

Microsoft Windows [Uersion 6.1.7601]
Copyright (c) 2009 Microsoft Corporation. @All rights reseruved.

E :\.".UE;EFS1'-,| \ipCﬂl‘l‘Flg

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . :

IPve Address. . . .+ o+ . . : 2001 :abcd::5850:6d61:1fb:ef3a
Link-local IPué nﬁdrgﬂf . . . . . : TeBD::5850:6d61:1fb:ef3ak11
Default Gateway . . . . . . . . . : feB0::c801:efff:feS5a:8%11

C:\Usarsh, .

IPv6 7 RLAARTENBZWVWEERE., ROFIEZRITLET,

ATY 7 3: Windows IE1—&ZT, XY KND—=OFHATEZO[A2—=xy k7O N



—> 326 ( TCP/IPv6 ) ( Internet Protocol version 6 (TCP/IPVB) ) ] F I Y JRY AN F 2 IC%&
STVWBZEZMRALET,

.. Local Area Connection Properties g

Netwarking

Connect using

i |ntel(R) PROMOOD MT Network Connaction

Configure...

This connection uses the following items:

¥ Bl 005 Packet Scheduler
Cl .%File and Printer Shanng for Microsoft Netwaorks

C S Intemat Protocol Viersion 6 (TCP/IPvE)

v L Internet Protocol Version 4 (TCP/IPv4)
¥ L Link-Layer Topology Discovery Mapper /O Driver
¥ A |ink-Layer Topology Discovery Responder

Install... LIninstall Properties
Descrption
TCPP version 6. The |atest version of the intemet protocol

that provides communication across diverse interconnected
networks.

. ok || cancel

L

Windows Tl&, C DEREEXRDBFRICHY) ET,

AFY 7 1: [O> hO—=J)L/XZI)L ( Control Panel ) | > [ Y RD—0 & #E+> % — ( Network
and Sharing Center ) ] > [F & 7R ENDZEFE ( Change adapter settings ) ] CBBLET,

ATYVT 2: BEITBIRYKND—OTFRE72EHFLIYOL, [Z7O/NT 14 ( Properties ) | Zi&R
LET,

netsh interface ipv6 show interface "Local Area Connection" 1Y > RZ %17 L T Windows Y >/

RZ’O27K (CMD ) ICROXY E—DHFRRENIEBE, TOXRY ND—IOFTHTRATRA>
Z2—ZYNZ7ORIN/IXN—232 6 (TCP/IPVE ) FEMICE>TLVEEA,

¥ COIY > RTIE. Local Area Connection Z Microsoft Windows * &Y R J—20A®



BECERAIZIRYRNT—IUTHTRBICEERADCEN TERT,

EN:OXRZ7O7 2R ICE, F—HR—KO Windows +R 2L T, [77 1)
BEBELTET (Run) ]| RYIVRAEZHEET, I Remd ZA 0L T, [OK] &9V
vyOLEY,

i A dministrator: C\Windo

C:\Usersh »netsh interface ipuvé show interface "Local Area Connection”

Element not found.

C:%\Usersh

AT Y 7 3 : Router Discovery /N\T X—2 7" enabled ICREEThTWAH L ZHRRBLET,
CMD T netsh interface ipv6 show interface "Local Area Connection" 1Y > RZETLET,
Router Discovery /Y5 X—2& 7" disabled ICEEE h TV S\/A, Microsoft Windows TR ZFL

= ICMPVO RANT Y NORBNFEIRT D AEMFHV)ET, ChiZkV), Microsoft
Windows TIPV6 7 RL AN ERE NEVWAIEEMEN BV T,



C:\Usersh

>netsh interface ipu6 show interface "Local Area Connection”

Interface Local Area Connection Parameters

Reachable Time

Base Reachable Time
Retransmission Interval
DAD Transmits

Site Prefix Length

Site Id

Ferwarding

Advertising

Meighbor Discouvery

Meighbor Unreachability Detection
Router Discovery

Hanaged Address Configuration
Other Stateful Configuration

Weak Host Receives

Use Automatic Metric

Ignore Default Routes
Advertised Router Lifetime
Advertise Default Route
Current Hop Limit

Force ARPND Wake up patterns
Directed MAC Wake up patterns

: BY

: ethernet_6

11

: connected

10
1500 bytes

: 29008 ms
: 30008 ms

1000 ms
1

1

: disabled
: disabled
: enabled

: enabled

: disabled
: disabled
: disabled
: disabled
: disabled
: enabled

: disabled

1800 seconds

: disabled
: BY

: disabled
: disabled

Router Discovery Z8®IC 2 ICEk, XWX REFEALET,

C:\> netsh interface ipv6 set interface "Local Area Connection" routerdiscovery=enabled
AT Y7 4 Advertising /N\T X—% 7" disabled ICRREE N TVWBS L ERREBLET.

CMD T netsh interface ipv6 show interface "Local Area Connection" 1Y > RZETLET,

Advertising /N5 X—2 A" enabled ICFEEE N TV H A, Microsoft Windows TlEZFEL 1=
ICMPV6 RANT Y NOABRHNBIRE WD AN B ET,

Advertising /N X—Z N EMICE 2 TLWS &, Microsoft Windows & IPv6 JL—& & L TEMEL
ME®ICMPV6 RANT Y REERLTO—NILRY RDO—JICEBLET,

Advertising /N X—&2%&Z 77 # ) N T disabled ICF 2 XEANHVET,



B Administrator: C:\Windo =X _!ﬂ____

C:\Usersh\Gus>netsh interface ipu6é show interface "Local Area Connection”
Interface Local Area Connection Parameters

IfLuid : ethernet 6
IfIndex : 11

State : connected
Metric : 18

Link MTU : 1580 bytes
Reachable Time : 29000 ns
Base Reachable Time ; 30000 ms
Retransmission Interual : 1000 ms
DAD Transmits 01

Site Prefix Length : BY

Site Id : 1
Forwarding : disabled
Advertising : enabled
Neighbor Discovery : enabled
Neighbor Umreachability Detection : enabled
Router Discovery : enabled
Managed Address Configuration : disabled
Other Stateful Configuration : disabled
Weak Host Sends : disabled
Weak Host Receives : disabled
Use Automatic Metric : enabled
Ignore Default Routes : disabled
Advertised Router Lifetime : 1880 seconds
Aduvertise Default Route : disabled
Current Hop Limit : BY

Force ARPND Wake up patterns : disabled
Directed MAC Wake up patterns : disabled

Advertising Z&MICIB3ICE. ROV RZFEALET,

C:\> netsh interface ipv6 set interface "Local Area Connection" advertise=disabled

DHCPv6 AT7—hL A

T2 RARANE, DHCPv6 AT—RL AZFEAL T, DNS, RXAS VBB EDZEDMD IPv6 5%
ENTA—RZEBERTEXRT, TOLHICIE, ICMPv6 RA /N ¥ ~IC Other Configuration 7 =
TJ(OEY M) FBREENTVEIRENHYET,

CiscolOS 1 2B —T7ITA A A7 14F¥ 1L —>32 F— RT ipv6 nd other-config-flag 1< >/
RzETITdE, L—RZOTZTNFREENET,

Router#

interface GigabitEthernet0/0/0
ipv6 address 2001:ABCD::1/64
ipvé nd other-config-flag

ROEICRTESIC, L—RETY KARARNET/NT Y NSRARGFEhET,



" )

ICMPwih Router

Solicitation [RS)
e J

ICMPwb Router
Advertisement [RA)

b, -

| 'Of bit set

- "

DHCPvE

Information-Request
", A

DHCPwE
Replay

&

ATY71: TV REARNFRAIZICMPV6 RS NT Y NEEEFELET,
ATYT2: =R ICMPv6RATUZLAL, O 757 &NTEY,
ATY 7 3: TV RFANY DHCPv6 BHRERZEEFELE T,

ATY 7 4: JL—BHN DHCPv6 W& TU 7L A LET,

Other Configuration 7 Z 7 A& E&E 1/ ICMPV6 RA/NT Y RODF v+ 7F v .

Frame 9: 118 bytes on wire (944 bits), 118 bytes captured (944 bits) on interface 0
Ethernet II, Src: ca:01:b9:£f0:00:08 (ca:01:09:£f0:00:08), Dst: IPvébmcast_01 (33:33:00:00:00:01)
Internet Protocol Version 6, Src: fe80::c801:b9ff:fef0:8, Dst: f££f02::1
Internet Control Message Protocol v6
Type: Router Advertisement (134)

Code: 0
Checksum: Ox4cal [correct] Cur hop limit: 64 Flags: 0x40 0... .... = Managed address
configuration: Not set .l.. .... = Other configuration: Set ! Cisco IOS command ipvé nd other-
config-flag sets the 0 flag
..0. .... = Home Agent: Not set
..0 0... = Prf (Default Router Preference): Medium (0)
.0.. = Proxy: Not set
..0. = Reserved: 0
Router lifetime (s): 1800
Reachable time (ms): 0

Retrans timer (ms): O



ICMPv6 Option (Source link-layer address : ca:01:b9:£f0:00:08)
ICMPv6 Option (MTU : 1500)
ICMPv6 Option (Prefix information : 2001:abcd::/64)

Wireshark T dhepve 7 4 L Z#EEEER TS &, DHCPV6 N7 Y ROXBARRENET,

Source Destination Protocol Length Info
PC IPv6 link local £f02::1:2 DHCPv6 120 Information-request XID: 0x8018f9 CID:
000100011£f3e8772000c29806ccc

Frame 3884: 120 bytes on wire (960 bits), 120 bytes captured (960 bits) on interface 0

Ethernet II, Src: Vmware_80:6c:cc (00:0c:29:80:6c:cc), Dst: IPvébmcast_01:00:02
(33:33:00:01:00:02)

Internet Protocol Version 6, Src: PC IPv6 link local (fe80::5850:6d61:1fb:ef3a), Dst: ££f02::1:2
(f£02::1:2)

User Datagram Protocol, Src Port: 546 (546), Dst Port: 547 (547) DHCPv6 Message type:
Information-request (1ll1l) Transaction ID: 0x8018f9 Elapsed time Client Identifier Vendor Class
Option Request Source Destination Protocol Length Info Router IPv6 link local PC IPv6 link local
DHCPv6 136 Reply XID: 0x8018f9 CID: 000100011£f3e8772000c29806ccc Frame 3887: 136 bytes on wire
(1088 bits), 136 bytes captured (1088 bits) on interface 0 Ethernet II, Src: ca:01:b9:£0:00:08
(ca:01:09:£f0:00:08), Dst: Vmware_80:6c:cc (00:0c:29:80:6c:cc) Internet Protocol Version 6, Src:
Router IPv6 link local (fe80::c801:b9ff:fef0:8), Dst: PC IPv6 link local
(fe80::5850:6d61:1fb:ef3a) User Datagram Protocol, Src Port: 547 (547), Dst Port: 546 (546)
DHCPv6 Message type: Reply (7) Transaction ID: 0x8018f9 Server Identifier Client Identifier DNS
recursive name server Domain Search List

Cisco |0S T® DHCPv6 AT7—MNL AY—/N\—0DO&EHI

Cisco I0S TO#E
Cisco I0S T DHCPv6 AT —RNL AP —N—%RZET D62 LLTICRLUET,

ATY71: JO0-NIL A 74F1L—>3>2 F—RAHS ipve dhep pool NAME X > R%&
EITULET,

AT Y 7 2: dns-server 3 & U doman-name 7 V> RZFEMHL T, DHCPv6 Z" LTI
RIRANICEEFETEINTX—REERXRLET,

ATY7 3: ipv6dhcpserver NAME XY RZER{TLT, /1 V=T IA A 74F1L—
>3 E—RTEEZBLET—IILZEALEY,

ATYVT4: AVB—TIAAXAJ714¥ 1L —2 3> £— R T ipv6 nd other-config-flag 1<
v RzZEMULET,

ipv6 unicast-routing
1
ipv6 dhcp pool LAN_POOL
dns-server 2001:4860:4860::8888
domain-name lab-test.net ! interface GigabitEthernet0/0/0 ipv6 address 2001:ABCD::1/64 ipvé nd
other-config-flag ! Sets the Other Configuration flag in the RA packet.

ipv6é dhcp server LAN_ POOL
|

Cisco IOS TORENEL VW EZERTDICE., XOION REFEHALET,

AT Y7 1 :showipve dhcp pool ZEAL T, BRERICEHAL NS X—2Z2HERELET,



ATY 7 2:DHCPV6 AT—KLATKIPV6 V547> MRFREE NV, showipve dhep
binding ZETL TEBHAIRTENBVWEZBRLET,

AT Y7 3 :showipvé dhecp interface ZE1TL T, O—AILRXY ND—DTA B —T T4 AIC
BRALET—IIFRTEND EZBELET,

Router#show ipv6é dhcp pool
DHCPv6 pool: LAN_POOL

DNS server: 2001:4860:4860::8888

Domain name: lab-test.net

Active clients: 0 ! DHCPv6 Stateless does not keep track of IPv6 clients.
Router#

Router#show ipv6 dhcp binding
Routert#

Router#show ipv6 dhcp interface
FastEthernet0/0 is in server mode
Using pool: LAN_POOL
Preference value: 0
Hint from client: ignored
Rapid-Commit: disabled
Router#

debugipv6dhcp AN RZEE[TITD E, I—FEIV RFANEOXY E—IRBARTREN
¥,

Router#debug ipv6é dhcp
IPv6 DHCP debugging is on
IPv6 DHCP: Received INFORMATION-REQUEST from FE80::5850:6D61:1FB:EF3A on FastEthernet0/0
IPv6 DHCP: Option VENDOR-CLASS(16) is not processed
IPv6 DHCP: Using interface pool LAN_POOL
IPv6 DHCP: Source Address from SAS FE80::C801:BI9FF:FEF0:8
IPv6 DHCP: Sending REPLY to FE80::5850:6D61:1FB:EF3A on FastEthernet0/0
Router#

Microsoft Windows T M) #4E

OX > R7AO>7 KA S ipconfig /all IY > KZ3E4TL T, Microsoft Windows T DNS #—/\—
BHRE RXSMVBNFZEENTVD L EZBRALETD,

C:\Users\ >ipconfig /all

Windows IP Configuration

Host Name . . . . . . . . . . . . : MY-LAPTOP
Primary Dns Suffix

Node Type . . . .« . . . . . : Hybrid

IP Routing Enabled. . . . . . . . : No

WINS Proxy Enabled. . . . . . . . : No

DNS Suffix Search List. . . . . . : lab-test.net

Ethernet adapter Local Area Connection: Connection-specific DNS Suffix . : lab-test.net

Description . . . . . . . . . . . : Intel(R) PRO/1000 MT Network Connection
Physical Address. . . . . . . . . : 00-0C-29-80-6C-CC

DHCP Enabled. . . . . . . . . . . : No

Autoconfiguration Enabled . . . . : Yes

IPv6 Address. . . . . . . . . . . : 2001l:abcd::5850:6d61l:1fb:ef3a(Preferred)



Temporary IPv6 Address. . . . . . : 200l:abcd::7151:b553:1a0a:80bb(Preferred)

Link-local IPv6 Address . . . . . : fe80::5850:6d61:1fb:ef3a%1l (Preferred)

Default Gateway . . . . . . . . . : fe80::c801:b9ff:fef0:8%11

DHCPv6 IAID . . . . . . . . . . . : 234884137

DHCPv6 Client DUID. . . . . . . . : 00-01-00-01-1F-3E-87-72-00-0C-29-80-6C-CC
DNS Servers . . . « « « « « « « o ¢ 2001:4860:4860::8888

NetBIOS over Tcpip. . . . . . . : Disabled

Connection-specific DNS Sufflx Search List :
lab-test.net

C:\Users\ >

DHCPv6 A7—hr7 )

T2 RARANKE, DHCPv6 AT—KR7IILZFEALTIPV6 PRLAEFDMHMONT XA —ZFZEXR
TEET, TOLEHICIE, ICMPv6 RA /N7 Y MZ Managed Address 7549 (M 7354 ) H'8RE
TENTVRDHENHYET,

CiscolOS 1 22 —7 1 4A 7 4% 1L —> 32 F— RT ipv6 nd managed-config-flag 1~
VREEFTITRE, L—RIIMITITINREETIET,

Router#

interface GigabitEthernet0/0/0
ipv6 address 2001:ABCD::1/64

ipvé nd managed-config-flag
l

RORUIZRTRSIC, L—RETY RKRANETNT Y RRBEARITENET,



=
ICMIPvE Router
Salicitation (R5)

LS

o

ICMPvb Router ‘W Bt met
Advertisement [RA)

b,

2
( DHCPwE
solicit
L
' e
DHCPvE
{ Advertise }
L :
DHCPwE
Request

i
DHCPvE
Replay
-
=
v A

ATY71: TV REKEARNIRAIC ICMPV6 RS ZIXELE T,

ATYVT72: =R M7ZTHFREENIZICMPV6RATUTLALET,
ATV 7 3: IV RKRAKNA DHCPV6 Solicit ZIXEL £ T,

ATY74: )L—5E DHCPv6 7 RNZAAXATUTLALET,

ATY75: TV REKANAH DHCPv6 ERZXEELET.

ATY76: )L—%IE DHCPv6 [SETUTLALET,

Managed address configuration 7 Z I A" B EE iz ICMPV6 RANT Y hDF v+ 7F v .

Frame 1190: 118 bytes on wire (944 bits), 118 bytes captured (944 bits) on interface 0



Ethernet II, Src: ca:01:09:£f0:00:08 (ca:01:b9:£f0:00:08), Dst: IPvébmcast_01 (33:33:00:00:00:01)
Internet Protocol Version 6, Src: Router IPv6 link local (fe80::c801:b9ff:fef0:8), Dst: f££f02::1
(£f£02::1)
Internet Control Message Protocol v6
Type: Router Advertisement (134)
Code: 0 Checksum: 0x0642 [correct] Cur hop limit: 64 Flags: 0x80 1l... .... = Managed address
configuration: Set

.0.. .... = Other configuration: Not set
.0. .... = Home Agent: Not set
.0 0... = Prf (Default Router Preference): Medium (0)
.0.. = Proxy: Not set
.0. = Reserved: 0

Router lifetime (s): 1800

Reachable time (ms): O

Retrans timer (ms): O

ICMPv6 Option (Source link-layer address : ca:01:b9:£f0:00:08)
ICMPv6 Option (MTU : 1500)

ICMPv6 Option (Prefix information : 2001:abcd::/64)

Type: Prefix information (3)

Length: 4 (32 bytes)

Prefix Length: 64

Flag: 0x80
1... .... = On-link flag(L): Set
.0.. .... = Autonomous address-configuration flag(A): Not set
.0. .... = Router address flag(R): Not set

...0 0000 = Reserved: 0
Valid Lifetime: 1800
Preferred Lifetime: 1800
Reserved
Prefix: 2001:abcd:: (2001:abcd::)

Wireshark T dhcpve 7 1 L X #EEEERA TS &, DHCPV6 NT Y NORBARRENET,

Source Destination Protocol Length Info PC IPv6 1link local f££f02::1:2 DHCPv6 157 Solicit XID:
0x328090 CID: 000100011£f3e8772000c29806ccc Frame 965: 157 bytes on wire (1256 bits), 157 bytes
captured (1256 bits) on interface 0 Ethernet II, Src: Vmware_80:6c:cc (00:0c:29:80:6c:cc), Dst:
IPvémcast_01:00:02 (33:33:00:01:00:02) Internet Protocol Version 6, Src: PC IPv6 link local
(fe80::5850:6d61:1fb:ef3a), Dst: f£f02::1:2 (££f02::1:2) User Datagram Protocol, Src Port: 546
(546), Dst Port: 547 (547) DHCPv6 Message type: Solicit (1)

Transaction ID: 0x328090

Elapsed time

Client Identifier

Identity Association for Non-temporary Address

Fully Qualified Domain Name

Vendor Class

Option Request

Source Destination Protocol Length Info
Router IPv6 link localPC IPv6 link local DHCPv6 180 Advertise XID: 0x328090 CID:
000100011£3e8772000c29806ccc IAA: 2001:abcd::70al:36a7:3e72:fa95

Frame 966: 180 bytes on wire (1440 bits), 180 bytes captured (1440 bits) on interface 0
Ethernet II, Src: ca:01:b9:£f0:00:08 (ca:01:09:£f0:00:08), Dst: Vmware_80:6c:cc
(00:0c:29:80:6c:cc)
Internet Protocol Version 6, Src: Router IPv6 link local (fe80::c801:b9ff:fef0:8), Dst: PC IPv6
link local (fe80::5850:6d61:1fb:ef3a)
User Datagram Protocol, Src Port: 547 (547), Dst Port: 546 (546)
DHCPv6 Message type: Advertise (2)

Transaction ID: 0x328090

Server Identifier

Client Identifier

Identity Association for Non-temporary Address



DNS recursive name server
Domain Search List

Source Destination Protocol Length Info
PC IPv6 link local ££f02::1:2 DHCPv6 199 Request XID: 0x328090 CID:
000100011£3e8772000c29806ccc IAA: 2001l:abcd::70al:36a7:3e72:£fa95

Frame 967: 199 bytes on wire (1592 bits), 199 bytes captured (1592 bits) on interface 0
Ethernet II, Src: Vmware_80:6c:cc (00:0c:29:80:6c:cc), Dst: IPvébmcast_01:00:02
(33:33:00:01:00:02)
Internet Protocol Version 6, Src: PC IPv6 link local (fe80::5850:6d61:1fb:ef3a), Dst: ££f02::1:2
(f£02::1:2)
User Datagram Protocol, Src Port: 546 (546), Dst Port: 547 (547)
DHCPv6 Message type: Request (3)

Transaction ID: 0x328090

Elapsed time

Client Identifier

Server Identifier

Identity Association for Non-temporary Address

Fully Qualified Domain Name

Vendor Class

Option Request

Source Destination Protocol Length Info
Router IPv6 link localPC IPv6 link local DHCPvV6 180 Reply XID: 0x328090 CID:
000100011£f3e8772000c29806ccc IAA: 2001:abcd::70al:36a7:3e72:fa95

Frame 968: 180 bytes on wire (1440 bits), 180 bytes captured (1440 bits) on interface 0
Ethernet II, Src: ca:01:9:£0:00:08 (ca:01:09:£f0:00:08), Dst: Vmware_80:6c:cc
(00:0c:29:80:6c:cc)
Internet Protocol Version 6, Src: Router IPv6 link local (fe80::c801:b9ff:fef0:8), Dst: PC IPv6
link local (fe80::5850:6d61l:1fb:ef3a)
User Datagram Protocol, Src Port: 547 (547), Dst Port: 546 (546)
DHCPv6 Message type: Reply (7)

Transaction ID: 0x328090

Server Identifier

Client Identifier

Identity Association for Non-temporary Address

DNS recursive name server

Domain Search List

Cisco I0S T® DHCPv6 AT — N 7 LY —/N— D E B

Cisco 10S TH#¥E
Cisco I0S T DHCPv6 AT — KN 7 I —N—%&ET 362 LLTICRLUET,

ATY 71 JO0-N)LA>74F1L—>3> E—RAH S ipv6 dhep pool NAME X K%
RITLET,

AT Y 7 2: address prefix, dns-server, doman-name %7 1Y R%Z#FHL T, DHCPv6 &/
LTIVRBRANIEFTITBINTAXA—Z2ZEELFTT,

AT Y7 3: ipv6 dhcp server NAME X > RZRTLT, A1V X—T7IA A7 4F1L—
Y E—RTEELET—ILZEALET,



ATVT4: AVB—TIAAX > 7 4¥ 1L —2 32 £— RT ipv6 nd managed-config-flag
OX > RZEMULET,

ATYVTE5: AVB—TIAAQA74F1L—>3>2 £— KT ipv6 nd prefix default 1800
1800 no-autoconfig 1Y > RZEML T, ICMPv6 RA /N7 ¥ N @ Autonomous address-
configuration(A) 7 5 J Z&E%ICL T,

¥ : DHCPV6 AT — K7 H—N—TF7O0—F=2EFEHATZE., TVRFAMNE2 DDER
2IPv6 7TRLAZEHRETDAHEMEN BN ET, 1 DHODOT RL AW, ICMPv6 RA /N
Y NADEREFEAL TEREETNET, 2 2HDOF7 RL A, DHCPv6 N Y RO ERHRA
FRENET, ChEBBTAEHIC, ICMPV6RA/NTY RTA 7SI 2EMICLT, T
V RIRARNH ICMPVv6 RA ADBRICEITWVWTIPVG 7 RLAZERLBWVWKRSICLET,

F AVR—TIAARA A7 14F1L—23 > F— R T ipv6 nd prefix default no-advertise
ONV RZEFERATDE, ICMPV6 RANTY NRORBASTL 714V UV REHRZHIBRTEE
ER

ipv6 unicast-routing

lipv6e dhcp pool LAN_POOL address prefix 2001:ABCD::/64 ! Includes the IPv6 prefix in the DHCPv6
packet exchange.

dns-server 2001:4860:4860::8888

domain-name lab-test.net

!

interface GigabitEthernet0/0/0

ipv6e address 2001:ABCD::/64 eui-64

ipv6é nd prefix default 1800 1800 no-autoconfig ! Disables the Autonomous address-
configuration(A) flag in the ICMPv6 RA packet.

ipv6é nd managed-config-flag ! Sets the Managed address configuration flag in the ICMPv6 RA
packet.

ipv6e dhcp server LAN_POOL
end

Cisco I0OS TORRENEL VW L ZRREITSICE., XN RZFEALE T,
AT Y7 1:showipvb dhcp pool ZFEAL T, BRERFICEHALENTX—XZHERELE T,

AT Y 7 2 : showipv6 dhep binding £2E1TLUTIY RAKARNICU—ARE = IPv6 7 RL ADIE
BARRENDEEZHRELET,

AT Y7 3 :showipvé dhep interface ZE1TL T, O—AILRY ND—DTA B —T T A4 AIC
BRALET—IIFRTEND EZBELET,

Router#show ipvé dhcp pool

DHCPv6 pool: LAN_POOL
Address allocation prefix: 2001:ABCD::/64 valid 172800 preferred 86400 (1 in use, 0 conflicts)
DNS server: 2001:4860:4860::8888
Domain name: lab-test.net Active clients: 1 Router#

Router#show ipv6 dhcp binding
Client: FE80::5850:6D61:1FB:EF3A
DUID: 000100011F3E8772000C29806CCC
Username : unassigned
IA NA: IA ID 0x0E000C29, T1 43200, T2 69120
Address: 2001:ABCD: :3DD4:77BB:E035:9375



Router#

preferred lifetime 86400, valid lifetime 172800
expires at Dec 28 2016 10:44 PM (172488 seconds)

Router#show ipv6 dhcp interface
FastEthernet0/0 is in server mode
Using pool: LAN_POOL
Preference value: 0

Hint from client: ignored
Rapid-Commit: disabled

Router#
debug ipv6 dhcp V> RERITITRE, I—REIV RKAAMNEMOXY E—IMHFRTREHh
£7,

Router#debug ipvé dhcp
IPv6 DHCP debugging is on
Router#IPv6 DHCP: Received SOLICIT from FE80::5850:6D61:1FB:EF3A on FastEthernet0/0

IPvV6
IPvV6
IPvV6
IPvV6
IPvV6
IPvV6
IPvV6

DHCP:
DHCP:
DHCP:
DHCP:
DHCP:
DHCP:
DHCP:

Option UNKNOWN (39) is not processed

Option VENDOR-CLASS(16) is not processed

Using interface pool LAN_POOL

Creating binding for FE80::5850:6D61:1FB:EF3A in pool LAN_POOL
Binding for IA_NA OE000C29 not found

Allocating IA_NA OE000C29 in binding for FE80::5850:6D61:1FB:EF3A
Looking up pool 2001:ABCD::/64 entry with username

'000100011F3E8772000C29806CCCOE000C29"

IPV6
IPV6
IPV6

FE80:

IPvV6
IPvV6
IPvV6
IPvV6
IPvV6
IPvV6
IPvV6
IPvV6
IPvV6

DHCP:
DHCP:
DHCP:
:5850:
DHCP:
DHCP:
DHCP:
DHCP:
DHCP:
DHCP:
DHCP:
DHCP:
DHCP:

Poolentry for user not found

Allocated new address 2001:ABCD::D9F7:61C:D803:DCF1

Allocating address 2001:ABCD::D9F7:61C:D803:DCF1 in binding for
6D61:1FB:EF3A, IAID OE000C29

Updating binding address entry for address 2001:ABCD::D9F7:61C:D803:DCF1
Setting timer on 2001:ABCD::D9F7:61C:D803:DCF1 for 60 seconds
Source Address from SAS FE80::C801:BI9FF:FEF0:8

Sending ADVERTISE to FE80::5850:6D61:1FB:EF3A on FastEthernet0/0
Received REQUEST from FE80::5850:6D61:1FB:EF3A on FastEthernet0/0
Option UNKNOWN (39) is not processed

Option VENDOR-CLASS(16) is not processed

Using interface pool LAN_POOL

Looking up pool 2001:ABCD::/64 entry with username

'000100011F3E8772000C29806CCCOEN00C29"

IPv6 DHCP: Poolentry for user found

IPv6 DHCP: Found address 2001:ABCD::D9F7:61C:D803:DCF1 in binding for FE80::5850:6D61:1FB:EF3A,
IAID 0OEOOQ0O0C29

IPv6 DHCP: Updating binding address entry for address 2001:ABCD::D9F7:61C:D803:DCF1

IPv6 DHCP: Setting timer on 2001:ABCD::D9F7:61C:D803:DCF1 for 172800 seconds

IPv6 DHCP: Source Address from SAS FE80::C801:BI9FF:FEF0:8

IPv6 DHCP: Sending REPLY to FE80::5850:6D61:1FB:EF3A on FastEthernet0/0

Router#

Microsoft Windows T M) #4E

ipconfig /all 1Y > RZ%E4TL T, Microsoft Windows T IPv6 7 RL A, DNS #—/N\—1g#k., K
XAVBNFZEENTVD L ZHERELET,

C:\Users\ >ipconfig /all

Windows IP Configuration

Host Name . . . . . . . . . . . . : MY-LAPTOP
Primary Dns Suffix



Node Type . . . . . . . . . . : Hybrid

IP Routing Enabled . . . . . . . : No WINS Proxy Enabled. . . . . . . . : No DNS Suffix
Search List. . . . . . : lab-test.net Ethernet adapter Local Area Connection: Connection-
specific DNS Suffix . : lab-test.net

Description . . . . . . . . . . . : Intel(R) PRO/1000 MT Network Connection

Physical Address. . . . . . . . . : 00-0C-29-80-6C-CC

DHCP Enabled. . . . . . . . . : No

Autoconfiguration Enabled . . . . : Yes

IPv6 Address. . . . . . . . . . . : 2001l:abcd::3dd4:77bb:e035:9375 (Preferred)

Lease Obtained. . . . . . . . . . : Sunday, January 01, 2017 4:47:02 PM

Lease Expires . . . . . . . . : Tuesday, January 03, 2017 4:47:02 PM

Link-local IPv6 Address . . . . . : fe80::5850:6d61:1fb:ef3a%1l (Preferred)

Default Gateway . . . . . . . . . : feB80::c801:b9ff:fef0:8%11

DHCPv6 IAID . . . . . . . . . . . : 234884137

DHCPv6 Client DUID. . . . . . . . : 00-01-00-01-1F-3E-87-72-00-0C-29-80-6C-CC

DNS Servers . . . « « « « « o« « o ¢ 2001:4860:4860::8888
NetBIOS over Tcpip. . . . . . . : Disabled
Connection-specific DNS Sufflx Search List

lab-test.net

C:\Users\ >

Windows TO A ALICERENBD A 2—T7 T4 A ID OESL

Microsoft Windows Tl&, BEIRESNEIPV6 FRLADS A LAV Z—TIAAIDHKTFT7T
Z)NTERENET (SLAAC 2 ) . EUI-64 ARIEFERAEELB A,

C:\Users\ >ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection: Connection-specific DNS Suffix . : IPv6 Address.
e 2001:abcd: :5850:6d61:1fb:ef3a ! Randomly generated interface ID.
Temporary IPv6 Address. . . . . . : 200l:abcd::8dl:8bbb:14e4:658e
Link-local IPv6 Address . . . . . : fe80::5850:6d61l:1fb:ef3a%11
Default Gateway . . . : fe80::c801:b9ff:fef0:8%11

Windows T EUI-64 7° Dtlb“ﬁﬁﬁ‘é NBLSICEETERT,

netsh interface ipv6 set global randomizeidentifiers=disabled

RICEUI64 7OEAZFEALTCAVEZ—TIAAIDNAERENECEZRBTEET,

C:\Users\ >ipconfigWindows IP Configuration Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . : IPv6 Address. . .
2001:abcd: :20c:29ff:fe80:6ccc ! Interface ID now generated by EUI-64 method.
Temporary IPv6 Address. . . . . . : 200l:abcd::9818:d729:fadb:8812
Link-local IPv6 Address . . . . . : fe80::20c:29ff:fe80:6ccc%1ll
Default Gateway . . . . . . . . . : fe80::c801:b9ff:fef0:8%11

SUBLAVE—TIAAID7OAZBOFEATZICIE., XOOX REZEZTLET,

netsh interface ipv6 set global randomizeidentifiers=enabled

Windows O — IPv6 7 RL A D EXL



tF¥21UFT4 LOEBAS, Windows TlE—ERHIC IPv6 7 RLAZERL T, 7IORNTUR
BEOEFETELTEATZZENHBYET,

chiZkt), IV RRANHED IPv6 7 RLADSBEZTSCENBEETNDTUFTE
ANEUD AR BN ET, EEAE, RYNDT—TTI7ATIF—LIL—INERENT
WBBEETT,

—K IPv67 RL A&, Windows T® RFC 4941 OERENFERATT,

C:\Users\ >ipconfig
Windows IP Configuration Ethernet adapter Local Area Connection: Connection-specific DNS Suffix

IPv6 Address. . . . . . : 2001l:abcd::5850:6d61:1fb:ef3a Temporary IPv6 Address.
.. 2001:abcd: :8d1:8bbb:14e4:658e Link-local IPv6 Address Co. .
fe80::5850:6d61:1fb:ef3a%11 Default Gateway . . . . . . . . . : fe80::c801:b9ff:fef0:8%11

C:\Users\ >netsh interface ipv6 show privacy
Querying active state...

Temporary Address Parameters

Use Temporary Addresses : enabled
Duplicate Address Detection Attempts: 5
Maximum Valid Lifetime : 7d
Maximum Preferred Lifetime : 1d
Regenerate Time : 5s
Maximum Random Time : 10m
Random Time : Os

C:\Users\Gus>

—RIPv6 PRLAOCEBEREZENCTSICE, ROONY RZEFTLET,

netsh interface ipv6 set privacy state=disabled

COOXRVRZFEATRE, ROBANRTENTT,

C:\Users\ >ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection: Connection-specific DNS Suffix . : IPv6 Address.
.. . 2001:abcd::5850:6d61:1fb:ef3a Link-local IPv6 Address Co. .
fe80::5850:6d61:1fb:ef3a%1ll Default Gateway . . . . . . . . . : fe80::c801:b9ff:fef0:8%11

C:\Users\ >netsh interface ipv6é show privacy
Querying active state...

Temporary Address Parameters

Use Temporary Addresses : disabled
Duplicate Address Detection Attempts: 5

Maximum Valid Lifetime : 7d
Maximum Preferred Lifetime : 1d
Regenerate Time : 5s
Maximum Random Time : 10m

Random Time : Os


https://tools.ietf.org/html/rfc4941

—RIPv6 P RLAZBUGFEATSICE, KOOV RZRITLET,

netsh interface ipv6 set privacy state=enable

IPv6 DEAFIVIOFTRLAEV)YTICE, IPMDHCP &V EZL<DAT>arrHy)ET,

RENDEERA e, T7ORAFBR/ER Y ICRTENBVEEOBRIBTEZIEEL THL

EAH'YET, CiscolOS & Microsoft Windows ICld, Z7AOLANLEEZIBET D LONEK
NABREINY RAFAZEThTVWET,

BAE1E ]

. CiscolOSIPv6 AN R DZ77L2A
. Windows W —J)LZEH L & IPv6 3R EBEROEE



http://www.cisco.com/c/ja_jp/td/docs/ios-xml/ios/ipv6/command/ipv6-cr-book.html
https://technet.microsoft.com/en-us/library/bb726952.aspx
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