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CORFIXVNOEHRE. REDFARRELCHZITNARACETVWTERENELIZ, DR
FIAXRNTEATEZINTOTNARRG, A (F7FIIN ) REOREASBELTVET
o BEEBHRORY ND—UTR., FEONVRIEL>TRIDAREMI HD2EEZ +OEIEL T
ZEW,

EREH
IKEFRE SR

- IPSec ( Internet Protocol Security ) &, F—SFR5E. BEtt, S LT BBEMEZRET S,
IPRY ND—OLD2O0OBERA NEOEEZ7ONILALI—RNTT,

- Internet Key Exchange version 2(IKEv2)ik, IPsecZ7ONIJLASAM—RTEFIVFA TV
I—->32SAZEYMNPYTITREHICEAETAD7OMNINLTT,

CEFIUFAPYII—VaY(SAK. EFITEEEEYR—RTBHEHIC. 200X Y K
D—OI TATAEATHREEFIVT A BHEZERILITSIETT, SAICEK, BSLT7ILI
DALRE—RBENDEUEEDDENTEXT, NFTI1YIBESF—ERENLTE
ENBDRYRNDT—IOF—ZONTXA—5Z,

. RYA—ID(VID)l, RO A —BEOBEEHR—NTBEHIC, AURVE—REOETF
NAAZRBANTBDEHICEAETNETT,

-Nonce:Z A LtkzFH, VITLAHEEZHSLEHIC, BBIFMTEREND S A LKE,

. Diffie-Hellman (DH)DZ £ F—R\T O AN 1= O F —K#(KE)EIR,

- ldentity Initiator/responder(IDi/IDr)ik, EF ICREBBEXF I LOICHEAEThETS, 0
BRiE. RERBORBOTTEEEINET,

. IPSecOHEBFF+—&, DHZEAL THERE L. Perfect Forward Secrecy(PFS)ZREET B
D, TODHREASHELERLERBZERNITDEN TEXRT,

- Diffie-Hellman (DH)F¥—X#k, N7V Y IF v XL ENLTRECHEBAEKTFTILIVALER
BMIBDHETT,

- NST7149vORLIZRTMO)E., BEENEN RN ZBBITDLEHICIPSeck I I —2 =
VTRBENZTOFVIDELERENZ T4V DT,

IKEV2/Nry M3
BIKE/NTY MR, RURILBIOEHORAO— RERFSEhET, KERSETR. N7

Y RRBORAO—RIOAVTOYO—HEL T, COBEKICRENTVWIERFEICOVWTIHAL
TVEY,



IKEV2 PACKET EXCHANGE

INITIATOR | RESPONDER
IKE_SA_INIT Request
VID, SA, KE, Nonce, NAT-T NEGOTIATE
E CRYPTO
< 5 PHASE 1 IKE_SA_INIT Response SETNIEGS
o =
‘g s VID, SA, KE , Nonce, NAT-T SECRET KEY
e}
g 2 EXCHANGE
v m
[~ =
22
I
IKE_AUTH Request
: -
(7]
®
T =
g5 PROVE
=
g3 PHASE 2 IKE_AUTH Response IDENTITY
=

PHASE 1 AND PHASE 2 COMPLETE- ENCRYPTED & AUTHENTICATED

IKEV2-Exchange

FEIPSech VY RIUHIKERDAS I —2a20EONTY NRIBUICKHBL A ZRBL. M
BILMRNCXHL T D EOICERTIREZTECSIMIDENEETT,

F:CORFIXINTRE, IKEV2NT Y RRBOFMICOVTEHEBLERA, FHMICD
WTIl&. TIKEv2 Packet Exchangeys & TZORIJILARILTFNY T L #28RBLTLKE
=L

VEdges%EE Z Cisco IOS® XEFRRE L BEMNITAEHICHBETT, £, RIZTRT IS, IKEV2/N
TY MRBEOIPsecHBZERAIO—RORNBZ—HESEDLERTT,


https://www.cisco.com/c/ja_jp/support/docs/security-vpn/ipsec-negotiation-ike-protocols/115936-understanding-ikev2-packet-exch-debug.html
https://www.cisco.com/c/ja_jp/support/docs/security-vpn/ipsec-negotiation-ike-protocols/115936-understanding-ikev2-packet-exch-debug.html
https://www.cisco.com/c/ja_jp/support/docs/security-vpn/ipsec-negotiation-ike-protocols/115936-understanding-ikev2-packet-exch-debug.html

Vedge and 10S-XE Config.

Vpnﬂ !nterfaceTunneHUDDEl e e o
Tunnel interface._ | Lot 8 sz msam

ip address 169.169.169.2/30 — tunnel destination 34 213.26.25
tunnel-source-interface ge0/0 tunnel mode ipsecipv4d

tunnel-destination 52.39.104 108 tunnel path-mtu-discovery LAk '
dead-peer-detection interval 10 retries 3 |VID tunnel protection ipsec profile if-ipsec! -ipsecprofie
ke Phase 1 {Sa} crypto ikev2 proposal p1-global

version 2 — encryption aes-cbc-128 aes-cbc-258
integrity shal sha256 shald4 shas1

rekey 86400 group 14 15 16 2

cipher-suite aes256-che-shal

group 14 crypto ikew2 policy policy1-global
proposal pl-global

auther;ilcaéliﬂ type Phase 1 crypto ikevz profile i-ipseci -ikev2-profie
pre-shared-key ; AUTH (Identification) match identty remote address 34 213.06.25 255255255255 |
pre-shared-secret Ciscol123 D match identity remote address 128.1.3.43 255,255 255 255

remote-id 1002117 authentication remote pre-share

I authentication local pre-share

2 keyring local i-ipsec-ikev2-keyring
: dpd 10 3 on-demand  VID

no config-exchange request

crypto ikev2 keyring if-ipseci-kev2-keyring
peerif-ipseci-kev2-keyrng-peer

address 34.213.26.25

pre-shared-key cisco 1234567890

ipsec %

rekey 3600
replay-window 512 Phase 2 (Sa) crypto ipsec transform-set if-pseci-ikeva-transform esp-gcm 256
cipher-suite aes256-gcm made tunnel

perfect-forward-secrecy group-16 crypto ipsec profilks if-ipsecl-ipsscprofile

! set security-association lifetime kilebytes disable
no sht m'lnwn set security-association replay window-size 512
I set transform-setif-ipsec! -ikev24ransform

set pfs group1s

set ikev2-profile if-ipgectdkev2-profile

¥ REOEHS ., IKEXDI—2aroXRB0AEEZEZELEF T, IY > REIPsech
ZJZORINZDSI—>a VIcEENTFRCENEETT,

NZ7ILZa—b

IKEF/SY J OERL

VEdgesDTFN\NY T AV BERATD L. IKEVIELERIKEV2OWTFnAOTFT/INY T LRIVERY
BMICHEYET,

debug i ked m sc high
debug i ked event high

vshell ACHREDT/NY JBWBERSRL., 7> Rtail f <debug path>ZER{TTEEXT,

vshel |
tail -f /var/log/ message

CLITRK, EELENAOBREOOTITZNY JIEHRERTID_ELETEET,
moni tor start /var/l og/ messages
IPSecBBO NS TN 1—FT1 27O AZMBTIEHOE> I

BONEBZBIPsecFTUVAZSBMTERT, EREREIZICE., FWVRWFPTO-—FZH 2T
WMHBDHEZEHNDENRVSRRANTT,

1. IPsec N RILA I ET iz,
2.IPSech>ZIHFZO L, BETEBEILIENELE, (75Y7)



3. IPSech > RINFTIL, FIOREOERERICES,
IPSech > RIIAERZEIILUAVBESE., IKEXRDSI -3 0REOHEERER TR LHIC
 UTILBRALTTFENY T TRDURENHVET,

IPSech > RIAHFFTLT, ThEGEOERTERILZEER. RE—MRNVICKNRILTZ
Y7 EREN, BRERRASMRCANBETT, NIRRTV UIEBEDRALARY T %
MBdZEE, PNV 2B I HEERBERF OEEFATRTT,

IPSech > RIHNETL, FTREBOERIGESEZEERF. NORILFZDUL, G5HDE
HTRYRIUAETDUIEREIC. TATEOOBRAL, NORIHFERBICEBIAUZNDIOED
FTLVWRREDCEEZHDLENBYET,

NZTLND1—F142T2RBETHEIC. RAVRNERELET,

1. EEEHREERETIPsech XL (BT ).
2. MNRIMNBIDVUEEEDRALRR T (RETREE )
3. IPsecE7DIPF RLA ( RRILDIEE ) -

IXNTOF/NY J O Eivarllogimessages 7 7 4 )LICREE N, BEDO Y Tldmessages”7

FANLCREFENERIAN, COBEVERDES. 77V 7RREAECRICHKFERCIHETE
ETEET, BETZITF/NYIDIFEAE Emessagest, 2, 3. BUBEXYE—DT77 ()&

U, IPsech RILBEEDIKERDAS I —23>0OF/NY J(chaon)Z D T2 1-H DA LR
VTEHMBENEETTY,

BEAEDTNY ITE, IPsech Y ZLDBERENEhERA, XTSI —332ENTY N
ERBTDIRE—BNETERG. UE—RETFOIPPRLRE, RURAFIYTASEEEL
BIP7 RLATY. IKEF/NY T OENBIERICRLET,

Jun 18 00: 31: 22 vedge0l charon: O9[CFG vici initiate 'child_IPsec2_1'
Jun 18 00: 31: 22 vedge0l charon: 16[IKE] initiating IKE_SA ipsec2_1[223798] to 10.10.10.1
Jun 18 00: 31: 22 vedge0l charon: 16[IKE] initiating IKE_SA ipsec2_1[223798] to 10.10.10.1

IKE INITRO>I—23>0FNY TJICE&E, IPsechRILBEAFRTENETTH, NTY R
DEZEDEHR T, IPsechZRIIPF RLAEGNFERAENET,

Jun 18 00: 31: 22 vedge0l1 charon: 09[CFG vici initiate 'child_ipsec2_1'

Jun 18 00: 31: 22 vedge0l1 charon: 16[I1KE] initiating | KE_SA ipsec2_1[223798] to 10.10.10.1

Jun 18 00: 31: 22 vedge0l1 charon: 16[I1KE] initiating | KE_SA ipsec2_1[223798] to 10.10.10.1

Jun 18 00: 31: 22 vedge0l1l charon: 16[ ENC] generating IKE_SA INIT request O [ SA KE No N(NATD_S | P)
N(NATD_D_ | P) N(FRAG SUP) N(HASH ALG N(REDI R_SUP) ]

Jun 18 00: 31: 22 vedge0l1 charon: 16[ NET] sending packet: from 10.132.3.92[500] to 10.10.10.1[500]
(464 byt es)

Jun 18 00: 31: 22 vedge0l1 charon: 12[ NET] received packet: from 10.10.10.1[500] to
10.132.3.92[500] (468 bytes)

Jun 18 00: 31: 22 vedge0l1 charon: 12[ENC] parsed |KE_SA INIT response O [ SA KE No N(NATD_S | P)
N(NATD D | P) N(HTTP_CERT_LOOK) N(FRAG SUP) V ]

Jun 18 00: 31: 22 vedge0l1 charon: 12[ ENC] received unknown vendor |D:

4f : 85:58:17: 1d: 21: a0: 8d: 69: cb: 5f : 60: 9b: 3c: 06: 00

Jun 18 00: 31: 22 vedge01 charon: 12[1KE] |ocal host is behind NAT, sending keep alives

) ) ]

IPsec > R ILEKTE :



interface ipsec2 ip address 192.168.1.9/30 tunnel -source 10.132.3.92 tunnel -destination

10. 10. 10. 1 dead-peer-detection interval 30 ike version 2 rekey 86400 ci pher-suite aes256-cbc-
shal group 14 authentication-type pre-shared-key pre-shared-secret

$8%wgr s/ Cwet XOna34yF4Fga0B62mEBpHFdOz FaRmo Yf nBi oW/O3s3ef FPBbkazgqvoN ! | I ipsec rekey 3600
repl ay-w ndow 512 ci pher-suite aes256-gcm perfect-forward-secrecy group-14 !

BHR1. IPsech > RILFBIULENEZV

COMBE RN XLOBIORETHDAREN BB, FLT Y TRETHEBEL, KEF/Y
YUNBERATS IV TT,

BR2. IPSech > RILHFTO> L, BETERIEhE

BRLERSIC, BECOERE. h)?%ﬁﬁ@/btﬁ@@ﬁﬁﬁ@%ﬂ%tbthLW
ShTVET, BERROSHAHALTVREHEE, XY ND—J0EBEN EHEZORET S C
ENBYNET,

NZTNDA—FTAVTZRBRTBHEIC. RAVRNERELET,

1. EEERERELIPsech XL (BEF ),
2. NVRIDNBZIILIEEEDRLALARYT,
3. IPsecE7DIP7 RLA ( RFIDIEE )

DPDEIAE

ZOBITE. 6H18B(00:3117)IC R ZIAFL T LTVET,

Jun 18 00:31:17 vedge0l1 FTMD] 1472]: %Viptela-vedge01l-FTMD-6-INFO-1000001: VPN 1 Interface ipsec2
DOWN

Jun 18 00:31:17 vedge0l1 FTMD] 1472]: %Viptela-vedge0l-ftmd-6-INFO-1400002: Notifi cation:

i nterface-state-change severity-1|evel:mjor host-nane:"vedge0l" systemip:4.0.5.1 vpn-id:1if-
nane: "i psec2" new- state: down

X IPsechFRIWEFO> 0O FNYIT0O—HTlEEL, FTIMDOY TF, LEN2T
. charont IKEt HIflE hEB A

¥ BEEITIO0REBEE—HICHARENY, AUL7O0CLRICEELEVERNI OITBEICE
RENFEXT,

ATYT1: BALARTHREE L, RECOJFBESTSshiz&, TAsECOJDLE
1—ZRAHELET,

Jun 18 00:31: 17 vedgeOl charon: 11[IKE] giving up after 3 retransnits

Jun 18 00:28: 22 vedge0l charon: O08[IKE] retransnmit 3 of request with message ID 543 (tries=3,
ti meout =30, exchange=37, state=2)

Jun 18 00:28: 22 vedge0l1l charon: O8] NET] sending packet: from 10.132.3.92[4500] to

10. 10. 10. 1[ 4500] (76 bytes)

Jun 18 00: 26: 45 vedge0l charon: O06[IKE] retransnmit 2 of request with message ID 543 (tries=3,
ti meout =30, exchange=37, st ate=2)



Jun 18 00: 26: 45 vedge0l1 charon: O06[ NET] sending packet: from 10.132.3.92[4500] to
10. 10. 10. 1[ 4500] (76 bytes)

Jun 18 00: 25: 21 vedge0l1 charon: 08[1KE] sending DPD request

Jun 18 00: 25: 21 vedge01 charon: O8] ENC] generating | NFORVATI ONAL request 543 [ ]

Jun 18 00: 25: 21 vedge0l1l charon: O8] NET] sending packet: from 10.132.3.92[4500] to

10. 10. 10. 1[ 4500] (76 bytes)

Jun 18 00: 25: 51 vedgeOl1l charon: O5[I1KE] retransmit 1 of request with nessage ID 543 (tries=3,
ti meout =30, exchange=37, state=2)

Jun 18 00: 25: 51 vedge0l1 charon: O5[ NET] sending packet: from 10.132.3.92[4500] to

10. 10. 10. 1[ 4500] (76 bytes)

REICKL ZDPD/NT Y M RX#E, BER# 542 L TRBE NI T,

Jun 18 00: 24: 08 vedgeOl charon: 11[ ENC] generating INFORMATIONAL request 542 [ ]
Jun 18 00: 24: 08 vedge0l1 charon: 11[ NET] sending packet: from 10.132.3.92[4500] to
10. 10. 10. 1[ 4500] (76 bytes)

Jun 18 00: 24: 08 vedge0l1 charon: O7[NET] received packet: from 13.51.17.190[4500] to
10. 10. 10. 1[ 4500] (76 bytes)

Jun 18 00: 24: 08 vedge0l1 charon: 07[ ENC] parsed INFORMATIONAL response 542 [ ]

ATYT72: INTOBEREELVIEFICEXET,

Jun 18 00: 24: 08 vedge0l1 charon: 11[ ENC] generating | NFORVATI ONAL request 542 [ ]
Jun 18 00: 24: 08 vedge0l1 charon: 11[ NET] sendi ng packet: from 10.132.3.92[4500] to
10. 10. 10. 1[ 4500] (76 bytes)

Jun 18 00: 24: 08 vedge0l1 charon: O7[ NET] received packet: from 10.10.10.1[4500] to
10. 132. 3. 92[ 4500] (76 bytes)

Jun 18 00: 24: 08 vedge0l1 charon: O7[ ENC] parsed | NFORMATI ONAL response 542 [ ]

Jun 18 00: 25: 21 vedge0l1 charon: 08[1KE] sendi ng DPD request

Jun 18 00: 25: 21 vedge0l1 charon: O8] ENC] generating | NFORVATI ONAL request 543 [ ]

Jun 18 00: 25: 21 vedge0l1 charon: O0O8[ NET] sendi ng packet: from 10.132.3.92[4500] to

10. 10. 10. 1[ 4500] (76 bytes)

Jun 18 00: 25: 51 vedge0l1 charon: O5[IKE] retransmt 1 of request with nessage I D 543 (tries=3,
ti meout =30, exchange=37, state=2)

Jun 18 00: 25: 51 vedge0l1 charon: O5[ NET] sendi ng packet: from 10.132.3.92[4500] to

10. 10. 10. 1[ 4500] (76 bytes)

Jun 18 00: 26: 45 vedge0l1 charon: O06[IKE] retransmt 2 of request with nessage I D 543 (tries=3,
ti meout =30, exchange=37, state=2)

Jun 18 00: 26: 45 vedge0l1 charon: O06[ NET] sendi ng packet: from 10.132.3.92[4500] to

10. 10. 10. 1[ 4500] (76 bytes)

Jun 18 00: 28: 22 vedge0l1 charon: O8[IKE] retransmt 3 of request with nessage I D 543 (tries=3,
ti meout =30, exchange=37, state=2)

Jun 18 00: 28: 22 LvedgeOl charon: O08[ NET] sendi ng packet: from 10.132.3.92[4500] to

10. 10. 10. 1[ 4500] (76 bytes)

Jun 18 00: 31:17 vedge0l1 charon: 11[IKE] giving up after 3 retransmts

Jun 18 00: 31:17 vedge01 FTMD[ 1472]: %/ ptel a- LONDSRO1- FTMD- 6- | NFO- 1000001: VPN 1 Interface

i psec2 DOMWN

Jun 18 00: 31:17 vedge01 FTMD[ 1472]: %/ ptel a- LONDSRO1-ft nd- 6- | NFO- 1400002: Noti fi cati on:

i nterface-state-change severity-1evel:mjor host-nane:"LONDSRO1" systemip:4.0.5.1 vpn-id:1 if-
nane: "i psec2" new st at e: down

EEROHITE, vEdge01/4°10.10.10.1A S ODPD/NT Y RZZEFEL VWS, NOZRILHNA T
LTVWET, Chik, 300ODPDEZEEZICIPsecET A" Tlosty ICEREEh, NIRRT DY
FTHDEFHREINET, COBEICEEHROERNI HYET, BE. ChiE/NTY NF/NATEX
FEEROYZ7ENBISPICEELTVET, BAENf—ERELLESE,. XD ENZ T4V D
ZERTDHERFHYFTEAN, BENfERLAEVESEF, vEdge, VE—RKIPSecE7, &KV
ISPOF ¥ 7F v+ ZFRALTNTY NEZBHTEEXT,



ER3:IPsech > RILHFAIL, FOIREOEFICED

COERTEHRLERSIC, RYRILBEEBCBELTVELESDS, @SADERATH YL,
RORIFERBICHBIENELEATLIEE, COZFUATR, RYRND—JICEEIHIET,

NZTND1—FT4 T ZRBTREIC. RAVNERELET,

1. EEERERELIPsech XL (BEF )
2. RIRINBEILIEEEDRALARYT,
3. IPsecE7DIP7 RLA ( NFXIDIEE )

PFSOF—H

COBITIRE, RRIDNETILEEEZECLEZALAZR T TR TN a—FT4 20 FRKBEL
TFtA. BENERLUEVERY ., IKEFNYINRBEAT7S3aTT,

interface ipsecl description VWAN VPN ip address 192.168.0. 101/ 30 tunnel -source-interface ge0/0
tunnel -destination 10.10.10.1 ike version 2 rekey 28800 ci pher-suite aes256-cbc-shal group 2
aut henti cati on-type pre-shared-key pre-shared-secret

"$8%nj K2pLLj gKWNQUOKec Nt Y3+f 03hbTs0/ 7i Jy6unNt er snCG GB38kI Pj soqgXZdVnt i zLu79\ nadj t 2POVR42Yw=="
I 11 ipsec rekey 3600 replay-w ndow 512 ci pher-suite aes256-cbc-shal perfect-forward-secrecy
group-16 ! mtu 1400 no shut down

FNY TV oMY, ROAPI—-23aVFRRENET,

daenon. i nfo: Apr 27 05:12:56 vedgeOl charon: 16[ NET] received packet: from 10.10.10.1[4500] to
172.28. 0. 36[ 4500] (508 bytes)

daenon. i nfo: Apr 27 05:12:56 vedgeOl charon: 16[ ENC] parsed CREATE_CHI LD SA request 557 [ SA No
TSI TSr ]

daeron. i nfo: Apr 27 05:12:56 vedgeOl charon: 16[ CFG received proposal s:

ESP: AES_GCM 16_256/ NO_EXT_SEQ, ESP: AES_CBC 256/ HVAC_SHA1_96/ NO_EXT_SEQ,

ESP: 3DES_CBC/ HVAC_SHA1_96/ NO_EXT_SEQ, ESP: AES_CBC 256/ HVAC _SHA2_256_128/ NO_EXT_SEQ,

ESP: AES_CBC 128/ HVAC _SHA1_96/ NO_EXT_SEQ, ESP: 3DES_CBC/ HVAC _SHA2_256_128/ NO_EXT_SEQ

daeron. i nfo: Apr 27 05:12:56 vedgeOl charon: 16[ CFG configured proposals:

ESP: AES_CBC 256/ HVAC_SHA1_96/ MODP_4096/ NO_EXT_SEQ

daeron. i nfo: Apr 27 05:12:56 vedgeOl charon: 16[|IKE] no acceptabl e proposal found

daeron. i nfo: Apr 27 05:12:56 vedgeOl charon: 16[IKE] failed to establish CH LD_SA, keeping

| KE_SA

daeron. i nfo: Apr 27 05:12:56 vedgeOl charon: 16[ ENC] generati ng CREATE_CH LD _SA response 557 [
N(NO_PROP) ]

daenon. i nfo: Apr 27 05:12:56 vedgeOl charon: 16[ NET] sendi ng packet: from 172.28.0.36[4500] to
10. 10. 10. 1[ 4500] (76 bytes)

daenon. i nfo: Apr 27 05:12:57 vedgeOl charon: O8[ NET] received packet: from 10.10.10.1[4500] to
172.28. 0. 36[ 4500] (76 bytes)

daenon. i nfo: Apr 27 05:12:57 vedgeOl charon: O8[ENC] parsed | NFORMATI ONAL request 558 [ ]
daenon. i nfo: Apr 27 05:12:57 vedgeOl charon: O8[ ENC] generating | NFORVATI ONAL response 558 [ ]
daenon. i nfo: Apr 27 05:12:57 vedgeOl charon: O08[ NET] sendi ng packet: from 172.28.0.36[4500] to
10. 10. 10. 1[ 4500] (76 bytes)

daenon. i nfo: Apr 27 05:12:58 vedgeOl charon: O7[ NET] received packet: from 10.10.10.1[4500] to
172.28. 0. 36[ 4500] (396 bytes)

daenon. i nfo: Apr 27 05:12:58 vedgeOl charon: 07[ENC] parsed CREATE_CHI LD SA request 559 [ SA No
TSI TSr ]

daenon. i nfo: Apr 27 05:12:58 vedgeOl charon: 07[ CFG received proposals:
ESP:AES_GCM_16_256/NO_EXT SEQ, ESP:AES_CBC_256/HMAC_SHAl 96/NO_EXT_SEQ,
ESP:3DES_CBC/HMAC_SHAl 96/NO_EXT SEQ, ESP:AES_CBC_256/HMAC_SHA2 256_128/NO_EXT SEQ,
ESP:AES_CBC_128/HMAC_SHA1l 96/NO_EXT SEQ, ESP:3DES_CBC/HMAC_SHA2 256_128/NO_EXT_ SEQ



daeron. i nfo: Apr 27 05:12:58 vedgeOl charon: 07[ CFG configured proposals:
ESP:AES_CBC_256/HMAC_SHAl 96/MODP_4096/NO_EXT SEQ

daeron. i nfo: Apr 27 05:12:58 AvedgeOl charon: 07[|KE] no acceptable proposal found

daenon. i nfo: Apr 27 05:12:58 vedgeOl charon: O7[IKE] failed to establish CH LD SA, keeping
| KE_SA

3 : CREATE_CHILD_SA/NT Y hE, F—BARELRFHLVSAZ LICRBENET,
FBICOLTR. TIKER/NT Y RHRIZOWT, #BRL T 2

IKEF/NY JEEUEBEZRL, BICEVEREND -0, FHRO—FZ2MELToMIDEN
TEEY,

CREATE_CHILD _SAlk. #H L WSPISEARK L TIPsecTY RRA > NETRXBETHEMNZEFEOF
—BEREE®RLET,

. IY 2k, 10.10.10.1A SCREATE_CHILD SAEXRNT Y h&EZELE T,
CIVOREREMEL, E710.10.1018 8 EEE 7 OKR—IL(SA) ZHERBLET
LIvDR, ET7ASEEENEZELETOR—YILE, REENE7OR—YI)L ZHEL
79,
. P& N7=CREATE_CHILD_SA#A" "no acceptable proposal founds TRELET,

CORRT, ROXSBEBEARELET, PRLFUBCBRELTVT, BEFTDHATWV
BH21EBE, BREOF—BIF&208BETIH,

ROMIRE, EFHFREBLTVEVREZRHOTOR—FILICEMT 1 =L RFBVVET,
BREENh7OR—Y)L . ESP:AES_CBC_256/HMAC_SHA1_96/MODP_4096/NO_EXT_SEQ

FUBRLERR:

ESP:AES_GCM_16_256/NO_EXT_SEQ.
ESP:AES_CBC_256/HMAC_SHA1_96/NO_EXT_SEQ,
ESP:3DES_CBC/HMAC_SHA1_96/NO_EXT_SEQ,
ESP:AES_CBC_256/HMAC_SHA2_256_128/NO_EXT_SEQ.
ESP:AES_CBC_128/HMAC_SHA1_96/NO_EXT_SEQ,
ESP:3DES_CBC/HMAC_SHA2_256_128/NO_EXT_SEQ

MODP_4096l&, 7 T—2RA2 ( IPsect¥< 3> ) MPFS(Perfect-forward-secrecy) = Xt L T
vedge N SREENTVWBDHI IL—716TT,

PFSIk. RUFRINERICEILTED, FLERIKERDSI—Ya 0REAFLEDERNHT
HIDICEK > THRIAITEBVHE—DFR—HOERETT, EEL, F—BERISHABEE LD E, b
VRGBT TET, COERIRELEY, BEITDAEEN BV ET,

DELETEA R M RETHIM & hi=#(CvEdge IPSec/lkev2 b XL BREIL 3V

COEREDFMIC DOWTIE, CiscoBug ID CSCvx86427ZZBRL TS & LY,

COBBENRETDE, IKEFNY TH&E 7?;2!'7/3/(,_73U¥3'o L. FNYITNER
ZB2TVBRHEE., COBENFESICEALT, SFINEXYE=DTT7AILDEESICE
BHRARTENRT LA

COBEZER)IAHK, vEdgeh Cisco Bug ID CSCvx86427 L TR A ESH EHRT D IC I,
NOZRIABZD U ERBZERDIZDXENHVET,


https://www.cisco.com/c/ja_jp/support/docs/security-vpn/ipsec-negotiation-ike-protocols/115936-understanding-ikev2-packet-exch-debug.html
https://www.cisco.com/c/ja_jp/support/docs/security-vpn/ipsec-negotiation-ike-protocols/115936-understanding-ikev2-packet-exch-debug.html
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx86427
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx86427

NZTND1—FT4 VT ZRBTREIC, RAVNERELET,

1. BBELREEREUIPsech > XIL (BF ),

2. 8RN BZIDILEEEDRALARYT

3. IPsecE7DIP7 RLA ( MRILDIEE )
BALARTHFRFEESH, REBEOATFEEFTSh LR, FOXINFETV FTHEHOOY
ZWFELET,

Apr 13 22:05:21 vedge0l charon: 12[IKE] received DELETE for IKE_SA ipsecl_1[217]

Apr 13 22:05:21 vedgeOl charon: 12[IKE] deleting | KE_SA ipsecl_1[217] between

10. 16. 0. 5[ 10.16.0.5]...10.10. 10. 1[ 10. 10. 10. 1]

Apr 13 22:05:21 vedgeOl charon: 12[IKE] deleting | KE_SA ipsecl_1[217] between

10. 16. 0. 5[ 10.16.0.5]...10.10. 10. 1[ 10. 10. 10. 1]

Apr 13 22:05:21 vedgeOl charon: 12[IKE] | KE_SA del et ed

Apr 13 22:05:21 vedgeOl charon: 12[IKE] | KE_SA del et ed

Apr 13 22:05:21 vedgeOl charon: 12[ENC] generating | NFORVATI ONAL response 4586 [ ]

Apr 13 22:05:21 vedgeOl charon: 12[ NET] sendi ng packet: from 10.16.0.5[4500] to 10.10. 10. 1[ 4500]
(80 bytes)

Apr 13 22:05:21 vedgeOl charon: 12[KNL] Deleting SAD entry with SPI 00000e77

Apr 13 22:05:21 vedge0l FTMD[1269]: %Viptela-AZGDSRO1l-FTMD-6-INFO-1000001: VPN 1 Interface
ipsecl DOWN

Apr 13 22:05:21 vedge0l FTMD[1269]: %Viptela-AZGDSRO1l-ftmd-6-INFO-1400002: Notification:
interface-state-change severity-level:major host-name:"vedgeOl" system-ip:4.1.0.1 vpn-id:1 if-
name: "ipsecl" new-state:down

X IPSecRITI—2aVICEEBODELETENT Y "A®H V). CHILD_SAMDELETE
REKEYZ Ot AL TFHE N BDELETETY, C DA, #/xIKE_SA DELETE/N
TY RABEDIPSecR AT -3 B LTEFENLERKICICRELET., <0
DELETEIC & 2T, §XTDIPsec/IKEN RN BIBRENET,

P
Ln

R

CKEV2NT Y RRBB LT ZORILLRILTFNY T
AR —FY R F—RH(KE):RFC 2409

- IKEVv2:RFC 7296

. VEdge & Cisco IOSE D% 4 b BELANEIPSec
TO_HI HR—bE RF I XN - Cisco Systems



https://www.cisco.com/c/ja_jp/support/docs/security-vpn/ipsec-negotiation-ike-protocols/115936-understanding-ikev2-packet-exch-debug.html
https://datatracker.ietf.org/doc/html/rfc2409
https://datatracker.ietf.org/doc/html/rfc7296
https://www.cisco.com/c/ja_jp/support/docs/routers/sd-wan/214521-site-to-site-lan-to-lan-ipsec-between.html
https://www.cisco.com/c/ja_jp/support/index.html
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