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interface Loopback0

ip address 192.168.1.1 255.255.255.0
|
interface TunnelO

ip address 172.16.0.101 255.255.255.0
tunnel source Ethernet0/0

tunnel mode 1ipsec 1ipv4d

tunnel destination 10.0.0.2

tunnel protection ipsec profile phse2-prof
|

interface Ethernet0/0

ip address 10.0.0.1 255.255.255.0

crypto ikev2 proposal PHASEl-prop
encryption 3des aes-cbc-128
integrity shal
group 2
|
crypto ikev2 policy site-pol
proposal PHASEl-prop
|
crypto ikev2 keyring KEYRNG
peer peerl
address 10.0.0.2 255.255.255.0
hostname hostl
pre-shared-key local cisco
pre-shared-key remote cisco
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crypto ikev2 profile IKEV2-SETUP

match identity remote address 0.0.0.0
authentication remote pre-share
authentication local pre-share
keyring Tocal KEYRNG

Tifetime 120

|

crypto ipsec transform-set TS esp-3des esp-sha-hmac
!

crypto ipsec profile phse2-prof

set transform-set TS

set ikev2-profile IKEV2-SETUP

!

ip route 0.0.0.0 0.0.0.0 10.0.0.2

ip route 192.168.2.1 255.255.255.255 TunnelO

=52

crypto ikev2 proposal PHASEl-prop
encryption 3des aes-cbc-128
integrity shal
group 2
|
crypto ikev2 keyring KEYRNG
peer peer2
address 10.0.0.1 255.255.255.0
hostname host?2
pre-shared-key local cisco
pre-shared-key remote cisco
|
crypto ikev2 profile IKEV2-SETUP
match identity remote address 0.0.0.0
authentication remote pre-share
authentication local pre-share
keyring local KEYRNG
Tifetime 120
|
crypto ipsec transform-set TS esp-3des esp-sha-hmac
|
1
crypto ipsec profile phse2-prof
set transform-set TS
set ikev2-profile IKEV2-SETUP
|
interface Loopback0
ip address 192.168.2.1 255.255.255.0
|
interface Ethernet0/0
ip address 10.0.0.2 255.255.255.0
|
interface TunnelO
ip address 172.16.0.102 255.255.255.0
tunnel source Ethernet0/0
tunnel mode 1ipsec 1ipv4d
tunnel destination 10.0.0.1
tunnel protection ipsec profile phse2-prof



ip route 0.0.0.
ip route 192.16

0 0.0.0.0
8.1.1 255.
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55.255.255.255 TunnelO
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deb crypto ikev2
deb crypto ikev2
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=51 (RE
AlyoXyt
—Z DOF A

FNv YT

N—52 (&
Bl)yDXyt—
S NOFEA

W—5 1 I’E
=1t ACL & —
BIs5E7
ASA 10.0.0.2
EONT Y b
ZEELEY
o SA DIERLE
B L &Y,

*Nov 11 20:28:34.003: IKEv2:Got a packet from dispatcher

*Nov 11 20:28:34.003: IKEv2:Processing an item off the pak queue
*Nov 11 19:30:34.811: IKEv2:% Getting preshared key by address
10.0.0.2

*11A11H19:30:34.811:IKEv2:Adding Proposal PHASE1-prop to
toolkit policyle

*Nov 11 19:30:34.811: IKEv2:(1): Choosing IKE profile IKEV2-
SETUP

*Nov 11 19:30:34.811: IKEV2 : # L Wikev2 saZERAFFAIEhEL 1=
*Nov 11 19:30:34.811: IKEV2 : 3¥{Snegotiating sa countZ 13X 9

STIIONE K0
XvE—2F
IKE_SA_INIT
R|TT, C
nhsoxXvy+t
— TS
{EF7ILIUX
INOE3I=D/Zun
-3, F
I ADIRH,
Diffie-Hellman
R|pEITVE
E

BEI> T 4

*Nov 11 19:30:34.811: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBDS5A59F0B R_SPI=0000000000000000 (I) MsgID =
00000000 CurState: IDLE Event: EV_INIT_SA

*Nov 11 19:30:34.811: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBDS5A59F0B R_SPI=0000000000000000 (I) MsgID =
00000000 CurState: I_BLD_INIT Event: EV_GET_IKE_POLICY

*Nov 11 19:30:34.811: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBDS5A59F0B R_SPI=0000000000000000 (I) MsgID =
00000000 CurState: I_BLD_INIT Event:EV_SET_POLICY
*11H11H819:30:34.811:IKEV2:(SAID = 1) : REEF KR —DFRE
*Nov 11 19:30:34.811: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=0000000000000000 (I) MsgID =
00000000 CursState: I_BLD_INIT Event: EV_CHK_AUTH4PKI

*Nov 11 19:30:34.811: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBDS5A59F0B R_SPI=0000000000000000 (I) MsgID =
00000000 CurState: I_BLD_INIT Event:EV_GEN_DH_KEY

*Nov 11 19:30:34.811: IKEV2:(SA ID = 1):SM Trace-> SA:




FiL—>3
~/ crypto ikev2
proposal
PHASE1-prop
encryption 3des
aes-cbc-128
integrity shal
group 2crypto
ikev2 keyring
KEYRNG peerl
address
10.0.0.2
255.255.255.0
hostname hostl
pre-shared-key
Tocal cisco
pre-shared-key

remote cisco

|_SPI=F074D8BBDS5A59F0B R_SPI=0000000000000000 (I) MsgID =
00000000 CurState: I_BLD_INIT Event: EV_NO_EVENT

*Nov 11 19:30:34.811: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=0000000000000000 (l) MsgID =
00000000 CurState: I_BLD_INITA X2 b
EV_OK_RECD_DH_pubkeyJs&F

*Nov 11 19:30:34.811:IKEV2:(SAID = 1) : 72 <32 : Action_Null
*Nov 11 19:30:34.811: IKEv2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=0000000000000000 (I) MsgID =
00000000 CurState: I_BLD_INIT Event: EV_GET_CONFIG_MODE
*Nov 11 19:30:34.811: IKEV2:IKEV2 initiator - IKE_SA_INITX# Ti%
BEI2BHT—2BL

*Nov 11 19:30:34.811: IKEv2:No config data to send to toolkit:

*Nov 11 19:30:34.811: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI1=0000000000000000 (l) MsgID =
00000000 CurState: I_BLD_INIT Event: EV_BLD_MSG

*Nov 11 19:30:34.811: IKEv2:Construct Vendor Specific Payload:
DELETE-REASON

*Nov 11 19:30:34.811: IKEv2:Construct Vendor Specific
Payload:(CUSTOM)

*Nov 11 19:30:34.811: IKEv2:Construct Notify Payload:
NAT_DETECTION_SOURCE_IP

*Nov 11 19:30:34.811: IKEv2:Construct Notify Payload:
NAT_DETECTION_DESTINATION_IP
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*Nov 11 19:30:34.811: IKEV2:(SAID=1) : XRORAO—RK : SA, /\
—232 20 E A7 IKE_SA INIT, 754 : INITIATORX Y
+—>ID:0, & : 344
Payload contents:
SA: RORAO—R : KE, F#%FH : 0x0, K& : 56

BREER  0x0. FHEH : 0x0, k& : 52

Z’AR—%)L 1, Z7ORJILIDIKE, SPIY A X : 0, #trans:58
BOLZH : 0x3. FHFEHK :0x0: R : 8

XA 1, FHFEH : 0x0, id:3DES

BREDNS AT A—LAL: 0x3, FHFHK : Ox0: R& : 12
A7 1, FHFH : 0x0, id:AES-CBC
BEODRNSATH—LA: 0x3, F#EHK : Ox0: R : 8
XA 2, FHIFEH : 0x0, id:SHA1
BREODKNSAT7F—A: 0x3, F#FEHK : Ox0: k& : 8
XA 7 3, F#FH : 0x0, id:SHA96

BREORNS AT #+—LA: 0x0, F#FEHK : Ox0: k& : 8

247 4, FHEXK : 0x0. 1D:DH_GROUP_1024_MODP/Group
2
KEXDARAO—R : N, F#&FH& :0x0, B : 136

DHT I —7" : 2, F#%FH : 0x0
NIXDOARAO—R :VID, F#FH : 0x0, K& : 24
VIDRORAO—R : VID, F#FH& : 0x0, &< : 23
VID NextX 4 O— R : NOTIFY., F#&F& : 0x0. &< : 21




NOTIFY(NAT_DETECTION_SOURCE_IP) XD~ 4 O— R
: NOTIFY, F#&& : 0x0, & : 28

¥ 21174 77OKM3LID: IKE, spit4 X : 0, S :
NAT_DETECTION_SOURCE_IP
NOTIFY(NAT_DETECTION_DESTINATION_IP))XODRA O— K : X
L. F8%F& : 0x0, K& : 28

EF¥a21UF477OR3LID: IKE, spih4 X : 0, HEH :
NAT_DETECTION_DESTINATION_IP

FASME A IKE_INIT_SA Z3x{E

*Nov 11 19:30:34.814: IKEv2:Got a packet from dispatcher

*11 A 11H19:30:34.814:IKEv2:Processing an item off the pak queue
*Nov 11 19:30:34.814: IKEV2 : #L Vikev2 saZRA"RH S h iz
*Nov 11 19:30:34.814: IKEv2:Incrementing incoming negotiating sa
count by one

FSERA
IKE_INIT_SA
ZRELET

o

*Nov 11 19:30:34.814: IKEV2 : XDORAO—K : SA, N\—> 3>
202 A7 IKE_SA_INIT, 7% : INITIATORX Y £—>ID:
0. £& : 344
Payload contents:
SARRAO—R : KE, F#&H& : 0x0, K& : 56
BRILIRR - 0x0. F#EH : 0x0, B : 52
Z’O/R—%) ;1. ZOKRNIJILIDIKE, SPIY A X : 0, #trans:55%
FBOEH . 0x3, THEH :0x0: k& : 8
A7 1, FHFHK : 0x0, id:3DES
BREODRNZ AT F—A: 0x3, F#FEHK : 0x0: &E : 12
RAT 1, F#FH : 0x0, id:AES-CBC
BREDNS AT A—LA: 0x3, FHFEHK : Ox0: &< : 8
BA7 2, F#EHK : 0x0, id:SHA1
BEODRNS AT H—A: 0x3, F#EHK : Ox0: k& : 8
XA 3, FHFEH : 0x0, id:SHA6
BEBEORNSATA—LA : 0x0, F#Fk : 0x0: & : 8
RAT7 4, FHFEH : 0x0, ID:DH_GROUP_1024_MODP/Group
2
KEXRAO—R : N, F#&FA : 0x0, K& : 136
DHTIIL—7": 2, F#%FH : 0x0
NXDRAO—R :VID, F#&FH& : 0x0, €& : 24

*Nov 11 19:30:34.814: IKEv2:Parse Vendor Specific Payload:
CISCO-DELETE-REASON VID Next payload: VID, reserved: 0x0,
length: 23

*Nov 11 19:30:34.814: IKEv2:Parse Vendor Specific Payload:
(CUSTOM) VID Next payload: NOTIFY, reserved: 0x0, length: 21
*Nov 11 19:30:34.814: IKEv2:Parse Notify Payload:
NAT_DETECTION_SOURCE_IP

BERAASET
A®D SA DERK
ZRBLET

o




NOTIFY(NAT_DETECTION_SOURCE_IP))X®D~XR4A O— R :
NOTIFY , ¥#&dk : Ox0 , R& : 28

¥ 21174 77OKM3LID: IKE, spit4 X : 0, S :
NAT_DETECTION_SOURCE_IP
*Nov 11 19:30:34.814: IKEv2:Parse Notify Payload:
NAT_DETECTION_DESTINATION_IP
NOTIFY(NAT_DETECTION_DESTINATION_IP))XORAO—K : &
L. F8%F& : 0x0, K< : 28

EF¥21UF477OR3ID: IKE, spifr4 X : 0, EH :
NAT_DETECTION_DESTINATION_IP

*Nov 11 19:30:34.814: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsgID = 00000000 CurState: IDLE Event:EV_RECCV#I &t

*Nov 11 19:30:34.814: IKEv2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsglID = 00000000 CurState: R_INIT Event:EV_VERIFY X v z—2
(M)

*Nov 11 19:30:34.814: IKEv2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsgID = 00000000 CurState: R_INIT Event:EV_INSERT SA_SA
*Nov 11 19:30:34.814: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsgID = 00000000 CurState: R_INIT Event:EV_EV ike_IKE_R1J >

*11A11H19:30:34.814:IKEv2:Adding Proposal default to toolkit
policy

*Nov 11 19:30:34.814: IKEv2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsglD = 00000000 CurState: R_INIT Event:EV_PROC X ¥ &=—2
(_M)

*Nov 11 19:30:34.814: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsgID = 00000000 CurState: R_INIT Event: EV_DETECT_DETECT
NATZER TS

*Nov 11 19:30:34.814: IKEv2:(SA ID = 1):Process NAT discovery
notify

*Nov 11 19:30:34.814:
notify

*Nov 11 19:30:34.814:
*Nov 11 19:30:34.814:
notify

*Nov 11 19:30:34.814:
*Nov 11 19:30:34.814:
*Nov 11 19:30:34.814:

IKEV2:(SA ID = 1):Processing nat detect src

IKEV2:(SAID=1): UE—RNT7 RLAD—H
IKEV2:(SA ID = 1):Processing nat detect dst

IKEV2:(SAID=1): O—AILT7 RLADO—HK
IKEV2:(SA ID = 1):NATHA"RDOHQ VW EEA
IKEV2:(SA ID = 1):SM Trace-> SA:
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|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsgID = 00000000 CurState: R_INIT Event: EV_CHK
CONFIG_MODE ( Z2EE—R)

*Nov 11 19:30:34.814: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBDS5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsgID = 00000000 CurState: R_BLD_INIT Event: /R1) > —DFXE
*11A11819:30:34.814:IKEV2:(SA ID = 1):3REFH RS —DERE
*Nov 11 19:30:34.814: IKEv2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsgID = 00000000 CurState: R_BLD_INIT Event: CHK_AUTH4PKI
*Nov 11 19:30:34.814: IKEv2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBDS5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsgID = 00000000 CurState: R_BLD_INIT Event: PKI_SESH_OPEN
*11H11H819:30:34.814:IKEV2:(SA ID = 1):PKIZY > 3> O F—T>
*Nov 11 19:30:34.815: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBDS5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsgID = 00000000 CurState: R_BLD_INIT Event: ev_GEN_DH_&F—
*Nov 11 19:30:34.815: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsgID = 00000000 CurState: R_BLD_INIT Event: 1 X2 K& L
*Nov 11 19:30:34.815: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBDS5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsgID = 00000000 CurState: R_BLD_INIT Event:
ev_OK_RECD_DH_PUBKEY_RESP

*Nov 11 19:30:34.815:IKEV2:(SAID =1) : 723~ : Action_Null
*Nov 11 19:30:34.815: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsgID = 00000000 CurState: R_BLD_INIT Event:
ev_GEN_DH_SECRET

*Nov 11 19:30:34.822: IKEv2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsgID = 00000000 CurState: R_BLD_INIT Event: 1 X2 hx L
*Nov 11 19:30:34.822: IKEv2:% Getting preshared key by address
10.0.0.1

*Nov 11 19:30:34.822:IKEv2:Adding Proposal default to toolkit
policy (IRREDT7AI)IKMZEY—IILFY NORUZ—IZEM)
*Nov 11 19:30:34.822: IKEv2:(2): Choosing IKE profile IKEV2-
SETUP

*Nov 11 19:30:34.822: IKEv2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsgID = 00000000 CurState: R_BLD_INIT Event: OK_RECD_DH_#
B_ISE

*Nov 11 19:30:34.822: IKEV2:(SAID=1) : 72232 : Action_Null
*Nov 11 19:30:34.822: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBDS5A59F0B R_SPI=F94020DD8CB4B9C4 (R)

CHILD_SA®MO F
—BEEHRD

HEICERE

nNEJ, £

L AEZEIC

ERINDSK e&
SK_afst&E<
hEd,

B EI> T 1
FiL—>3
> crypto ikev2
proposal
PHASE1-prop
encryption 3des
aes-cbc-128
integrity shal
group 2 crypto
ikev2 keyring
KEYRNG peer
peer2 address
10.0.0.1
255.255.255.0
hostname host2
pre-shared-key
Tocal cisco
pre-shared-key

remote cisco




MsglID = 00000000 CurState: R_BLD_INIT Event: ev_GEN_SKEYID
*11H11H19:30:34.822:IKEV2:(SA ID = 1):skeyid Z 4 FX

*Nov 11 19:30:34.822: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsgID = 00000000 CurState: R_BLD_INIT Event:
GET_CONFIG_MODEON > RZHITLET,

*Nov 11 19:30:34.822: IKEV2:IKEV2L AR X — IKE_SA_INITR#
TEEIIBRT—ENHYUEEA

*Nov 11 19:30:34.822: IKEv2:No config data to send to toolkit:
*Nov 11 19:30:34.822: IKEv2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsgID = 00000000 CurState: R_BLD_INIT Event: BLDX Y &=—=°
*Nov 11 19:30:34.822: IKEv2:Construct Vendor Specific Payload:
DELETE-REASON

*Nov 11 19:30:34.822: IKEv2:Construct Vendor Specific
Payload:(CUSTOM)

*Nov 11 19:30:34.822: IKEv2:Construct Notify Payload:
NAT_DETECTION_SOURCE_IP

*Nov 11 19:30:34.822: IKEv2:Construct Notify Payload:
NAT_DETECTION_DESTINATION_IP

*Nov 11 19:30:34.822: IKEv2:Construct Notify Payload:
HTTP_CERT_LOOKUP_SUPPORTED

*Nov 11 19:30:34.822: IKEV2:(SAID=1) : XORAHO—R : SA,
N—232 : 20RBOESE : IKE_SAINIT, 7357 :
RESPONDER MSG-RESPONSEX ¥ £—ID: 0, <& : 449
Payload contents:
SA: RORAO—R : KE, F#FH : 0x0, K& : 48
BRKER  0x0. FHEH : 0x0, RE : 44
Z’O/R—%) ;1. ZOKNIJJILIDIKE, SPIY A X : 0, #trans:4&
BOEH  0x3, FHEH :0x0: RE : 12
XA7 1, F#EFH : 0x0. id:AES-CBC
BEDNS AT A—LA: 0x3, FHFEHK : Ox0: R : 8
RAT 2, FHFEH : 0x0, id:SHA1
BREDNS AT A—LAL: 0x3, FHFEH : Ox0: k& : 8
A7 3, FHFEH : 0x0, id:SHA6
BEODRNS AT H—LA: 0x0, F#FEHK : Ox0: & : 8
RAT 4, FHFHR  0x0, ID:DH_GROUP_1024_MODP/Group
2
KEXDORAO—R : N, F#&FH : 0x0, & : 136
DHYIIL—7": 2, F#%F% : 0x0
NXDRAO—R :VID, F#&FH& : 0x0, €& : 24
VIDRORAO—R :VID, F#&FH& : 0x0, B : 23
VID NextX 4 O— K : NOTIFY, F#&F& : 0x0, &< : 21
NOTIFY(NAT_DETECTION_SOURCE_IP))XO~R 4 O— R

IL—2 2 &,
ASA1 A" (THL
%
IKE_SA_INIT
D IS
Xvtw—T%
ERLET,
CONTY R
&,
ISAKMPA v &
— ( SPUN—2
avi73y

)

SAr1 (IKEL A
R HIER
ITHIEELT
IOV X A

). KEr( LA
R A ODHAA
AE¥—E).
BRUL AR
VEDFUA
NFEFENET




- NOTIFY, F#&k : 0x0, £& : 28
F¥1U)F477OR3JLID: IKE, spif4 X : 0, EH :
NAT_DETECTION_SOURCE_IP
NOTIFY(NAT_DETECTION_DESTINATION_IP)ZX V A R4 O—R
: CERTREQ., F#9%&k : 0x0. &< : 28
t¥210U)F47OKR3JLID: IKE, spitft/ X : 0, B :
NAT_DETECTION_DESTINATION_IP
CERTREQX MDA A O— KR : NOTIFY, F#&k : 0x0, &< : 105
Cert encoding Hash and URL of PKIX
NOTIFY(HTTP_CERT_LOOKUP_SUPPORTED) XM A O— R
L, FHEHX 0x0, R : 8
¥1U)F477OR3ILID: IKE, spif4 X : 0, EH :
HTTP_CERT_LOOKUP_SUPPORTED

*Nov 11 19:30:34.822: IKEv2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsgID = 00000000 CurState: INIT_DONEA X2~ : EV_DONE
*Nov 11 19:30:34.822:IKEv2:(SA ID = 1):Cisco DeleteReason
Notify A" & %h

*Nov 11 19:30:34.822: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsgID = 00000000 CurState: INIT_DONE Event: EV_CHK 4_O—)JL
*Nov 11 19:30:34.822: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsgID = 00000000 CurState: INIT_DONE Event:EV_EVBi#_TMR
*Nov 11 19:30:34.822: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsgID = 00000000 CurState: R_WAIT_AUTH Event: EV_SIP 4 X~/
ML

*Nov 11 19:30:34.822: IKEv2:New ikev2 sa request admitted

*Nov 11 19:30:34.822: IKEv2:Incrementing outgoing negotiating sa
count by one

IL—3 2 &,
IL—2 1255
ZROAY &
—TRZEEL
9,

EAIA" IKE_INIT_SA ZixE

=21,
IL—22Hh5
)

IKE_SA_INIT
BENT Y N
ZZELET

o

*Nov 11 19:30:34.823: IKEv2:Got
a packet from dispatcher
I_SPI=F074D8BBD5A59F0B
R_SPI=F94020DD8CB4B9C4
(R) MsgID = 00000000 CurState:
INIT_DONE
Event:EV_START_TMR.

*Nov 11 19:30:34.823: IKEv2:Got
a packet from dispatcher

“11A11H
19:30:34.823:IKEv2:Processing an
item off the pak queue

ISR l[=8=
Z7OtEANAR
1R —ZRH%
LEY,




=21
ZHREL TR
BLEY,
(MRE/O
DHR## £ — A"
AtEE N,
QRERAO
SKEYID& 4R
ENFEJ,

*Nov 11 19:30:34.823: IKEV2:(SAID=1) : XORAO—R : SA,
N—232 : 20R#8EA47 : IKE_SAINIT, 757 :
RESPONDER MSG-RESPONSEX Y =—>ID: 0, &< : 449
Payload contents:
SA:RORAO—R :KE, F#&FH : 0x0, K& : 48
EREER  0x0. FHEHX : 0x0, RE : 44
ZOR—%)L ;1. Z7ORN3JJLIDIKE, SPIY 4 X : 0. #irans: 45
BOZLHL : 0x3, FHIBEHA :0x0: RE : 12
A7 1, F#FH : 0x0. id:AES-CBC
BEODRNS AT A—LA: 0x3, FHFEHK : Ox0: R& : 8
RAT 2, FHFEH : 0x0, id:SHA1
BREODRNS AT H—LA: 0x3, F#EHK : Ox0: k& : 8
XA 7 3, F#EFH : 0x0, id:SHA96
BEDNS AT A—LA: 0x0, FHFHK : Ox0: && : 8
247 4, FHEX : 0x0. 1D:DH_GROUP_1024_MODP/Group
2
KEXORAO—R : N, F#%FH : 0x0, K< : 136
DHY L —7": 2, F#%F% : 0x0
NIXDOARAO—R :VID, F#FH& : 0x0, K& : 24

*Nov 11 19:30:34.823: IKEv2:Parse Vendor Specific Payload:
CISCO-DELETE-REASON VID Next payload: VID, reserved: 0x0,
length: 23

*Nov 11 19:30:34.823: IKEv2:Parse Vendor Specific Payload:
(CUSTOM) VID Next payload: NOTIFY, reserved: 0x0, length: 21

*Nov 11 19:30:34.823: IKEv2:Parse Notify Payload:
NAT_DETECTION_SOURCE_IP
NOTIFY(NAT_DETECTION_SOURCE_IP)) XD~ 4A O— R :
NOTIFY , F#&dk : 0x0, R : 28
F¥a21U)F477OR3JID: IKE, spif4 X : 0, EH :
NAT_DETECTION_SOURCE_IP

*Nov 11 19:30:34.824: IKEv2:Parse Notify Payload:

NAT_DETECTION_DESTINATION_IP

NOTIFY(NAT_DETECTION_DESTINATION_IP))XORAO— K :

CERTREQ., F#&& : 0x0, k& : 28
EF¥a1UF477O0R3ID: IKE, spif4 X : 0, EH :

NAT_DETECTION_DESTINATION_IP

CERTREQX DR A O— KR : NOTIFY, F#&&k : 0x0, &< : 105
Cert encoding Hash and URL of PKIX

*Nov 11 19:30:34.824: IKEv2:Parse Notify Payload:
HTTP_CERT_LOOKUP_SUPPORTED




NOTIFY(HTTP_CERT_LOOKUP_SUPPORTED)XODNRAO— K : &
L. F8: 0x0, R& : 8

¥ 21174 77OKM3LID: IKE, spit4 X : 0, S :
HTTP_CERT_LOOKUP_SUPPORTED

*Nov 11 19:30:34.824: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (I) MsgID
= 00000000 CurState: I_WAIT_INIT Event: EV_EV recv_INIT

*Nov 11 19:30:34.824: IKEV2:(SA ID = 1):Processing IKE_SA_INIT
message

*Nov 11 19:30:34.824: IKEv2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBDS5A59F0B R_SPI=F94020DD8CB4B9C4 (l) MsgID
= 00000000 CurState: I_PROC_INIT Event: chk4_NOTIFY

*Nov 11 19:30:34.824: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (I) MsgID
= 00000000 CurState: _PROC_INIT Event: verify_ MSG ( #EFZX ¥
t—2)

*Nov 11 19:30:34.824: IKEv2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (l) MsgID
= 00000000 CurState: I_PROC_INIT Event: proc_MSG

*Nov 11 19:30:34.824: IKEv2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (l) MsgID
= 00000000 CurState: |_PROC_INIT Event:#& HNAT

*Nov 11 19:30:34.824: IKEv2:(SA ID = 1):Process NAT discovery
notify

*Nov 11 19:30:34.824: IKEv2:(SA ID = 1):Processing nat detect src
notify

*Nov 11 19:30:34.824: IKEV2:(SAID=1) : UE—RT7 RLAD—H
*Nov 11 19:30:34.824: IKEv2:(SA ID = 1):Processing nat detect dst
notify

*Nov 11 19:30:34.824: IKEV2:(SAID=1) : O—AILT7 RLAD—H
*Nov 11 19:30:34.824: IKEV2:(SA ID = 1):NATA"RDOHQ VW EE A
*Nov 11 19:30:34.824: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (I) MsgID
= 00000000 CurState: I_PROC_INIT Event: chk_NAT_T

*Nov 11 19:30:34.824: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (I) MsgID
= 00000000 CurState: |_PROC_INIT Event: chk_CONFIG_MODE %
RELETD,

*Nov 11 19:30:34.824: IKEv2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (l) MsgID
= 00000000 CurState: INIT_DONE Event:EV_EV gen_DH_>—7 L
W I\

*Nov 11 19:30:34.831: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (I) MsgID
= 00000000 CurState: INIT_DONE Event: EV_NO 4 X2 ~




*Nov 11 19:30:34.831: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBDS5A59F0B R_SPI=F94020DD8CB4B9C4 (l) MsgID
= 00000000 CurState: INIT_DONEA X2~ : EV_OK
RECD_DH_SECRET_RESP ( 7 #J)L &)

*Nov 11 19:30:34.831: IKEV2:(SAID=1) : 72232 : Action_Null
*Nov 11 19:30:34.831: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (l) MsgID
= 00000000 CurState: INIT_DONE Event:EV_EV gen_SKEYID

*11 11 H19:30:34.831:IKEV2:(SA ID = 1):skeyid Z 4 FX

*Nov 11 19:30:34.831: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBDS5A59F0B R_SPI=F94020DD8CB4B9C4 (l) MsgID
= 00000000 CurState: INIT_DONEA X2/~ : EV_DONE

*Nov 11 19:30:34.831: IKEv2:(SA ID = 1):Cisco DeleteReason
Notify A" &b

*Nov 11 19:30:34.831: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBDS5A59F0B R_SPI=F94020DD8CB4B9C4 (l) MsgID
= 00000000 CurState: INIT_DONE Event: EV_CHK 4_O—JL

*Nov 11 19:30:34.831: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (l) MsgID
= 00000000 CurState: |_BLD_AUTH_EV: GET_CONFIG_MODEZ~Y
Y RERITLETD,

*11 A11H19:30:34.831:IKEv2:Sending config data to toolkit

*Nov 11 19:30:34.831: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBDS5A59F0B R_SPI=F94020DD8CB4B9C4 (l) MsgID
= 00000000 CurState: I_BLD_AUTH_EV: CHK_EAP

SR
IKE_AUTH 32
BERBL.
PRI A O—
REERLF
P
IKE_AUTH/\
TV MR,
ISAKMPA v &
— ( SPI//X—
>av|i73Y
). IDi (RE
fliD) .
AUTHR 4 O—
K.

SAi2 ( IKEV1T
N7 I—X2hK
TZUOART F—
Lty N

*Nov 11 19:30:34.831: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (l) MsgID
= 00000000 CurState: I_BLD_AUTH Event: ev_GEN_AUTH

*Nov 11 19:30:34.831: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBDS5A59F0B R_SPI=F94020DD8CB4B9C4 (l) MsgID
= 00000000 CurState: I_BLD_AUTH_EV: CHK_AUTH_TYPE

*Nov 11 19:30:34.831: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (I) MsgID
= 00000000 CurState: I_BLD_AUTH_EV: OK_AUTH_GEN

*Nov 11 19:30:34.831: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (l) MsgID
= 00000000 CurState: |_BLD_AUTH_EV: SEND_AUTH ( iA{E ®&RE

)
*Nov 11 19:30:34.831: IKEv2:Construct Vendor Specific
Payload:CISCO-GRANITE

*Nov 11 19:30:34.831: IKEv2:Construct Notify Payload:
INITIAL_CONTACT

*Nov 11 19:30:34.831: IKEv2:Construct Notify Payload:
SET_WINDOW_SIZE




(CEBIL 12
SAZBRLE) .
TSIB LT
TSr ( BEAS
LU REE D
NZT74vD
ELOXR )N
BENET,
cnsICiE,
Es{tEni:
NZT49D
ZEEZETS
=H0REA
ERERIDZE
BT RLA
EWET RL
ANFENTN
EFEIhTLVE
T, cOT R
L AEHE .
WS KVIE
BN D&
BATHST
NTHOKRZ7T
1IVI=rNY
XD
ZEELET
o BENE
fATZTAN
AEER G A,
WEAIER—
D TSRAO
— R&EEVIR
LEF, MU
H— N7y b
E—HTB
proxy_ID RF
AlCxID
CHILD _SA »°
ERENET

o

BEIT 1
Fi1lL—>3
> crypto ipsec

transform-set

*Nov 11 19:30:34.831: IKEv2:Construct Notify Payload:

ESP_TFC_NO_SUPPORT

*Nov 11 19:30:34.831: IKEv2:Construct Notify Payload:

NON_FIRST_FRAGS

Payload contents:

VIDRRA4 O—R : IDi, F#MFH : 0x0, &< : 20

IDi : RORAO—R : AUTH, F4#&4k : 0x0, R& : 12
IdRA 7 IPvAT7 RL A, F4#&& : 0x0 0x0

AUTH Next payload:CFG, F#J&& : 0x0, && : 28
PSR T EPSK, F#IE A © 0x0, FHIEHO0XO0

CFG : RORAO—R : SA, F#&FHk : 0x0, K& : 309
cfg® 4 7" : CFG_REQUEST., F#& & : 0x0, F#&F : 0x0

*Nov 11 19:30:34.831: SAXDOAR A O— R : TSi, F#I5FH : 0x0,
£& 40

EREESR  0x0, TH#EZH : 0x0, k& : 36

7’OR—4)L : 1, 7OKNIJLID:ESP, SPIH 4 X : 4, #trans:3&#%
DOEH . 0x3, THNEAK :0x0: K& : 8

AT 1, FHFEH : 0x0, id:3DES

BEODRNS VAT H—LA: 0x3, F#FA : Ox0: &K= : 8
XA 3, F#FH : 0x0. id:SHA96

BREORNS AT F—LA: 0x0, F#FEHK : Ox0: k& : 8
XA 5, FHFEH : 0x0, ID:ESNZEFEAHL &L
TSIRDORAO—R : TSr, F#%FH : 0x0, BE : 24

TS : 1., FHFEHKOx0, FHIFEHO0x0

TSR A4 7" : TS_IPV4_ADDR_RANGE., 7’O0MJJLID:0, & : 16
FBAR—BN 0, #8£T7/R—B : 65535

B#®m7 KL A : 0.00.0, #7TF7 KL A : 255.255.255.255
TSEROAR A O— R : NOTIFY, F#FAk : 0x0, K& : 24

TSE : 1, FHIEFEHKOX0, F#I%FH0x0

TS® 47" : TS_IPV4_ADDR_RANGE., 7’OKNJJLID:0, & : 16
FAR—KN 0, & T7THR—K : 65535

B#®E7 RL A : 0.0.0.0, 8#T7TF7 RL A : 255.255.255.255

NOTIFY(INITIAL_CONTACT)I X DR 4 O— R : NOTIFY, F#EFH
- 0x0, &< : 8

¥ 21174 77O83LID: IKE, spittr4 X : 0, BH :
INITIAL_CONTACT

NOTIFY(SET_WINDOW_SIZE) RDRA O— R : NOTIFY , F#&
H: 0x0, RE : 12

EF+210)F477OR3J)LID: IKE, spif4 X : 0, B :
SET_WINDOW_SIZE
NOTIFY(ESP_TFC_NO_SUPPORT)XM R4 O— R : NOTIFY, F
#HFxH :0x0, BE : 8

¥ 21157 477OK3LID: IKE, spit4 X : 0, BH :
ESP_TFC_NO_SUPPORT




TS esp-3des
esp-sha-hmac
crypto ipsec
profile phse2-
prof set
transform-set
TS set ikev2-
profile IKEV2-
SETUP

NOTIFY(NON_FIRST_FRAGS)XOARAO—RK : &L, FE*k
: 0x0, && : 8
¥ 21157 477OK3LID: IKE, spit4 X : 0, BH :

NON_FIRST_FRAGS

*Nov 11 19:30:34.832: IKEV2:(SAID=1) : XORAO—R :

ENCR, N—232 : 20R#& (7 : IKELAUTH, 757 : REA
XYv+—2ID: 1, K& : 556

Payload contents:

ENCRAXRAA—R : VID, F#&FAk : 0x0, && : 528

*Nov 11 19:30:34.833: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (I) MsgID
= 0000000001CurState: i WAIT_AUTHA X2~ : EV_NO_EVENT

RERA IKE_AUTH ZIA{E

*Nov 11 19:30:34.832: IKEv2:Got a packet from dispatcher
*11A11H19:30:34.832:IKEVv2:Processing an item off the pak queue
*Nov 11 19:30:34.832: IKEV2:(SAID=1) : ER(Cmess_id 14" H V) &
¥, FTHEIDER1 ~1TT,
*Nov 11 19:30:34.832: IKEV2:(SAID=1) : XOR4AO—R
:ENCR, N\—23> : 2082 4A47 . IKELAUTH, 7357 :
INITIATORX Y £—27ID: 1, &<& : 556
Payload contents:
*Nov 11 19:30:34.832: IKEv2:Parse Vendor Specific Payload:
(CUSTOM) VID Next payload: IDi, reserved: 0x0, length: 20
IDi : RORAO—R : AUTH, F#&% : 0x0, & : 12

IdR A7 IPv4T7 RL A, F4#&H& : 0x0 0x0
AUTH Next payload:CFG, F#J&4 : 0x0, && : 28

Rl 7 EPSK, F4IEH 1 0x0, F4IFEH0x0
CFGIRONRAO—R : SA. F#IFH : 0x0, £Z : 309

cfg® 4 7" : CFG_REQUEST, F#IiFdk : 0x0, F#I& Ak : 0x0
*11 A11H19:30:34.832: attrib type: internal IP4 DNS, length: 0
*11 A11H19:30:34.832: attrib type: internal IP4 DNS, length: 0
*11A11H819:30:34.832:attrib® 1 7" : WEBIP4 NBNS, &< : 0
*11A11H819:30:34.832:attrib® 1 7" : WEBIP4 NBNS, &< : 0
*11 811 H19:30:34.832:attrib X 1 7" : AFIPAH T XY K, EX : 0
*11A11819:30:34.832:attribX A4 7" : 77V r—>3a>N—o3 >
. k& 257

BHRA7 : 7B -28675, k& : 0
*Nov 11 19:30:34.832: attrib type: Unknown - 28672, length: 0
*Nov 11 19:30:34.832: attrib type: Unknown - 28692, length: 0
*Nov 11 19:30:34.832: attrib type: Unknown - 28681, length: 0
*Nov 11 19:30:34.832: attrib type: Unknown - 28674, length: 0
*Nov 11 19:30:34.832: SAIRDONR A O— R : TSi. F#ZH& : 0x0,

=22
—X1Hh5%
§ L =RRAE 7
_9 ’éﬁﬁwu
79,

PE I DA
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AES256
protocol esp
encryption aes-
256 protocol
esp integrity
sha-1 md5




£& 40
BREER  0x0. THEH : 0x0, & : 36
Z’O/R—%) ;1. Z7OKRNIJILID:ESP, SPIY A X : 4, #trans:3&%
BOEH . 0x3, THEH :0x0: k& : 8
XA 1, FHFEH : 0x0, id:3DES
BREDNS AT A—LA: 0x3, FHFHK : Ox0: k& : 8
RAT 3, FHFEM : 0x0, id:SHA96
BEODRNZ AT H—LA: 0x0, F#FEHK : Ox0: k& : 8
RA7 5, FHFHk  0x0, ID:ESNZFEHL &L
TSIRDORAO—R : TSr. F#EH& : 0x0, BE : 24
TSEL : 1, FHIFHO0x0, FHIFE MO0
TSR A7 : TS_IPV4_ADDR_RANGE., 7’O0~NJJLID:0, & : 16
BRAR—BN : 0, 8 T/R—B : 65535
w7 KL A : 0.0.00, #7TF7 RL R : 255.255.255.255
TSRO A O— K : NOTIFY, F#&EH& : 0x0, & : 24
TSE : 1, FHFHKOX0, F#IFAKO0x0
TSZ A7 : TS_IPV4_ADDR_RANGE, Z’OKN3J)ID:0. & : 16
BBAR—bN 0, THR—K : 65535
B#®E7 KL A : 0.00.0, #TF7RLA: 255.255.255.255

*Nov 11 19:30:34.832: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsgID = 00000001 CurState: R_WAIT_AUTH Event: EV_SIP
recv_AUTH

*Nov 11 19:30:34.832: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsgID = 00000001 CurState: R_WAIT_AUTH Event: EV_SIP
chk_NAT_T

*Nov 11 19:30:34.832: IKEv2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBDS5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsgID = 00000001 CurState: R_WAIT_AUTH Event: EV_SIP
proc_ID

*Nov 11 19:30:34.832: IKEV2:(SAID = 1) : 7O AIDTEMBE/NS
X—2ZZELELL

*Nov 11 19:30:34.832: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsgID = 00000001 CurState: R_WAIT_AUTH Event: EV_SIP
chk_IF_PEER_CERT_NEEDS_TO_BE_FETCHED_FOR_PROF_SEL
*Nov 11 19:30:34.832: IKEv2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsgID = 00000001 CurState: R_WAIT_AUTH Event: EV_SIP
get_POLICY_BY_PEERID

*Nov 11 19:30:34.833: IKEv2:(1): Choosing IKE profile IKEV2-
SETUP

*Nov 11 19:30:34.833: IKEv2:% Getting preshared key by address

=22
—RX1Hh5F
EL %
IKE_AUTH /\
TV NDOISE
ZERLET
o CDEIN
TV NIZE,
ISAKMPA v &
— (SPIUN—2
av|73y
Y. IDr( LA
RAID) .
AUTHAR A O—
K.

SAr2 ( IKEv1T
ND7I—X2k
ZUOART *—
Lty N3
ICELL -
SAZRE ) .
TSI KT
TSr(A4Z=> I
— 2B KVL
ARVERND
74v0tL




10.0.01

*Nov 11 19:30:34.833: IKEv2:% Getting preshared key by address
10.0.0.1

*Nov 11 19:30:34.833:IKEv2:Adding Proposal default to toolkit
policy (IRREODT7FI)IKRZY—ILFY NOKRUZ—IZEM)
*Nov 11 19:30:34.833: IKEV2:(SAID = 1):IIKEV27’ A7 7 A4 )L T
IKEV2-SETUP, O A

*Nov 11 19:30:34.833: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsgID = 00000001 CurState: R_WAIT_AUTH Event: EV_SIP
set_POLICY (R —DERE )

*Nov 11 19:30:34.833:IKEV2:(SAID = 1) : REFB AR —DFRE
*Nov 11 19:30:34.833: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBDS5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsgID = 00000001 CurState: R_WAIT_AUTH Event: EV_SIP
verify_POLICY_BY_PEERID ( /R 2 —Z & O&R3EE )

*Nov 11 19:30:34.833: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsgID = 00000001 CurState: R_WAIT_AUTH Event: EV_SIP
chk AUTH4EAPZERAL £7,

*Nov 11 19:30:34.833: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBDS5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsgID = 00000001 CurState: R_WAIT_AUTH Event: EV_SIP
chk_POLREQEAP

*Nov 11 19:30:34.833: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBDS5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsglID = 00000001 CurState: R_VERIFY_AUTH Event:

chk AUTH_Z 41 7

*Nov 11 19:30:34.833: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsgID = 00000001 CurState: R_VERIFY_AUTH Event:

get_ PRESHR_KEY

*Nov 11 19:30:34.833: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBDS5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsgID = 00000001 CurState: R_VERIFY_AUTH Event:

verify AUTH ( F2iED &L )

*Nov 11 19:30:34.833: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsgID = 00000001 CurState: R_VERIFY_AUTH Event: chk4_IC
*Nov 11 19:30:34.833: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsglID = 00000001 CurState: R_VERIFY_AUTH Event:
chk_REDIRECT

*Nov 11 19:30:34.833: IKEV2:(SAID=1) : UXALORNFIT VU
TETT, AFYTLZET,

DR)YNEFR
hEF¥d, ch
52k, BS
ftEhnizh>
T4V "rE
ZEITHLED
DRER &S
ZRDEEFT
T RLAESE
KT RLAN
ThENEE
nTVWET,
COF RLA
FEHEE, kL
BRUEET
N OEHEK
THD@ITNT
DRZT74v
NI
IRz
ELET,
hsn/NF X
— X & ASA1
FEELEN
TAXA—REE
—T49,




*Nov 11 19:30:34.833: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBDS5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsgID = 00000001 CurState: R_VERIFY_AUTH Event:

notify AUTH_DONE ( FR8EE T )

*Nov 11 19:30:34.833:IKEV2.AAAT L —7FFAI A BREES TV s L
*Nov 11 19:30:34.833:IKEV2.AAAL—HFFAIAREE R TL W
*Nov 11 19:30:34.833: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsgID = 00000001 CurState: R_VERIFY_AUTH Event:
chk_CONFIG_MODEZEEL £ T,

*Nov 11 19:30:34.833: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBDS5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsgID = 00000001 CurState: R_VERIFY_AUTH Event:

set RECD_CONFIG_E— R

*Nov 11 19:30:34.833:IKEv2:Received config data from toolkit:
*Nov 11 19:30:34.833: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsglID = 00000001 CurState: R_VERIFY_AUTH Event: proc_SA_TS
*Nov 11 19:30:34.833: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsgID = 00000001 CurState: R_VERIFY_AUTH Event. Bl _XE_TE
—R

*Nov 11 19:30:34.833: IKEv2:Error constructing config reply

*Nov 11 19:30:34.833: IKEv2:No config data to send to toolkit:
*Nov 11 19:30:34.833: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBDS5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsgID = 00000001 CurState: R_BLD_AUTH_EV: MY_AUTH_XYV ¥
N

*Nov 11 19:30:34.833: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsglID = 00000001 CurState: R_BLD_AUTH_EV:
GET_PRESHR_KEY

*Nov 11 19:30:34.833: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBDS5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsgID = 00000001 CurState: R_BLD_AUTH_EV:FZFRED £ K (_A)
*Nov 11 19:30:34.833: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsgID = 00000001 CurState: R_BLD_AUTH_EV: CHK4_SIGN
*Nov 11 19:30:34.833: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsgID = 00000001 CurState: R_BLD_AUTH_EV: OK_AUTH_GEN
*Nov 11 19:30:34.833: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBDS5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsgID = 00000001 CurState: R_BLD_AUTH_EV: SEND_AUTH ( i%
EDFEAL )




*11 A 11 H19:30:34.833:IKEv2:Construct Vendor Specific
Payload:CISCO-GRANITE
*Nov 11 19:30:34.833: IKEv2:Construct Notify Payload:
SET_WINDOW_SIZE
*Nov 11 19:30:34.833: IKEv2:Construct Notify Payload:
ESP_TFC_NO_SUPPORT

*Nov 11 19:30:34.833: IKEv2:Construct Notify Payload:
NON_FIRST_FRAGS

*Nov 11 19:30:34.833: IKEV2:(SAID=1) : XORAO—R :

ENCR, /N—> 32 : 20RX#OEHE : IKELAUTH, 757 :
RESPONDER MSG-RESPONSEX Y £—>ID: 1, && : 252
Payload contents:

ENCRAXRAO—R :VID, F#FAk : 0x0. && : 224

*Nov 11 19:30:34.833: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsglID = 00000001 CurState: AUTH_DONEA X2~ : EV_OK
*Nov 11 19:30:34.833: IKEV2:(SAID=1) : 72> 32 : Action_Null
*Nov 11 19:30:34.833: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsgID = 00000001 CurState: AUTH_DONE Event: EV_PKIE U %
(_S)

*Nov 11 19:30:34.833: IKEV2:(SAID=1):PKIzY > 3> DT
*Nov 11 19:30:34.833: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsglD = 00000001 CurState: AUTH_DONEA X2~ : EV_UPDATE
CAC_STATS

*Nov 11 19:30:34.833: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsgID = 00000001 CurState: AUTH_DONE Event:EV_EV#& AIKE
*Nov 11 19:30:34.834: IKEv2:Store mib index ikev2 1, 77 Y N7 #
— 160

*Nov 11 19:30:34.834: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsgID = 00000001 CurState: AUTH_DONEA/ X2~ : EV_GEN O
— RIPSEC

*Nov 11 19:30:34.834: IKEV2:(SAID = 1) : FRHERF* 1—

*Nov 11 19:30:34.834: IKEV2:(SA ID = 1):

*Nov 11 19:30:34.834: IKEv2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (R)
MsgID = 00000001 CurState: AUTH_DONEA R N : AR NEL

SEAN
IKE_AUTH @
ISEEZEEL
£ I

<

ISEAIA IKE_AUTH ZI:2E

RERANISE
’lD S 0BE

*Nov 11 19:30:34.834: IKEv2:Got |*Nov 11 19:30:34.840:

WERIEI>
N1 7% SAD (C




ZRELETY

o

a packet from dispatcher IKEV2:(SA ID = 1):SM Trace->
SA: |_SPI=F074D8BBD5A59F0B
“11HA11H R_SPI=F94020DD8CB4B9C4
19:30:34.834:IKEv2:Processing an||(R) MsgID = 00000001 CurState:
item off the pak queue AUTH_DONEA X2~ : EV_OK
RECD_LOAD_IPSEC

“11A11H
19:30:34.840:IKEV2:(SA ID =

1) : 72> 32 : Action_Null
*Nov 11 19:30:34.840:
IKEV2:(SA ID = 1):SM Trace->
SA: |_SPI=F074D8BBD5A59F0B
R_SPI=F94020DD8CB4B9C4
(R) MsgID = 00000001 CurState:
AUTH_DONEA X2 b :
EV_START 7Hh7O2 k

*Nov 11 19:30:34.840:
IKEv2:(SA ID = 1):SM Trace->
SA: |_SPI=F074D8BBD5A59F0B
R_SPI=F94020DD8CB4B9C4
(R) MsgID = 00000001 CurState:
AUTH_DONEA X2 b :
EV_CHECKE#E

*Nov 11 19:30:34.840:
IKEv2:(SA ID = 1):SM Trace->
SA: |_SPI=F074D8BBD5A59F0B
R_SPI=F94020DD8CB4B9C4
(R) MsgID = 00000001 CurState:
AUTH_DONEA X2 b :
EV_CHK4_O—Jl

EBmMLET,

=21
ONTY RO
AT —R %&
WL T
LET, TD
&, IL—21
XD SA %
SAD (ZEfL
=9,

*Nov 11 19:30:34.834: IKEV2:(SAID=1) : XORAO—R :
ENCR, N\—>32 : 20KR#OEE : IKEAUTH, 757 :
RESPONDER MSG-RESPONSEX Y £—>ID: 1, && : 252
Payload contents:

*Nov 11 19:30:34.834: IKEv2:Parse Vendor Specific Payload:
(CUSTOM) VID Next payload: IDr., reserved: 0x0, length: 20
IDr: RORAO—R : AUTH, F#&F%k : 0x0, & : 12
Id® A7 IPvdT7 RL A, F4#5&H& : 0x0 Ox0
AUTH : RORAO—K : SA, F#%FH : 0x0, K& : 28
FRRE T EPSK, F#5F A @ 0x0, F4#95% A 0x0
SA:XRORAO—R :TSi, F#&FH : 0x0, K& : 40
BRERE  0x0. FHFEH : 0x0, K& : 36
7’OAR—%)L 11, Z7OKR3JLID:ESP, SPIH A X : 4, #trans:3%




BOEH  0x3. FHEH :0x0: K& : 8

A7 1, FHFH : 0x0, id:3DES

BEODRNS VAT H—LAL: 0x3, FHFAK: 0x0: K= : 8

RA7 3, FHFEH : 0x0, id:SHA6

BEDNS AT A—LA: 0x0, FHFHK : Ox0: &< : 8

RAT 5, FHFH : 0x0. ID:ESNEFEAL ZL
TSIXDODRAO—R : TSr, F#FE A : 0x0, R : 24

TSE : 1. FHFEHKOx0, FHIFHOxX0

TSR A7 : TS_IPV4_ADDR_RANGE., 7’O~NJJLID:0. &E : 16

FAR—KN : 0, & THR—NK : 65535

BB 7 RLA: 0.00.0, 877 KL A : 255.255.255.255
TSHRDARAO—R : NOTIFY, F#FH& : 0x0, &< : 24

TSE : 1, FHIFHO0x0, FHIFH0x0

TSZ A 7 : TS_IPV4_ADDR_RANGE, 7’OK~JLID:0, K< : 16

BRAR—bN : 0, ¥ T7T/R—K : 65535

B®7 KL A : 0.00.0, #7TF7 KL A : 255.255.255.255

*Nov 11 19:30:34.834: IKEv2:Parse Notify Payload:
SET_WINDOW_SIZE NOTIFY(SET_WINDOW_SIZE);X @ payload:
NOTIFY, reserved: 0x0, length: 12

tF+211UF477OKN3LID: IKE, spit4 X : 0, S :
SET_WINDOW_SIZE

*Nov 11 19:30:34.834: IKEv2:Parse Notify Payload:
ESP_TFC_NO_SUPPORT NOTIFY(ESP_TFC_NO_SUPPORT);X ™
RAO—R : NOTIFY , F#FH : Ox0, &E : 8

EF¥a21UF477O0R3LID: IKE, spih4 X : 0, HEH :
ESP_TFC_NO_SUPPORT

*Nov 11 19:30:34.834: IKEv2:Parse Notify Payload:
NON_FIRST_FRAGS NOTIFY(NON_FIRST_FRAGS)X ™ payload:
NONE, reserved: 0x0, length: 8

¥ 21174 77O83LID: IKE, spit4 X : 0, S :
NON_FIRST_FRAGS

*Nov 11 19:30:34.834: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (I) MsgID
= 00000001 CurState: |_WAIT_AUTH Event:EV auth_RECV_z2&
*Nov 11 19:30:34.834: IKEV2:(SAID=1) : 72> 32 : Action_Null
*Nov 11 19:30:34.834: IKEv2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (I) MsgID
= 00000001 CurState: |_PROC_AUTH Event: chk4_NOTIFY

*Nov 11 19:30:34.834: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBDS5A59F0B R_SPI=F94020DD8CB4B9C4 (l) MsgID
= 00000001 CurState: I|_PROC_AUTH Event:EV MSG_PROC_MSG




*Nov 11 19:30:34.834: IKEv2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBDS5A59F0B R_SPI=F94020DD8CB4B9C4 (l) MsgID
= 00000001 CurState: I|_PROC_AUTH Event:
chk_IF_PEER_CERT_NEEDS_TO_BE_FETCHED_FOR_PROF_SEL
*Nov 11 19:30:34.834: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBDS5A59F0B R_SPI=F94020DD8CB4B9C4 (l) MsgID
= 00000001 CurState: |_PROC_AUTH Event:

get_ POLICY_BY_PEERID

*11A11H19:30:34.834:IKEv2:Adding Proposal PHASE1-prop to
toolkit policy

*Nov 11 19:30:34.834: IKEV2:(SA ID = 1):IIKEV27’'O7 7 A4 )L T
IKEV2-SETUP, O fEH

*Nov 11 19:30:34.834: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBDSA59F0B R_SPI=F94020DD8CB4B9C4 (l) MsgID
= 00000001 CurState: |_PROC_AUTH Event:
verify_POLICY_BY_PEERID ( /R 2 —Z & O&R3EE )

*Nov 11 19:30:34.834: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (I) MsgID
= 00000001 CurState: |_PROC_AUTH Event: chk AUTH_Z 1 7
*Nov 11 19:30:34.834: IKEv2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (I) MsgID
= 00000001 CurState: _PROC_AUTH Event: get. PRESHR_KEY
*Nov 11 19:30:34.835: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBDS5A59F0B R_SPI=F94020DD8CB4B9C4 (l) MsgID
= 00000001 CurState: |_PROC_AUTH Event:EVFZFE O #EFE

*Nov 11 19:30:34.835: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (I) MsgID
= 00000001 CurState: |_PROC_AUTH Event: chk_EAP

*Nov 11 19:30:34.835: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (I) MsgID
= 00000001 CurState: |_PROC_AUTH Event:EV
AUTH_NOTIFY_AUTH_E 7T

*Nov 11 19:30:34.835:IKEV2.AAAT )L —7FFAI A SREE TV s L
*Nov 11 19:30:34.835:IKEV2.AAAL—HFFAIAREE TV W
*Nov 11 19:30:34.835: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBDS5A59F0B R_SPI=F94020DD8CB4B9C4 (l) MsgID
= 00000001 CurState: |_PROC_AUTH Event:
chk_CONFIG_MODEZEEL £ Y,

*Nov 11 19:30:34.835: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (I) MsgID
= 00000001 CurState: |_PROC_AUTH Event: chk4_IC

*Nov 11 19:30:34.835: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBDS5A59F0B R_SPI=F94020DD8CB4B9C4 (l) MsgID
= 00000001 CurState: I|_PROC_AUTH Event: chk_IKE_ONLY

*Nov 11 19:30:34.835: IKEV2:(SA ID = 1):SM Trace-> SA:




|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (I) MsgID
= 00000001 CurState: |_PROC_AUTH Event: proc_SA_TS

*Nov 11 19:30:34.835: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBDS5A59F0B R_SPI=F94020DD8CB4B9C4 (l) MsgID
= 00000001 CurState: AUTH_DONEA X2~ : EV_OK

*Nov 11 19:30:34.835: IKEV2:(SAID=1) : 72232 : Action_Null
*Nov 11 19:30:34.835: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (I) MsgID
= 00000001 CurState: AUTH_DONE Event: EV_PKIEAU % (_S)

*Nov 11 19:30:34.835: IKEV2:(SAID = 1):PKIZY > 3 > O#KRT

*Nov 11 19:30:34.835: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBDS5A59F0B R_SPI=F94020DD8CB4B9C4 (l) MsgID
= 00000001 CurState: AUTH_DONEA X2 | : EV_UPDATE
CAC_STATS

*Nov 11 19:30:34.835: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBDS5A59F0B R_SPI=F94020DD8CB4B9C4 (l) MsgID
= 00000001 CurState: AUTH_DONEA X2~ : EV_INSERT 714 ¥
*Nov 11 19:30:34.835: IKEv2:Store mib index ikev2 1, 7’2 Y N7 #
— 1460

*Nov 11 19:30:34.835: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (I) MsgID
= 00000001 CurState: AUTH_DONEA X2~ : EV_GEN O— R
IPSEC

*Nov 11 19:30:34.835: IKEV2:(SAID = 1) : FRHAERF* 1—

*Nov 11 19:30:34.835: IKEV2:(SA ID = 1):

*Nov 11 19:30:34.835: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (I) MsgID
= 00000001 CurState: AUTH_DONE Event: EV_NO 4/ X2 ~
*11H11H819:30:34.835:IKEV2.KMIX Y £—T 8 EAE h&E L 1=,
No action taken.

*11H11H819:30:34.835:IKEV2.KMIX Y E—T 12AERAE hE L I,
No action taken.

*Nov 11 19:30:34.835: IKEv2:No data to send in mode config

set. (E— RERETEEITHDT—2HFHYVELA)

*Nov 11 19:30:34.841: IKEV2 : v < 3 2,8MSPI 0x9506D414 (_ B§
E TS5 N IZIDENT/\> K)L0x80000002 (& H1

*Nov 11 19:30:34.841: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (I) MsgID
= 00000001 CurState: AUTH_DONEA X2~ : EV_OK
RECD_LOAD_IPSEC

*Nov 11 19:30:34.841: IKEV2:(SAID=1) : 72232 : Action_Null
*Nov 11 19:30:34.841: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBDS5A59F0B R_SPI=F94020DD8CB4B9C4 (l) MsgID




= 00000001 CurState: AUTH_DONEA X2~ : EV_START 7AH7V
N

*Nov 11 19:30:34.841: IKEV2:(SAID=1) : THO T 1 VT RFE
*Nov 11 19:30:34.841: IKEV2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBDS5A59F0B R_SPI=F94020DD8CB4B9C4 (l) MsgID
= 00000001 CurState: AUTH_DONEA X~k : EV_CHECKE#
*Nov 11 19:30:34.841: IKEv2:(SA ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B R_SPI=F94020DD8CB4B9C4 (I) MsgID
= 00000001 CurState: AUTH_DONEA X2~ : _CHK4_O—)L

*Nov 11 19:30:34.840:
IKEv2:(SA ID = 1):SM Trace->
SA: |_SPI=F074D8BBD5A59F0B
R_SPI=F94020DD8CB4B9C4 SERITHN
(R) MsgID = 00000001 CurState: ||ZRILHFT Y 7
READYA AR K~ : EVATHE |LET. &
(_O) o>z
*Nov 11 19:30:34.840: FEEREMA
IKEV2:(SA ID = 1):SM Trace-> ||k V)£ K& (CHH
SA: |_SPI=F074D8BBD5A59FOB |[taE & T,
R_SPI=F94020DD8CB4B9C4
(R) MsgID = 00000001 CurState:
READY Event: EV_NO_EVENT

*Nov 11 19:30:34.841: IKEV2:(SA
ID = 1):SM Trace-> SA:
|_SPI=F074D8BBD5A59F0B
HEMRITH ||R_SPI=F94020DD8CB4B9C4 (1)
ZIWHT Y7 |MsglD = 00000001 CurState:

L. AT—2X |[READYEvent: EV_CHK ike_ONLY
AIZ [READY] |*Nov 11 19:30:34.841: IKEV2:(SA
ERRENE |ID =1):SM Trace-> SA:

ERS |_SPI=F074D8BBD5A59F0B
R_SPI=F94020DD8CB4B9C4 (I)
MsgID = 00000001 CurState:
READY Event: EV_|_OK

CHILD SA ®OF/)\Nv 45

COXHT 1HEHOERERBENASKY) ., IKEVI TR7I—X20XRPEFIENTVEL . Y]
DXWMATTUEE, IKESAODESESDOEINS TERBTEET,

IL—21®CHILD SAXYt—20 =)\ A JL—X 2 ® CHILD_SA X
29 T Gk
JL—Z 15 CHILD_SA Xz BB L
g.:.j-o chix CREATE_CHlLD_SA g *Nov 11 19:31:35.873: IKEv2:Got a
RTF. CHILD_SA /S v NiZid— [Packet from dispatcher
BREIZRANEENE T,

*Nov 11 19:31:35.873:

« SAHDR (/N\—>3>, 737 |[IKEv2:Processing an item off the
. R|rAT) pak queue

« FUANI(AT72ay
) :CHILD_SAN ¥ HA X #2) — B (*Nov 11 19:31:35.873: IKEV2:(SA ID
ELTHERENBDEHEE, 2B ||= 2):Request has mess_id 3;
DODKERA O—REF 2 AIFESE ||lexpected 3 ~ 7
ThEtA,

s SARAO—R *Nov 11 19:31:35.873: IKEv2:(SA ID




+ KEi(Key-
optional):CREATE_CHILD_SAZE
RIZIE. CHILD_SAMERAMER
EXRVEEICRIET DO,
EMODHREDOKER A4 O— K
BATIAVTEDDRENT
EEJ, SANBIODH Y IL—
TEEHDEEZRRTIES
. KEi &, REANFSERIORZ
FANZHEFITZTIL—TDE
RTHBIDENHYET, #E
FELLZEWEE,
CREATE_CHILD_SAX# & kB
L. BIOKEICTHBEITTEERT

« N ( Notify R/ O— R, F7>
32 ), Notify R/ O—RIE,
I —REPREEBBEZLEDE
BTF—2%Z IKEETICZEETS
EHICERAENET, NotifyR
AO0—RiF, BEXYE—D
(BRERERNFERENIZER
Z79 ). INFORMATIONALA
B (IKEERUADIZ—&H
HID), FLEETOMOXY
t—JICRTEN, EFEEDRE
HERLIEY), EROBEKREZZR
BELEWTEEXRT, 2D
CREATE_CHILD_SAX "
IKE_SAUADEEFDSAD F—
DBEREITSHE. XA47
REKEYDSAZTHBd_&ZL
¥9, CREATE_CHILD_SA @
R|BHFBFDSADF—DELE
RZITHLBEVEE, NR4AO—
REEBERITDULENHYET,

=2): RORAHO—RKR : ENCR, /\
—23a>  20R\BEAT
CREATE_CHILD SA, 7347 : 4
“SI—32Av+E—2ID: 3, BT
396
Payload contents:
SA: XRORAO—R : N, FH%E
& : 0x0, R& : 152
BRIKIEE : 0x0, F#FH : 0x0,
<& ;148
Z’O+R—%)L 1. 703
ID:IKE., SPIH 4 X : 8,
#trans: 15 B DZEHL : 0x3, FHE
& :0x0: RE : 12
A7 1, FHEH : 0x0,
id:AES-CBC
BRBONZ AT #—LA : 0x3,
FHEH : Ox0: K& : 12
RAT 1, FHEHX : 0x0,
id:AES-CBC
BEODNTZ AT #—LA : 0x3,
FHIEH : Ox0: K& : 12
A7 1, FHEH : 0x0,
id:AES-CBC
BREODRNZ AT A—L4 : 0x3,
F#FEAR : Ox0: R : 8
BRAT 2, FHEHK : 0x0.
id:SHA512
BREONT AT F—LA: 0x3,
FHEHM : Ox0: K& : 8
RAT 2, FHFHK : 0x0,
id:SHA384
BREODNT AT #—LA : 0x3,
F#FAR : Ox0: K& : 8
BAT7 2, FHEH : 0x0,
id:SHA256
BRBONZ AT #—LA : 0x3,
F#FAR - Ox0: k& : 8
RAT 2, FHFHR : 0x0,
id:SHA1
BREODNTZ AT #—LA : 0x3,
FHEHM : Ox0: K& : 8
RAT7 2, FHEH : 0x0,
id:MD5
BREODNZ AT A—L : 0x3,




FHEHM : Ox0: K& : 8

A7 3, FHFHK : 0x0,
id:SHA512

BREODRNTZ AT A—L : 0x3,
F#FAR : Ox0: K& : 8

RA7 3, FHEHK : 0x0.
id:SHA384

BREDRNZ AT A —LA: 0x3,
FHEHM : Ox0: K& : 8

A7 3, FHFHR : 0x0,
id:SHA256

BREONZ AT #—LA : 0x3,
F#EHR  Ox0: k& : 8

247 3, FHEH : 0x0,
id:SHA96

BREDODNTS AT A—L : 0x3,
FHEHM : Ox0: K& : 8

RA7 3, FHEH : 0x0,
id:MD596

BEBEODNZ A7 #—LA : 0x3,
FHEHM : Ox0: K& : 8

RAT 4, FHFHR : 0x0,
id:DH_GROUP_1536_MODP/Group
5

BREODRNZ AT #A—L4 : 0x0,
F#FEAR : Ox0: R : 8

RAT 4, FHEHK : 0x0,
ID:DH_GROUP_1024_MODP/Group
2
NXDORAO—R : KE, F#HEH
: 0x0, & : 24
KEXARAO—R : NOTIFY, F#&
& 1 0x0, =& : 136

DHI I —7": 2, F#&FH : 0x0

*Nov 11 19:31:35.874: IKEv2:Parse
Notify Payload:
SET_WINDOW_SIZE
NOTIFY(SET_WINDOW_SIZE))X @
payload: NONE, reserved: 0x0,
length: 12
t¥21)F7470OK3JLID:
IKE. spitt/ X : 0, B :
SET_WINDOW_SIZE




*Nov 11 19:31:35.874: IKEV2:(SA ID
= 2):SM Trace-> SA:
|_SPI=0C33DB40DBAAADEG6
R_SPI=F14E2BBA78024DE3 (R)
MsglID = 00000003 CurState:
READY Event:
EV_RECV_CREATE¥

*Nov 11 19:31:35.874: IKEV2:(SA ID
=2): 729> 32 : Action_Null
*Nov 11 19:31:35.874: IKEV2:(SA ID
= 2):SM Trace-> SA:
|_SPI=0C33DB40DBAAADEG6
R_SPI=F14E2BBA78024DE3 (R)
MsglID = 00000003 CurState:
CHILD_R_INIT Event:
EV_RECV_create ¥

*Nov 11 19:31:35.874: IKEV2:(SA ID
=2): F2>32 : Action_Null
*Nov 11 19:31:35.874: IKEV2:(SA ID
= 2):SM Trace-> SA:
|_SPI=0C33DB40DBAAADEG6
R_SPI=F14E2BBA78024DE3 (R)
MsglID = 00000003 CurState:
CHILD_R_INIT Event:
EV_VERIFY_MSG

*Nov 11 19:31:35.874: IKEV2:(SA ID
= 2):SM Trace-> SA:
|_SPI=0C33DB40DBAAADEG6
R_SPI=F14E2BBA78024DE3 (R)
MsglID = 00000003 CurState:
CHILD_R_INIT Event:

EV_CHK CC CC &4~

*Nov 11 19:31:35.874: IKEV2:(SA ID
= 2):SM Trace-> SA:
|_SPI=0C33DB40DBAAADEG
R_SPI=F14E2BBA78024DE3 (R)
MsglID = 00000003 CurState:
CHILD_R_IKE Event:
EV_REKEY_IKE esa

*Nov 11 19:31:35.874: IKEV2:(SA ID
= 2):SM Trace-> SA:
|_SPI=0C33DB40DBAAADEG6
R_SPI=F14E2BBA78024DE3 (R)
MsglID = 00000003 CurState:
CHILD_R_IKE Event:




EV_GET_IKE_POLICY 0.9599994
*Nov 11 19:31:35.874: IKEV2:%
Getting preshared key by address
10.0.0.2

*Nov 11 19:31:35.874: IKEV2:%
Getting preshared key by address
10.0.0.2

*Nov 11 19:31:35.874:
IKEv2:Adding Proposal PHASE1-
prop to toolkit policy ( 2RO 7 I —
X170y 772V —=ILFY hORY
> —IZEm)

*Nov 11 19:31:35.874: IKEV2:(SA ID
=2):IKEv27’07 7 4 )L TIKEV2-
SETUP. O fER

*Nov 11 19:31:35.874: IKEV2:(SA ID
= 2):SM Trace-> SA:
|_SPI=0C33DB40DBAAADEG6
R_SPI=F14E2BBA78024DE3 (R)
MsglID = 00000003 CurState:
CHILD_R_IKE Event:
EV_PROC_MSG

*Nov 11 19:31:35.874: IKEV2:(SA ID
= 2):SM Trace-> SA:
|_SPI1=0C33DB40DBAAADEG6
R_SPI=F14E2BBA78024DE3 (R)
MsglID = 00000003 CurState:
CHILD_R_IKE Event:
EV_SET_POLICY
*11A11H19:31:35.874:IKEV2:(SA
ID = 2):8REFHR S —DRE
*Nov 11 19:31:35.874: IKEV2:(SA ID
= 2):SM Trace-> SA:
|_SPI1=0C33DB40DBAAADEG6
R_SPI=F14E2BBA78024DE3 (R)
MsglID = 00000003 CurState:
CHILD_R_BLD_MSGA X I :
EV_GEN_GEN dh_%—

*Nov 11 19:31:35.874: IKEV2:(SA ID
= 2):SM Trace-> SA:
|_SPI=0C33DB40DBAAADEG6
R_SPI=F14E2BBA78024DE3 (R)
MsglID = 00000003 CurState:
CHILD_R_BLD_MSGA X b :
EV_NO_MSG 1 X2 ~




*Nov 11 19:31:35.874: IKEV2:(SA ID
= 2):SM Trace-> SA:
|_SPI=0C33DB40DBAAADEG6
R_SPI=F14E2BBA78024DE3 (R)
MsglID = 00000003 CurState:
CHILD_R_BLD_MSGA X b :
EV_OK_OK
recd_DH_PUBKEY_RESP

*Nov 11 19:31:35.874: IKEV2:(SA ID
=2): 773~ : Action_Null
*Nov 11 19:31:35.874: IKEV2:(SA ID
= 2):SM Trace-> SA:
|_SPI=0C33DB40DBAAADEG6
R_SPI=F14E2BBA78024DE3 (R)
MsglID = 00000003 CurState:
CHILD_R_BLD_MSG
Event.EV_GEN DH_SECRET

*Nov 11 19:31:35.881: IKEV2:(SA ID
= 2):SM Trace-> SA:
|_SPI=0C33DB40DBAAADEG6
R_SPI=F14E2BBA78024DE3 (R)
MsglID = 00000003 CurState:
CHILD_R_BLD_MSGA X2 b :
EV_NO_MSG 1 X2 b

*Nov 11 19:31:35.882: IKEV2:(SA ID
= 2):SM Trace-> SA:
|_SPI=0C33DB40DBAAADEG6
R_SPI=F14E2BBA78024DE3 (R)
MsglID = 00000003 CurState:
CHILD_R_BLD_MSGA X2~ :
EV_OK_OK
recd_DH_SECRET_RESP ( 7 #
LK)

*Nov 11 19:31:35.882: IKEV2:(SA ID
=2): 72> 32 : Action_Null
*Nov 11 19:31:35.882: IKEV2:(SA ID
= 2):SM Trace-> SA:
|_SPI=0C33DB40DBAAADEG6
R_SPI=F14E2BBA78024DE3 (R)
MsgID = 00000003 CurState:
CHILD_R_BLD_MSGA X~ :

EV BLD XY t&—2

*Nov 11 19:31:35.882:
IKEv2:ConstructNotify Payload:
SET_WINDOW_SIZE




Payload contents:
SA: XORAO—R : N, FHEH
: 0x0, & : 56
EREEER : 0x0. FTHEZH& @ 0x0,
f& .52
ZO/R—H)L -1, Z7O083)
ID:IKE, SPIH 4 X : 8, #trans:4%
BOLTH : 0x3. FHFEA
:0x0: && 12
AT 1, FHFH : 0x0,
id:AES-CBC
BREONZ AT #—LA : 0x3,
F#EHR  Ox0: k& : 8
BAT 2, FHEH : 0x0,
id:SHA1
BREODNT AT A—L: 0x3,
FHEHM : Ox0: K& : 8
RA7 3, FHEH : 0x0,
id:SHA96
BREBEODRNZ A7 A—L4A: 0x0,
FHEHM : Ox0: K& : 8
RAT 4, FHFHR : 0x0,
ID:DH_GROUP_1024_MODP/Group
2
NXDORAO—R : KE, FHEZH
:0x0, & : 24
KEXXAR A4 O— R : NOTIFY, F#3%
& :0x0, R& : 136
DHY )L —7 : 2, F#5%FH& : 0x0
NOTIFY(SET_WINDOW_SIZE))X @
RAO—R: &L, FHEFHk
: 0x0, & : 12
t¥21)F7477OK83)LID:
IKE. spitt4 X : 0, B :
SET_WINDOW_SIZE

*Nov 11 19:31:35.869: IKEv2:(SA ID
=2): XRORAO—R : ENCR,
—23ar : 20R|RAT:
CREATE_CHILD_SA, 737 :
INITIATORX Y £—2ID: 2, K& :
460

Payload contents:
ENCRXXRAO—R : SA, F#&
& 1 0x0, & :432

CONTY NEIL—R 28
9o




*Nov 11 19:31:35.873:
IKEv2:Construct Notify Payload:
SET_WINDOW_SIZE

Payload contents:

SA: RORAO—R : N, FHEH

- 0x0, &< : 152
BIQIRE : 0x0. F#%F 4 : 0x0,
R 148

Z’O0/R—%) -1, Z’O3)
ID:IKE., SPIH 4 X : 8,
#trans: 15 B DL : 0x3, FHE
H:0x0: RE 12

AT 1, FHEH : 0x0,
id:AES-CBC

BEODNZ A7 #—LA: 0x3, F
HiEHd : Ox0: K& : 12

AT 1, FHEH : 0x0,
id:AES-CBC

BEODNZ A7 *—LAL: 0x3, F
HEHR : Ox0: BE 12

RA7 1, FHFEH : 0x0,
id:AES-CBC
BEDODRNSAT7#A—L: 0x3, F
HEZHd: Ox0: K& : 8

RAT 2, FHIEHK : 0x0,
id:SHA512

BEORNS AT —LA: 0x3, F
HEdh : Ox0: &RE : 8

RA7T 2, FHFEH : 0x0,
id:SHA384

BEODNZ A7 *—LAL: 0x3, F
HEHM: Ox0: K& : 8

RAT 2, FHEH : 0x0,
id:SHA256

BEODNZ A7 #—LA: 0x3, F
HZHd: Ox0: K& : 8

RAT 2, FHEHK : 0x0,
id:SHA1

BEODNZ A7 *—LAL: 0x3, F
HEHM: Ox0: K& : 8

RA7T 2, FHFEH : 0x0,
id:MD5

BEDODRNZAT7#A—L: 0x3, F
HZHd: Ox0: K& : 8

AT 3, FHIEHK : 0x0,




id:SHA512

BEODNZ A7 *—LA: 0x3, F
HFHd : Ox0: K& : 8

AT 3, FHIEHK : 0x0,
id:SHA384

BREODNZ A7 #—LA: 0x3, F
HiEdh : Ox0: BE : 8

RA7 3, FHEH : 0x0,
id:SHA256

BEODNZ A7 F#—LA: 0x3, F
HEHM: Ox0: K& : 8

AT 3, FHEHK : 0x0,
id:SHA96

BREODNZ A7 *—LA: 0x3, F
HZHd: Ox0: K& : 8

AT 3, FHIEHK : 0x0,
id:MD596
BEODRNSAT#—LA: 0x3, F
HEdh . Ox0: RE ;8

RAT 4, FHFEHR : 0x0,
id:DH_GROUP_1536_MODP/Group
5
BEDODRNZ AT #A—L: 0x0, F
HEZHd: Ox0: K& : 8

RAT 4, FHEK : 0x0,
ID:DH_GROUP_1024_MODP/Group
2
NXDORAO—R : KE, F#HEZHk

1 0x0, & : 24

KE X4 O— R : NOTIFY, F#
B 1 0x0, RE : 136
DHY )L —7" : 2, F#%FH : 0x0
NOTIFY(SET_WINDOW_SIZE)X @
RAO—R: &L, FHEH

: 0x0, &<& : 12
¥1U5747'0KJJ)LID: IKE,
spit/4 X : 0, BH :
SET_WINDOW _SIZE

*Nov 11 19:31:35.882: IKEV2:(SA ID
=2): RORAHO—RKR : ENCR, /\
-3y 20XBE0ES
CREATE_CHILD_SA, 737 :
RESPONDER MSG-RESPONSE X
vE£—2ID: 3, && : 300

JL—2% 2 (& CHILD_SA X
FERLET, ChiF
CREATE_CHILD_SA [5& T
CHILD_SA N7 Y NZE—1
FEENET,

- SAHDR (/N\—¥ 3>




Payload contents:
SA: XORAO—R : N, FH%
& : 0x0, K& :56
EREEER : 0x0. FTHEZH& @ 0x0,
f& .52
Z70OR—%) 1, O3
ID:IKE, SPIH 4 X : 8, #trans:4%
BOZEH : 0x3. FHF &
:0x0: k& 12
AT 1, FHFH : 0x0,
id:AES-CBC
BREONZ AT #—LA : 0x3,
F#EHR  Ox0: k& : 8
BAT 2, FHEH : 0x0,
id:SHA1
BREDODNTS AT A—L : 0x3,
F#EAR  Ox0: R : 8
RA7 3, FHEH : 0x0,
id:SHA96
BREDODRNZ AT A—LA: 0x0,
FHEHM : Ox0: K& : 8
RAT 4, FHFHR : 0x0,
ID:DH_GROUP_1024_MODP/Group
2
NXDORAO—R : KE, FHEH
: 0x0, K& : 24
KE XR4 O— R : NOTIFY, F#
EH o 0x0, RE : 136
DHY )L —7 : 2, F#5%FH& : 0x0

*Nov 11 19:31:35.882: IKEv2:Parse
Notify Payload:
SET_WINDOW_SIZE
NOTIFY(SET_WINDOW_SIZE)X @
payload: NONE, reserved: 0x0,
length: 12
t¥21)F7477A83LID:
IKE, spitt4/ X : 0, B :
SET_WINDOW_SIZE

*Nov 11 19:31:35.882: IKEV2:(SA ID
= 2):SM Trace-> SA:
|_SPI=0C33DB40DBAAADEG6
R_SPI=F14E2BBA78024DE3 (I)
MsglID = 00000003 CurState:

CRBEAT)
FANI (A7 a>
) :CHILD_SAN #]Hi %
ELTHERENBEE
ODKEXRAO—R&F2
EhFEBA,
SARAO—R
KEi(Key-
optional):CREATE_CF
RIZIE., CHILD_SA®
Z&VEEICHRIET S
JEEMNODHR#EDOKENR
BEATaLTEHD
ZFEX T, SA N BID DI
TEEDDEERE
. KEi &, REANE
FANhZEEFETS T
ZTHHAIVENHYE
ICKBLU EBE,
CREATE_CHILD_SA
KEL., B0 KEi Zf
HITZITSHENBHY)
N(Notify payload-
optional):Notify X 4 O
TZ—REXPREER
|FT—RZIKEE T IZ
EHIZERAENET,
AO0—R@E, BEXY
(BEE. EXNESR
HETRYT ). BRI
RUADI S —®/E
FLERETOMODEED
JICEFEIQ, EEED
Lizh), EROEKRZ
V32 LEHICERE N
?® CREATE_CHILD_S
¥ IKE_SA BAA D BE 13
F—DHERZITOIE
REKEY_SA 217D
RAO—RICK2TF
T SAZRBETS
V)& 9, CREATE_CF
DORTBHNBEFD SA D
ERZETOLEVES.
—REEBRITDLEN




CHILD_I WAITA X2 N
EV_RECV{ER_F

*Nov 11 19:31:35.882: IKEV2:(SA ID
=2): 723> : Action_Null
*Nov 11 19:31:35.882: IKEV2:(SA ID
= 2):SM Trace-> SA:
|_SPI=0C33DB40DBAAADEG6
R_SPI=F14E2BBA78024DE3 ()
MsgID = 00000003 CurState:
CHILD_I_PROCA X~ K :
EV_CHK4&4%1(_N)

*Nov 11 19:31:35.882: IKEV2:(SA ID
= 2):SM Trace-> SA:
|_SPI=0C33DB40DBAAADEG6
R_SPI=F14E2BBA78024DE3 (I)
MsglID = 00000003 CurState:
CHILD_I_PROC Event:
EV_VERIFY_MSG

*Nov 11 19:31:35.882: IKEV2:(SA ID
= 2):SM Trace-> SA:
|_SPI=0C33DB40DBAAADEG6
R_SPI=F14E2BBA78024DE3 ()
MsglID = 00000003 CurState:
CHILD_I_PROC Event:
EV_PROC_MSG

*Nov 11 19:31:35.882: IKEV2:(SA ID
= 2):SM Trace-> SA:
|_SPI=0C33DB40DBAAADEG6
R_SPI=F14E2BBA78024DE3 ()
MsglID = 00000003 CurState:
CHILD_I_PROC Event:
EV_CHK4_PFS

*Nov 11 19:31:35.882: IKEV2:(SA ID
= 2):SM Trace-> SA:
|_SPI=0C33DB40DBAAADEG
R_SPI=F14E2BBA78024DE3 (I)
MsglID = 00000003 CurState:
CHILD_I_PROC Event:
EV_GEN_DH_SECRET 0.9599994
*Nov 11 19:31:35.890: IKEV2:(SA ID
= 2):SM Trace-> SA:
|_SPI=0C33DB40DBAAADEG6
R_SPI=F14E2BBA78024DE3 (I)
MsglID = 00000003 CurState:
CHILD_I_PROC Event:

o

=322 FIEEZIEEL., |
CHILDSA OT7 o5 1 74t.%
9,




EV_NO_EVENT

*Nov 11 19:31:35.890: IKEV2:(SA ID
= 2):SM Trace-> SA:
|_SPI=0C33DB40DBAAADEG6
R_SPI=F14E2BBA78024DE3 (I)
MsglID = 00000003 CurState:
CHILD_I_PROC Event:
EV_OK_RECD_RECD
dh_SECRET_RESP

*Nov 11 19:31:35.890: IKEV2:(SA ID
=2): 7U> 32 : Action_Null
*Nov 11 19:31:35.890: IKEV2:(SA ID
= 2):SM Trace-> SA:
|_SPI=0C33DB40DBAAADEG6
R_SPI=F14E2BBA78024DE3 (I)
MsglID = 00000003 CurState:
CHILD_I_PROC Event:
EV_CHK_IKE ¥ —B4% i

*Nov 11 19:31:35.890: IKEV2:(SA ID
= 2):SM Trace-> SA:
|_SPI=0C33DB40DBAAADEG6
R_SPI=F14E2BBA78024DE3 ()
MsglID = 00000003 CurState:
CHILD_I_PROC Event:
EV_GEN_SKEYID

*Nov 11 19:31:35.890:IKEV2:(SA ID
= 2):skeyidZ K T B

*Nov 11 19:31:35.890: IKEV2:(SA ID
= 2):SM Trace-> SA:
|_SPI=0C33DB40DBAAAADEG6
R_SPI=F14E2BBA78024DES3 ()
MsglID = 00000003 CurState:
CHILD_I_DONEA X b
EV_ACTIVATE _$#i_SA

*Nov 11 19:31:35.890: IKEV2:(SA ID
= 2):SM Trace-> SA:
|_SPI=0C33DB40DBAAADEG6
R_SPI=F14E2BBA78024DE3 ()
MsgID = 00000003 CurState:
CHILD_I_DONE Event:
EV_UPDATE_CAC_DONE##&T
*Nov 11 19:31:35.890:IKEV2 : L
LWikev2 saBRA'T U T 1 7{LEh
XL

*Nov 11 19:31:35.890: IKEv2:Failed




to decrement count for outgoing
negotiating

*Nov 11 19:31:35.890: IKEV2:(SA ID
= 2):SM Trace-> SA:
|_SPI=0C33DB40DBAAADEG
R_SPI=F14E2BBA78024DE3 (I)
MsglID = 00000003 CurState:
CHILD_I_DONE Event:
EV_CHECK_DUPE

*Nov 11 19:31:35.890: IKEV2:(SA ID
= 2):SM Trace-> SA:
|_SPI=0C33DB40DBAAADEG
R_SPI=F14E2BBA78024DE3 (I)
MsglID = 00000003 CurState:
CHILD_I_DONE Event: EV_OK
*Nov 11 19:31:35.890: IKEV2:(SA ID
= 2):SM Trace-> SA:
|_SPI=0C33DB40DBAAADEG
R_SPI=F14E2BBA78024DE3 (I)
MsglID = 00000003 CurState:
EXITA X~ :
EV_CHK_PENDING

*Nov 11 19:31:35.890: IKEV2:(SA ID
=2): XV t—2ID 3OMEE KIS
., EXRIF4 ~ SOEHETEFE AR
*Nov 11 19:31:35.890: IKEV2:(SA ID
= 2):SM Trace-> SA:
|_SPI=0C33DB40DBAAAADEG
R_SPI=F14E2BBA78024DE3 (I)
MsglID = 00000003 CurState: EXIT
Event: 1 X2 Mx L

L=2 1. L—=22HS5BENT
Y NEZfEL. CHILDSA DT I T 1
THZERITLET,

*Nov 11 19:31:35.882: IKEv2:(SA ID
=2): RORAHO—RKR : ENCR, /\
—2ar . 20RB0ESE
CREATE_CHILD_SA, 737 :
RESPONDER MSG-RESPONSE X
YvE£—2ID: 3, && : 300
Payload contents:

ENCRIXRAAO— R : SA., F#&
& 1 0x0, & :272

*Nov 11 19:31:35.882: IKEV2:(SA ID
= 2):SM Trace-> SA:
|_SPI=0C33DB40DBAAADEG




R_SPI=F14E2BBA78024DE3 (R)
MsglID = 00000003 CurState:
CHILD_R_BLD_MSG
Event:EV_CHMSG K_IKE_F+—FB4%
X

*Nov 11 19:31:35.882: IKEV2:(SA ID
= 2):SM Trace-> SA:
|_SPI=0C33DB40DBAAADEG6
R_SPI=F14E2BBA78024DE3 (R)
MsgID = 00000003 CurState:
CHILD_R_BLD_MSGA X~ :
EV_GEN_GEN A*—ID

*Nov 11 19:31:35.882: IKEV2:(SA ID
= 2):skeyidZ K T B

*Nov 11 19:31:35.882: IKEV2:(SA ID
= 2):SM Trace-> SA:
|_SPI=0C33DB40DBAAADEG6
R_SPI=F14E2BBA78024DE3 (R)
MsgID = 00000003 CurState:
CHILD_R_DONE
Event:EV_ACTIVATE_NEW SA(_S)
*Nov 11 19:31:35.882: IKEv2:Store
mib index ikev23, 7’7 Y N7 #—
1,62

*Nov 11 19:31:35.882: IKEV2:(SA ID
= 2):SM Trace-> SA:
|_SPI=0C33DB40DBAAADEG6
R_SPI=F14E2BBA78024DE3 (R)
MsglID = 00000003 CurState:
CHILD_R_DONE Event:
EV_UPDATE_CAC_DONE##&T
*Nov 11 19:31:35.882: IKEV2 : #TL
LWikev2 saBRA'T UV T 1 7{LEh
XL

*Nov 11 19:31:35.882: IKEv2:Failed
to decrement count for incoming
negotiating

*Nov 11 19:31:35.882: IKEV2:(SA ID
= 2):SM Trace-> SA:
|_SPI=0C33DB40DBAAADEG6
R_SPI=F14E2BBA78024DE3 (R)
MsglID = 00000003 CurState:
CHILD_R_DONEA X2 |k :
EV_CHECK_EDE#®

*Nov 11 19:31:35.882: IKEV2:(SA ID




= 2):SM Trace-> SA:
|_SPI=0C33DB40DBAAADEG
R_SPI=F14E2BBA78024DE3 (R)
MsglID = 00000003 CurState:
CHILD_R_DONE Event: EV_OK
*Nov 11 19:31:35.882: IKEV2:(SA ID
= 2):SM Trace-> SA:
|_SPI=0C33DB40DBAAADEG
R_SPI=F14E2BBA78024DE3 (R)
MsgID = 00000003 CurState:
CHILD_R_DONE Event:
EV_START_DEL_DONE g_TMR
*Nov 11 19:31:35.882: IKEV2:(SA ID
=2): 723> : Action_Null
*Nov 11 19:31:35.882: IKEV2:(SA ID
= 2):SM Trace-> SA:
|_SPI=0C33DB40DBAAADEG
R_SPI=F14E2BBA78024DE3 (R)
MsgID = 00000003 CurState:
EXITAXR> K~ :
EV_CHK_PENDING

*Nov 11 19:31:35.882: IKEV2:(SA ID
=2): XY tE—2ID3TRHERIEE
 BEREF4 ~ BOEETZ T ANA
AE

*Nov 11 19:31:35.882: IKEV2:(SA ID
= 2):SM Trace-> SA:
|_SPI=0C33DB40DBAAAADEG
R_SPI=F14E2BBA78024DE3 (R)
MsglID = 00000003 CurState: EXIT
Event: 1 X2 Mx L

N> XILDFERE
ISAKMP

N>R

<#root>

show crypto i kev2 sa detailed




L—210HD

<{froot>
Routerl#

show crypto i kev2 sa detailed

IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf Status
1 10.0.0.1/500 10.0.0.2/500 none/none READY
Encr: AES-CBC, keysize: 128,
Hash: SHA96, DH Grp:2,
Auth sign: PSK, Auth verify: PSK
Life/Active Time: 120/10 sec
CE 1id: 1006, Session-id: 4
Status Description: Negotiation done
Local spi: E58F925107F8B73F Remote spi: AFD098F4147869DA
Local 1id: 10.0.0.1
Remote 1id: 10.0.0.2
Local req msg id: 2 Remote req msg id: O
Local next msg id: 2 Remote next msg id: 0
Local req queued: 2 Remote req queued: O
Local window: 5 Remote window: 5
DPD configured for 0 seconds, retry 0
NAT-T is not detected
Cisco Trust Security SGT is disabled
Initiator of SA : Yes
L—52DHN
<#root>
Router2#
show crypto ikev2 sa detailed
IPv4 Crypto IKEv2 SA
Tunnel-id Local Remote fvrf/ivrf Status
2 10.0.0.2/500 10.0.0.1/500 none/none READY
Encr: AES-CBC, keysize: 128, Hash: SHA96,
DH Grp:2, Auth sign: PSK, Auth verify: PSK

Life/Active Time: 120/37 sec

CE id: 1006, Session-id: 4

Status Description: Negotiation done
Local spi: AFD098F4147869DA Remote
Local 1id: 10.0.0.2

Remote id: 10.0.0.1

Local req msg id: O Remote
Local next msg id: 0 Remote
Local req queued: O Remote
Local window: 5 Remote

DPD configured for 0 seconds, retry 0

spi: E58F925107F8B73F

req msg id:
next msg 1id:
req queued:
window:

I NDNN



NAT-T is not detected
Cisco Trust Security SGT is disabled
Initiator of SA : No

IPSec

X2 R

<#froot>

show crypto ipsec sa

N comhTE. KEVIOBALERAY, BIO R FLZTST—3 3 VEICPFS
DHY )L —7OMEA TPFS (Y/N): N, DH group: nones ERRENETH, F—BERNEE
IHE, ELWVMENRTENET, < DEIEIKCisco Bug ID CSCug67056l-f2idE hTW
FITHN. CHRNTTRBVELBA (ZATORBY —IILPBERICTIVEATEDIOR, &
BI1I-—HOKTT ).

IKEV1 EIKEV2DIEW K, BE TR FSANAUTHRBO —ZLE L THERENDI R T, BE
RYTTHREENEDHY L —T &, F—BERRICOKMERENET, LEN 2T, &
DF—BERET. "PFS(Y/N):N, DH group: nones ERRENET,

IKEVITIE, 74 Y 7F— REICFSADERNFEL, CREATE_CHILD_SAX Y £—2(C
BIMRAO—REGEETZ 7O I ISV, ChICE>THLVWHERBRZIE
FTBDHNZX—ZHNEEEND -, EBDEETHRI MDAV ET,

IL—210OHED

<#root>
Routerl#

show crypto ipsec sa

interface: TunnelO
Crypto map tag: TunnelO-head-0,
local addr 10.0.0.1

protected vrf: (none)

Tocal 1ident (addr/mask/prot/port):
(0.0.0.0/0.0.0.0/256/0)
remote ident (addr/mask/prot/port):
(0.0.0.0/0.0.0.0/256/0)

current_peer 10.0.0.2 port 500
PERMIT, flags={origin_is_acl,}
#pkts encaps: 10, #pkts encrypt:
10, #pkts digest: 10
#pkts decaps: 10, #pkts decrypt:
10, #pkts verify: 10


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCug67056

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 10.0.0.1,
remote crypto endpt.: 10.0.0.2
path mtu 1500, ip mtu 1500, ip mtu idb Ethernet0/0
current outbound spi: OxF6083ADD(4127734493)
PFS (Y/N): N, DH group: none

inbound esp sas:
spi: 0x6B74CB79(1802816377)
transform: esp-3des esp-sha-hmac ,
in use settings ={Tunnel, }
conn 1id: 18, flow_id: SW:18,
sibling_fTags 80000040,
crypto map: TunnelO-head-0
sa timing: remaining key lifetime (k/sec):
(4276853/3592)
IV size: 8 bytes
replay detection support: Y
Status: ACTIVE(ACTIVE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: OxF6083ADD(4127734493)

transform: esp-3des esp-sha-hmac ,
in use settings ={Tunnel, }

conn 1id: 17, flow_id: SW:17,
sibling_fTags 80000040,

crypto map: TunnelO-head-0

sa timing: remaining key
Tifetime (k/sec): (4276853/3592)
IV size: 8 bytes

replay detection support: Y
Status: ACTIVE(ACTIVE)

outbound ah sas:

outbound pcp sas:

L—220Hn

<#root>
Router2#

show crypto ipsec sa

interface: TunnelO
Crypto map tag: TunnelO-head-0, local addr 10.0.0.2

protected vrf: (none)



local 1ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/256/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/256/0)
current_peer 10.0.0.1 port 500

PERMIT, flags={origin_is_acl,}
#pkts encaps: 5, #pkts encrypt: 5, #pkts digest: 5
#pkts decaps: 5, #pkts decrypt: 5, #pkts verify: 5
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 10.0.0.2,
remote crypto endpt.: 10.0.0.1
path mtu 1500, ip mtu 1500, ip mtu idb Ethernet0/0
current outbound spi: Ox6B74CB79(1802816377)
PFS (Y/N): N, DH group: none

inbound esp sas:
spi: OxF6083ADD(4127734493)
transform: esp-3des esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 17, flow_id: SW:17,
sibling_fTags 80000040,
crypto map: TunnelO-head-0
sa timing: remaining key lifetime
(k/sec): (4347479/3584)
IV size: 8 bytes
replay detection support: Y
Status: ACTIVE(ACTIVE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:

spi: 0x6B74CB79(1802816377)
transform: esp-3des esp-sha-hmac ,
in use settings ={Tunnel, }
conn 1id: 18, flow_id: SW:18,
sibling_fTags 80000040,
crypto map: TunnelO-head-0
sa timing: remaining key
Tifetime (k/sec): (4347479/3584)
IV size: 8 bytes
replay detection support: Y
Status: ACTIVE(ACTIVE)

outbound ah sas:

outbound pcp sas:

5 D)L —X Tshow crypto session AN ROPHZFAND CEETEERT, COHNICEK, b
ERILEYSAVOARAT—RANUP-ACTIVEERREINTVET,

<#root>
Routerl#

show crypto session



Crypto session current status

Interface: TunnelO
Session status: UP-ACTIVE
Peer: 10.0.0.2 port 500
IKEv2 SA: local 10.0.0.1/500 remote 10.0.0.2/500 Active
IPSEC FLOW: permit ip 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0
Active SAs: 2, origin: crypto map

Router2#

show cry session

Crypto session current status

Interface: TunnelO
Session status: UP-ACTIVE
Peer: 10.0.0.1 port 500
IKEv2 SA: local 10.0.0.2/500 remote 10.0.0.1/500 Active
IPSEC FLOW: permit ip 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0
Active SAs: 2, origin: crypto map

BYIE 5 2

« KEV2Z N7y hRIBETORIN LRILDFTINY T
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https://www.cisco.com/c/ja_jp/support/docs/security-vpn/ipsec-negotiation-ike-protocols/115936-understanding-ikev2-packet-exch-debug.html
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