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DNSILYOT Y T2 ERATRHDIL—ZDHRE

IP7 RLATIEE<KRANRE TpingE-itraceroute XY REFEATHARE. DNSLY U F Y T2 EATHESIC

N—BZRETELRT., ChERTIRICE. KOO REFEALET.
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dorfain DNSR—ATDHRARNBAST RLAANOEBABMICHEYET, COOANV REFI7AILNTEMICE>TVET
lookup

o

ip name-

server [|1DBEDZR—LH—NOF RLANEEENET,

IBEFICEITEND, RXAVOVARIERBEINET,

ip
domain
list




o RXAURARNBEELBEWVWEAR, ipdomainname/ 00—/ 7 4F1L—23>AX Y RTHE
ELERXAVENFERENET,

RXAL2 DARNNBEETZHE, COTFT7ALRNDORXAVEREREhEEA,

ip
domain
name

FEHAARNE ( RYMZIOEDRASABEZRELEVEH ) ZR2EHRXAVBICEETS-HIZ, Ciscol0S
VIRNITITILE > THERAENZTFTAILRNDORXLSA VBN ERENET, FEMBE RXSVBEHNSXYZIRZHIOE
DA REZEDHBEVTLIEEL,

ip ospf
name-
lookup

show EXEC ANV RIZK 2 TRREND, IXTDH OSPFATHEHAE NS DNSEZHRET D= IZ, Open Shortest
PathFirst (OSPF ) ZBELE T, cOBeEEFEA TR E. L—ROBRINBRCBVET, TOEBAR. L—2HF*T
DOII—R IDFEEFBEHEID TREEL, BHIICK 2P TRRENDIHNS T,

ZOfITIR, BEARK % DNSlookup AICEREE hIZ)L—ROEREFEZERLTVWET,




ERM % DNSlookup 5REHI

<#root>

Router#
show runni ng-config

Building configuration...

Current configuration : 3922 bytes
!
I Last configuration change at 16:24:57 UTC Fri May 12 2023
!

version 17.3

service timestamps debug datetime msec

service timestamps log datetime msec

I Call-home 1is enabled by Smart-Licensing.

service call-home

platform gqfp utilization monitor load 80

platform punt-keepalive disable-kernel-core

platform console serial

!

hostname Router

!
boot-start-marker
boot-end-marker

!
!
!
no aaa new-model

i p name-server 192.168.1.1




1--- Configures the IP address of the name server. !--- Domain lookup is enabled by defaullt.

!
!
interface GigabitEthernetl

ip address 192.168.1.10 255.255.255.0

negotiation auto

no mop enabled

no mop sysid

!
!

1--- Output Suppressed.
end

<#froot>

Router#

pi Ng www. ci sco. com

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.37.145.84, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
Router#

F5 7Y a—RK

FhZ, ROVFThAOIT—RENFRRENDZENBIET,

<#root>

Router#



debug ip udp

UDP packet debugging is on
Router#

pi Ng Www. Ci SCo. com

*Mar 8 06:26:41.732: UDP: sent src=10.69.16.66(5476), dst=

10. 250. 35. 250( 53)

, length=59
*Mar 8 06:26:44.740: UDP: sent src=10.69.16.66(5476), dst=10.250.35.250(53), Tength=59
*Mar 8 06:26:47.744: UDP: sent src=10.69.16.66(5476), dst=10.250.35.250(53), Tength=59

% Unr ecogni zed host or address, or protocol not running.

Router#undebug all
A1l possible debugging has been turned off

Router#

pi Ng Www. Ci sco. com

Transl ati ng "www. ci sco. coni'...domain server (172.16.249.4) i,
Not process



Router#

pi ng www. ci sco. com

*May 12 16:48:36.302: Reserved port 43478 in Transport Port Agent for UDP IP type 1
*May 12 16:48:36.302: UDP: sent src=0.0.0.0(43478), dst=

255. 255. 255. 255( 53)

, length=50

*May 12 16:48:37.303: Reserved port 56191 in Transport Port Agent for UDP IP type 1
*May 12 16:48:37.303: UDP: sent src=0.0.0.0(56191), dst=255.255.255.255(53), length=50
*May 12 16:48:37.304: Released port 43478 in Transport Port Agent for IP type 1

*May 12 16:48:37.304: Released port 43478 in Transport Port Agent for IP type 1%

Unrecogni zed host or address, or protocol not running.

COMBERNZ TN 21—FT 1420093, ROARTYTERITLET,

IL—ZN DNSH—NICEEARETHBD L ZBRELET, L—INSTDIPT RL ATDNSH—/NICpingER1TL., IL—
X ETDNSH—/NNDIP7 RLAZHRET S o (lipnamesarver AN RFIEAE N TVWB ZEE2BRELET,



ROFIET, WY OTY TERNFIN—RICL>TEHEEEND EZEIELET,

DNSINTY NZCBBETH ACLEEZLET,

<#root>

access-list 101 pernmit udp any any eq domain
access-list 101 pernmit udp any eq domain any

debugip packet 101X > REFERALE T,



FEREACLEZEELTVWS L ZBRBL TS EE VW, ACLZFEMAE 9 (Cdebugip packet AN > REGMIC
2L, AVYV=ILICKEOHEINEREN, FNAANDT IV ELAICEEERIEIEEFHBYET,

JL— A& Tip domain-lookupcommand X > RABMICHK > TVWR CE ZBRELE T,



Web# —/NIcping TE 3 M. HTML R—J %2 RRTE L WEES

FENLE, BEOWebS A MCBRITT I EATERVHENHWET, COMBREE, TRLANAT =712 7EhTLHEL
CEERABIDLHICEBRIPT RLATEDNSLY VT Y TE2RITTDT VAT A MIRBRALE T, BTV MUAR
ENEHE, REBRIVNUABREABWES (D&Y, IPERICHETZ RN CVES ) &, HTTPEREZTOY I TERT

o

A2 —FY NRAMVBEZIETRHER., inddrapaR XAV ICERBITRIXBENfNHYVET, CORKBERXSEF, BERX
A2ERENBEEHNET, COERXAVICEI2T, BED IPTRLANRXAVBIEIIVEZTENET, ISPHFR—LA
H—NERHLTVWRBE, FLRISPAEFOTRLAOGTOYIAST RLAZE HTTVWRHEEE. A% Tin-addrapak
XAV EHBEITIHERHYERA. ISPICBEBLVEE<EZL,

RIZ, www.ciscocomZFEAL EHERLET. ROBHE., UNIXTD—PAT—23>TEYTFyLEEDTT, ndookup 7°'O
IS LEdg7OZLEEALET, HOARDBWIEELTSEEL,

<#root>

sj-cse-280%

nsl ookup www. ci sco. com

Note: nslookup is deprecated and can be removed from future releases.
Consider with the 'dig' or 'host' programs instead. Run nslookup with
the '-sil[ent]' option to prevent this message from appearing.

Server: 172.16.226.120
Address: 172.16.226.120#53
Name: www.Cisco.com

Address: 192.168.219.25

sj-cse-280%

nsl ookup 192. 168. 219. 25

Note: nslookup is deprecated and can be removed from future releases.
Consider with the 'dig' or 'host' programs instead. Run nslookup with
the '-sil[ent]' option to prevent this message from appearing.

Server: 172.16.226.120



Address: 172.16.226.120#53
10.219.133.198.1in-addr.arpa name = www.Cisco.com.

dig Z7OJZ LTI, DNS/NT Y KA S KV FABBERIAEIEIET,

<#root>

sj-cse-280%

dig 192.168. 219. 25

; <<>> DiG 9.0.1 <<>> 192.168.219.25

;5 global options: printcmd

;5 Got answer:

;5 —>>HEADER<<- opcode: QUERY, status: NXDOMAIN, id: 5231

;5 flags: gr aa rd ra; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: 0

;5 QUESTION SECTION:
;192.168.219.25. IN A

;5 AUTHORITY SECTION:

. 86400 IN SOA
A.ROOT-SERVERS.NET. nstld.verisign-grs.com.
( 2002031800 1800 900 604800 86400 )

;5 Query time: 135 msec
;5 SERVER: 172.16.226.120#53(172.16.226.120)

;5 WHEN: Mon Mar 18 09:42:20 2002
;5 MSG SIZE rcvd: 107

V=R LoTEBDIA—LHT—NICo2TY)—HNFETEhA3

ZYRD—=IOTFITAETALRILICKELUT, L—RERECVARENTVZIEROZ—LY—NICOTU—%ZREETEET
o RIZ., debugip domain detail DA ZERLFT,

<#froot>



Router#

show run

secti on nane-server

ip name-server 192.168.1.1 10.0.0.2 Router#

Router#

debug i p donmi n det ai

Router#

test 002
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DNS:
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DNS:

detail: cdns_name_verify_internal: Checking if hostname is valid or not..
info: cdns_name_verify_internal: Hostname is valid

detail: cdns_get_rr_type: converting name kind 2000 to type 28

detail: read_forwards: Forward zone server Tist:

info: delegpt_log: DelegationPoint<.>: 0 names (0 missing), 2 addrs (0 resul
detail: val_operate: validator[module 0] operate: extstate:module_state_init
info: log_nametypeclass: validator operate: query test002. AAAA IN

detail: iter_operate: iterator[module 1] operate: extstate:module_state_init
info: Tog_nametypeclass: resolving test002. AAAA IN

detail: error_response: return error response NXDOMAIN

detail: val_operate: validator[module 0] operate: extstate:module_wait_modul
info: log_nametypeclass: validator operate: query test002. AAAA IN

detail: cdns_get_rr_type: converting name kind 2000 to type 28

detail: read_forwards: Forward zone server Tist:

info: delegpt_log: DelegationPoint<.>: 0 names (0 missing), 2 addrs (0 resul
detail: val_operate: validator[module 0] operate: extstate:module_state_init
info: log_nametypeclass: validator operate: query test002. AAAA IN

detail: iter_operate: iterator[module 1] operate: extstate:module_state_init

i nfo: | og_nanetypecl ass: resolving test002. AAAA IN *NMay 12 17:56: 32. 726: DNS
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detail: cdns_set_udp_source_interface: using source interface GigabitEtherne
detail: cdns_get_first_hop: dst 192.168.1.1, intf GigabitEthernetl

detail: cdns_set_udp_source_interface: using source interface GigabitEtherne
detail: iter_operate: iterator[module 1] operate: extstate:module_wait_reply
info: Tog_nametypeclass: iterator operate: query test002. AAAA IN

info: log_nametypeclass: processQueryTargets: test002. AAAA IN

info: log_nametypeclass: sending query: test002. AAAA IN

detail: log_name_addr: sending to target: <.> 192.168.1.1#53

detail: cdns_get_first_hop: dst 192.168.1.1, intf GigabitEthernetl

detail: cdns_set_udp_source_interface: using source interface GigabitEtherne
detail: iter_operate: iterator[module 1] operate: extstate:module_wait_reply
info: Tog_nametypeclass: iterator operate: query test002. AAAA IN

info: log_nametypeclass: response for test002. AAAA IN

info: log_name_addr: reply from<.> 192.168. 1. 1#53 *May 12 17:56: 35.729: DNS

info: log_nametypeclass: processQueryTargets: test002. AAAA IN

i nfo: | og_nanetypecl ass: sending query: test002. AAAA IN *May 12 17:56: 35. 72¢

detail: cdns_set_udp_source_interface: using source interface GigabitEtherne
error: comm_point_tcp_handle_write: tcp connect: Connection refused

detail: log_addr: remote address is ip4 10.0.0.2 port 53 (len 16)

detail: outnet_tcp_cb: outnettcp got tcp error -1

detail: log_addr: tcp error for address ip4 10.0.0.2 port 53 (len 16)
detail: iter_operate: iterator[module 1] operate: extstate:module_wait_reply
info: Tog_nametypeclass: iterator operate: query test002. AAAA IN

info: log_nametypeclass: processQueryTargets: test002. AAAA IN
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