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COTFTIATRE, ROREZFEALET,

- Router11

- Router12

- Router14 ( ISP-A)
- Router21

- Router22

- PIX1

- PIX2

Router11

host nane Router1l

|

interface Fast Ethernet0/0

i p address 192.168.10.1 255.255.255.0

!--- Connected to Router21l. ! interface FastEthernet0O/1
ip address 172.16.11.1 255.255.255.0 /--- Connected to
pPrx1. ! router ospf 1 |og-adjacency-changes network
192.168.10.0 0.0.0.255 area 0 default-information
originate nmetric 5 route-map check-default !--- A




default route is advertised into OSPF conditionally
(based on whether the link !--- from Routerl2 to ISP-A
is active), with a metric of 5. router bgp 64496 no
synchroni zati on bgp | og-nei ghbor-changes net work

192. 168. 10. 0 nei ghbor 172.16.12.2 renote-as 64496 !---
Configures Routerl2 as an 1BGP peer . distance bgp 20
105 200 !--- Administrative distance of 1iBGP learned
routes 1is changed from default 200 to 105. no auto-
sumary ! ip route 172.16.12.0 255. 255.255.0
172.16.11. 10 !--- Static route to 1iBGP peer, because it
is not directly connected. ! access-list 30 permt
0.0.0.0 access-list 31 permt 172.16.12.2 route-nap
check-default permt 10 match ip address 30 nmatch ip
next - hop 31

Router12

host nane Router12

]
i nterface FastEthernet0/0

ip address 172.16.13.2 255.255.255.0

!--- Connected to Routerl4 (ISP-A). ! interface
FastEthernet0/1 ip address 172.16.12.2 255.255.255.0 /--
- Connected to PIX1. ! router bgp 64496 no
synchroni zati on neighbor 172.16.11.1 renote-as 64496
nei ghbor 172.16.11.1 next-hop-self neighbor 172.16.11.1
default-originate route-map check-ispa-route /--- A
default route is advertised to Routerll conditionally
(based on whether the link !--- from Routerl2 to ISP-A
is active). neighbor 172.16.11.1 distribute-list 1 out
nei ghbor 172.16.13.4 renote-as 64500 /--- Configures
Routerl4 (ISP-A) as an eBGP peer. nei ghbor 172.16.13.4
route-map adv-to-ispa out no auto-summary ! ip route
172.16.11. 0 255.255.255.0 172.16.12.10 !--- Static route
to 1BGP peer, because it 1is not directly connected. !
access-list 1 pernmit 0.0.0.0 access-list 10 permit
192.168.10. 0 access-list 20 pernmt 10.10.20.0 0.0.0.255
access-list 21 pernit 172.16.13.4 ! route-nmap check-
ispa-route permt 10 match ip address 20 match ip next-
hop 21 ! route-map adv-to-ispa pernmit 10 match ip
address 10

Router14 ( ISP-A)

host nane Rout er 14
!
interface Ethernet0/0
i p address 172.16.13.4 255.255.255.0
!
interface Ethernet0/1
i p address 10.10.20.1 255.255.255.0
!
router bgp 64500
networ k 10.10. 20.0 nmask 255. 255. 255.0
nei ghbor 172.16.13.2 renote-as 64496
!--- Configures Routerl2 as an eBGP peer. |

Router21

host nane Rout er 21
!
interface Fast Ethernet0/0
i p address 192. 168. 10. 2 255.255. 255.0




!-—- Connected to Routerll. ! interface FastEthernet0/1
ip address 172.16.21.1 255.255.255.0 /--- Connected to
prx2. | router ospf 1 network 192.168.10.0 0.0.0. 255
area 0 default-information originate netric 30 route-nmap
check-default !--- A default route is advertised into
OSPF conditionally (based on whether the link !--- from
Router22 to ISP-B is active), with a metric of 30. !
router bgp 64496 no synchroni zation network 192.168.10.0
nei ghbor 172.16.22.2 renote-as 64496 !--- Configures
Router22 as an 1iBGP peer. ! ip route 172.16.22.0
255.255.255.0 172.16.21.10 !--- Static route to iBGP
peer, because it is not directly connected. ! access-
list 30 permit 0.0.0.0 access-list 31 pernit 172.16.22.2
route-map check-default permit 10 match ip address 30
match i p next-hop 31 !

Router22

host nane Rout er 22
]
i nterface FastEthernet0/0

ip address 172.16.23.2 255.255.255.0

!--- Connected to Router24 (ISP-B). ! interface
FastEthernet0/1 ip address 172.16.22.2 255.255.255.0 /--
- Connected to PIX2. ! router bgp 64496 no
synchroni zati on bgp | 0og-nei ghbor-changes nei ghbor
172.16.21.1 renpte-as 64496 !--- Configure Router2l as
an 1BGP peer. neighbor 172.16.21.1 next-hop-self
nei ghbor 172.16.21.1 default-originate route-map check-
i spb-route !--- A default route is advertised to
Router2l conditionally (based on whether the link !---
from Router22 to ISP-B is active). ! nei ghbor
172.16.21.1 distribute-list 1 out neighbor 172.16.23.4
renot e-as 64503 nei ghbor 172.16. 23.4 route-nmap adv-to-
ispb out ! ip route 172.16.21.0 255.255.255.0
172.16.22.10 !--- Static route to 1BGP peer, because it
is not directly connected. ! access-list 1 permit
0.0.0.0 access-list 10 permt 192.168.10.0 access-1li st
20 permit 10.10.30.0 0.0.0.255 access-list 21 permt
172.16.23.4 ! route-map check-ispb-route permt 10 match
i p address 20 match ip next-hop 21 ! route-nmap adv-to-
ispb pernmit 10 match ip address 10 set as-path prepend
10 10 10 !/--- Route map used to change the AS path
attribute of outgoing updates.

Router24 ( ISP-B)

host nane Rout er 24
!
i nterface LoopbackO
i p address 10.10.30.1 255. 255. 255. 0
!
interface FastEthernet0/0
ip address 172.16. 23. 4 255. 255.255.0
!
router bgp 64503
bgp | og- nei ghbor - changes
networ k 10.10. 30. 0 mask 255.255.255.0
nei ghbor 172.16.23.2 renote-as 64496
!--- Configures Router22 as an eBGP peer. |

PIX1




nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

i p address outside 172.16.12. 10 255. 255.255.0

i p address inside 172.16.11.10 255.255.255.0

!--- Configures the IP addresses for the inside and
outside interfaces. access-list acl-1 permit tcp host
172.16.12.2 host 172.16.11.1 eq bgp

!--—- Access 1list allows BGP traffic to pass from outside
to inside. access-list acl-1 pernit icnp any any !---
Allows ping to pass through for testing purposes only.

access-group acl-1 in interface outside

nat (inside) 0 0.0.0.0 0.0.0.00 O

!--- No NAT translation, to allow Routerll on the inside
to initiate a BGP session !--- to Routerl2 on the
outside of PIX. static (inside,outside) 172.16.11.1
172.16. 11. 1 net mask 255. 255. 255. 255 !/--- Static NAT
translation, to allow Routerl2 on the outside to
initiate a BGP session !--- to Routerll on the inside of
PIX. route outside 0.0.0.0 0.0.0.0 172.16.12.2 1 route

i nside 192.168.10.0 255.255.255.0 172.16.11.1 1

PIX2

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

i p address outside 172.16.22.10 255. 255.255.0

i p address inside 172.16.21.10 255.255.255.0

!--- Configures the IP addresses for the inside and
outside interfaces. access-list acl-1 permit tcp host
172.16.22.2 host 172.16.21.1 eq bgp

!--—- Access 1list allows BGP traffic to pass from outside
to inside. access-list acl-1 pernit icnp any any !/---
Allows ping to pass through for testing purposes only.

access-group acl-1 in interface outside

route outside 0.0.0.0 0.0.0.0 172.16.22.2 1

route inside 192.168.10.0 255.255.255.0 172.16.21.1 1
nat (inside) 0 0.0.0.0 0.0.0.00 O

!--- No NAT translation, to allow Router2l on the inside
to initiate a BGP session !--- to Router22 on the
outside of PIX. static (inside,outside) 172.16.21.1
172.16. 21. 1 net mask 255.255.255.255 ! -- Static NAT
translation, to allow Router22 on the outside to
initiate a BGP session !--- to Router2l on the inside of
PIX.

e
ST, RENFERCHELTVWRIAESHERRBLET.

FORTYNAVE=TN)RZ YY) (BEI—YEAH) (OIT) F. BED show AX > RZEYH
R—bhLETF, OIT ZFEAL T, show ANV ROH IO DM ERRLET,

MEDBGP £y >arHAF7y7LTVREERE. IXTONTY MY ISP-ABATIL—T1>
TJENBDEZFRTEET, Router 1 MBGPT—7 L ZRFLET, RTVARKY TN
172.16.12.2MRouter12A2' 577 # )L h)L—K0.0.0.0002FBL £ 7,

Rout er 11# show ip bgp
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BGP table version is 14, local router IDis 192.168.10.1
Status codes: s suppressed, d damped, h history, * valid, > best, i -

Oigin codes: i - IGP, e - EGP, ? - inconplete

Net wor k Next Hop Metric LocPrf Weight Path
*>i10.0.0.0 172.16.12.2 100 0 i
*> 192.168.10.0 0.0.0.0 0 32768 i

BGP ZBU TEE&E N1z 0.0.0.0/0 F7 #J)L M JL— K&, Router11 @ show ip route @ HHICR
TENBESIC, W—FT AT T=TILCAVAR=LENET,

Rout er 11# show ip route

Codes: C - connected, S - static, | - IGRP, R- RP, M- nobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S1S L1 - IS-ISlevel-1, L2 - IS IS level-2, ia- IS ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

Gateway of last resort is 172.16.12.2 to network 0.0.0.0

C 192.168.10.0/24 is directly connected, FastEthernet0/0
172.16.0.0/ 24 is subnetted, 2 subnets

S 172.16.12.0 [1/0] via 172.16.11.10

C 172.16.11.0 is directly connected, FastEthernetO/1
B* 0.0.0.0/0 [105/0] via 172.16.12.2, 00:27:24

RIZ. Router21MBGPTF—7 )L ##5FLE T, Router22BHDF 7 A KMNIL—RNEFFLET,

Rout er 21# show ip bgp

BGP table version is 8, local router IDis 192.168.10.2

Status codes: s suppressed, d danmped, h history, * valid, > best, i - internal
Oigin codes: i - IGP, e - EGP, ? - inconplete
Net wor k Next Hop Metric LocPrf Weight Path
*>i0.0.0.0 172.16.22.2 100 0 i
*> 192.168.10.0 0.0.0.0 0 32768

RIZ, BGP ZBUTEZBENEZOF 7N IL—KH, Router21 DIL—F 145 F—TI)LIC
AVAR=ILENTVRAESHERIELET,

Rout er 21# show ip route

Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BG
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1SI1S L1 - 1S I1Slevel-1, L2 - IS ISlevel-2, ia- IS ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

Gateway of last resort is 192.168.10.1 to network 0.0.0.0
C 192.168.10.0/24 is directly connected, FastEthernet0/0

172.16.0.0/24 is subnetted, 2 subnets
C 172.16.21.0 is directly connected, FastEthernetO/1



S 172.16.22.0 [1/0] via 172.16.21.10
O*E2 0.0.0.0/0 [110/5] via 192.168.10.1, 00:27:06, FastEthernet0/0

Router21 ®F7 # )L JL—KIE OSPF ZBU TEEBEENTWVWET (0.0.0.000 )L—kDo BGP
ZBU T Router22 A 8sEZF&ENEF 74N IL—NEFEELXRTH. showip route D HIC I
. OSPF ZBLUTEBENET 72N =M HFRENDORRKRVNITT,

OSPF ®F 7 # )L N JL—KNI&. Router21 TR®M 2 2MY—RA, Router22 (iBGP #&H ) &
Router11 (OSPF #2H ) S5 7T7#) KN L—KMAEBEhBD 19, Router21 LAV AM—IL&E
NTVWET, L—MNEBR7OELATR, L—F1A2T F—7ILAOL)BEYRETRIZANL—
TAT TFARERVAILEK2TIL—MDNIA VAR =)LEhET, OSPFOT7 REZZANL—FT 17
F A AR AE110T, BGPOF7 REZZARNL—F A TF 4 AR AWK200T T, LEN 2T,
110200 KB TH B =, OSPFTEBLETF7FINIL—MIN—F A2 TF—=TINICAV A
R=ILEhFEd, Jl—NBROFEME

NS7L>a1—h
cOtEv2aviE, BEORNZ TN 1—FT42TZTIBICSRLTSEZ,

Router12 & ISP-ARBIND BGP v > a> A IZLET,

Rout er 12(confi g)# interface fas 0/0

Rout er 12(config-if)# shut

1w0d: %.1 NK-5- CHANGED: | nterface Fast Et hernet 0/ 0,
changed state to administratively down

1w0d: %.1 NEPROTO 5- UPDOMN: Li ne protocol on Interface FastEthernet0/0,
changed state to down

Router11 IZ(&, BGP Z&L T Router12 A SZEBEnEF7 2N IL—KFHYUKREA,

Rout er 11# show ip bgp

BGP table version is 16, local router IDis 192.168.10.1

Status codes: s suppressed, d danmped, h history, * valid, > best, i - interna
Oigin codes: i - IGP, e - EGP, ? - inconplete

Net wor k Next Hop Metric LocPrf Weight Path
*> 192.168.10.0 0.0.0.0 0

RouterM1 DI —FT 4 20 FT—TINEaFIVvILET, F7FINIL—KE, JRTARKY TH
Router21MOSPF ( 7 REZAKNL—FTATFA4 ARV A110) 2N L TEBEhET,

Rout er 11# show ip route

!--- Output suppressed. Gateway of last resort is 192.168.10.2 to network 0.0.0.0 C
192.168.10.0/24 is directly connected, FastEthernet0/0 172.16.0.0/24 is subnetted, 2 subnets S
172.16.12.0 [1/0] via 172.16.11.10 C 172.16.11.0 is directly connected, FastEthernetO/1 Oo*E2
0.0.0.0/0 [110/30] wvia 192.168.10.2, 00:00:09, FastEthernet0/0

CcOEAE, BRICEEZELERIVD—DOXSICFRENET, £EL., COBRFET. Routert1 @
distance bgp 20 105200 > 7 4 ¥ 1L —>32 OX2 REDVTEREL, cOOXY RHY
Router11 TOL—RMBIRICEDES CERITDION EZERID N EETT,

COIOXY ROFT7#)L MEW, distance bgp 20 200 200 T, eBGP 2 &BU TEBEhiz)l— b



DT REZEZANL—F 4T F14AZVAIF 20, BGP ZBU TEBENEIL—BNOTRIZAN
L—F 47 F14AZAK 200, O—HI BGP IL—RDT REZANL—F 1T F14ARAEZA
[ 200 T9,

Router12& ISP-ABD U O FBUOT Y 735 &, Routerl1iZiBGPEBDTF 7 AL NIL—K%
Routeri2A 5B L &ET, L., BGPTEBULEIL—RNODF7AILNOT REZE_ZANL—TFT 4
774 AR AlF202020200TH B =, OSPFOOAREOIC000TT ., —hiZ&kt), Router12 A
S5 ISP-ANOUONBUOTYZLTEHE, Router21 #'S Router22 AN JICHTHTNTH
RIENT T4V Uk, ISPBABEIENET, COMBEEMRTDICIE, IBGP 2EL TEEEh
EIL—RNOERERMZ, FHE N Interior Gateway Protocol (IGP ) & V) E/hE WMBEIZEEL &
I, cOHITEE, IGP Ik OSPF TH'), 105 OEEABIRENEL L (105 110 KW /DhE VWi
H)o

distance bgp N> ROFMAIC DWW T, "BGP OYV R, #8RBLTLEE V., BGP %#fH
LERILFR—I2DITOFMICOVWTR., "2 20T0NFR—LABLPIIILTFHR—LREBICE TS,
BGP AL EO—R TV 5BEH 25RBLTLSEETV,

>F)A2

ZNDF ) ATk, Router11 IZ& 2 T Router14 (ISP-A) &M eBGP ET7 U I N EETHN

. Router21 IZ& 2T Router24 (ISP-B) &M eBGP ET7 U I N EETOLNTVET,
Router12 & Router22 I& BGP ET7 U JICEESMUERBAN., TNSIZK2TISP AD IP ##%
FREENET, eBGPETRRAN—ICEEEGKE A TVEVZ®, neighbor ebgp-multihop
O RBEIL—Z2DOSNTHEAEhFET. neighbor ebgp-multihop 1Y REFHTZ &,
eBGP/NT Y NOEHRAERKE(TTLA T 7 2 ME1ASEEE NS 12H, BGPEF7 AL KD
17RY 7'eBGPHIRZ LEETEE T, O F VAT, eBGPRA/N—IF3RY T TIEE3IC
EEENET, T, AXT 1Y U)L— K&, Routert1h Router14(ISP-A)7 KL A
172.16.13.4%ping TZ& . Router21A"Router24(ISP-B)7 KL A172.16.23.4%ZpingTE D KD I,
IL—REPIXTREENET,

FT7#)KNTE, PIX T, (ping IV RORBITRICEEE ©d ) Internet Control Message
Protocol (ICMP ) NXTY RONA AN—RBEFATEhTVWERBA. ICMP /N7 Y NZFFTTBICIE
. RO PIXERETTRTKSIC, access-list AN RZFEAHL FJ, access-list A RO FFEAHIC
20T, TPIXFirewall D AAXSBOON R ZRLTLSEZW,

W=—TFT142T RI—EF, FVAF1EFUTT, FJF 1Tk, Router12 & ISP-ARBED
~21&. Router22 £ ISP-BREDO) VK BEENET, ISP AU INTITBE, ISP-
BOUIORIXRNTOBEBIRORENZ 714V IICERATHET,


/c/ja_jp/support/docs/ip/border-gateway-protocol-bgp/13762-40.html
/c/ja_jp/support/docs/ip/border-gateway-protocol-bgp/13762-40.html
/c/ja_jp/support/docs/ip/border-gateway-protocol-bgp/13762-40.html

R

COTFTIATRE, ROREZFEALET,

- Router11

- Router12
Router14 (_ISP-A)
- Router21

- Router22

- PIX1

- PIX2

Router11

host nane Router1l

|

interface FastEthernet0/0

i p address 192.168.10.1 255.255.255.0

!--- Connected to Router2l. ! interface FastEthernet0/1
ip address 172.16.11.1 255.255.255.0 /--- Connected to
PIX1. ! router bgp 64496 no synchroni zation bgp | og-
nei ghbor - changes network 192.168.10. 0 nei ghbor
172.16. 13. 4 renote-as 64500 nei ghbor 172.16.13. 4 ebgp-




multihop 3 !/--- To accept and attempt BGP connections to

external peers that reside on networks that !--- are not
directly connected. nei ghbor 172.16.13.4 route-nmap set-
pref in !--- Sets higher local-preference for learned

routes. neighbor 172.16.13.4 route-nmap adv_to_ispa out
nei ghbor 192. 168. 10. 2 renote-as 64496 nei ghbor

192. 168. 10. 2 next-hop-self no auto-sunmmary ! ip route
172.16.12.0 255.255.255.0 172.16.11.10 ip
routel72.16. 13. 4 255. 255. 255. 255 172.16.11.10 /---
Static route to eBGP peer, because it is not directly
connected. ! access-list 20 permt 192.168.10.0 ! route-
map set-pref permt 10 set |ocal-preference 200 ! route-
map adv_to_ispa permit 10 match ip address 20

Router12

host nane Rout er 12

!

interface FastEthernet0/0

ip address 172.16.13.2 255.255.255.0

!--- Connected to ISP-A. ! interface FastEthernetO/1 ip
address 172.16.12.2 255.255.255.0 !--- Connected to
prx1. ! ip route 172.16.11.0 255.255.255.0 172.16.12.10

ip route 192.168.10.0 255.255.255.0 172.16.12. 10
Router14 ( ISP-A)

host nane Rout er 14

1

interface Ethernet0/0

i p address 172.16.13.4 255.255.255.0

1

interface Ethernet0/1

i p address 10.10.20.1 255.255.255.0

1

router bgp 64500

no synchroni zation

network 10.10.20.0 mask 255. 255.255.0

nei ghbor 172.16.11.1 renote-as 64496

nei ghbor 172.16.11.1 ebgp-multihop 3

!--- To accept and attempt BGP connections to external
peers that reside on networks that !--- are not directly
connected. nei ghbor 172.16.11.1 default-originate !/---
Advertises a default route to Routerll. no auto-sunmmary
I ip route 172.16.11.1 255.255. 255. 255 172.16.13.2 /---
Static route to eBGP peers, because it is not directly
connected.

Router21

host nane Rout er 21

I

interface FastEthernet0/0

i p address 192.168. 10. 2 255. 255. 255. 0
!--- Connected to Routerll. ! interface FastEthernetO/1
ip address 172.16.21.1 255.255.255.0 /--- Connected to
prx2. | router bgp 64496 no synchronization network
192. 168. 10. 0 nei ghbor 172.16.23.4 renmpte-as 64503
nei ghbor 172.16.23.4 ebgp-multihop 3 /--- To accept and
attempt BGP connections to external peers that reside on
networks that !--- are not directly connected. nei ghbor
172.16.23.4 route-map adv_to_i spb out nei ghbor
192.168.10.1 renote-as 64496 nei ghbor 192.168. 10. 1 next -




hop-sel f no auto-summary ! ip route 172.16.22.0
255.255.255.0 172.16.21.10 ip routel72.16.23.4

255. 255. 255. 255 172.16.21.10 !--- Static routes
configured to reach BGP peer. ! access-list 20 permt
192.168.10.0 ! route-nap adv_to_ispb permt 10 match ip
address 20 set as-path prepend 10 10 10

Router22

host nane Rout er 22

!

interface FastEthernet0/0

ip address 172.16.23.2 255.255.255.0

!-—- Connected to Router24 (ISP-B). ! interface
FastEthernet0/1 ip address 172.16.22.2 255.255.255.0 /--
- Connected to PIX2. ! ip route 172.16.21.0

255.255.255.0 172.16.22.10 ip route 192.168.10.0
255.255.255.0 172.16.22.10

Router24 ( ISP-B)

host nane Rout er 24

1

i nterface LoopbackO

i p address 10.10.30.1 255.255.255.0

1

interface FastEthernet0/0

i p address 172.16.23.4 255.255.255.0

!--- Connected to Router22. ! router bgp 64503 no
synchroni zati on bgp | og-nei ghbor-changes net work

10. 10. 30. 0 mask 255. 255. 255. 0 nei ghbor 172.16.21.1

renot e-as 64496 nei ghbor 172.16.21.1 ebgp-nultihop 3 /--
- To accept and attempt BGP connections to external
peers that reside on networks that !--- are not directly
connected. nei ghbor 172.16.21.1 default-originate !/---
Advertises a default route to Router2l. no auto-sunmmary
I ip route 172.16.21.1 255.255. 255. 255 172.16.23.2 /---
Static route for BGP peer Routerll, because 1t 1is not
directly connected.

PIX1

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

i p address outside 172.16.12.10 255. 255. 255.0

i p address inside 172.16.11. 10 255. 255.255.0
access-list acl-1 permit tcp host 172.16.13.4 host
172.16.11.1 eq bgp

!-- Access list allows BGP traffic to pass from outside
to inside. access-list acl-1 permt icnp any any !--
Allows ping to pass through for testing purposes only.

access-group acl-1 in interface outside

nat (inside) 0 0.0.0.0 0.0.0.00 O

static (inside,outside) 172.16.11.1 172.16.11.1 net mask
255. 255, 255. 255

route outside 0.0.0.0 0.0.0.0 172.16.12.2 1

route inside 192.168.10.0 255.255.255.0 172.16.11.1 1

PIX2

nanei f ethernet0 outside security0
nanei f ethernetl inside securityl00




i p address outside 172.16.22.10 255. 255.255.0

i p address inside 172.16.21.10 255.255.255.0
access-list acl-1 permit tcp host 172.16.23.4 host
172.16.21.1 eq bgp

!-- Access 1list allows BGP traffic to pass from outside
to inside. access-list acl-1 pernmit icnp any any !--
Allows ping to pass through for testing purposes only.

access-group acl-1 in interface outside

route outside 0.0.0.0 0.0.0.0 172.16.22.2 1

route inside 192.168.10.0 255.255.255.0 172.16.21.1 1
nat (inside) 0 0.0.0.0 0.0.0.00 O

static (inside,outside) 172.16.21.1 172.16.21.1 netnask
255. 255, 255. 255

mEE

ISP-ABRTISPBADIINTYTLTVDRANSHEBLET, Router!1 & Router21 T
@ show ip bgp summary X > ROH O TR, ISP-A &£ ISPB ICThTFhiELEhTLS BGP
v alERRELET,

Rout er 11# show ip bgp summary

BGP router identifier 192.168.10.1, |ocal AS number 10

BGP table version is 13, main routing table version 13

network entries and 5 paths using 568 bytes of menory

BGP path attribute entries using 420 bytes of nenory

BGP AS- PATH entries using 48 bytes of nenory

BGP route-nmap cache entries using 0 bytes of menory

BGP filter-list cache entries using O bytes of menory

BGP activity 43/264 prefixes, 75/70 paths, scan interval 15 secs

O ON N B

Nei ghbor \% AS MsgRcvd MsgSent Thl Ver 1nQ QutQ  Up/ Down St at e/ Pf xRed
172.16.13. 4 4 64500 1627 1623 13 0 0 02:13:36 2
192. 168. 10. 2 4 64496 1596 1601 13 0 0 02:08:47 2

Rout er 21# show ip bgp summary
!--- Output suppressed. Nei ghbor V AS MsgRcvd MsgSent Tbl Ver 1 nQ Cut Q Up/ Down St at e/ Pf xRcd
172.16.23.4 4 64503 1610 1606 8 0 0 02:06:22 2 192.168.10.1 4 64496 1603 1598 8 0 0 02:10:16 3

Router11 ® BGP F—7)LICIk., XU AN KY 7 ISP-A172.16.134 ICAN ST 7 A~ L—hk
(0.0.0.0/0 ) A RENET,

Rout er 11# show ip bgp

BGP table version is 13, local router IDis 192.168.10.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Oigin codes: i - IGP, e - EGP, ? - inconplete
Net wor k Next Hop Metric LocPrf Weight Path
*> 0.0.0.0 172.16.13.4 200 0 20 i
*> 10. 10. 20. 0/ 24 172.16.13. 4 0 200 0 64500 i
*>j 10. 10. 30. 0/ 24 192. 168.10. 2 0 100 0 64503 i
* 1192.168.10.0 192. 168.10. 2 0 100 0 i
*> 0.0.0.0 0 32768 i

RIZ. Router21MBGPT—7 )L &ML £ T, 0.0.0.000)L—KhH220HV)ET, 1DkeBGPT
172.16.23 4N XV ARNKY 7% DISP-BHA S, £€51D2WiBGPZEL TO—AHILTVT 7L
A200CEFEni)L— M T, Router21ldlocal-preferenceBHENEW &, iBGPTEEHIL—K



LET, BGP O/NADERIZOVWTIF, "BGP TRAKN NAZERIBFIIAVAXL, 2SR
LTLEEL,

Rout er 21# show ip bgp

BGP table version is 8, local router IDis 192.168.10.2

Status codes: s suppressed, d danped, h history, * valid, > best, i - internal
Oigincodes: i - IGP, e - EGP, ? - inconplete

Net wor k Next Hop Metric LocPrf Weight Path

* 0.0.0.0 172.16.23. 4 0 64503 i

*>3i 192.168.10.1 200 0 64500 i

*>i 10. 10. 20. 0/ 24 192.168.10.1 0 200 0 64500 i

*> 10.10. 30. 0/ 24 172.16.23. 4 0 0 64503 i

*> 192.168.10.0 0.0.0.0 0 32768 i

o 192.168.10.1 0 100 0i

| IRl 3

Router11 & ISP-ABGP Y 23> & A JICLET,

Routerl1l(config)# interface fas 0/1
Rout er11(config-if)# shut

4w2d: 9%.1 NK- 5- CHANGED: | nterface FastEthernet0/1,

changed state to adninistratively down
4w2d: 9.1 NEPROTO 5- UPDOWN:  Li ne protocol on Interface FastEthernet0/1,

changed state to down
4aw2d: 9BGP- 5- ADJCHANGE: nei ghbor 172.16.13.4 Down BGP Notification sent
4w2d: 9BGP- 3- NOTI FI CATI ON: sent to neighbor 172.16.13.4 4/0 (hold tinme expired)O bytes
ISP-AAND eBGP Y2 3azEk, R—IREVY 84— (1808 ) FEEYIICEDE, 7
LET,

Rout er 11# show ip bgp summary

!--- Output suppressed. Nei ghbor V AS MsgRcvd MsgSent Tbl Ver 1 nQ CutQ Up/ Down St at e/ Pf xRcd
172.16.13.4 4 64500 1633 1632 0 0 O 00:00: 58 Active 192.168.10.2 4 64496 1609 1615 21 0 O
02:18: 09

ISP-AAND YU INRX T FBE, Routerl! Tlk 192.168.10.2 ( Router21 ) DRIV AN Ky 7
T0.0000 N M>ARN=)EhET, Chix, L—F1>J T—7I)LTIBGP 2BLU TEH=
NET, Chickl), ROBHICRENDELSIC, IXNTORENT 7 14 Y U5 Router21 4
LTISPBAZYZ1&EhET,

Rout er 11# show ip bgp

BGP table version is 21, local router IDis 192.168.10.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Oigin codes: i - IGP, e - EGP, ? - inconplete
Net wor k Next Hop Metric LocPrf Weight Path
*>i10.0.0.0 192.168.10.2 100 0 64503 i
*>j 10. 10. 30. 0/ 24 192. 168. 10. 2 0 100 0 64503 i
* 1192.168.10.0 192. 168. 10. 2 0 100 0i

*> 0.0.0.0 0 32768 i


/c/ja_jp/support/docs/ip/border-gateway-protocol-bgp/13753-25.html

Rout er 21# show ip bgp

BGP table version is 14, local router IDis 192.168.10.2

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Oigin codes: i - IGP, e - EGP, ? - inconplete

Net wor k Next Hop Metric LocPrf Weight Path
*> 0.0.0.0 172.16.23.4 0 64503 i
*> 10.10. 30.0/ 24 172.16.23. 4 0 0 64503 i
*> 192.168.10.0 0.0.0.0 0 32768 i
* 192.168.10.1 0 100 0 i

-— o SX) =

PIX/ASA Ic &% BGP X4 /\—® MD5 B2&
PIX 6.x DEZTE

toI—71>7 Z7ORNJIERE. BGP FFRAMAICERETEET T, MD5 FREEE 2 DD BGP
E7OETRETEET, Chik, E7REO TCPEHETEEENEZEEIA MNIRIEENZ &
WS EKTT, MD5 5k, MADBGPEF7TRILNAT—REFOTCHRETIHLEN HVYE
T, THOLEVE, ETREOEGENIBIENhEEA., MDSREZRETHE, CiscolOS VYT~
TI}L&OTWCPE%TLEéh%%ﬁ?X/#@N@Sﬁ%/llhﬁi&&&U?IWO
TNET, RAAHOHEh, EIXMRRRICEARTDE, T5— XAV E—IFERETNE
3-0

PIX Firewall Z2/YA AJ)L—9 % MD5 87T BGP E7 Z&E ¥ S E. BGP X4 /N\—@E D TCP
70—0O2— TV ABSHTUOHALICBESTBEWVWELSIC, BGP XA /N—RBTPIX ZRETH LN
BEETY, child PIXFirewall EO TCP DTV H LB —T 2 ABSOBEN T7 I NTER
ICBZ2TVWREHT, BENTY MDD TCP > —T 2V ABSREEMICEEENET,

MD5823E &, TCP psuedo-IPAY A —, TCPAY A —, $LVF—RICEAEhET(RFC
2385% B8 ), TCPREZNDTF—REFEALET :TCP—4 AL ACKBEEHNEENTVET
128EY RON\Y S 1B ERERKTH-H BGP XA/ /N— NAT—REFFET, \v21F
FlE, TCPAYR—FA723> 7J14—=)LRONTY NICEFEFIhTVET, PIX Tk, TCP 70O
— T UAALBBRICLR 2T ABBN T 72 NTHRENET, EEBGPET
TlE, TCPICE > TRODI—T UV ABFTEFERAETNT128EY N MD5 /\Y 2 1 BEEHFMERE
h, CONYZABBSHFNTYRNIEOSNET, SEBGPETHANT Y NE2ZITEIB &,

TCP TR PIX CEEENLE— T ABSNFEAENT128EY R MD5 /\Y 2 1B SHER
eh,. NTYRNICEEND/\V21BEBSEHBRENET,

NYZ1ESE, TCP—T 2 AENF PIX IZK>TEEENIZIZOERY), BGP X1 /N\—0
TCPIZK2TNTY RN ROYTENT, ROKLSE MD5 DERMXY E—IHFREENET,

9aCP- 6- BADAUTH: I nvalid MD5 digest from 172.16.11.1:1778 to 172.16.12.2: 179

COBBZERRL, PXICK2TTCP— TV ABESHIHRENDOZELTBICE.
norandomseq F—")— R % static (inside,outside) 172.16.11.1 172.16.11.1 netmask
255.255.255.0 norandomseq X > REELEICHEALET, XDOHI T, norandomseq F—7—
ROFEAICOVWTRLET,

Router11

host nane Routerl1l
!
interface FastEthernet0/0
i p address 192.168.10.1 255.255.255.0



http://www.ietf.org/rfc/rfc2385.txt
http://www.ietf.org/rfc/rfc2385.txt

!-—- Connected to Router2l. ! interface FastEthernet0/1
ip address 172.16.11.1 255.255.255.0 /--- Connected to
prx1. ! router ospf 1 |og-adjacency-changes network
192.168.10.0 0.0.0.255 area 0 default-infornmation
originate netric 5 route-map check-default /--- A
default route is originated conditionally, with a metric
of 5. | router bgp 64496 no synchronization bgp | og-

nei ghbor - changes network 192.168. 10. 0 nei ghbor
172.16.12. 2 renpte-as 64496 neighbor 172.16.12.2
password 7 08345C5A001A1511110D04

!--- Configures MD5 authentication on BGP. di stance bgp
20 105 200 !--- Administrative distance of 1iBGP-learned
routes is changed from default 200 to 105. !--- MD5
authentication is configured for BGP. no auto-summary !
ip route 172.16.12. 0 255.255.255.0 172.16.11.10 !---
Static route to i1BGP peer, because it is not directly
connected. ! access-list 30 pernmit 0.0.0.0 access-li st
31 permit 172.16.12.2 route-map check-default permt 10
match ip address 30 nmatch ip next-hop 31

Router12

host nane Rout er 12
!
interface FastEthernet0/0
ip address 172.16.13.2 255.255.255.0

!--- Connected to ISP-A. ! interface FastEthernetO/1 ip
address 172.16.12. 2 255. 255.255.0 !--- Connected to
prx1. ! router bgp 64496 no synchronization nei ghbor

172.16.11.1 renote-as 64496 nei ghbor 172.16.11.1 next-
hop-sel f nei ghbor 172.16.11.1 default-originate route-
map neighbor 172.16.11.1 password 7
08345C5A001A1511110D04

!--- Configures MD5 authentication on BGP. check-i spa-
route !--- Originate default to Routerll conditionally
if check-ispa-route i S a success. !--- M»bB
authentication is configured for BGP

nei ghbor 172.16.11.1 distribute-list 1 out

nei ghbor 172.16.13.4 renote-as 64500

nei ghbor 172.16.13.4 route-map adv-to-ispa out

no aut o- sunmary

!
ip route 172.16.11.0 255.255.255.0 172.16.12.10

!--- Static route to iBGP peer, because it 1s not
directly connected. ! access-list 1 pernmit 0.0.0.0
access-list 10 pernit 192.168.10.0 access-list 20 permt
10.10.20.0 0.0.0. 255 access-list 21 pernmt 172.16.13.4
rout e-map check-ispa-route pernmit 10 match ip address 20
match ip next-hop 21 ! route-map adv-to-ispa pernit 10
match ip address 10

PIX1

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

i p address outside 172.16.12.10 255. 255. 255.0

i p address inside 172.16.11. 10 255.255.255.0

access-list acl-1 permt tcp host 172.16.13.4 host
172.16.11.1 eq bgp

!--- Access 1list allows BGP traffic to pass from outside
to inside. access-list acl-1 permt icnp any any !/---




Allows ping to pass through for testing purposes only.

access-group acl-1 in interface outside

nat (inside) 0 0.0.0.0 0.0.0.00 O

static (inside,outside) 172.16.11.1 172.16.11.1 netnmask
255. 255. 255. 255 norandomseq

!--- Stops the PIX from offsetting the TCP sequence
number. route outside 0.0.0.0 0.0.0.0 172.16.12.2 1
route inside 192.168.10.0 255.255.255.0 172.16.11.1 1

PIX/ASA 7.x LA

COEVIUTR, XOXRY ND—OBREERALET,

) 10.10.20.0/24

3%
= j AS 64500
o

= p 1T216.12.4 g

Router 14
ISP-A

PIXIASANN—2 3> 7x AT, MD5 RAIZFERALTBGPET7 UV T vy a2zl &
SETRIEENHEBBREEZRNVYVIAATVET, 72 NTRE., PIXIASAN—2 32 7.x LU
Tk, FNAAZBBTS TCP F—RISLICEEND TCPMDS A7V a NfEEBRZSH,
F723a>oBE, Y4 X, BEMEE NOP A7 a>oNA NCEEBRZASNET, ChliC
&2 T, BGPMD5 BRI FEE N, TAhEFIhOET U T IL—ZFTROELSBIT— XvE—>
NERENDEICKEYET,

000296: Apr 7 2010 15:13:22.221 EDT: %ICP- 6- BADAUTH No MD5 di gest from 172.16.11.1(28894) to
172.16. 12. 2(179)

MD5 SBEE &AL TBGP v ¥ IV AERCRIEhBbICk. RO 3 DOMEE AT S
BENBYET.

TCP =V RABSNDT VR LAMEOEMIL

.TCPMD5 A7 3> nEZMZ DEMIL

- ET7E®O NAT O EML
DSARIVTETIOEAVARNE, EEICTCPOI—T 2V ABENDT X LLBEED S BRINE
NBLENHD, ETEONZ 714V V0 ZBRIZDEHICEAEHh, EERABLTMDS 7
DAVEBETRRSICHTENET, tep VY Tk, FFAIC B AT a2 nEE. C0EE
L ATTIVOEE 19 (TCPMD5 #7323 ) 2EETH O ICERENET, Y5AIY
TB8RUtep XY TREEIC, EZAT RIS —TL—LTD—D AVTZFARNZIOFTO—EB
THARI—IVvTZNLTI I O9ENET, RERK. service-policy AV REFEALTT
DF47{LEh%x7,

¥: ETREONAT ZEMIC T2 HEME,. nonat-control X RiICk > TABETIhET,



IN—23>2 70 AT, ASA OF 7 # )L N D431 no nat-control TH V), ASA ZNL TN
TOERE., F7AINBRTE, NATTARNINATDHREFAZVCEZRLTVET, ASA ICIE
no nat-control D77 # )L REREN BB EERELTVE T, FHMIZODWTIE., Tnatcontroly 5
BLTLEEL, nat-control i@l hTWABSE., BGP EFICX L T NAT Z R (CERD
CIIBENFHYVET. k. REBESLUCAZLA > RX—T7 T4 ABT, static AV RZEH
LTHFSENFTEET,

static (inside, outside) 172.16.11.1 172.16.11.1 net mask 255. 255. 255. 255
PIX/ASA 7.x/8.x

ci scoasa# sh run
Saved

ASA Version 8.2(1)

!

host nane ci scoasa

dorai n- nane exanpl e. com

enabl e password 8Ry2Yj |yt 7RRXU24 encrypted
passwd 2KFOnbNI dI . 2KYQU encr ypt ed

names
|

!I--- Configure the outside interface. interface

Et hernet 0/ 0 nanei f outside security-level 0 ip address
172.16.12.10 255.255.255.0 ! !--- Configure the inside
interface. interface Ethernet0/1 naneif inside security-
| evel 100 ip address 172.16.11.10 255.255.255.0 ! /--
Output suppressed. !--- Access list to allow incoming
BGP sessions !--- from the outside peer to the inside
peer access-list OUTSIDE-ACL-IN extended permit tcp host
172.16.12.2 host 172.16.11.1 egq bgp

!-—- Access list to match BGP traffic. !--- The next
line matches traffic from the inside peer to the outside
peer access-list BGP-MD5-ACL extended permit tcp host
172.16.11.1 host 172.16.12.2 eq bgp

!-——- The next line matches traffic from the outside peer
to the inside peer access-list BGP-MD5-ACL extended
permit tcp host 172.16.12.2 host 172.16.11.1 eq bgp

! -—— TCP-MAP to allow MD5 Authentication. tcp-map BGP-
MD5-OPTION-ALLOW
tcp-options range 19 19 allow
!
!-—- Apply the ACL that allows traffic !--- from the
outside peer to the inside peer access-group OUTSIDE-
ACL-IN in interface outside
!
asdm i mage di skO:/asdm 621. bin
no asdm history enable
arp timeout 14400

route outside 0.0.0.0 0.0.0.0 172.16.12.2 1

route inside 192.168.10.0 255.255.255.0 172.16.11.1 1
http server enable

no snnp-server |ocation

no snnp-server contact



//www.cisco.com/en/US/docs/security/asa/asa72/command/reference/no_72.html#wp1653062
//www.cisco.com/en/US/docs/security/asa/asa72/command/reference/no_72.html#wp1653062

snnp-server enable traps snnp authentication |inkup
| i nkdown col dstart

crypto ipsec security-association lifetine seconds 28800
crypto ipsec security-association lifetine kil obytes
4608000

telnet tineout 5

ssh timeout 5

consol e tineout O

threat-detection basic-threat

threat-detection statistics access-1list

no threat-detection statistics tcp-intercept

|
cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
class-map BGP-MD5-CLASSMAP
match access-list BGP-MD5-ACL
|
!
policy-map type inspect dns preset_dns_map
paraneters
message- | ength maxi num 512
pol i cy-map gl obal _policy
cl ass inspection_default
nspect dns preset_dns_map
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip
nspect xdncp
class BGP-MD5-CLASSMAP
set connection random-sequence-number disable
set connection advanced-options BGP-MD5-OPTION-ALLOW

!

service-policy global _policy globa

pronpt host nane cont ext

Crypt ochecksum 64ea55d7271e19eea87c¢8603ab3768a2
end

Router11

Rout er 11#sh run
host nane Router11
!
i p subnet-zero
!
i nterface LoopbackO
no i p address
shut down
!
i nterface Loopbackl
i p address 192.168.10.1 255. 255. 255.0
|

interface EthernetO




ip address 172.16.11.1 255.255.255.0
!
interface Serial0

no i p address

shut down

no fair-queue

nterface Seriall
no i p address
shut down

nterface BRI 0O

no i p address

encapsul ati on hdlc

shut down

|

router bgp 64496

no synchroni zati on

bgp | og- nei ghbor - changes

net work 192.168.10.0

nei ghbor 172.16.12.2 renote-as 64496

!--- Configures MD5 authentication on BGP. neighbor
172.16.12.2 password 7 123456789987654321

!--- Administrative distance of iBGP-learned routes is
changed from default 200 to 105. !--- MD5 authentication
is configured for BGP. distance bgp 20 105 200

no aut o- sunmary

!
ip classless

!--- Static route to iBGP peer, because it 1s not
directly connected. ip route 172.16.12.0 255.255.255.0
172.16.11.10

ip http server

1

I --- Output suppressed

Router12

Rout er 12#sh run

host nane Rout er 12

!

aaa new node

!

i p subnet-zero

!

nterface EthernetO

ip address 172.16.13.2 255.255.255.0

nterface Ethernetl
i p address 172.16.12.2 255.255.255.0

nterface Serial0
no i p address
no fair-queue

nterface Seriall
no i p address

shut down

!

router bgp 64496

no synchroni zati on




bgp | og- nei ghbor - changes
nei ghbor 172.16.11.1 renote-as 64496

!--- Configures MD5 authentication on BGP. neighbor
172.16.11.1 password 7 123456789987654321
nei ghbor 172.16.11.1 next-hop-self

!--- Originate default to Routerll conditionally if
check-ispa-route i S a success

nei ghbor 172.16.11.1 default-originate route-nmap check-
i spa-route

nei ghbor 172.16.11.1 distribute-list 1 out

nei ghbor 172.16.13.4 renote-as 64500

no aut o- sunmary

|

ip classless

!--- Static route to iBGP peer, because it 1s not
directly connected. ip route 172.16.11.0 255.255.255.0
172.16.12.10 ip http server ! access-list 1 permt
0.0.0.0 access-list 10 permt 192.168.10.0 access-1li st
20 permit 10.10.20.0 0.0.0.255 access-list 21 permt
172.16.13.4 route-map check-ispa-route pernmt 10 natch
ip address 20 match ip next-hop 21 ! route-map adv-to-
ispa permit 10 match ip address 10 ! !--- Output
suppressed

Router14 ( ISP-A)

Rout er 14#sh run

host nane Rout er 14

!

!

i p subnet-zero

!

nterface EthernetO

i p address 172.16.13.4 255.255.255.0

nterface Ethernetl
i p address 10.10.20.1 255. 255. 255.0

nterface Serial0
no i p address
shut down

no fair-queue

nterface Seriall

no i p address

shut down

|

router bgp 64500

bgp | og- nei ghbor - changes

networ k 10.10.20.0 mask 255.255.255.0

!--- Configures Routerl2 as an eBGP peer. nei ghbor
172.16.13.2 renpte-as 64496 ! !--- Output suppressed ip
cl assl ess

42

show ip bgp summary X > RASOH LG, FEREFRIIL, BGP 7Y 2 32/ Router11 THE



MENTVWDREZRLTVET,

Rout er 11#show i p bgp sunmary

BGP router identifier 192.168.10.1, |ocal AS nunber 64496

BGP table version is 8 main routing table version 8

3 network entries using 360 bytes of nmenory

3 path entries using 156 bytes of nenory

2/ 2 BGP path/bestpath attribute entries using 248 bytes of nenory
0 BGP route-nmap cache entries using 0 bytes of nmenory

0 BGP filter-list cache entries using 0 bytes of menory

BGP using 764 total bytes of nmenory

BGP activity 25/22 prefixes, 26/23 paths, scan interval 60 secs

Nei ghbor \% AS MsgRcvd MsgSent Thl Ver 1nQ QutQ Up/ Down St ate/ PfxRed
172.16.13.2 4 64496 137 138 8 0 0 02:01:16 1
Rout er 11#

P
ANT

R

.BGP [CBA¥ D HR—h R—=D

. BGP TRANM NAZEBRIBFIIAVXAL

VULV —ALABREILTFER—LRRICESHS, BGP Z2FEHLEO—R I F7VT - 8
7R

. Cisco PIX Firewall YV 7Z RO I T

. Cisco Secure PIX ZPAFO#—) AR R V7F7L A

- PIX Firewall DE&EETA D

- TOZHhIL BHR—bE RFI XD - Cisco Systems



//www.cisco.com/en/US/tech/tk365/tk80/tsd_technology_support_sub-protocol_home.html?referring_site=bodynav
/c/ja_jp/support/docs/ip/border-gateway-protocol-bgp/13753-25.html?referring_site=bodynav
/c/ja_jp/support/docs/ip/border-gateway-protocol-bgp/13762-40.html?referring_site=bodynav
/c/ja_jp/support/docs/ip/border-gateway-protocol-bgp/13762-40.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2120/tsd_products_support_series_home.html?referring_site=bodynav
/content/en/us/support/docs/security/pix-500-series-security-appliances/5119-pix-command-ref.html
//www.cisco.com/en/US/docs/security/pix/pix30/user/guide/pixugcfg.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	ASA/PIX：ASA 経由の BGP の設定例
	内容
	概要
	前提条件
	要件
	使用するコンポーネント
	関連製品
	表記法

	設定
	ネットワーク図
	シナリオ 1
	設定
	確認
	トラブルシュート

	シナリオ 2
	設定
	確認
	トラブルシュート


	PIX/ASA による BGP ネイバーの MD5 認証
	PIX 6.x の設定
	PIX/ASA 7.x 以降
	確認

	関連情報


