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Rl (config) #crypto isakmp policy 1
Rl (config-isakmp) #encr aes
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config-isakmp) #hash sha256
#authentication pre-share
#group 19
config-isakmp)exit

config-isakmp

R1( )
R1( )
Rl (config-isakmp)
R1( )

Rl (config) #crypto isakmp key CISCO address 12.0.0.2

R2 DEE

R2 (config) #crypto isakmp policy 1

R2 (config-isakmp) #encr aes

R2 (config-isakmp) #hash sha256

R2 (config-isakmp) #authentication pre-share
R2 (config-isakmp) #group 19

R2 (config-isakmp)exit

R2 (config) #crypto isakmp key CISCO address 12.0.0.1

. R1ER2ZONVRAMD EBFTHEF —ICL RILBNAT— RESHLERELET. ChIZLRY),
TL=—FTFARTREENLESBHHEF—H. I—2FRETNLEERICHAMSND T
BEMEARY EY,

Rl (config) #key config-key password-encrypt CISCOCISCO

Rl (config) #password encryption aes

R2 (config) #key config-key password-encrypt CISCOCISCO

R2 (config) #password encryption aes
F:LRILENAT—REBLEEMCTDE, KOKDIZ, PUOTA7BRBRETSEIHRE
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Rl#show run | include key
crypto isakmp key 6 \Nd' ]1dcCW\E' "WEObUKRGKIGadiAAB address 12.0.0.2
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Rl (config) #crypto ipsec transform-set TRANSFORM-SET esp-aes 256 esp-sha256 ah-sha256-hmac
Rl (config) #crypto ipsec profile PROFILE

Rl (ipsec-profile) #iset transform-set TRANSFORM-SET
Rl (ipsec-profile) #iset pfs groupl9

R2 ORE

R2 (config) #crypto ipsec transform-set TRANSFORM-SET esp-aes 256 esp-sha256 ah-sha256-hmac
R2 (config) #crypto ipsec profile PROFILE
R2 (ipsec-profile) #set transform-set TRANSFORM-SET

R2 (ipsec-profile) #set pfs groupl9
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Rl (config) #interface tunnel 12

Rl (config-if) #ip address 1.1.1.1 255.255.255.0

Rl (config-if) #tunnel source Ethernet0/0



Rl (config-if) #tunnel mode ipsec ipv4

Rl (config-if) #tunnel destination 12.0.0.2

Rl (config-if) #tunnel protection ipsec profile PROFILE
R2 OTE

R2 (config) #interface tunnel 12

R2 (config-if) #ip address 1.1.1.2 255.255.255.0

R2 (config-if) #tunnel source Ethernet0/0

R2 (config-if) #tunnel mode ipsec ipv4

R2 (config-if) #tunnel destination 12.0.0.1

R2 (config-if) #tunnel protection ipsec profile PROFILE
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Rl (config) #router bgp 65510

Rl (config-router) #neighbor 1.1.1.2 remote-as 65511

Rl (config-router) #network 10.0.0.0 mask 255.255.255.0

R2 OTE

R2 (config) #router bgp 65511

R2 (config-router) #neighbor 1.1.1.1 remote-as 65510

R2 (config-router) #network 20.0.0.0 mask 255.255.255.0
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Rl (config)ip prefix-list R2-NETS seq 5 permit 20.0.0.0/24
Rl (config) #route-map CHANGE-NEXT-HOP permit 10

Rl (config-route-map) #match ip address prefix-list R2-NETS
Rl (config-route-map) #set ip next-hop 12.0.0.2

Rl (config-route-map) #end

Rl (config) #router bgp 65510

Rl (config-router) #neighbor 1.1.1.2 route-map CHANGE-NEXT-HOP in
Rl (config-router) #do clear ip bgp *

Rl (config-router) #end

R2 ORRTE

R2 (config) #ip prefix-list R1-NETS seq 5 permit 10.0.0.0/24
R2 (config) #route-map CHANGE-NEXT-HOP permit 10

R2 (config-route-map) #match ip address prefix-list R1-NETS
R2 (config-route-map) #set ip next-hop 12.0.0.1

R2 (config-route-map) #end



R2 (config) #router bgp 65511
R2 (config-router) #neighbor 1.1.1.1 route-map CHANGE-NEXT-HOP in
R2 (config-router) #do clear ip bgp *

R2 (config-router) #end
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Rl#show crypto isakmp sa

IPv4 Crypto ISAKMP SA

dst src state conn-id status

12.0.0.1 12.0.0.2 QM_IDLE 1002 ACTIVE
12.0.0.2 12.0.0.1 QM_IDLE 1001 ACTIVE

Rl#show crypto ipsec sa | inc encaps|decaps
#pkts encaps: 88, #pkts encrypt: 88, #pkts digest: 88
#pkts decaps: 90, #pkts decrypt: 90, #pkts verify: 90
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Rl#show ip bgp

BGP table version is 2, local router ID is 10.0.0.1

Status codes: s suppressed, d damped, h history, * valid, > best, i1 - internal,
r RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter,

X best-external, a additional-path, ¢ RIB-compressed,

Origin codes: i - IGP, e - EGP, ? - incomplete

RPKI validation codes: V valid, I invalid, N Not found

Network Next Hop Metric LocPrf Weight Path
*> 20.0.0.0/24 1.1.1.2 0 0 65511 i

RZ74Y O RNRILZEATREHEE. MTU IR ZIL MTU ICHIRENE T,

Rl#ping 20.0.0.2 size 1500 df-bit

Type escape sequence to abort.

Sending 5, 1500-byte ICMP Echos to 20.0.0.2, timeout is 2 seconds:
Packet sent with the DF bit set

*May 6 08:42:07.311: ICMP: dst (20.0.0.2): frag. needed and DF set.
*May 6 08:42:09.312: ICMP: dst (20.0.0.2): frag. needed and DF set.
*May 6 08:42:11.316: ICMP: dst (20.0.0.2): frag. needed and DF set.
*May 6 08:42:13.319: ICMP: dst (20.0.0.2): frag. needed and DF set.
*May 6 08:42:15.320: ICMP: dst (20.0.0.2): frag. needed and DF set.

Success rate is 0 percent (0/5)



Rl#show interfaces tunnel 12 | inc transport|line

Tunnell2 is up, line protocol is up
Tunnel protocol/transport IPSEC/IP
Tunnel transport MTU 1406 bytes <---

Rl#ping 20.0.0.2 size 1406 df-bit

Type escape sequence to abort.

Sending 5, 1406-byte ICMP Echos to 20.0.0.2, timeout is 2 seconds:
Packet sent with the DF bit set

Success rate is 100 percent (5/5), round-trip min/avg/max = 5/5/6 ms
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Rl#show ip bgp

BGP table version is 2, local router ID is 10.0.0.1

Status codes: s suppressed, d damped, h history, * wvalid, > best, i - internal,
r RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter,

X best-external, a additional-path, c¢ RIB-compressed,

Origin codes: i1 - IGP, e - EGP, ? - incomplete

RPKI validation codes: V valid, I invalid, N Not found

Network Next Hop Metric LocPrf Weight Path
*> 20.0.0.0/24 12.0.0.2 0 0 65511 i
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Rl#ping 20.0.0.2 size 1500 df-bit

Type escape sequence to abort.

Sending 5, 1500-byte ICMP Echos to 20.0.0.2, timeout is 2 seconds:
Packet sent with the DF bit set

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/4/5 ms
— i~y
NZ7)L2a1—b

RE, COREICHIDREDORS TN 1—T 1V IBREHIEEA,



	IPsec VTI でのセキュア eBGP セッションの設定
	内容
	概要
	前提条件
	要件
	使用するコンポーネント

	設定
	ネットワーク図
	設定

	確認
	トラブルシュート


