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A
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ACL @l

R ACL DK

ACLS EMTHR{LNT v b

\) A 5 i

ARE>d

CiscolOS Y7 hDIFPTHR—bZhTWVZIPZ7OMIN
BABA RG>

BB

BS:E T R

Bz

CHOXNETR, 1 7TANTUF ¥RE access control list (ACL; 77 +tAX > hO—=J)L VA
RYE2VWTOHA RS2 e, HRTBDEREAEECODVTIHBALET, 12 7FARNTIF Y
ACLIF, 1V T7FARTIOFYHEEBANDRIAENENT 714Y O EGFZARNICEHFTL, b —
RBBRNZ 714 YOG IXNTHFATEIET, BENBSAVISARNSIVFYREOBRMEEE
EBERPMRICIHADEOICERAEIET,

127 FARNFOF RS

752ARNSOF v 58

i\

il

=

W—BZ2ERERBVRAY (BROELEBEANEZRHLT ) L SREIRLEHIC, XY RND—7
DAOERGAVTZARNZOFYREACLZEALTLKEEV, IPv4 ACL KT IPv6 ACL I
K, ABY—ABSDIXNTDA VT ZARNTZIFY FRLA(N—BZRAVE—TILABLE
) NDT I EANEBTENET, BRIC. ACLEEHMNBERNZ VY RNRNZZ74vO0OT70—%
hE A <FFAIL., EAXRMBRFC 1918 . RFC 3330, B8RV TV FRT =T 42T 74 )ILRIVYT
ERMLE T,

L—B2TERENDT—2E. RO220AFTIVICKBITEET,

7 FD=FTAVT NAZRAL TN -2 ZBRBIDRZ 71D

A= 7OV HOREQOLEHICZENAZBALTIDIIL—RE2REEITZINT T4V D
BEOEBETE., BEALDRTZ 74V IRIIL—EASI—RZBBL THRENEEEICEEL
£9,


http://www.ietf.org/rfc/rfc1918.txt?number=1918
http://www.ietf.org/rfc/rfc3330.txt?number=3330

EEL, =742 7883, VE—HMIL—RTOEA(EF17 >IT)L(SSHS) K&
). XY KRND—UEBEEBRKNZ 7 1YY (Simple Network Management Protocol ( SNMP ) %% &' ) %
FUHETRIREDRATOF—RIIO2VTR, IL—K 7Oy H (RP) FEZQELETH
ExVEBA, &5IZ, Internet Control Message Protocol ( ICMP ) ZEOZ ORI IP A7
>3a2%, RP TEEMEBTZIXEN HVET, BE. 1 V7FARNTIFY )L—ZANOXAL
ONTORANBEIIBDDOE, APREXHISOBELETTT, PEOFEEINEHFAELT
(&. %\EB Border Gateway Protocol (BGP ) DET7, O —2 2Kk T2 7O

( Generic Routing Encapsulation ( GRE ) X* IPv6 over IPv4 R X)L E ), FELTHEEICK
TREGTAMNA (IO—EREXLR ICMP EIEEFRERE ) BLROPNL—AIL—NIRTEINT
Y NEHREBE (TTL) BT AYE—20EH0 ICMP NT Y RO —ZAEITShET,

SE : ICMPI B — b RIEE(DoS) MBI k< FAE N, BEIBUTHEBY —AA SO
TFBAEN BB EIEELTIEEL,

IXTORPICENT F =X AN HY) ., TORANTEELEXRT, RPETOBRSENZT «
YOI K2TI—RNBAFMRECED TSN BRI, TOHSE., CPUBEARNEBML., &
BOIZENTY RS KTIIL—FT427 Z7ORDNA ROY 7T7ENT DoS HEARLETD &I
BYNVET, ANBEBRASOAVTZARZIFY IIL—BFNOT IO EARZ7AIINEIVTTB
EWLRY, L—BZHNEERBEEIhD ZEICBIANIARATOZLANEREIAET, Z5ThE,
AL SOHRBRI A TZARZVFYHBEERATERSBVET, RERHEHREATA
(AS)\NDABAVE—TIAATROYTENET,

COXNETHAIDTAIINEZIVIAFRE, RYNDT—D AVTZARTIOF v #BFRTDOT—
BZDTANRIINEBNTY AVTZARZIOFYTANRVTZRARBT7AIILEI T E

BELBEWTLKEZW, /1 275ARNSIOF Y REACL OE—DENIE, BMHTEEZ(2T7Z
ARNZOFYHRBAOT IV EAZFAIZ7ORNINEEEGEREIVAIVLARILTHRTS

t-c“j-o

XYRND—=D AT AN IOF v HBICE. ROEIFr2EIhET,

I RTOL—BEB LAY FEERTRLA(LN—TNY T A2 R—TILAREET)
CIRTOARABIV I FRLRA L= IVT (RAVRY—RARNBLVZET VA
)
CARBRERA ST IV EAIXRNETHEVARBY —NTLEEY—ER
CORFIXVRNTRE, AVTZARZIVFYERBEELBVIRNTORNT 7 1Y TR NT
T4V IERVERT,

TiE
AVTFARTOF v REU., ROEEEEBHETRRTERT,

- 34§ ACL ( rACL ) Cisco 12000 8 &K T* 7500 7’ Y R 7 #— ATk, RPEBTOITNTO b~
Z74v07TANEIVIL, AN T4V IICREEESZABVACL ZHR—KL
F9, RABANT 7Y VZARHNICHFTL, rACLZIXNTDIIN—RICEATEIHEND
WET. FTNAANODEZSEBRNZ 74V VBV TEHAZER, EXLLBEVWNTY R E
ITNTERTDICEF, TGSR:ZBETF7IV/EA I MA-IL VAR ZZRLTLEEV,

CIRYTIRAKY T V=B ACLL—BZ DA B—TIAATRIBFHORNT 74V T
AL, FRRST7TI VI ZRSTOMODINTORNT 71V IV %ZEBTTB ACLEERTSC
ETE, N ZZRETEET, PRNZT 71V IVRBHATRNICHATIXEN HVET,
M ACL I&. REMIC rACL EBUTVWETH, R RS T 1 v VICHEBIRVET, LEN
T IIL—BZ0EEL—NZIEXEZEXD WMl &V ET,
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AVTFARNTIOFYACLIEKRDIVI 74 NRVVIACLIE., XY RD—UDOI VDI
BRATEET, H—ERA Z7ONAE— (SP) DAk, ASOIVDICERATEET, 0
ACL T, 127FARZIOFYOT RLAZE Fﬁ?E‘CGDI\774"VOEEHT\E’JL74’)L5!U
DUOULET, IV AT ZARNTIOF Y ACLEEATDBICIE, 1T FARNTIOFYE
BE, COEBICTIERTIVLEN $B7ORINBSIUORIDEAZ7ON I ZHEICE
BRIBDMDENHBYVET, COACLIE, XFYRNTD—TJOAOT, AFICKHT DTN T DL
(ET7#EK. BERGTERSLE ) ICERALET, COXETR, IV A2VTFANTIF
YREACL DEREEBICERZEVTHBALET,

ACL 0%l

RO IPVABRTIPV6 TOEAVARNTIE, REACL ICHELZ—ROBEI N OBETER
HNEhlZEzRLTVWET, ChoEARAWZACLIFE, O—HILBHYA NEEORESTEHZRMTD &L
SICHARNARXTRIRENHVYVET, 1T IPVAIPV6 IRETIE., UTOF7IOEAVANE
MEEEEALET,

IPv4 05l

! -—- Anti-spoofing entries are shown here. !--- Deny special-use address sources. !--- Refer to
RFC 3330 for additional special use addresses. access-list 110 deny ip host 0.0.0.0 any access-
list 110 deny ip 127.0.0.0 0. 255. 255. 255 any access-list 110 deny ip 192.0.2.0 0.0.0.255 any

access-list 110 deny ip 224.0.0.0 31.255.255.255 any !--- Filter RFC 1918 space. access-list 110
deny ip 10.0.0.0 0.255.255.255 any access-list 110 deny ip 172.16.0.0 0.15. 255. 255 any access-
list 110 deny ip 192.168.0.0 0.0.255.255 any !--- Deny your space as source from entering your
AS. !--- Deploy only at the AS edge. access-list 110 deny ip YOUR_ClI DR BLOCK any !/--- Permit
BGP. access-list 110 pernit tcp host bgp_peer host router_ip eq bgp access-list 110 pernmit tcp
host bgp_peer eq bgp host router_ip !--- Deny access to internal infrastructure addresses.
access-list 110 deny ip any | NTERNAL_I NFRASTRUCTURE_ADDRESSES !--- Permit transit traffic.
access-list 110 permit ip any any

IPvé 05l

IPv6 7O EAVANGE, ILRBITERNETIELAVANELTHEATILEN HVET,

!--- Configure the access-list. ipv6 access-list iacl !--- Deny your space as source from
entering your AS. !--- Deploy only at the AS edge. deny ipv6 YOUR CI DR BLOCK | PV6 any !---
Permit multiprotocol BGP. permt tcp host bgp_peer_ipv6 host router_ipv6 eq bgp permt tcp host
bgp_peer _i pv6 eq bgp host router_ipv6 !--- Deny access to internal infrastructure addresses.
deny i pv6 any | NTERNAL_I NFRASTRUCTURE_ADDRESSES | PV6 !--- Permit transit traffic. permt ipv6
any any

E: F—J—Rloglk. $37ORINOREREREICEITIFMERTID-OICEATE
T, cOF—TJ—REFACLEY NCETHIERLFHMABTREZRHELEIAN. logF—T—R%&
BEALVEACLIVNVEDOEY RBINFSTED L, CPUBARIE<BZYNET, OF > JICH
BLENTF—XANOEEE, 7Y RNTF—ALICK>TELRYET, £k, log F—"7—
ReFERATHIE, TVEBA VAN AT—RX2NI—39% /N7 Y N® Cisco Express
Forwarding (CEF ) A4 Y F U INFBEHICBRYNET, chsONTY RE, KDYIZT7—AK
AAYVFUTENET,

R ACL D{ERL




—MIZ, AVTTZARNTIOFYACLRIRD 4 20OEIV> 3> THEENET,

CBEREBEOTRLAETUFART—T42T0OIRMNIT, ChEFTEZRETY. BEOD
ASICETAREAT RLAZE > LENTY MY, AEBRERHNS ASHAICAD CEZIEBL
£, F:RFC3330Tk, 71N RUINBERZAEMEDDDIPVADEKART RL A%
EHELTVWET, RFC1918 Tlk, /12 —ZFY NLETEMETDY—A T RLA%Z IPV4 F
W7 RLAELTEERELTWVWET, RFC3513 Tk, IPV6 PRL YT T7—FTO0F v %
EEZELTWET, RFC2827Tld. AXDTZAINRIVITIDHARSAERBHLTVWET ,
-BARNICET TSR, ABEERLSDA 2V TFTARNSTIFY PRLABTRNT 749D
AOITRTCONBRERLSSOAVTFARNTIFY FPRLAANDKNZ 714V O RERTS
deny X
AT AN IOFYRAOEEARDSERD, BEONYIR—2 NFT14YIRTO
BOIRTORNS 714 Y 9128 T S permit L

AVTZANTIF ¥ ACL DREDITTIE, PN 714y O ZBARWICHFRTLET, permitip

any any for IPv4 & permit ipv6 any any any for IPv6. c DI NUICKY, IXTOIPZONIIL

FOAF7Z2BEUTHTE I, BEEGABELBLKT I UTr—2a>2RTUKHDICENTEET,

AVTFZARNTIOFYREACL ZERTBIRAMOATY 7k, BELZT7ONIINEZERID L
T3, ThENOHARNIR>TEEOEH#FHYVETH, " MWICEAITHIHEOZ7ONIIL
CDOVWTHEBITIHENHWET, LA, AFETICXT 2558 BGP FEATRWICFFA TS
BEFHYVEST A VTFANTIFY IIL—BZ\NOZALINTOEANVEBFOMHOTNT
O7ORINICDVWTE, ABUKHATHICHFATIHSEN BDYWET, LEAWK, GRE R XILZE
A7 A7 ZARNZ0F v )L—2TR®TSDEER., ORI 47 (GRE ) € ARWICHEAT
PRENHYVET, BERIC, IPv6overIPvd RZIWNEAT A2V T TZARNSZIOF ¥ IL—XTHRI%
T3EEE. ORI 41 (IPv6over IPv4 ) EEARMICHF R TR XENHYET,

PEACLZFALT, YELH7ORNINZBETEXT, 2EACLE, /1VT7FANZIF ¥
I—BBTIFERAENZAEEMOHZZEO7ORIINICK TS permit LTHERENET, i
BARNIDOVWTIE, CiscolOS®Y 7RI I FPTHR—REATVBIPZOR LN OFEZSHE
LTLKEEVW, POLA D MO=)I I MY (ACE) ODEY Nh%EXRRT S show access-list
ARV ReEATd e, KEZTOM N ZHEITEERT, ZLLLV, 52 VEIEASERNEH
A, FHLAVWZORNILICHL T permit XEER TR EIIC, BELTTOREREEHL
TLEEL,

EZRWE, GRE, IPsec (ESP) B&TIPv6 bRV T (IPZ7OKRINL 41) ZFFATIHE
FHEIHLESHZHBTBDICE, ATD IPv4 ACL FSEICRKRYET,

access-list 101 permt CGRE any infrastructure_ips

access-list 101 permt ESP any infrastructure_ips

access-list 101 permt 41 any infrastructure_ips

access-list 101 pernit ip any infrastructure_ips |og

!--- The log keyword provides nore details !--- about other protocols that are not explicitly
permtted.

access-list 101 pernit ip any any

interface <int>
i p access-group 101 in

LUR® IPv6 ACL &, GRE & U IPsec (ESP ) 2X A T2 MUEN B HESHEHBITB
CEATEET,


http://www.ietf.org/rfc/rfc2827.txt?number=2827

i pv6 access-1list determni ne_protocols

permit GRE any infrastructure_ips_ipv6

permit ESP any infrastructure_ips_ipv6

permt ipv6 any infrastructure_ips_ipv6 |og

!--- The log keyword provides more details !--- about other protocols that are not explicitly
permitted. pernit ipv6 any any interface <int> ipv6 traffic-filter determ ne_protocols in

HERAZORNINICMZ, ACLNAREBITDIRRDAVTIZTARNTIVF ¥ PRLAZEEHEFIL &
FhiEBEWEBA, 1 VT7FARNTIF Y PRLAZEEICEK. AESPRY RDO—UTHERAES L, 4
BEERFFREAETIELATEICEDHBVT RLANIXRTEFENET (LA, -2 A
VB—TIAA, RAVKNY—RARNDVDO TRLYDVY, BEBAVIZANTIF ¥

H—ERABE ), ChSOTRLAK, 127FARNTIF ¥ ACLDREAIBPELTHEAE LS
2, EUNEETY, AIETHONIIE,. ChSOTFRLAZIZALA RXSVEIL—FT127
(CIDR) 7OY VI IL—7LLTLEE W,

BRENAEZZ7ORINET RLARFERTRE, 1275ANSIF ¥ ACL #ERL T, 2hs
O7ORINEHFALT7RLAZRETEDELSICAYNET, ACLIIEENEZREFRICESE
FThELS, AIVE—ZXYNLEOBEZATOEMBERNT 714V IS 2 HOKRZRICERY)
9,

- RFC 1918 ZRRXER T I LEAN B ET,
- RFC 3330 TERXETNTVR LS BHRHAEDT RLAZEADHRICHZIRELT RLAZ
BONTY NGEBIILENHYXT,
TOFART =T 420 T4\ REBBRLETNEBRYERA. (BZOT RLAZEEY, AS
ABASONTY NOEBRICHED ZERFFEABVERETT ),
COFHULERLEACLZ, IXNTOANAMVE—TIAATOEGCERIZZENHYET
o AMICOVWTRE, BEAHARSAVELVEAPICETEI LISV EZFTRLTLIEE,




SRC:127.0.01

DST: any SRC: valid

OST: Fx (any R)

SRC: valid

SRC: eBGP peer DST: external to AS

DST: CR1 eBGF

ACLS EWF{LNTY b

ACLICEBBHRB T ZIXY MEEhENTY NMoBOBEE A4 ZX—7IICTF BfragmentsF¥—D— K
HFHYEF, 0 fragments F—D— RFEEEHATVWEVES, (LA4V40ERE KBRS
<)ACLOLAVIAT—KMAYNE—BIDHEERTISIAVNCR, —BLEIVNU®D
permit £ & deny XA BAENhET, =L, fragments F—D— RZBMT N, FEETS
TXVNOEBELEEHTE ACLICKRY N <FIHEEShET, COBERL. IP4TIER
DAREIPVE TIELAVARNOEATRALUTT, EELE—OHISAEL T, IPv4ACL Tl
fragments ¥F—J—REZL A VI BRPL A T4 AT—MXNTEATEDOICKL, IPV6
ACL Tl& fragments ¥F—J—RZL AV 3 AT—KXNTUNFEATEEE A,

TOOXVRNETANEZVTTRDE, FEBRETIZIXN(DFEY, FO>0) ZFERATH H—
EADE (DoS ) HEBICKTRES 1 DORBENEMENE T, FEBETIZIXBMINLT
ACL D%EBET deny X 2ERATHE, INTOIEHETTIAXANODIL—EZANOEFEZEBLE
T, BHRBIRET TR, WA LEZXBELIT2EMEEY > 3N, ACL I deny fragment X5 &
BEDICTIINRIVITEhBBEHFBYNET,

Bl LT, RO IPVAACL DIRZRTLET,



access-list 110 deny tcp any infrastructure_IP fragments
access-list 110 deny udp any infrastructure_IP fragments
access-list 110 deny icmp any infrastructure_IP fragments
<rest of ACL>

FROIRNUZACLOKEICEMTDE, AT L—F\NOFEEBETIZIXNOT VAR
ERFENETH, WHLEhTOWEVWNT Y NELEEEET Z T X N deny fragment XD W
BEZFTICACLORDFTICEETNET, 5o ACLON > Rk, £7°0O K1)l ( Universal
Datagram Protocol (UDP ), TCP, & U ICMP ) A" ACL DBIENAD > X2 aBErEEd L
N5, REZDELP®IKLET,

LTI, EROBICHZTS IPv6 OflZRLET,

ipv6é access-list iacl
deny ipv6é any infrastructure_IP fragments

ESEOI MU % IPV6ACL DAEEICEMTSE, ACLICKYIEEBET7SIXNEOT7 IL—42
LT OEATELRLLBYET, BIIROEHY, IPv6 TU7EA UANTIW fragments ¥F—D— R %&
LAVIAT—MXRTULAERATERZTE A,

KBNS, MIEUENTY NCK2TAT L—RETSYFATEEBEITHMELTLDS
S, AT AV TSARNSUOFYRBTAUCBETD7ISIXRNETAINRITTDBEICKY)
. REFERNEMEN, BIZAVTSARNTIOFYACLOLAV3IIL—IERETRIEGFTT
SGOXRNEBEETH HENEHLEENET,

COFEDFHMBEHAIZOVTE, 72X bO-IL VAME IPHiA, Z22RBLTL
2EWV,

PW.NVA il

A2VT7ZARZOF Y REACL 2ZBATHHEEF. XD 2 >BEHOEEZIATICOVTHKREL
TLEE L,

- BYBFITEBAT MY MREEATVACEZHRRBLET ACLZEMICIBICE
BERIXNTOZTORINEZHFAL, ELVWT RLAZEREZ deny X TRETILENH
WERY,

CACLNT7 #—X VAR TSYRNTF—ALICK>TEAZVYVET, ACLEZEATSHEIC, /\—R
DITONT 7= A EEEL T EZ W,

WDOEDZERANS, BATRHIC, CORFTETRTTARNTBEANRRENET,

g

CiscolOS Y7 b IFPTHAR—PbZATWVWS IPZOMIL

CiscolOS V7RI ITFTHR—RENTWR IP7ORILE, XOEHYTT,

- 1-1CMP
- 2-1GMP
- 3-GGP
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- 4 —|P-in-IP A7 EIJL1L
-6-TCP

- 8-EGP

- 9-IGRP

.17 -UDP

- 20 - HMP

. 27 -RDP

- 41:IPVBDIPVAR > ) T
. 46 - RSVP

- 47 - GRE

- 50 -ESP

-51-AH

. 53 - SWIPE

- 54 - NARP
-55-IPEEVUT 41

. B3-FEEOO—HIL XY RD—7D
- 77 —Sun ND

-80-I1SOIP

. 88 - EIGRP

. 89 - OSPF

- 90 - Sprite RPC

- 91 - LARP

- 94:KA9Q/NOS E #:IP over IP
- 103 -PIM

- 108 - IP E#&

- 112 -VRRP

- 113 -PGM

- 115.L2TP

- 120 - UTI

- 132 -SCTP

BAHARFA>

SATREBEAOBEBATZIVTAREHRLET, AVTTANZIF ¥ ACLOEAZKIIEE
BICEF, YEXT7ORINLNEODVTHDICERL, TRLAZEZHABICHBIL., ERTIHE
ABYVET, UBOHA RZA2T, RENBREZERAL TRE ACL ZEAT2FEICRTH
BHECDODVTHBALET,

1. P EACLRY RD—OTHEAEhD 7O INEEBELES, 1V T7FANSIF ¥ 7FINA
AT OEARATBRENBHOINTOTORNIINEFATS ACLEEALET, COTF
A AANUACLICIKE, REXT RLAELTany Z8EL, 17 FANTIFYDIPZE
MEE89dREEZEELEY. OF 0 JZ2FEAL T, 70RO permit X &E—BT D
BEXTFRLAOVANEZERTEES, NKZ71v 0 JO0-%2FAT2EHIC, RED
TTWipanyany (IPv4) £k ipv6 anyany (IPv6 ) Z2FFAI 32 HENHYET, BER
VEBEOXRYND—OTHERALTVSR7ORNILEZYHBTEZETT, OF T2 DHICHE
ALT, I—ZEBELTVRZEOMINTOENZRBELE T, & : logF—7— RIE,
ACLEY NOFHMBICEIT2ERBERZRHBLETHS. COF—TJ—REFEHITSHACLIY
RUAOBEZEY NE, OJIRNJOBNZL<&Y, I—Z2OCPUEREN S35 T]



BEMIHET, £, logF—TV—REFEATIE, F/EAUAN AF—RMXUMNE—
B35/ Y N Cisco Express Forwarding (CEF ) R4 Y F I FEMICEY ET, Ch
SONTY NME, RDYWICT7—AN ALY FoTENET, logF—T— ROEHIKER
Blce&d, NZTAVIDOPBIIMEBRBEICOKXMEATEIEIIICLTLIEET,

2. MBILENTY FE2E<EX, =N 7ORYHYRPAOTFTIEAD T 1IILR) I %2k
LEFT. ATYT1TACLICK 2T AR TENEENTY NOHBIEREN K 12
5, permitany source EVWSEEZETC ACL &, FAEhAE7ORINICODVTA TS
ANZUFv PRLACEBLET, ATV 71 ERAKI. logF—— REFEATHE,
permit T R IC—HITBINTY NCHRITIHMIEREMBTERT ., KEIC denyany &
FRITDE, L—FBTIIESNEFHLEVWNTY NOHBIZRITDZENTERT,
—® ACL OE&#ENDTTIE. permitip any any ( IPv4 ) & 7=I& permit ipv6 any any ( IPv6 ) & L\
SXIELT, BBrNZ 74V V070 EFTTRELSICTIRENFHYET, D ACL
ICX > TEEANLBREFENFEBLSN, XYND—D IV TR, BEBEBRNTTA4YYD
FIRTHFTEhTVD L E2BRATEET,

SRERTRLAZHBRLET, SfUT32HEEOHAH7ORNIJLNASHICK 2S5, E5IC
7ANLRUVTEREFTLT, ThSO7AORINICODVTERENLERELLTEHFTTE
F9, LeAF, ATWBCGP RAN—FLRBEDGREET P RLAZHTRMWICHFATE
FTo CcORTYTICKY, Y—ERZELESEFICVRIVERBTE, ¥, 177K
NRZOFYTHRBICT IV EARATEIREAZHEI<HEBTEDRSICBYET,

4. ACLOEAEFT RLAZHHRLET (AT 3N A1V F—FYNY—ERATONAME—
(ISP) IC&> T, L—ZETHREOTONINICLDBENTLT KL AOEAEHT
FTRLENDBEILEYET, COREOBRETIEK, $27O0RILNORT T4V IDZ T A
NEFIUITIRAETRLAOEHBAEFRLET,

L DN

IPv4 05l

UTOIPvA OBITE, ROTRLAZEITWVWT, L—22REITBDATFANTIF ¥ ACL
ZRLTVEXRT,

CISPOF7RLA 70OY 21, 169.223.0.0/16 T,

ASPDAVTSARNSOF Y 7OV Uk, 169.223.252.0/22 T,

=2 DOI—TNY Uk 169.223.253.1/32 T,

cCOL—BREETIVT IL—2THY), 169.254.254.1 EETBERZHEATVET (T RL

A 169.223.252.1)

LTICRBIZDAVTFANTIVFYREACL I, SIROBRICEODVTHEREIATVET,
D ACL T, ABETICHTEIAILBGP ETF VI %ZHAL, PUOFART =740 743
)T BETL, AVTISARSIOFvENBTIOEAHLSRELTVET,

!

no access-list 110

|
Lrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrnd

!--- Phase 1 - Anti-spoofing Denies !--- These ACEs deny fragnents, RFC 1918 space, !--- invalid
source addresses, and spoofs of !--- internal space (space as an external source).

!
!--- Deny fragments to the infrastructure block. access-list 110 deny tcp any 169.223.252.0
0.0.3.255 fragnents access-list 110 deny udp any 169.223.252.0 0.0.3.255 fragnments access-|i st



110 deny icnp any 169.223.252.0 0.0.3.255 fragnents !--- Deny special-use address sources. !---
See RFC 3330 for additional special-use addresses. access-list 110 deny ip host 0.0.0.0 any
access-list 110 deny ip 127.0.0.0 0. 255. 255. 255 any access-list 110 deny ip 192.0.2.0 0.0.0.255

any access-list 110 deny ip 224.0.0.0 31.255.255.255 any /--- Filter RFC 1918 space. access-|ist
110 deny ip 10.0.0.0 0. 255. 255. 255 any access-list 110 deny ip 172.16.0.0 0. 15.255. 255 any
access-list 110 deny ip 192.168.0.0 0.0.255.255 any !--- Deny our internal space as an external
source. !--- This is only deployed at the AS edge access-list 110 deny ip 169.223.0.0
0.0.255.255 any !tirrrrrrrrrrererrrrrrerrrrrrrprrrrrrb bl 1--- phase 2 - Explicit Permit !--
- Permit only applications/protocols whose destination !--- address is part of the
infrastructure IP block. !--- The source of the traffic should be known and aut hori zed.

!

!--- Note: This tenplate nmust be tuned to the network’s !--- specific source address
environment. Variables in !--- the tenplate need to be changed.

!--- Permit external BGP. access-list 110 pernmit tcp host 169.254.254.1 host 169.223.252.1 eq
bgp access-list 110 pernit tcp host 169.254.254.1 eq bgp host 169.223.252.1 !
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrerrrrrrrrrrrrrrprrrrrr il J--- phase 3 - Explicit Deny to
Protect Infrastructure

access-list 110 deny ip any 169.223.252.0 0.0. 3. 255
!
RN NN RN R R RN N RN RN RN

!--- Phase 4 - Explicit Permit for Transit Traffic

access-list 110 permit ip any any

IPv6 O

LTOIPE OFITE, ROTRLAZEITWVWT, L—2Z2REITDA1TSANTIF ¥ ACL
ZRLTVERT,

ISP IZEIY BTN TWA L7414y O9R 70OY U24kiE, 2001:0DB8::/32 T9,
CISPARYND—DU AV TTZARNTOF ¥ PRLACHERALTWAIP6 L7141V IRT
Oy ZIik, 2001:0DB8:C18::/48 T9,
. 385 IPv6 7 RL A 2001:0DB8:C19:2:1::F EETICHE 2 HET IPv6 7 RL A
2001:0DB8:C18:2:1:1 M BGP ETZ U T IL—ZNHV) ET,
LTRICRETEI2ATSANSIVF Y REACL K, SIROBHRICEIVTHERENATVWET,
D ACL Tk, AZETICHITIAIIYIILF7ONIILBGPET VT %EFTL, POFAT—
TAT TANRIVTEZETL, AVTTFARSIVFYEABTOEANSHELTVET,

no i pvé access-list iacl

i pv6 access-list iacl
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrnd

!--- Phase 1 - Anti-spoofing and Fragmentation Denies !--- These ACEs deny fragments and spoofs
of !--- internal space as an external source. !--- Deny fragments to the infrastructure block.
deny ipv6 any 2001: 0DB8: C18::/48 fragments !--- Deny our internal space as an external source.
!--- This is only deployed at the AS edge. deny ipv6 2001: 0DB8::/32 any
trrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrbrl r—-—— phase 2 - Explicit Permit !--- Permit only
applications/protocols whose destination !--- address is part of the infrastructure IP block. !-
-- The source of the traffic should be known and authorized. !--- Note: This template must be
tuned to the !--- specific source address environment of the network. Variables in !--- the
template need to be changed. !--- Permit multiprotocol BGP. pernmit tcp host 2001:0DB8: C19:2:1::F
host 2001:0DB8:Cl18:2:1::1 eq bgp pernit tcp host 2001:0DB8: Cl19:2:1::F eq bgp host
2001:0DB8: C18: 2: 1::1 trivrrrrrrrrrrrrrrrprrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrblbl r—-—— phase 3 -
Explicit Deny to Protect Infrastructure deny ipv6 any 2001: 0DB8: C18::/48
trrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrbrr il r—-—— phase 4 - Explicit Permit for
Transit Traffic permit ipv6 any any
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