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{deny | permit} udp source source-wildcard [operator [port]] destination destination-wildcard [operator
[precedence precedence] [tos tos] [log | Tog-input]
[time-range time-range-name][fragments]
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ip access-group 102 1in
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access-1list 102 permit tcp any host 192.168.1.100 eq ftp
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access-1ist 102 permit udp any any eq domain
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<#root>

R1(config)#

access-list 199 pernmit tcp host 10.1.1.1 host 172.16.1.1
R1(config)#

access-list 199 pernit tcp host 172.16.1.1 host 10.1.1.1
R1(config)#

end

R1l#debug ip packet 199 detail
IP packet debugging is on (detailed) for access 1ist 199
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<#root>
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config term nal
Router(config)#
bridge irb
Router(config)#

bridge 1 protocol ieee
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Router(config)#

bridge 1 route ip

ZODy2Z7ORIONE, RZT7AVYIDTANR) T ERBBETRAE—T T4 AIZEAL
TF9, cOT7 VAV ANRE, bridge-group <group number> {input-address-list <ACL
number>1Y > RTHER L EF, | output-address-list <ACLEF>}:

<#root>
Router#

config term nal

Router(config-if)#

interface fastEthernet0/0

Router(config-if)#

no i p address

Router(config-if)#

bridge-group 1 input-address-1list 700

Router(config-if)#

exit

Bridged Virtual Interface(BVI)ZERX L. MBS/ —H XY MM EX—T IAAICEY)HE TSN
IP7 RLAZHERALET,

<ttroot>
Router#

config term nal

Router(config-if)#

int bvil

Router(config-if)#

ip address 192.168.1.1 255.255.255.0

Router(config-if)#

exit



Router(config)#

access-list 700 deny aaaa. bbbb.cccc 0000. 0000. 0000

Router(config)#

access-list 700 permt 0000.0000.0000 ffff.ffff.ffff

COEREZMEMAT S E, access-list 700 TEREE NI MAC 7 RLAETFIL—XTHAEIhE
I, 7UEAANIN Raccess-list <ACL number> deny <mac address> 0000.0000.0000%
FERALT, PTUOEATEBVMACT RLA (MACT RL R ) ZEBL, BUOT RLA ( Z0H
Tl&aaaa.bbbb.cccc ) ZHFAL £ T,

N EMACT RLAZE. POEAURRNDTRTOFEERLET.

EE’&.\
BE, COREICHEATEZ2EEFIEEHY EEA,
NS a1—hk
BEQEZD, CORTEICETZIHBENDRN S IIN1—FT 12 0B8RBEBY)EEA,
PR

s P7OtAVABNDERE

« POERAUAKICHATEIHR—KIR—=D

s PIL—FTATIEITRIHR—K R—=D

c PIL—T4>27 Z7O0RJNICETRHR—K R=D
s TUOZ_AHI HR—KRERFI XD -Cisco Systems
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