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2018 Nov 14 15:53:26.943 NOK 9% SLOT1-5- BCM L2_LEARN DI SABLE: MAC Learni ng Di sabl ed unit=0
2018 Nov 14 15:53:27.769 NOK 9% SLOT1-5- BCM L2_LEARN ENABLE: NMAC Learni ng Enabl ed unit=0
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/content/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/security/configuration/guide/b_Cisco_Nexus_9000_Series_NX-OS_Security_Configuration_Guide_7x/b_Cisco_Nexus_9000_Series_NX-OS_Security_Configuration_Guide_7x_chapter_010101.html
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2018 Nov 14 15:53:26.943 NIK % SLOT1-5- BCM L2_LEARN DI SABLE: MAC Learni ng Di sabl ed unit=0
2018 Nov 14 15:53:27.769 NOK % SLOT1-5- BCM L2_LEARN ENABLE: MAC Learni ng Enabl ed unit=0
2018 Nov 14 15:53:27.863 NIK % SLOT1-5- BCM L2_LEARN DI SABLE: MAC Learning Di sabl ed unit=0
2018 Nov 14 15:53:28.770 NOK % SLOT1-5- BCM L2_LEARN ENABLE: MAC Learni ng Enabl ed unit=0
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N9K# sh mac address-table notification mac-nove
MAC Move Notify Triggers: 1

Nunmber of MAC Addresses added: 612336

Nunmber of MAC Addresses noved: 612328

Nunber of MAC Addresses renoved: O
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NOK# sho | ogging |level [2fm

Facility Default Severity Current Session Severity
| 2fm 2 2

O( ener genci es) 1(alerts) 2(critical)

3(errors) 4(war ni ngs) 5(notifications)

6(i nformation) 7(debuggi ng)

NOK# conf t

Enter configuration commands, one per line. End with CNTL/Z.
NOK(config)# | ogging level 12fm5
NOK(config)# end



N9K# sho | ogging level |2fm

Facility Default Severity Current Session Severity
| 2fm 2 5

O( emer genci es) 1(al erts) 2(critical)

3(errors) 4(war ni ngs) 5(notifications)
6(information) 7(debuggi ng)

Any nmac noves at this point can be seen in the syslogs:

2018 Nov 14 16:04:23.881 N9K % 2FM 4- L2FM MAC_MOVE2: Mac 0000.117d.e02e in vlan 741 has noved
between Po6 to Ethl/3
2018 Nov 14 16:04:23.883 N9K % 2FM 4- L2FM MAC_MOVE2: Mac 0000.117d.e02e in vlan 741 has noved
between Po6 to Ethl/3
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NOK# conf t

Enter configuration comrands, one per line. End with CNTL/Z.
NI9K(confi g)# mac address-tabl e | oop-detect port-down
NI9K(config)# exit

NOK#
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2018 Nov 13 19:33:54.773 NOK %ETHPORT-5-1 F_DOAN_NONE: | nterface port-channel 6 is down (None)
2018 Nov 13 19:33:59.046 NO9K %ETH_PORT_CHANNEL- 5- PORT_DOWN: port-channel 6: Ethernet2/1 is down
2018 Nov 13 19:33:59.049 NOK %ETH_PORT_CHANNEL- 5- PORT_DOWN: port-channel 6: Ethernet2/2 is down
2018 Nov 13 19:33:59.166 NIK %ETH_PORT_CHANNEL- 5- FOP_CHANGED: port-channel 6: first operational
port changed from Ethernet2/1 to none

2018 Nov 13 19:33:59.235 N9K %ETHPORT- 5- | F_DOAN_ERRCR DI SABLED: | nterface port-channel 6 i s down
(Error disabled. Reason:error)

2018 Nov 13 19:33:59. 244 NOK %ETHPORT-5-1 F_DOAMN_CFG CHANGE: Interface Ethernet2/2 is down(Config
change)

2018 Nov 13 19:33:59.252 N9K YETHPORT-5-1 F_DOAN_CFG CHANGE: Interface Ethernet2/1 is down(Config
change)

2018 Nov 13 19:34:05.269 N9K YETHPORT-5-1 F_DOAN_CHANNEL_ERR DI SABLED: Interface Ethernet2/2 is
down (Channel error disabl ed)

2018 Nov 13 19:34:05.303 N9K | ast nessage repeated 1 tine

2018 Nov 13 19: 34:05.303 N9K YETHPORT-5-1 F_DOAN_CHANNEL_ERR DI SABLED: Interface Ethernet2/1 is
down (Channel error disabl ed)
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N9K# show nmac address-tabl e | oop-detect
Port Down Action Mac Loop Detect : disabled
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N9K# show systeminternal |2fm | 2dbg nmacdb address 0000.117d. e02e vlan 741
Legend
Db: 0- MACDB, 1-GAWACDB, 2- SVACDB, 3-RMDB, 4- SECMACDB 5- STAGEDB
Src: 0- UNKNOWN, 1-L2FM 2-PEER, 3-LC, 4-HSRP
5-G.BP, 6-VRRP, 7-STP, 8-DOTX, 9-PSEC 10-CLI 11-PVLAN
12- ETHPM 13- ALWLRN, 14-Non_ Pl _MOD, 15-MCT_DOWN, 16 - SDB
17-OTV, 18-Deounce Tiner, 19-AM 20-PCM DOMN, 21 - MCT_UP
22- VXLAN, 23-L2RI B 24-CTRL, 25-UFDM
Slot: 0 based for LCS 31- MCEC 20-OTV/ ORI B

VLAN:. 741 MAC:. 0000.117d. e02e
Ti me If/swd Db Op Src Slot FE
Wed Nov 14 16:04:28 2018 0x16000005 UPDATE 3 0 0
Wed Nov 14 16:04:28 2018 0x16000005 REFRESH_DETECT 3 0 15
Wed Nov 14 16:04:28 2018 0x1a000400 UPDATE 3 0 0
Wed Nov 14 16:04:28 2018 0x1a000400 REFRESH_DETECT 3 0 15
Wed Nov 14 16:04:28 2018 0x16000005 UPDATE 3 0 0
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N9K# show int snnp-ifindex

Por t IFM B | findex (hex)
mgnt O 83886080  (0x5000000 )
Ethl/1 436207616 (0x1a000000)
Et hl/2 436208128 (0x1a000200)
Ethl/3 436208640 (0x1a000400)
<sni p>

Po6 369098757 (0x16000005)
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N3K

nmac address table notification mac-nove
I ogging level fwm6

| oggi ng nonitor 6

N5K/ N6K

mac address table notification mac-nove
I ogging level fwm6

| oggi ng nonitor 6

N7K/ N9K

logging level 12fm5

| Cs:

mac address table notification mac-nove

Note: To revert/renove these conmands, sinply use the "no” version of each command.
KOOI RiE, N—2326.0Q2N2(1)AEZR1TT DNexusS5KIBKTEFEATE, R—KED
TYRADLET,

N5K(confi g)# nmac address-tabl e | oop-detect ?
port-down Take port-down action for nmac | oop detection

N5K(confi g)# mac address-tabl e | oop-detect port-down



Further, the following conmand is available on the platformto err-disable the edge-port on the
MAC nove | oop detection,
N5K(confi g)# mac address-tabl e | oop-detect port-down edge-port

Nexus 30000DNX-OSU 1J—26.0(2)A8(1)Tlk, CHESBI—THREEhEEEID, 12 K—
TIAAATYIADBVR—RNEZIOESEBZIELSICT VIV ERETEET,

N3K(config)# nmac address-tabl e | oop-detect ?
port-down Take port-down action for mac | oop detection

N3K(confi g)# mac address-tabl e | oop-detect port-down
The following conmand is available on this platformas well, to err-disable the edge-port on the

MAC nove | oop detection,
N5K(confi g)# mac address-tabl e | oop-detect port-down edge-port
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https://www.cisco.com/c/ja_jp/support/docs/switches/nexus-7000-series-switches/200424-Nexus-L2FM-4-L2FM-MAC-MOVE-syslog-expla.html
https://www.cisco.com/c/ja_jp/support/docs/switches/nexus-5000-series-switches/116200-qanda-nexus5000-00.html
https://www.cisco.com/c/ja_jp/support/docs/switches/nexus-5000-series-switches/116200-qanda-nexus5000-00.html
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