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NINFRA N —YFYRZRY NT—TTDICMPUZR (LT K


https://tools.ietf.org/html/rfc792

RARNCRIPT KL Z10.0.0.1008 %W ETFo RARL—F 14> FF—FILICE. L—2G10D
IP7 KL Z10.001&F 74 LR —RITAELTETTFTALRML—RIV RUFBUET,
L—% Gl i, BERY NI—I X ICRSTA YO EEETBEZI. L—R G20 IP 7 RLZ
(10.002) EXTARKY TELTHEALET,

RARNABERY RD—OXICNTY REZEFETRDE, ROKDICBYRT,

1.IP7 RLA10.0.010T7—K VI AG1F, EHEEDRZRY ND—2T LDKRAK10.0.0.100A 5 F
—ENTY NEZRELERT,
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3.G2EIPNTY RDEERT RLATHEAINENZDHRARNBLRY NDO—0LICHDHE.
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S, ILFRAVE A—BRY N EBIXDNEN LV EERBEEAICK > TEIERE/NT 7 —X
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Router-B# show ip route

<Metwork X», ubest/mbest: 1/0
*via <Router C», [1/0], ©5:85:58, static
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‘ ip route @.8.9.8/8 next-hop Router-B ‘ | ip route Ne
e,

, A . —
/ - _‘I Y e TTL=252 DATA TTL=251
p { (1} [Tom Redirect |
( NetworkY ) oo
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[TCMI7 Redirect |

[T Ercoa 3
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TAVT#BEALES TN KR—ALCE-PERBAT IV OHERBRRANTZI9T41ATY, It
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ZAEBREWVWICRNZ 74V VNIV ATE, TOEHNMICETZETE/NT Y MOIP Time-To-
Live (TTL ; FHcAIEERE ) 71 — )L RZBDEEE T, CORKRTR. NTYRDIL—FT 1>

TRRINUETAEEA,
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HEEAREKREL (FXELC)BMLET, COBER. R4 MY —RA 2 NPE-CEE#KD
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RXYtE—IHFERENET, LA4V3/NT Y MNERIE(ECisco Nexus 70007°Z5 Y N7 A —L®D/\
—RIDITFTITONRETH, ICMPURAALIRMAYE—DRERTEDDIEARASL Y FCPUNDERE
Td, chldx, ABTAVH—RASA=N="NAHED21-=I)IZF—ZNTY RHEEETIS
HEHTI,

ICMPUR AL I RNXYE—SDEEBENF COXYE—ZEBHBL, ICMPUSR ALY RAERIIC
BO2TVBNexus ALY FDOLAVIA UV EZA—TIARICTF—RNT T4V O REIELEETD &,
ETF—32NTY NCRHLUTICMPURA ALY NERZTOEAN N H—hET,

FAVA—RLARILTR, N\—ROITEEFNOERTTOCANBBREIAETT, NTY Nz
RBENSAH—REDI—INICE>TERICETTERVIES., ASICTHIANF RELET,
COBE. T—ENTYNEZEBICREBTZICE. NTY M A—N—NAHFED1-I)LICIEE
EhB UENFHYET,

X A—N—"NAHFEZ1—)LOCPUE., ICMPUR AL I RNXYE—SBERTZDETT
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ZAVA—REDPI-LNENLTT—ENTY NEXRTVARKY TILEHETSH T, HisknE
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Nexus 7000 RA—/N—NAHEZ1—-)LlE, REDRT 7 1Y U ZQEBTEZRHBCPUZTOLY
BZEEALEIN. COTZYRTF—LR. A—N=NAHCPUTOLY HZE/NTY NEIE
BICRAETRI LB, BEALDT—RNTTAVIETAVA—RLRILTRETDILS
ICEREFEhTVET, ChiCKY, CPUROTRAVICERTE, NTY NGEEBERZ A2 H
—REDEAN—RIITIVIVICEEIET,

ZELEZRYND—=0TE., NT7Y NEBEEOHANREL EHEE, ThEYICEVWL—NTR4E
TRENFRENET, CORBICEIVT, TONTA—IXAICKELEEREEZXD L
L, A= N\—NN14HCPUT s DN ENIBTEET, —FH. FEICEVL—PMNTRETS
INT Y NEEBINZMIBTDCPUTIE, SATALBORZEMERERICEFERZ RIF T AR
AHVETD,

Nexus 700072 Y R 7 # —LADERETICE. AMYFOCPUZKREDRZ 71V INSKRETSI:
ODOZBBDRXNZALFEDPP>TVET, chSOXNZALR, DATLAOEEEETLBRAY
RTREEINET, FAH—RLARIILIEE, N\—RITFP7L—KNJIvyREOMNO-ILTL
— 2B &) T Policing (CoPP) e, £EE55ERNT T 1Y IL—RDLEWMEZRELEXRT, Ch
L&Y, BZAVA—REDZI-NDASA—N—NAFIEBEENBD RN TV IOEN DR
ICHEENET,

CNSOREXNZXLRK, TYRNDT—VDLZEMRAS Y FOEBHICEEROSPF, BGP,
SSHAEMEEITEL4H7’ORNINDORNS 74 v o EBEL, BRBICAAYFOONO-)L
TL— M EETRBEVRATORNRS T4V IERBBHICZAILZ) YT LET, FEAL
DTF—RRNZ T4V, NTY NEEFIADKEREL T CPU ILEEENDHE, TOXLDIK
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—FH. N\—ROIF7L—KNUZYRECOPP policing X HZAALK, A4vFnd>~cO—-)ILTL
—VDEREMHERBEL, BLAMILTBLKZELEEZBKHBLET, XHAZXALR, F—E2NT
YRORAOYY, BXEE, BRTERY NIT—I2BTOLENETTVTr—>3a 2 N7 #—X
DADEBETOELZREADIDOTHBD AU HVET, cOL®H, RZ74v070-HFKY KD
—VZBBITAINAZEMID_ENEETT, £, ICMPUR ALV NMEEZFERTES, &
ERERATAEN FRENDIRY N —IVRBZERTDY - Z2FEATDIEELEEETT,

RZ74 VvV EERBITURHTHIY -

show ip traffic

Cisco IOS&ECisco NX-OSY 7 NI I 7 OMA T, CPUICK > TREBEND NT 7 1Y U DOHFKETHE
WEHRITDHENBEENATVET, ChIFXTITDONET, showiptrafic AN RAIKRRE
NEVBEEEHYET, cOONVRZFERATDE, LAVIAAMYFERERIL—XICELD
ICMPUR AL IV RNXYE—DZEREREERETERT,

Nexus7000#show ip traffic | begin ICMP

| CVP Software Processed Traffic Statistics

Transm ssi on:
Redi rect: 1000, unreachable: 0, echo request: 0, echo reply: O,

<output omitted for brevity>

ICWP originate Req: 0, Redirects Oiginate Req: 1000

Oiginate deny - Resource fail: 0, short ip: 0, icnp: 0, others: 0
Recepti on:

Redirect: 0, unreachable: 0, echo request: 0, echo reply: O,

<output omitted for brevity>

Nexus7000#
RUN show ip trafic 1N > RZEHEIRKITL., ICMPURA AL IO RNAD ZNEBINTEIHES H TR
LET,

Ethanalyzer

CiscoNX-OSY 7 RNIITFICE, RS T4V 0BRFY T FYIRHEMBIAKRY—INFHVYET
flowing ethanalyzer& FEE N A4 Y FCPULE DETEZEENE T,

3 : Ethanalyzer®F#IC DWW Tk, TNexus 700085 7N 1 —F AV THARD
Ethanalyzers ZZ8RL T E&E L\,

K6k, RBEBENDFVAZRLTVET, CZTR. XY ND—UXAH192.168.0.0/24F% Y ~
D—OICEEMASNTVET,
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Host IPv4 Route Table G2 \“.-"_"'\\_ /—-"'/.
Active Routes: NeXUS 7000
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RAK10.0.0.100l&, ICMPTO—ERDEHRAN)—LZTWEIPT KL A192.168.0.1I1ZEEFL &
Fo RANE, Nexus 7000RA1 Y FDORAL Y FREBAX—T T AASV)I0ZVE—FXRY B
7 —2192.168.0.024 DXV ARKY TELTHEALET, TEEMWOEDHIC, FARNE
ICMPURALORNXYE—DZBRITDRISICEREETNTVERT,

ROOAR > REMBAL T, Nexus 7000 CPUIC K 2 TEZEETNBICMPR S 7 1Y 0&F v F
vbﬁ?o

Nexus7000#ethanalyzer local interface inband capture-filter icmp limit-captured-frames 1000

Capturing on inband

2018-09- 15 23:45:40. 124077 10.0.0.100 -> 192.168.0.1 | CMP Echo (ping) request
2018- 09- 15 23:45: 40. 124477 10.0.0.1 -> 10.0.0.100 | CMP Redirect (Redirect for host)
2018- 09- 15 23: 45: 40. 124533  10.0.0.100 -> 192.168.0. 1 | OMP Echo (ping) request
2018- 09- 15 23:45:40. 126344  10.0.0.100 -> 192.168.0. 1 | OMP Echo (ping) request
2018- 09- 15 23:45: 40. 126607 10.0.0.1 -> 10.0.0.100 | CMP Redirect (Redirect for host)
2018- 09- 15 23:45: 40. 126655 10.0.0.100 -> 192.168.0. 1 | OMP Echo (ping) request
2018-09-15 23:45:40.128348 10.0.0.100 -> 192.168.0.1 ICMP Echo (ping) request
2018-09-15 23:45:40.128611 10.0.0.1 -> 10.0.0.100 ICMP Redirect (Redirect for host)
2018-09-15 23:45:40.128659 10.0.0.100 -> 192.168.0.1 ICMP Echo (ping) request
2018- 09- 15 23:45:40.130362  10.0.0.100 -> 192.168.0. 1 | OMP Echo (ping) request
2018- 09- 15 23:45:40. 130621 10.0.0.1 -> 10.0.0.100 | CMP Redirect (Redirect for host)
2018- 09- 15 23:45: 40. 130669 10.0.0.100 -> 192.168.0.1 | CMP Echo (ping) request
2018- 09- 15 23:45:40. 132392 10.0.0.100 -> 192.168.0. 1 | OMP Echo (ping) request
2018- 09- 15 23:45: 40. 132652 10.0.0.1 -> 10.0.0.100 | CMP Redirect (Redirect for host)
2018- 09- 15 23:45:40.132700 10.0.0.100 -> 192.168.0. 1 | OMP Echo (ping) request
2018- 09- 15 23: 45: 40. 134347  10.0.0.100 -> 192.168.0. 1 | OMP Echo (ping) request
2018- 09- 15 23:45: 40. 134612 10.0.0.1 -> 10.0.0.100 | CMP Redirect (Redirect for host)
2018- 09- 15 23:45:40. 134660 10.0.0.100 -> 192.168.0. 1 | OMP Echo (ping) request
2018- 09- 15 23: 45:40. 136347  10.0.0.100 -> 192.168.0. 1 | OMP Echo (ping) request
2018- 09- 15 23:45: 40. 136598 10.0.0.1 -> 10.0.0.100 | CMP Redirect (Redirect for host)
2018- 09- 15 23:45:40. 136645  10.0.0.100 -> 192.168.0. 1 | OMP Echo (ping) request
2018-09- 15 23:45:40.138351  10.0.0.100 -> 192.168.0. 1 | OMP Echo (ping) request
2018- 09- 15 23:45: 40. 138607 10.0.0.1 -> 10.0.0.100 | CMP Redirect (Redirect for host)
2018- 09- 15 23:45: 40. 138656 10.0.0.100 -> 192.168.0.1 | CMP Echo (ping) request

FROENDEALARYTE, ZOBITRERTEATVBIDD/NY Y K (2018-09-15
23:45:40.128) FEBICF Y 7 F ¥ T hECEERLTVET, RIS, ZONTY RTIL—T DN
TYRZEDORAREZRLEXT

CBAONTY NGEAAT—2NT Y N THY, COFITEICMP TI—ERTT.
2018-09-15 23:45:40.128348 10.0.0.100 -> 192.168.0.1  ICMP Echo (ping) request



2D2BONTY RNE, =R IVIAICK>TEREAEZICMP URAL O RNNTY RTT,
CONTY NERANZREENET,
2018-09-15 23:45:40.128611 10.0.0.1 -> 10.0.0.100 ICMP Redirect (Redirect for host)

C3D2BEONTY R, CPUILK 2> TII—T AV JEhiRICHAFATEY T FvEnis
—ZNTYRTYE, HICRLTVERRBAN, CONTY NOIPTTLRBZEN, FI Vv IOH
LANBFHEENET,

2018-09-15 23:45:40.128659 10.0.0.100 -> 192.168.0.1  ICMP Echo (ping) request

BRDZRAT7E7O—ONT Y M BEREEND KEEKEthanalyzer¥ v 7F Yy 2 FES—RNT
BBE, ICMPURALIORXAYE—DLEFNSICHRISTDT—RARNT T4V O ZEERITR L
FERESZENHET,

CORSBIFEICE, ICMP US AL IORMXYE—DICEBUTEREGRIENT 74Y 0 70—
CBTRRMERIBELET., ICMPUS AL I N XV E—DEE, 41V8—FKY K AVE—&
ROT—BTZ L T—ROBAD64EY RABENET, COTF—2E, T—RIZTLDY—
ALEI2T, XAV E—DZBYBTOLAERETILEHICERAEIET,

Ethanalyzer /N7 Y RF ¥ 7F ¥ —)L T detail ¥F—D— REEHL T, ICMP UAALLIRXY
t—CORBRERRL, ERBEEXEShEF—270—-0 IP7 RLABERERRELET,

Nexus7000#ethanalyzer local interface inband capture-filter icmp limit-captured-frames 1000
detail

Frane 2 (70 bytes on wire, 70 bytes captured)

Arrival Time: Sep 15, 2018 23: 54: 04. 388577000

[Tine delta from previous captured frane: 0.000426000 seconds]

[Tine delta from previous displayed frane: 0.000426000 seconds]

[Tinme since reference or first frame: 0.000426000 seconds]

Frame Nunber: 2

Frane Length: 70 bytes

Capture Length: 70 bytes

[Frame is narked: Fal se]

[Protocols in franme: eth:ip:icnp:ip:icnp:data]

Et hernet 11, Src: 00: be: 75:f2:9e:bf (00:be:75:f2:9e:bf), Dst: 00:0a: 00: Oa: 00: Oa
(00: Oa: 00: Oa: 00: Oa)

Desti nati on: 00: 0Oa: 00: Oa: 00: Oa (00: Oa: 00: Oa: 00: Oa)

Addr ess: 00: Oa: 00: Oa: 00: Oa (00: Oa: 00: Oa: 00: Oa)

....... O.... .... .... .... =1Gbit: Individual address (unicast)

e .00 oo oo ... ..., = LGDbit: Gobally unique address (factory default)
Source: 00: be: 75: f2: 9e: bf (00: be: 75: f 2: 9e: bf)

Address: 00: be: 75:f2: 9e: bf (00: be: 75: f 2: 9e: bf)

I G bit: Individual address (unicast)

LG bit: Gobally unique address (factory default)

Type: 1P (0x0800)
Internet Protocol, Src: 10.0.0.1 (10.0.0.1), Dst: 10.0.0.100 (10.0.0.100)
Version: 4

Header |ength: 20 bytes

Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN. 0x00)
0000 00.. = Differentiated Services Codepoint: Default (0x00)

.... ..0. = ECN Capabl e Transport (ECT): O

....... 0 = ECN-CE O

Total Length: 56

Identification: Oxf986 (63878)

Fl ags: 0x00

0.. = Reserved bit: Not Set



.0. = Don't fragment: Not Set
..0 = Mre fragnments: Not Set
Fragment offset: O
Tinme to live: 255
Protocol : |GV (0x01)
Header checksum Oxadd9 [correct]
[ Good: True]
[Bad : Fal se]
Source: 10.0.0.1 (10.0.0.1)
Destination: 10.0.0.100 (10.0.0.100)
Internet Control Message Protocol
Type: 5 (Redirect)
Code: 1 (Redirect for host)
Checksum Oxb8e5 [correct]
Gat eway address: 10.0.0.2 (10.0.0.2)
Internet Protocol, Src: 10.0.0.100 (10.0.0.100), Dst: 192.168.0.1 (192.168.0.1)
Version: 4
Header [ength: 20 bytes
Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN 0x00)

0000 00.. = Differentiated Services Codepoint: Default (0x00)
.0. = ECN- Capabl e Transport (ECT): O
....... 0 = ECNCE: O

Total Length: 84

Identification: Oxf986 (63878)

Fl ags: 0x00

0.. = Reserved bit: Not Set

.0. = Don't fragment: Not Set

..0 = Mre fragnments: Not Set

Fragment offset: O

Tinme to live: 254

Protocol : |GV (0x01)

Header checksum Oxa8ae [correct]

[ Good: True]

[Bad : Fal se]

Source: 10.0.0.100 (10.0.0.100)
Destination: 192.168.0.1 (192.168.0.1)
Internet Control Message Protocol
Type: 8 (Echo (ping) request)

Code: 0 ()

Checksum O0x02f9 [incorrect, should be Oxcael]
Identifier: OxaOld

Sequence numnber: 36096 (0x8d00)

ICMP DA AL RNDODF1t2—T7)L{t

XY RD—=OBET, RAAVTFERERBILI—BIEA2IEBAULAVIAI 2 EZ—T IAANS KT T 1
YOTA—-ZIN—TA2IUIBBENHZHE. THICHRBIDLAVIAZR—TIAAT
ICMPUR ALY MNEEZEMCTDE, JO—HCPUZRAHLTIL—T12TEND20EmH<
CENTEXRT,

KERIC, BEAEDRY RNT—ITE, IXTOLAVIAUE—TIA A (A—BFFRYNAY
R—TIAABEDYMEBIBENDER—RNFYRILAEZ—TIA AR SVIA 2 Z—T I R%
EDRENBZEONDESE ) TICMP URA AL VN ZERICEMCTDIEN ERBENET, noip
redirects L 4 V34X —T7 T A ATICMPUR AL U NEEMWIC T SCisco NX-OSA > Z—T I A
ALAXRIILOAR Y R, ICMPUS AL U FMENBNICBEDTVDR L ZRFETHICE. XOFIEZ
RITLET,



- fREno ip redirects N> RAA 2V R—T7 T4 AREICEBMENE T,

Nexus7000#show run interface vlan 10

interface VI anl0
no shutdown no ip redirects
ip address 10.0.0.1/24

cAVE=TILADICMPURE ALY NDAT—RAN Tdisableds THD L ZHBELET

o

Nexus7000#show ip interface vlan 10 | include redirects
IPicnp redirects: disabled

ALY TFRA=N=NAYFDLSEBHOTA A= RDIDICAVER—TIAAREETY>1T
%CiscoNX-OSY 7 R T F7aVR—F> MNZ & 2T, ICMP Redirect enable/disable 7 %
DOEREST N TVWAR L ZHIBLET,

Nexus7000#show system internal eltm info interface vlan 10 | i icmp_redirect
per _pkt Is_en = 0, icmp_redirect = 0, v4_sane_if_check = 0

AR EDTAUHA—RT, BEDLANVIA U EZ—T T4 ADICMPUR A4 L U NEXM/ESD
TN BREENTVR L ERIBELET,

Nexus7000#attach module 7

Attaching to nmodule 7 ...

To exit type 'exit', to abort type 'S$.'

Last login: Wed Sep 15 23:56: 25 UTC 2018 from 127.1.1.1 on pts/0
nodul e- 7#

!--- Optionally, jump to non-admin Virtual Device Context (VDC) if verification needs to be done
in one of the custom VDCs
nodul e- 7#vdc 6

nodul e- 7#show system internal iftmc info interface vlan 10 | include icmp_redirect
icmp_redirect : 0x0 ipv6_redirect : Ox1

B

RFC792 THREENTWA ICMP VA AL I RMXAZALRE., JILFRAKNZXYRD—0 &
TXVRNENULEGBENAZRELT DRSS CRAENTVET, XY ND—TFHIEAFEIC
V), CPUR—ADNTY NL—FT A2 THER/N—RIITASICTRY) GEEL A V3INTY
NEDEIZHENLTRICONT, YILFRAVRNRY RND—DEITX VN ENL ERELET—REE
NDEEMRIHPILELEZ. F7A4ILRTR, ICMPUSR AL I MR IXNTOL A V31> 52—
TJ7IAATERNCB2>TVET RARTAVYIN—TF AT, BA4FIVIN—TFT14>2J, KU
SR=AN=TFT A2 IBE, EERERBEEXN_ALEZHFEDETHERATEIRY ND—7
Tk, ICMPUR ALV MNEREZEVOERICLTEIICERLEVWE, RFUDZY R/ —ROD

CPUZERALTERBEBRNZ 71V VZREBITIXBEN BB ET, ChiZkl), EREBNZT
AVOTO—ERYNDT—=DAVTZANZVFYOAMO—LTL—2OREHROEHICK
ERHENELUDUREMEI B ET,

BFEAEDRY NT—=UTR, RKYNDT—=D A2VTZARZIFYOINTOLAYVIA 22—
J7IAATICMP UR ALV MNERZEICEMCTDZENMRENETT., chiFx, YILFR
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