ping & & T traceroute AN > RICDWT

2

BLoic

ayie

EH®

FHRTZAVR—FV N

=5

ping ANY > R

ping ZE{TTEEHA
L= DOEE
AVB—TILADA D>

access-list AN R

Address Resolution Protocol ( ARP ) &
B

EASE1— KOV
traceroute ANV > R
NTA—=IRA
debug IX > RO
BHEE R

FL®IC

CORFIXNTE, PAONDIL—RTO ping B KX traceroute AN ROFEWHEFHBEL F
9,

AR M

=
CORFIAIXNIEHTZIEEOEHRHREHYELEA,
FERTHIAVR—Z K

CORFIXVRNOABRK, BEDVYIZRIITRPN=—RIITON-T32VICREENDED
TR EREA

CORFIXVNORHRE, REDFARRELCHAZTNARAICETVWTERENELZ, DR
FAXKTEATDIIXNTOTFNAALR, JUTBE(TF7FIIN ) RETERZRHBKLTLE
T, ZHEEBPORY ND—OTR., EONVRIEL>TRCDAEMNI H2EEZ THOEIELT



<EEV,
RELE
REEOFHMIIOVTR, YR FIZAL T4 Y TAOKRREs EBRLTKLEE W,

& 2 36

o EBBL-—&T debug ANV RZBMICITR &, EABREENfr RETI BN HYE
9o debug IN >V RERKITITHEIIC, "debug INV ROFERH OEEBZALSEE L,

CORFIXVRNTR, LEAFCORBILHDLOBELREZHEALET,

172160724 4 B 10072324 172.16.0.34/24

17216121 172.16.012 10,0223 10,0323 17216334 17216434
Router 1 Router 2 Router 3 Router 4

IPEIL—ZDERKE

ping Y > R
ping OAX > Rk, FNAADTIEIEVTADORNTZ TN 21—FT 4 TJIELEREhTVS
FETT, RICETEBEZRETDHEIC, —EOD Internet Control Message Protocol ( ICMP; A
VE—ZY NEEXY+E—2 ORI )Echo XY E—2#FERHALET,

« VDE—RNKARNKFTOTA4TH, k70747 H

c RANEBEITADLEHIZERATETVRNIY TIEHE,

« Ny NOA

ping AN REFEET, PRLAILIO-ERNTY NZHEFEL, REZEGFEET, ping l&k. XD
BEICETRBILET,

s ITO—ERNEEILCIETZHS

- BHEBETNLBE(ZALTIN) AL, REEAFII-AEERERIET LA TE
=B E, CiscoL—R TR, CORALTINOFT7AINMER2¥TT,

ping/ N7y RO TTLEREETEE R A,

RO J— RAIE, debug ip packet detail ANY > RZBMICLEZHED ping AN RERLTVWET

o

A zs E=mEthol—sT debug ip packet detail AN > RZFEHAT S &, CPU OFIARY


https://www.cisco.com/c/ja_jp/support/docs/ios-nx-os-software/ios-software-releases-121-mainline/12778-ping-traceroute.html#usingdbg
https://www.cisco.com/c/ja_jp/support/docs/ios-nx-os-software/ios-software-releases-121-mainline/12778-ping-traceroute.html#usingdbg
https://www.cisco.com/c/ja_jp/support/docs/ios-nx-os-software/ios-software-releases-121-mainline/12778-ping-traceroute.html#usingdbg
https://www.cisco.com/c/ja_jp/support/docs/ios-nx-os-software/ios-software-releases-121-mainline/12778-ping-traceroute.html#usingdbg

A E<nsaEsrsyET. chicky. NTF—IVAFKE<ETLREY ., Y hD—
ONBLETDCENBYET,

<#root>
Routerl#
debug i p packet det ai

IP packet debugging is on (detailed)

Routerl#

ping 172.16.0.12

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.0.12, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/6/8 ms

Routerl#

Jan 20 15:54:47.487: IP: s=172.16.12.1 (local), d=172.16.0.12 (Serial0), Ten 100,
sending

Jan 20 15:54:47.491:

| CVP type=8

, code=0

!I--- This is the ICMP packet 172.16.12.1 sent to 172.16.0.12.
!I--- ICMP type=8 corresponds to the echo message.

Jan 20 15:54:47.523: IP: s=172.16.0.12 (Serial0), d=172.16.12.1 (Serial0), len 100,
rcvd 3
Jan 20 15:54:47.527:

| CVP type=0

, code=0
!--- This is the answer we get from 172.16.0.12. !--- ICMP type=0 corresponds to the echo reply message

!--- By default, the repeat count is five times, so there will be five
!I--- echo requests, and five echo replies.

AEE7E ICMP-type D&

ICMP & e
e AES

0 echo-reply
destination unreachable code 0 = net unreachable 1 = host unreachable 2 = protocol

3 unreachable 3 = port unreachable 4 = fragmentation needed, and DF set 5 = source
route failed

4 V—AJIVF (IRRHHIER)

5 VDAALYIKNOA—RO0O=FYRNDT—VOQOVHAALIKNF—RTTL1=KRANDOUXR




ALINF—BISL2=847 #7 $—EREXY RDI—IQUAALYI K F—5
YSN3=8AT AT H—ERERAROUA ALY N F—RIS A

6 RBET7RLA
8 I3-—
9 W= T RNZAZXAD K~

10 I—ZRER

11 KEBEBRI—-R0=KZ2OY NPOFEGRBEB1=777 X2 NEEXKBER

12 NTZX—Z2EE

13 timestamp-request

14 BALARRTIE

15 BEHRER

16 TEERISE

17 N AVER

18 RAVE
31 E]IZ—

32 ENAILVEALD BN

ping DEEEN SHOE D AEEMDOH D XF

XF E7L:)]
! BRER ()&, REOZEFEERLET,
B, I:“'J?H_*‘ (), RYND—=OH—N—IDREZ2EFEPICRALTINLE
cEZRLET,
U BEIEFREIS—ERIPDUESELLECEEERLET,
Q V—AVIVF (BRWHEHER), BENFED—RETT,
M TS0XNMETEERE A
? NTY N BATHFFHATT,
& INT Y NOFFEEER

ping ZR{TTEEEA

BEDOT RLALCKHL Tping ZEEICRITTERVER, COEIZIVTUAMLTVWRIERE
ZRELTSEZL,

IL—2DOEE

RIZ, ping DA, BEOHE. BLOCBEOERFIEORFICOVTHALET., COHlEF
ROZFRY RD—ORROPRZEALTRLET,

172.16.0.7/24 10.0.7.23/24 172.16.0.34/24

17216121  172.16.012 100223 100323 17216334 17216434
Router 1 Router 2 Router 3 Router 4



<#root>
Rout er 1#

interface Serial0
ip address 172.16.12.1 255.255.255.0
no fair-queue

clockrate 64000
!

Rout er 2#

interface Serial0
ip address 10.0.2.23 255.255.255.0
no fair-queue

clockrate 64000
|

interface Seriall

ip address 172.16.0.12 255.255.255.0
|

Rout er 3#

interface Serial0
ip address 172.16.3.34 255.255.255.0

no fair-queue
|

interface Seriall

ip address 10.0.3.23 255.255.255.0
!

Rout er 4#

interface Serial0
ip address 172.16.4.34 255.255.255.0
no fair-queue

clockrate 64000
!

Router1 ' 5 Routerd A\ ping ZR{TLTHEL & 5,

<{froot>

Routerl#



ping 172.16. 4. 34

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.4.34, timeout is 2 seconds:

Success rate is 0 percent (0/5)

[Results] :

<#root>
Routerl#
debug i p packet

IP packet debugging is on

A zs E=mEthol—5T debug ip packet AN RZFEATH &, CPU OFIARNI EL< &
BDABEMNFHYNET, chlkY), NTA—XVANRELETLEY, XY RND—=OFE
EFBZENBYET,

<ttroot>
Routerl#

ping 172.16. 4. 34

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.4.34, timeout is 2 seconds:

Jan 20 16:00:25.603: IP: s=172.16.12.
Jan 20 16:00:27.599: IP: s=172.16.12.
Jan 20 16:00:29.599: IP: s=172.16.12.
Jan 20 16:00:31.599: IP: s=172.16.12.
Jan 20 16:00:33.599: IP: s=172.16.12.
Success rate is 0 percent (0/5)

(local), d=172.16.4.34, len 100, unroutable.
(local), d=172.16.4.34, len 100, unroutable.
(local), d=172.16.4.34, len 100, unroutable.
(local), d=172.16.4.34, len 100, unroutable.
(local), d=172.16.4.34, len 100, unroutable.

el

Router! TREIL—FT 1420 7O0RJIHFETFTEATVEREVES, NTYy hEEZIZEELES W
WADHA ST, Tunroutables XY E—IHNFRRENET,

Routerl ICAZRTA Y UI—KRZEBMLET,

<ffroot>

Routerl#



configure term na

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#

iproute 0.0.0.0 0.0.0.0 SerialO

[Results] :

<#root>
Routerl#
debug i p packet det ai

IP packet debugging is on (detailed)

Routerl#

ping 172.16. 4. 34

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.4.34, timeout is 2 seconds:
u.u.u

Success rate is 0 percent (0/5)

Jan 20 16:05:30.659: IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 100,
sending

Jan 20 16:05:30.663: ICMP type=8, code=0

Jan 20 16:05:30.691: IP: s=172.16.0.12 (Serial0), d=172.16.12.1 (Serial0), len 56,
rcvd 3

Jan 20 16:05:30.695: ICMP type=3, code=1

Jan 20 16:05:30.699: IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 100,
sending

Jan 20 16:05:30.703: ICMP type=8, code=0

Jan 20 16:05:32.699: IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 100,
sending

Jan 20 16:05:32.703: ICMP type=8, code=0

Jan 20 16:05:32.731: IP: s=172.16.0.12 (Serial0), d=172.16.12.1 (Serial0), len 56,
rcvd 3

Jan 20 16:05:32.735: ICMP type=3, code=1

Jan 20 16:05:32.739: IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 100,
sending

Jan 20 16:05:32.743: ICMP type=8, code=0

Router2 OEEZFANEL & 5,

<#root>
Router2#
debug i p packet det ai

IP packet debugging is on (detailed)

Router2#
Jan 20 16:10:41.907: IP: s=172.16.12.1 (Seriall), d=172.16.4.34, 1en 100, unroutable



Jan 20 16:10:41.911: ICMP type=8, code=0

Jan 20 16:10:41.915: IP: s=172.16.0.12 (local), d=172.16.12.1 (Seriall), len 56, sending
Jan 20 16:10:41.919:

| CVP type=3, code=1

Jan 20 16:10:41.947: IP: s=172.16.12.1 (Seriall), d=172.16.4.34, len 100, unroutable

Jan 20 16:10:41.951: ICMP type=8, code=0

Jan 20 16:10:43.943: IP: s=172.16.12.1 (Seriall), d=172.16.4.34, len 100, unroutable

Jan 20 16:10:43.947: ICMP type=8, code=0

Jan 20 16:10:43.951: IP: s=172.16.0.12 (local), d=172.16.12.1 (Seriall), len 56, sending
Jan 20 16:10:43.955: ICMP type=3, code=1

Jan 20 16:10:43.983: IP: s=172.16.12.1 (Seriall), d=172.16.4.34, len 100, unroutable

Jan 20 16:10:43.987: ICMP type=8, code=0

Jan 20 16:10:45.979: IP: s=172.16.12.1 (Seriall), d=172.16.4.34, len 100, unroutable

Jan 20 16:10:45.983: ICMP type=8, code=0

Jan 20 16:10:45.987: IP: s=172.16.0.12 (local), d=172.16.12.1 (Seriall), len 56, sending
Jan 20 16:10:45.991: ICMP type=3, code=1

Router1 l& Router2 ICIELLS /N Y RZEEELEL AN, Router2 7 RL A 172.16.4.34 N D
TOBRAFEN DH V) EHE A, Router2 (& Router1 IZ Tunreachable ICMP, XY —2%#RLUE

ED

Router2 & Router3 T Routing Information Protocol ( RIP ) ZBMIZLE T,

Router2#

router rip
network 172.16.0.7
network 10.0.7.23
Router3#

router rip
network 10.0.7.23

network 172.16.0.34

[Results] :

<tfroot>

Routerl#

debug i p packet

IP packet debugging is on

Routerl#

ping 172.16.4. 34

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.4.34, timeout is 2 seconds:

Jan 20 16:16:13.367: IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), Ten 100,

sending.



Jan 20 16:16:15.363: IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), Ten 100,
sending.

Jan 20 16:16:17.363: IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), Ten 100,
sending.

Jan 20 16:16:19.363: IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), Ten 100,
sending.

Jan 20 16:16:21.363: IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), Ten 100,
sending.

Success rate is 0 percent (0/5)

Router1 (& Routerd [C/NTY RZIEELFETH. Routerd FIEEEZRLFHB A,

Routerd TEZZX SN HRE :

<#root>
Router4#
debug i p packet

IP packet debugging is on

Router4#

Jan 20 16:18:45.903: IP: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100,
rcvd 3

Jan 20 16:18:45.911: IP: s=172.16.4.34 (local), d=172.16.12.1, len 100,

unrout abl e

Jan 20 16:18:47.903: IP: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100,
rcvd 3

Jan 20 16:18:47.907: IP: s=172.16.4.34 (local), d=172.16.12.1, Ten 100, unroutable

Jan 20 16:18:49.903: IP: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100,
rcvd 3

Jan 20 16:18:49.907: IP: s=172.16.4.34 (local), d=172.16.12.1, Ten 100, unroutable

Jan 20 16:18:51.903: IP: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100,
rcvd 3

Jan 20 16:18:51.907: IP: s=172.16.4.34 (local), d=172.16.12.1, Ten 100, unroutable

Jan 20 16:18:53.903: IP: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100,
rcvd 3

Jan 20 16:18:53.907: IP: s=172.16.4.34 (local), d=172.16.12.1, Ten 100, unroutable

Routerd & ICMP /Ny RESZEL., 17216121 \NEEZREFSELETAH . Routerd ICFZD
XY RNT—=IOADI =MDV ED, KRBELEL I,

Routerd ICARXT A4 Y II)—NZEMLET,

<#root>
Router4(config)#

iproute 0.0.0.0 0.0.0.0 SerialO



CNTHEHYA RAIBEVICTIEATEDRSICBRY XL,

<{froot>
Routerl#

ping 172.16. 4. 34

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.4.34, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 32/35/36 ms

A2VE—TIALADRX T

chid, 123 —T7 I A AN BEEREFELETIEVSKRATT, XOHFITIEE, Routert A S
Routerd AN® ping DETZHAE T,

<#root>
Routerl#

ping 172.16. 4. 34

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.4.34, timeout is 2 seconds:
u.u.u

Success rate is 0 percent (0/5)

N=—TFTA42VTRELWEY, BEOBREHNENS TN 1—FT120%RTLET. Router2 I
ping ZX1TLET,

<#root>
Routerl#

ping 172.16.0.12

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.0.12, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/4/4 ms

BHOHA S, BREE Router2 & Router3 DEICHD DDAV ET, RouterB DV TFIL 4>
R—TIA AN Y NEOLUEAEEMN B V) ET,



<#root>
Router3#
show ip interface brief

Serial0 172.16.3.34 YES manual up up
Seriall 10.0.3.23 YES manual administratively down down

ChFBREICEETERY,

<#root>
Router3#

configure term na

Enter configuration commands, one per line. End with CNTL/Z.
Router3(config)#

interface seriall

Router3(config-if)#

no shut down

Router3(config-if)#

Jan 20 16:20:53.900: %LINK-3-UPDOWN: Interface Seriall, changed state to up

Jan 20 16:20:53.910: %LINEPROTO-5-UPDOWN: Line protocol on Interface Seriall,
changed state to up

access-list AY¥ > R

COFIUFTE, telnet NZ 74V IREGNFA>R—T I 14X Serial0 Z#2H L T Router4 (C A
BENTEET,

<#root>

Router4(config)#

access-list 100 permit tcp any any eq tel net
Router4(config)#

interface serialO

Router4(config-if)#

ip access-group 100 in

Routerl#

configure term na



Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#

access-list 100 permt ip host 172.16.12.1 host 172.16.4.34
Routerl(config)#
access-list 100 permt ip host 172.16.4.34 host 172.16.12.1

Routerl(config)#

end

Routerl#

debug i p packet 100

IP packet debugging is on
Routerl#

debug ip icnp

ICMP packet debugging is on

Router4 | ping ZR{TLE 9,

<#root>
Routerl#

ping 172.16. 4. 34

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.4.34, timeout is 2 seconds:
u.u.u

Success rate is 0 percent (0/5)

Jan 20 16:34:49.207: IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 100,
sending

Jan 20 16:34:49.287: IP: s=172.16.4.34 (Serial0), d=172.16.12.1 (Serial0), len 56,
rcvd 3

Jan 20 16:34:49.291: ICMP: dst (172.16.12.1)

admi ni stratively prohibited unreachabl e

rcv from 172.16.4.34
Jan 20 16:34:49.295: IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 100,
sending
Jan 20 16:34:51.295: IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 100,
sending
Jan 20 16:34:51.367: IP: s=172.16.4.34 (Serial0), d=172.16.12.1 (Serial0), len 56,
rcvd 3
Jan 20 16:34:51.371: ICMP: dst (172.16.12.1) administratively prohibited unreachable
rcv from 172.16.4.34
Jan 20 16:34:51.379: IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 100,
sending



access-list AN ROKEDOYIZIK, BEICEERNE Tdenyally &HYET, DFV., Routerd®
Serial 01 > 2 —7 T4 AILEEL LZICMP/NT Y NFIESBE 1, Router 4lddebugX v £—2IC 7R
ENTWBHKSICICMP Tadministratively prohibited unreachabley XY 22— ZxTO/NT Y KD
BETICEBLET, chEMBRIDHEEL T, access-list AN RIXDITZEEMULET,

<#root>
Router4(config)#

access-list 100 pernit icnp any any

Address Resolution Protocol ( ARP ) fE&

COFIVFTRE, ChiFA4—9FY MEKETT,

Router1

172.16.100.

172.16.100.0/24

Routerd

Address Resolution Protocol @ & Z&

<#root>
Router4#

ping 172.16.100.5

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.100.5, timeout is 2 seconds:



Jan 20 17:04:05.167: IP: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), Ten 100,
sending
Jan 20 17:04:05.171: IP: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), Ten 100,

encapsul ation failed

Jan 20 17:04:07.167: IP: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), Ten 100,
sending

Jan 20 17:04:07.171: IP: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), Ten 100,
encapsulation failed.

Jan 20 17:04:09.175: IP: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), Ten 100,
sending

Jan 20 17:04:09.183: IP: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), Ten 100,
encapsulation failed.

Jan 20 17:04:11.175: IP: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), Ten 100,
sending

Jan 20 17:04:11.179: IP: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), Ten 100,
encapsulation failed.

Jan 20 17:04:13.175: IP: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), Ten 100,
sending

Jan 20 17:04:13.179: IP: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), Ten 100,
encapsulation failed.

Success rate is 0 percent (0/5)

Routerd#

COBITIE, "THTEIMEERE, XvE—INFRRENLELY, ping FEIELEEB A, DFY),
WN=—BREFEDAVE—TIAALINTY REEEFELESVULWAZREBELTVBICEADIDST,
INTY NOREEFEENDASKHEVNEWVWSETT, DT —ATIE, Address Resolution
Protocol (ARP ) DEIMEREZEBRL TVRIHENHY) T,

ARPIFLAV27RLA(MACTRLA)ZLAVIFTRLA(IPZRLA)IEXYTTEDD
CELIhD7ORIINTT, chikshowarp AN REFE>TFIVITEET,

<#root>

Router4#

show arp

Protocol Address Age (min) Hardware Addr  Type Interface
Internet 172.16.100.4 - 0000.0c5d.7a0d ARPA  EthernetO
Internet 172.16.100.7 10 0060.5cf4.a955 ARPA  EthernetO

TH7 LR, BMEICRY EITAH. SEIE debugarp AN REBMICLE T,

<{froot>
Router4#

debug arp



ARP packet debugging is on

Router4#

ping 172.16.100.5

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.100.5, timeout is 2 seconds:

Jan 20 17:19:43.843: IP ARP: creating incomplete entry for IP address: 172.16.100.5
interface Ethernet0
Jan 20 17:19:43.847: IP ARP: sent req src 172.16.100.4 0000.0c5d.7a0d,

dst 172.16.100.5 0000. 0000. 0000 Et hernetO.

Jan 20 17:19:45.843: IP ARP: sent req src 172.16.100.4 0000.0c5d.7a0d,
dst 172.16.100.5 0000.0000.0000 EthernetO.

Jan 20 17:19:47.843: IP ARP: sent req src 172.16.100.4 0000.0c5d.7a0d,
dst 172.16.100.5 0000.0000.0000 EthernetO.

Jan 20 17:19:49.843: IP ARP: sent req src 172.16.100.4 0000.0c5d.7a0d,
dst 172.16.100.5 0000.0000.0000 EthernetO.

Jan 20 17:19:51.843: IP ARP: sent req src 172.16.100.4 0000.0c5d.7a0d,
dst 172.16.100.5 0000.0000.0000 EthernetO.

Success rate is 0 percent (0/5)

BOH DK, Routerd ANy NE27O—RFYARL, 1 —HZXY N 7JO—RF¥YAKN T RL
A FFFF.FFFF.FFFF ICEELTWVWA A RLTVWE T, 2Tk, 0000.0000.0000 k&,
Routerd A" 3%{5% 172.16.100.5 ® MAC 7 RLAZBREZEL TVWB L ZEKRLTVET, Z Dl
T, HZIIL—2IF ARP EXRODETHICMAC 7 RLAZZEBELTVWEWESD, /12 —T 1A
AA—HZXYRNOHASREEENDTO— R+ + A7 L—LART 0000.0000.0000 %7 L —A7K
LFEELTHEY, 172.16.100.5 ICXET S MAC 7 RLAZBVWADEET, IBEN WSS,
showarp HAD IP 7 RLAICKETS MAC 7 RLARFTELELTIN—IENET,

<#root>

Routerd#

show arp

Protocol Address Age (min) Hardware Addr  Type Interface
Internet 172.16.100.4 - 0000.0c5d.7a0d ARPA  EthernetO
Internet 172.16.100.5 0 I nconpl ete ARPA

Internet 172.16.100.7 2 0060.5cf4.a955 ARPA  EthernetO

ENERL LA BBLLEE, COFRELBIVRNJFEARP T—T P SHEEENETT, T
D MAC 7 RLAA ARP T—7 )L HIZBEWVIBE, "THTEILKREL OFRER ping FRBILET

o

B AL



T7AILBRTRE, 2BWUALCUE-—DN IV RASKBEZZELRZVE, ping FRELET,

<{froot>
Routerl#

ping 172.16.0. 12

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.0.12,

timeout is 2 seconds

Success rate is 0 percent (0/5)

D ONEV, FEEEEFArRVERY NRD—J0FE, 2¥TRFRT9TT, COFT7 4 NE
(&, #L5k ping ZFE>TEETEE T,

<tfroot>
Routerl#
pi ng

Protocol [1ip]:

Target IP address: 172.16.0.12
Repeat count [5]:

Datagram size [100]:

Timeout in seconds [2]:

30

Extended commands [n]:
Sweep range of sizes [n]:

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.0.12, timeout is 30 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1458/2390/6066 ms

JLER ping AN ROFFMICDOWTIE, THEGR ping & &K T HE5R Traceroute AN RICDOW Ty %
SRLUTLSEEL,

AHOBITE, BALTINEZREXTE ping FRIBLEL 1,
N SYURNY Y TOREEBIE 2 B LTS,

EULWEERT RLA
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COBIE, —RBEZFTIATY,

10.0.0.0/24

e 10.0.0.1 10.0.0.1 172.16.0.12

Router1 Router?
172.16.012

10.0.0.0/24

ELVWEERT RLA

Router! ICLAN /2 —7 I/ AZEBMLET,

<#root>
Routerl(config)#
interface ethernetO
Routerl(config-if)#

i p address 10.0.0.1 255.255.255.0

LAN EQOAT—>32A 5, Router! N\ ping §5CENTEEXRT, Router! »*'S Router2 N\
ping T2 ENTEFXRT, LAL. LAN LDAFTF—2 32 A5 Router2 A\ l& ping TEXRHE A,

Router1 A5 l&. Router2 A\ ping TEEX T, BELESIE. F7FIKNT, ICMP N7 Y hFDOY
—AT7RLARELT, BEAVEZ—TIAADIPTPRLAZERATSHSTT, Router2 IZIF.
COFLWLAN CBETABEAI DY EBA. CcORYRNIT—=ILS5ONTY NIICETHDHEN
HYETH. pEBFENfMDHLVVEEA,

<#root>
Routerl#
debug i p packet

IP packet debugging is on

BE ZBEHPDI)L—2F T debugip packet I REFATD L, CPUDRAEXRN B &
DUEMNBDYNET, ChickY), NTA*—XANKRELETLEY, XY ND—=OHF
EIBCEABYET,

<tfroot>



Routerl#

ping 172.16.0.12

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.0.12, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 4/7/9 ms
Routerl#

Jan 20 16:35:54.227: IP: s=172.16.12.1 (local), d=172.16.0.12 (Serial0), len 100, sending
Jan 20 16:35:54.259: IP: s=172.16.0.12 (Serial0), d=172.16.12.1 (Serial0), len 100, rcvd 3

BOHDBIE, EEEhENTY NOREETT RLAN 17216121 THD o, BEL TVE
L7 LANASONTY 22 Z1L—RTBICE, LR ping ZFEATHIHEN HYET,

<#root>
Routerl#

pi ng

Protocol [ip]:

Target IP address: 172.16.0.12
Repeat count [5]:

Datagram size [100]:

Timeout 1in seconds [2]:
Extended commands [n]: y
Source address or interface:

10.0.0.1

Type of service [0]:

Set DF bit in IP header? [no]:

Validate reply data? [no]:

Data pattern [0xABCD]:

Loose, Strict, Record, Timestamp, Verbose[none]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.0.12, timeout is 2 seconds:

Jan 20 16:40:18.303: IP: s=10.0.0.1 (local), d=172.16.0.12 (Serial0), Ten 100,
sending.

Jan 20 16:40:20.303: IP: s=10.0.0.1 (local), d=172.16.0.12 (Serial0), Ten 100,
sending.

Jan 20 16:40:22.303: IP: s=10.0.0.1 (local), d=172.16.0.12 (Serial0), Ten 100,
sending.

Jan 20 16:40:24.303: IP: s=10.0.0.1 (local), d=172.16.0.12 (Serial0), Ten 100,
sending

Jan 20 16:40:26.303: IP: s=10.0.0.1 (local), d=172.16.0.12 (Serial0), Ten 100,
sending.

Success rate is 0 percent (0/5)

COFE. BERXT RLARK 10001 THY ., ChEEELTVEEA. NTY NIEFELE



TH., BEEBEShELA, CORBEEEBIETSICIE, Router2 IZ 10.0.0.0 ANDJ)L—KZEEML
£9, ERXDII—ILEL T, ping DERITEFT/NA A, ping DEFTANDISBENDIEESTEEFRH
LTVRURENFHYET,

BALF1I— ROV

NTYRFIIL—RICHBEITDE, L—BFREZNZENAKLARILTEELLSELET, XHT
2F vV 1 T—TIALC—HITDEONFEO2ASKBVES., TONTY NGTORALED =
ODICANAVE—TIAADAAFI—ICANSIhET, —FONTY NFEICTOEALEZ
NTLVERTY, REFBEUTRY NT—IHALRELTVWAE, T7O0EAREBEhD/NTY RTA
AFI-AV2EVIEBRBDERBNERA, ABFI-HAV2EVIELDE, NTY NERER
ThET,

AVE—TIAAGBBLTVETHN., ASDF1—OROVYTHFZVZENFRRTT/NS A%
ping TEFEtHB A, showinterface IJN > RTAADROY T2 ERTEE T,

<tfroot>

Routerl#

show i nterface Serial 0/0/0

Serial0/0/0 is up, line protocol 1is up

MTU 1500 bytes, BW 1984 Kbit, DLY 20000 usec,
reliability 255/255, txload 69/255, rxload 43/255

Encapsulation HDLC, loopback not set

Keepalive set (10 sec)

Last input 00:00:02, output 00:00:00, output hang never

Last clearing of "show interface" counters 01:28:49

I nput queue: 76/75/5553/0

(size/max/drops/flushes);
Total output drops: 1760

Queueing strategy: Class-based queueing

Output queue: 29/1000/64/1760 (size/max total/threshold/drops)
Conversations 7/129/256 (active/max active/max total)
Reserved Conversations 4/4 (allocated/max allocated)
Available Bandwidth 1289 kilobits/sec

!--- Output supressed

HAONLSHABEKSIZ, Input Queue Drop A" high ICE2TVWET, AN/HAFI—ROYTD
RSN 1—FT420J120WTR, TALFI—ROVFTEHRIFI—ROVIORTTILS
1—T AT ZZRULUTEEV,

traceroute Y > R
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traceroute AN > Rik, N7 Y RFBEICEAL DS EZICERICEBRBITDIIL—MRETDIOICHER
ENET, TNAA(LEAEF, )L—FFE PC) (&, User Datagram Protocol ( UDP; 1 —%
TF—RIZALAZT7ARIN) F—RIZLDS—T2VAR%E, UE—KN RAMDOEMR—KN 7 RL
ACEFELET,

3ODF—RTSAFES N, TRER®D Time-To-Live ( TTL; £TFATEEESR ) 7 4 — )L R{EA 1
ICRRETNTVWET, TTLOEZ1ICTRET, F—E2ITLRNARAORADIL—RIZEY
RTBETSIZ TRALTIR LET, COIL—FRBRIC, F—RIFZLNHRYINICE S =
CEZEEWKRTS ICMP @ Time Exceeded Message (TEM ) XY £—J #RLULE T,

RIZ, BlO 32D UDP XY E—IHEEEN, ThENAO TTLEE 2 ICBREES N TVD Lo,
2EHDODIL—FEICMPTEM 21 RLET, CcO7ORAEK. NT Y RAERRIZMEIT O%E %I FE
TRETHREETET, chSOT—ZFITSLARBERANDEMBER—NITIEALESELT
WB s, ICMP OR—RNEEFREX Y E—IHFREh, BEFELER—RNFRENET, O
ARYRNIZEDT, TORTEEZADESN traceroute 7OT S ALICESNET,

CTOEME., HICMPTEM OXERZRHEL ., BELIETDIOICNTY MFE2ENAD
I\I/ ZE*E{/\?%’L.&.T?O

<tfroot>

Routerl#

traceroute 172.16.4. 34

Type escape sequence to abort.
Tracing the route to 172.16.4.34

1172.16.0.12 4 msec 4 msec 4 msec
2 10.0.3.23 20 msec 16 msec 16 msec
3 172.16.4.34 16 msec * 16 msec

Jan 20 16:42:48.611: IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 28,
sending
Jan 20 16:42:48.615: UDP src=39911, dst=

33434

Jan 20 16:42:48.635: IP: s=172.16.0.12 (Serial0), d=172.16.12.1 (Serial0), len 56,
rcvd 3
Jan 20 16:42:48.639:

| CWP type=11, code=0

I--- ICMP Time Exceeded Message from Router?.

Jan 20 16:42:48.643: IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 28,
sending

Jan 20 16:42:48.647: UDP src=34237, dst=33435

Jan 20 16:42:48.667: IP: s=172.16.0.12 (Serial0), d=172.16.12.1 (Serial0), len 56,
rcvd 3

Jan 20 16:42:48.671: ICMP type=11, code=0

Jan 20 16:42:48.675: IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 28,
sending



Jan 20 16:42:48.679: UDP src=33420, dst=33436

Jan 20 16:42:48.699: IP: s=172.16.0.12 (Serial0), d=172.16.12.1 (Serial0), len 56,
rcvd 3

Jan 20 16:42:48.703: ICMP type=11, code=0

chETTL=A ZFE>TEBLENTY NOBRIDS -T2 ATE, HRYIIODIL—F ( ZOT—AT
Ik Router2 ( 172.16.0.12) ) /S v h& KOY 7L, #ET (172.16.12.1) I type=11 ICMP
XY t—T%FEVIBELUET, Chik, Time Exceeded Message ( TEM ) ICHH L F T,

<#root>

Jan 20 16:42:48.707: IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 28,
sending

Jan 20 16:42:48.711: UDP src=35734, dst=33437

Jan 20 16:42:48.743: IP: s=

10.0.3.23

(Serial0), d=172.16.12.1 (Serial0), len 56,
rcvd 3
Jan 20 16:42:48.747:

| CWP type=11, code=0

!I--- ICMP Time Exceeded Message from Router3.

Jan 20 16:42:48.751: IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 28,
sending

Jan 20 16:42:48.755: UDP src=36753, dst=33438

Jan 20 16:42:48.787: IP: s=10.0.3.23 (Serial0), d=172.16.12.1 (Serial0), len 56,
rcvd 3

Jan 20 16:42:48.791: ICMP type=11, code=0

Jan 20 16:42:48.795: IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 28,
sending

Jan 20 16:42:48.799: UDP src=36561, dst=33439

Jan 20 16:42:48.827: IP: s=10.0.3.23 (Serial0), d=172.16.12.1 (Serial0), len 56,
rcvd 3
Jan 20 16:42:48.831: ICMP type=11, code=0

TTL=2 D421 Router3 (10.0.3.23 ) TAIL 7O AN KELET,

<#root>

Jan 20 16:42:48.839: IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), Tlen 28,
sending

Jan 20 16:42:48.843: UDP src=34327, dst=33440

Jan 20 16:42:48.887: IP: s=

172.16.4. 34

(Serial0), d=172.16.12.1 (Serial0), len 56,
rcvd 3
Jan 20 16:42:48.891:



| CWP type=3, code=3

!I--- Port Unreachable message from Router4.

Jan 20 16:42:48.895: IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 28,

sending

Jan 20 16:42:48.899: UDP src=37534, dst=33441

Jan 20 16:42:51.895: IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 28,
sending

Jan 20 16:42:51.899: UDP src=37181, dst=33442

Jan 20 16:42:51.943: IP: s=172.16.4.34 (Serial0), d=172.16.12.1 (Serial0), len 56,
rcvd 3
Jan 20 16:42:51.947: ICMP type=3, code=3

TTL=3 Tld. BRKMIC Routerd ICEELE T, cDEE, R—NEBEMTEAEVES, Routerd
(& Router1 (C type=3 ( Destination Unreachable Message ) . code=3 ( Port Unreachable ) M
ICMP XY £—2 ZIRELET,

RDTRIE, traceroute AN REBHICRREND AN HEZXFE—EBI_LEENDTT,

IP traceroute 7F A N ZF

XF Bt

L /—RICHOVTO, BETO—THICRITZTIRNIY T
B(IU®)

nn msec

*

Z7O—7HFRALT I

EEFOEARICKDEIE (B, access-list )

V—AIJIVF (BRIMHFER) . BENFED KRR

J—HEWRAKTAK

R—RNABEFEE

RA NN EETEE

Y ND—UHNEETRE

7’0k J)LEERRE

[ZA LT B (Timeout) ]

~N(H|o|Z(T|IC|IT(O|>@

NTY N BAT N

INT #—X A

ping B KT traceroute AN RZFEAL T, U RNUYTEBE (RTT) ZWMBTEET, C
nid, TO— /A7y hERY, BEEEIRDOCABARETY, ChiCL), UV ITORE
HEEZBBENICEMIBZD_ENTEET, LHAL, COBFRENT X AFHAICEZZEE
FERTREHYEEA,

NTY ROBENIN—ZBETHZIHE. CONTYNETOLRARAMYFEBIHBENF HVE
T, 7Oty HEF, CONTYRPSORERELEL, BEZRESAThERYEFEA, ChiZE
AR DOE-—DENTRESYERA. ERL, IL—FBNTYRZIL—MFTDELSICHBES



NTVWET, ping CXHTRIEERE, RARNIT7#—hEY—ERELTRMHEIET,

CHOEZFHPT D=8, Router! 15 Router2 A ping NDETHIZRICRLET,

<#root>
Routerl#

ping 172.16.0. 12

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.0.12, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/4/4 ms

RTT X84 UM TY, Router2 TTOTLA%ZZHAIT5HeexFRICL =%, Router1t 15
Router2 N\ ping ZE1TL T E&E L\,

<tfroot>
Routerl#

ping 172.16.0. 12

Type
escape sequence

to abort.
Sending 5, 100-byte ICMP Echos to 172.16.0.12, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 24/25/28 ms

AT, RTTAKIEICEML KT, Router2 FIFEICED —RETIDT, ping [T B ISEE
BRIEEAS< BN EEA L—BFONTF—XDAZTANTIZE2ELVEFEELT, I—
SEBBIBDRNTTAVIEESEDHNHYKRT,

i7 Router1 \7




N—BZBBITDINTTAVY

RZT74YORBILN—BRICR)BEBRELT, 77ARNAAYFENERT, EFXNERY ND—D
TINZEFHALRT,

Router1 Router? Router3

N—B3D20EXNERY ND—D

Router1 #* S Router3 N ping 2E{TLE T,

<#root>
Routerl#

pi ng 10.0. 3. 23

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.0.3.23, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 32/32/32 ms

NZT74Y20&Router2 Z2BiBL, 77 ARNASMYFENBLDICHKYET, Router2 T7O%
AZHTHHEEEMLET,

<tfroot>
Routerl#

ping 10.0. 3. 23

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.0.3.23, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 32/32/36 ms

FEAEERBVWEHYYEEA., ChiE, Router2 T, NTY RFEIVRAKLANRILTEDODNDIZHT
ERD



debug I~N > RO ERA

debug IX > RZEMFEATHHIC, "debug AN ROEBELSIER, 25BL T LT,

CORETHEAETNTVWSREEREEE debug IX > Rik, ping F/=I& traceroute AN > RAEH
ENEELEILMANRIDIAERLET, chSOIANV RE, BEONT TN 21—FT1427(C
‘’IABEET, LHAL, EBEEBRETIE, debug BEFBELTHEAITIMLENHYET, FoTLVD
CPU A THRWVES, FLE7OCARBENDINT Y NI KREICHDEES, FRAFOF/NA
ADMBRENFFECETLUTILES AR HVWET, L—RIEWT S debug AN ROEE
ZRPMIWADHFEN VK ODPBYET, TOVEA VAN ZFERAL T, ERFUEBRBEOND
JAYVIIRETDINDEEN1DTI,

ZURLT—EZOBRFROEHTY,

<#froot>
Routerd#

debug ip packet ?

<1-199> Access list

<1300-2699> Access list (expanded range)

detail Print more debugging detail
Router4#

configure term na
Router4 (config)#
access-list 150 permt ip host 172.16.12.1 host 172.16.4.34

Router4 (config)#A

4

Router4#

debug i p packet 150

IP packet debugging is on for access list 150
Router4#

show debug

Generic IP:
IP packet debugging is on for access list 150

Router4#

show access- i st

Extended IP access list 150
permit ip host 172.16.12.1 host 172.16.4.34 (5 matches)



CDREZMEDS &, Routerd I, access-list 150 &€ —B T3 debug XY = LAHAILELA
o Router1 A'5 ping ZRTTDE, ROAYE—IHFRRENET,

Router4#

Jan 20 16:51:16.911: IP: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100,
rcvd 3

Jan 20 16:51:17.003: IP: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100,
rcvd 3

Jan 20 16:51:17.095: IP: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100,
rcvd 3

Jan 20 16:51:17.187: IP: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100,
rcvd 3

Jan 20 16:51:17.279: IP: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100,
rcvd 3

CNSD/INT Y M access-list E =L BEWE®H, Routerd A SIFREABEADEERFBShEFLA
o TNSZRIRTDICIEK., XEEMLET,

<#root>

Router4(config)#

access-list 150 permit ip host 172.16.12.1 host 172.16.4.34
Router4(config)#

access-list 150 permit ip host 172.16.4.34 host 172.16.12.1

[Results] :

Jan 20 16:53:16.527: IP: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100,
rcvd 3

Jan 20 16:53:16.531: IP: s=172.16.4.34 (local), d=172.16.12.1 (Serial0), len 100,
sending

Jan 20 16:53:16.627: IP: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100,
rcvd 3

Jan 20 16:53:16.635: IP: s=172.16.4.34 (local), d=172.16.12.1 (Serial0), len 100,
sending

Jan 20 16:53:16.727: IP: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100,
rcvd 3

Jan 20 16:53:16.731: IP: s=172.16.4.34 (local), d=172.16.12.1 (Serial0), len 100,
sending

Jan 20 16:53:16.823: IP: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100,
rcvd 3

Jan 20 16:53:16.827: IP: s=172.16.4.34 (local), d=172.16.12.1 (Serial0), len 100,
sending

Jan 20 16:53:16.919: IP: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100,
rcvd 3

Jan 20 16:53:16.923: IP: s=172.16.4.34 (local), d=172.16.12.1 (Serial0), len 100,
sending



debug ANV ROFEZMABZES—DOFZERF, TNV IXVvE—DZNY T T7ICAN, FN
YIBATIZLIZRIC showlog AN RZEFE>TRRTDEVSEDTY,

<#root>

Router4#

configure term na
Router4(config)#

no | oggi ng consol e
Router4(config)#

| oggi ng buffered 5000
Router4(config)#A

4

Router4#

debug i p packet

IP packet debugging is on
Routerd#

ping 172.16.12.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.12.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 36/36/37 ms

Router4#

undebug al

A1l possible debugging has been turned off

Router4#

show | og

Syslog logging: enabled (0 messages dropped, 0 flushes, 0 overruns)
Console Togging: disabled
Monitor Togging: level debugging, O messages logged
Buffer logging: level debugging, 61 messages logged
Trap Togging: Tevel informational, 59 message lines logged

Log Buffer (5000 bytes):

Jan 20 16:55:46.587: IP: s=172.16.4.34 (local), d=172.16.12.1 (Serial0), len 100,
sending

Jan 20 16:55:46.679: IP: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100,
rcvd 3



ping 8 & traceroute AN RiF, XY ND—OTF IV EABEZ NS TN 1—FT120 093k
HIZFEATES, BREI—FT1UT14TY, FULARERECHETT, Chs52 20X R
F. XRYRND—=OI VP ZTFILE>TLELFERAEATVET,

BYIE 5 ¥

« 5K ping & K Y5k traceroute AX > RICDWT
« TOZHIYR—b - Cisco Systems
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