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5 p. 10,48 67250

3750X-6
GL/0/1

trunk

G1/0/20

5 IP: 10.48.66.109

G1,/0/2 3750X%-5 GL/0/1

G1/0/48

Vlan2D
Tag: 3
Tag name: VLAMNZD

ISE WianiD

(10.48.66.129) Tag: 2
Tag name: VLANILD

Windows7 WindowsXP
192.168.1,200 192.168.2,200

cOXRY ND—2 NRODPR TR, 3750X-5 A/ YFRRISEDQIP 7 RLAZH>TVWEDS—R
FINAATHY, CTSUVZIRTORGORIAICERAETLS PACZEFHNICAYO—RLE
To — R FNA A, FEZ—RFNAAAD 802Ax A—tE T4 5—RE L THBELET,
Cisco Catalyst 3750X-6 1) —X R4 Y F (3750X-6 ) &, I —R FNAATT, Chik, &
—RFNAAICKLT 802X YT UAHMELTHEELET, E—R FNALANY—R FN
A ARBHTISE ICH LU TRIAZITSE, CTSUTIRADT VAN FAENE T, REEAN I
g5 &, 3750X-5 A4 Y F LD 802.1x R— KD AT —R AN authenticated ICZDH V), MACsec
DESENZIAI—REhET, AAYFEAONT 71V DIk, SCGT XJFHEh, BES{LE
hEd,

ROVARNE, FRENDRTZT74V0 JO—ZXKEDHLZEDTT,

. 2 — R 3750X-5 &, ISE IC#E#HL PACZA I O—RLET, chlk, BELEREXRY
J—DEFICERAEThET,

. E— R 3750X-6 &, FREL/EFE. BRVU PACZ ISEASA U O—RIBEHIC, 7V
AN O=)IZFEHAL T802.1xRAEZEITLET,

. 3750X-6 &, PACICETDVTREE NN RIERAZITSLHIC, 2 FEB D 802.1x



Extensible Authentication Protocol-Flexible Authentication via Secure Protocol ( EAP-
FAST) Y>3 ZX{ITLET,

. 3750X-5 AEEMOEHIC, BKRU 3750X-6 DDV IZ, SGARD—=AIO—RLE

ER
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S—=RASYFHBRTIES— R ALY FORE

>—R
nEd,

cts

TINA A (3750X-5) A", CTS AD RADIUS #—/N&ELTISE ZEAT A LS ICHRES

new-model

authentication dotlx default group radius
authorization network default group radius
authorization network ise group radius
accounting dotlx default start-stop group radius

authorization list ise

radius-server host 10.48.66.129 pac key cisco
radius-server host 10.48.66.129 auth-port 1812
radius-server vsa send accounting

radius-server vsa send authentication
O—IAXR=—ATF72tRAA>MO—=)L VAN (RBACL) 8&VtEFa1UTa FJI—T R—=A 7
A2 MA—I)L VAN (SGACL ) OEANFBMICBVET (ChSBRREEFEAETIET

) o

cts
cts

role-based enforcement
role-based enforcement vlan-list 1-1005,1007-4094

Y — R F/)NA A (3750X-6 ) &, RADIUS £k CTS R #4EL ., WIF, A, H&
CTHITAVYT (AAA) DEHETFICEREENET,

aaa
aaa
aaa
aaa

new-model

authentication dotlx default group radius
authorization network default group radius
accounting dotlx default start-stop group radius

A2 —TITAALTB21x ZEMLTBHIC, ISEZRETIHBENBYVET,

ISE DE&E

ISE ZRRETBICIE. ROFIEZRITLET,

1. [Administration] > [Network Resources] > [Network Devices] ICBEBIL., MAS Y FZXY b

D=0 TOEATINAA(NAD) &L TEML ET, [Advanced TrustSec Settings] T. A
1Y F CLI TREEFERTDEHD CTS NAD—RERELET,



* Advanced TrustSec Settings

¥ Device Authentication Settings

Use Device ID for SGA
Identification

Device Id | 3750%

* Password |-|||||--||

| | Show |

* SGA Motifications and Updates

* Download environment data every

* Download peer authorization policy every
* Reauthentication every

* Download SGACL lists every

Other SGA devices to trust this device

Motify this device about SGA configuration changes

1 | [Days  [~]
E | [Days  [~]
E | [Days  [~=]7
E | [Days  [~]

2. [Policy] > [Policy Elements] > [Results] > [Security Group Access] > [Security Groups] |- # &)

L. Bt SCGT ZEMLET, CNhSDETE, RAMY FHREDEHREZERTDEST D

O—REehZFxRT,
sifuai]ia
€IS€o  [dentity Services Engine
& Home Operations » Policy Administration -
|2, Authentication |, Authorization |4} Brofiling |7, Posture
Dictionarias Conditions Resulls |
ff Results Security Groups
[ PJ J Edit  badd
= = raTd
e EE s Name =
P Authantication
- O Unknown
¥ | Authorization
= [J viLaNM1O
¥ [ Profiling ) Vismmoo
» £ Posturs i
¥ ] Client Provisioning L] vLAN20
v o] Security Group Access
* | Security Group ACLs
* | Securfty Groups
L
¥ | Security Group Mappings .
L]

ICBEL., SGACL ZRRELE T,

|es, Client Provisioning

|z Security Group Access

oimport gy BExport v M Delste » () Push
SGT (Dec f Hex) Description

0 F 0000 Unknown Security Group
20002 SA For VLANL1O PC

4 /0004 Wlans For Phone

370003 SGA For VLAN20 PC

3. [Policy] > [Policy Elements] > [Results] > [Security Group Access] > [Security Group ACLSs]
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[¢ = P] .-fl* Edit %Add L"(‘_- Duplicate 3 Delste @ Push
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Name . Description IP Version

[ IcMP Permit All Icmp Traffic  1Pv4
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* o Profiling
» ] Posture
* ] Client Provisioning
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F TrustSec FBEFS LV RS TN 1a—F 1429 HA4 Ry ZSRBLTLEEL,

3750X-5 AM PAC 7O0E>3aZ=> Y

CTS RXA > DFRFE (EAP-FASTD 7 I—X 1) IClk PAC I %ET, ISE N STRESKTRY
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/c/ja_jp/support/docs/security/adaptive-security-appliance-asa-software/116497-configure-trustsec-00.html
/c/ja_jp/support/docs/security/adaptive-security-appliance-asa-software/116497-configure-trustsec-00.html

Ft A

ELWIOLT>Z v)L%Z 3750X-5 TRMHTD L, ThA PACZAIO—RLET,

bsns-3750-5#cts credentials id 3750X password ciscocisco
bsns-3750-5#show cts pacs
AID: C40A15A339286CEAC28A50DBBAC59784
PAC-Info:
PAC-type = Cisco Trustsec
AID: C40A15A339286CEAC28A50DBBAC59784
I-ID: 3750X
A-ID-Info: Identity Services Engine
Credential Lifetime: 08:31:32 UTC Oct 5 2013
PAC-Opaque: 000200B00003000100040010C40A15A339286CEAC28A50DBBAC5978400060094
0003010076B969769CB5D45453FDCDEB92271C500000001351D15DD900093A8044DF74B2B71F
E667D7B908DB7AEEA32208B4E069FDBOA31161CE98ABD714C55CA0C4A83E4E1I6A6E8ACACID0O8]
F235123600B91B09CY9A909516D0A2B347E46D15178028ABFFD61244B3CD6F332435C867A968CE
A6BO09BFA8C181E4399CE498A676543714A74B0C048A97C18684FFA9BFOBB872405
Refresh timer is set for 2y25w

PAC &, CLITANENEILFUIYILBRVISE TREENLEEDERUILFOOYIZE
£ L T, Microsoft ® Challenge Handshake Authentication Protocol ( MSCHAPV2 ) IC& 2 T
EAP-FAST RETA V> O—REIZET,

PAC F, REBLVRUS—OEFHICEAETNETT. ChSDODAA Y FICIE, cisco av-pair cts-
pac-opaque Z AL T RADIUS ERZ1TVE T, <k, PACF—ASEBEh, ISE TES
TEFET,

3750X-6 $ & T NDAC RBREA M PAC 7OEZ3aZ> Y

FLOWFNA AN CTS RASVIZEBRTEDLSICTBICE, WHTBR— KT 802.1x ZH%
CTILBEFDBUET,

F-EBEHHLICBEEASM—MOROI -3 ICkk, SAP ORI NERENET, SBEEIC
(k. Galois XY £—I 80— R (GMAC ) A'EAE h, BES{LIZE Galois/Counter
(GCM ) FERENET,

S—R ALY TFTR., ROFEZRTLET,

interface GigabitEthernetl/0/20
switchport trunk encapsulation dotlg
switchport mode trunk
cts dotlx
sap mode-list gcm-encrypt

=R ALY FHATRE, ROFIEZRTLET,

interface GigabitEthernetl/0/1
switchport trunk encapsulation dotlg
switchport mode trunk

cts dotlx

sap mode-list gcm-encrypt

chlE, NZ2U KR—B (ARAYTFED MACsec ) TOHYR—RENET, SAP DRHV)IC



MACsec Key Agreement (MKA ) ORI Z2FEATSH,. R4 Y FERARNED MACsec IZD
WTlk, "MACsec DEEBILDEE 2SBLTLKEEV,

R—KhLET802.1x Z2BMLIBEISIC, FZ—RRAAMYTFRA—EVTAT—2THZI—
RALYTFICNTRDIHTUARELTHELET,

COZ7OERAEF NDAC EFHFEN, CATS RXSVIZHLWTFNA RAZEETEIZHDOENTT,
ALEMAETY, HLWVTFNA AL, BRIV —/NISETRIAE B ILFUI YL ER/HEXRT
- PAC7OEZaZ>J#, TINAA., CTS RXSVIZEHLTVWAIHAEHIELET,

¥ :PACIX. EAP-FASTH M Transport Layer Security(TLS) N> R ZBEIT D EHICFERHE
NEF, 3750X-6 &, EAP-TLS AXDHD TLS hRILOH—/NICK > TREEEh-FE
HEZVZAT NI ERIDOLEEARIC, Y—NFRHETD PACOILTFTUIYILZEE
BELET,

BEHO RADIUS Xy E— A RtEnET,

.....

7

o

000000

3750X (Y— K ALY F ) HS0OBANDEY a2, PACTAOES I=VJIEREhETS
o EAP-FAST ¢, PAC L TERE hEd (MSCHAPV2 BN O DES M L BHEE L
£79 ),

12131 EAP-FAST built anonymous tunnel for purpose of PAC provisioning
22037 Authentication Passed

11814 Inner EAP-MSCHAP authentication succeeded

12173 Successfully finished EAP-FAST CTS PAC provisioning/update
11003 Returned RADIUS Access-Reject

cts credentials IV RZFEHA L TREE Nz MSCHAPV2 OI1—HRBENAD—RFEREIE
T, =5, PACHITTIC7OEDa - JdcshTWadE, ThUEORMISBEZLVDOT, &
#IZ RADIUS 7V EAEEBNRENE T,

OJ02FEOI MU, 802 1x BELZE L £T, EAP-FAST &, RAIlc7OE>a=>J
iz PAC THERAZIhET,

12168 Received CTS PAC

12132 EAP-FAST built PAC-based tunnel for purpose of authentication
11814 Inner EAP-MSCHAP authentication succeeded

15016 Selected Authorization Profile - Permit Access

11002 Returned RADIUS Access-Accept

SE, NRILEEBEBTREHYYEEAN, PACICEK > TREENTVET, CZTH,
MSCHAPV2 Y2 a> HORLU VLTV Y INFEREIhET, TOER, TOILTFOIvI
A ISE LRI —IL EAERRIL—ILICERS U THREEE ., RADIUS O Access-Accept NMIRE N E
T HWT, A—EFTA TR AV FHFREhLZEEZERAL, TOR—MOD 802.1x &V
AV ERBEHRREBICBITLUETD,

RPN 802Ax D2 Y aAVOTOLAR, >—RAMYTFHLSBEDLSICRALTA?


//www.cisco.com/en/US/docs/switches/lan/catalyst4500/15.1/XE_330SG/configuration/guide/swmacsec.html

S—RASOBEEELBZTNYTRRODELSNTY, —RAF, R—KFBBLTVERZEZR
HU, STVAVRNEEERF—E2T4T7—200VFho0—)L & 802.1x ICERATEHREL &
SELERT,

debug cts all

debug dotlx all

debug radius verbose

debug radius authentication

Apr 9 11:28:35.347: CTS-ifc-ev: CTS process: received msg_id CTS_IFC_MSG_LINK_UP
Apr 9 11:28:35.347: @@Q cts_ifc GigabitEthernetl/0/20, INIT: ifc_init ->
ifc_authenticating

Apr 9 11:28:35.356: CTS-ifc-ev: Request to start dotlx Both PAE(s) for
GigabitEthernetl1/0/20

Apr 9 11:28:35.356: dotlx-ev(Gil/0/20): Created authenticator subblock

Apr 9 11:28:35.356: dotlx-ev(Gil/0/20): Created supplicant subblock

Apr 9 11:28:35.364: dotlx-ev:dotlx_supp_start: Not starting default supplicant
on GigabitEthernetl/0/20
Apr 9 11:28:35.381: dotlx-sm:Posting SUPP_ABORT on Client=7C24F2C

Apr 9 11:28:35.397: $AUTHMGR-5-START: Starting 'dotlx' for client (10£3.11a7.e501) on
Interface Gil/0/20 AuditSessionID COA800010000054135A5E32

BREBIC, AMYTFHNISEICTIVEATEDDT, FA—toT74 75— O—-ILNFEAETIhET,
3750X-6 Tk, H7UA> N O—-IFBRENET,

802.1x O0—)LiBR ) §¥4H

¥ . HTUARMAAYFIE, PACEEIBL T802.1xREZ2Z R, RET—Z (&R
) &RAIO—RL, ABAH—NNXDIP7 RLAZZELE T, COFITIRE, MAEDAAL Y F
NMISEICRITIER (NVIR—2 ) DELEZF>TVET, TOR, O—IILEELEST
WTEDLAEVWEEB A AMAGT—NNDSREBEZZELERVIDAAY FAFA—t T4 T—&
WCY), 2BBEORAYFHHTVARNIBYET,

ChNAREERDIE, ALIVE ELTY—9& Nk AAAY—NEZEORADAA Y FH, HETRE
REEZORIN (EAP) BERTFPAFUTATARREETDLEOTT, RIUICEAP A TFUTAT
1B ESELEAAMYTFHNA—TA45—2CRY, TOEBOTATOTATAERE RO
v7LET,



Mao. |Time Source Destination | Protocol | Len.gth| Info

1 2013-07-08 22:20:28.255317008 Cisco_25:a5:14 Nearest EAPDI 60 Start

22013-07-08 22:20:28 278219608 Cisco_aT:ie5:01 Nearest EAPOL bE start

3 2013-07-08 22:20:28,280005000 Cisco 25:a5:14 Nearest EAP 60 Request, Identity
12013-07-08 22:20:28. 289280000 Cisco al:e5:01 NHearest EAP 6o Request, Tdentity

5 2013-87- 120:28.2008000080 Cisco a7:e5:01 MHearest EAP 68 Response, Identity

G 2013-07-08 22:20:28.3179150080 Cisco 25:a5:14 Nearest EAP o Request, Tdentity
T2013-a7-08 22:20:28.324109008 Cisco_aV:ebh:01 Nearest EAI 68 Response, Identity
H2013-a7-08 22:20:28.325778000 Cisco 25:a5:14 Hearest EAF b Response, Tdentity

0 2013-07-08 22:20:28.330537000 Cisco av:ebh:01 Nearest EAI 60 Request, Identity
16 2013-07-08 22:20:28.401497008 Cisco_25:a5:14 Nearest ILSw] a8 Tgnored Unknown Record

11 2013-07-08 22:20:28.407317000 Cisco a¥:eh:81 Nearest 5 266 Client Hello

d |
.......

* Frame 5: 68 bytes on wire (480 bits), 6@ bytes captured (480 bits) on interface @
¢ Ethernet II, Src: Cisco_av:e5:01 (10:f3:11:a7:e5:01), Dst: Nearest (B1:80:c2:00:00:83)
= B02.1X Authentication
Yersion; B02.1X-2010 (3)
Type: EAP Packet (0)
Length: 15
= Extensible Authentication Protocol
Code: Response (2)
Id: 1
Length: 15
Type: Identity (1)
Identity: CTS client

802 x O—ILABIRENBDE (DT VAT, FEAMAY—NICTIOEATERBRVLESD,
3750X-6 AHTUAYK) . RONT Y NMCE PAC 7OES 3 =24 M=% 0O EAP-FAST it
FEENET, RADIUS EROI—HE., BLPFEAP PAF>F 474 EL T, CTSclient &\
S1—YEHFEHEIhET,

Apr 9 11:28:36.647: RADIUS: User-Name [1] 12 "CTS client"
Apr 9 11:28:35.481: RADIUS: EAP-Message [79] 17
Apr 9 11:28:35.481: RADIUS: 02 01 00 OF 01 43 54 53 20 63 6C 69 65 6E 74 [ CTS client]

EE® EAP-FAST R XA EREhBD &, 1—F 3750X6 ( cts credentials ) I MSCHAPv2
LYY aUARELET, ChiETLS R (BEER ) BDOT, ALY FLTRERT
FHAN, PACTOEDI YA ISE LB&@“%#%IHZ;D'?@P\]é'c%hﬁﬁﬁw‘cﬁfiﬁ“o
RADIUS 1—H&, BLRVPEAP 7ATF T 14T 1I5&ELTCTSclient 2B TEEY. LAY
LAEAS, REHR (MSCHAP ) DBAICHE. 3750X6 D 1—HEHFEREhET,

EAF Authentication Method : EAP-MSCHAPWZ
EAF Tunnel Method : EAP-FAST
Username: 3750XE

RADIUS Username : CTS client

Calling Station 1D: 10:F3: 11 A7 ES:01

2 B B ® EAP-FAST RN RITENET, SHEKE, UFC7OEZ 3= J & hik PAC #EH
ThEJ, 2ZTH, RADIUS 1— ﬂ%zbchv%ﬁrs) 17T 145714 & LTI CTS client A A
EhETH, ABRIPAF>T 14T 4 (MSCHAP ) (ClF 3750X6 A fEAEhE T, RIAEHF/RILF
9,



RADIUS Status:
MAS Failure:
Username:
MAC/PF Address:
Metwaork Device:
Allowed Protocol:
ldentity Store:

Authorization Profiles:
SGA Securty Group:
Authentication Protocol : EAP-FASTEAP-MSCHAPYZ)

Authentication succeeded

3750X6

10:F3:11:A7ES:01

30X : 10.48.66.109 : GigabitEthernet1/0/20

NMDAC SGT Semvice

Internal CTS Devices

Fermit Access
Unknown

LS EE, USE A RADIUS Accept N7 Y RRICWK DA DEMZIRLET,

F Authentication Hesult
User-Name=3750X6

State=ReauthSession:COAS00010000053A33FD79AF
Class=CACS:COAB00010000053A33FD79AFise/162314118/3616

Session-Timeout=85400
Termination-Action=RADIUS-Request

EAP-Key-Name=2b:54:e8:37:14:10:f0:3c:1b:90:f1:d7:ad:1c:0b:cc:62:e5:03:4c:6b
cisco-av-pair=cts:security-group-tag=0000-01
cisco-av-pair=cts:supplicant-cts-capabilities=sap
MS-MPPE-Send-Key=ce:d6:28:6f:b4:c0:25:96:69:93:fe:41:0d:1e:80:9d:31:e2:b8:c
MS-MPPE-Recv-Key=d4:8c:13:cd:d7:18:c7:1f.57:21:0d:de:39:fa;cd:68:aa:ca:1b:4f

SITE. A—EYTAT—8 R Y FHAR— N ERREHRECEELET,

bsns-3750-5#show authentication sessions int gl1/0/20

Interface:

MAC Address:

IP Address:
User-Name:
Status:

Domain:

Security Policy:
Security Status:
Oper host mode:
Oper control dir:
Authorized By:
Vlan Policy:
Session timeout:
Timeout action:
Idle timeout:
Common Session ID:
Acct Session ID:
Handle:

Runnable methods list:
Method State
dotlx

GigabitEthernet1/0/20
10£3.11a7.e501
Unknown

3750X6

Authz Success

DATA

Should Secure
Unsecure
multi-host
both
Authentication Server
N/A

86400s (local),
Reauthenticate
N/A

COA800010000054135A5E321

0x0000068E
0x09000542

Authc Success
F—toFAT—R ALY FIF, I—HEHN 3750X6 THREHESX>THDNDTLESH
o RADIUS I—H'RBENZEAP FATF T AT 4ICD2VWTIE, CTSclient ¥EREh, REFF A

Remaining:



FOTATABREEtEnNA—E T T—RPSBRALTLA. ISEICK>TI—HYENZE
ENET, &ED RADIUS /N ¥ N ( Access-Accept ) |- ld username=3750X6 N'EFE N, LD
INXTONT Y NIk username =Cts client Y EENET, Y7V AN A/ Y FHAEBOI—
HE2ERBITDODRECOEISBERASTT, cOEMER, RFC EHTT, RFC3579 03
V30ICEFRDELSICEEBENTVET,

The User-Name attribute within the Access- Accept packet need not be the same
as the User-Name attribute in the Access-Request.

802 Ix BEEY > IR ED/INT Y M Tk, ISE /" EAP-Key-Name & & € IZ RADIUS Accept
XY t— cisco-av-pair ZIRL £ 9,

“—

30 10.48.66.129 10.48.66.109 RADIUS 447 Access-Accept(2) (id=70, 1=419)
l—mmu WA

Length: 419

Authenticator: afb2clbfcb908ec5df3d544da26c7979

[This is a response to a request in frame 29]

[Time from request: 0.009000000 seconds]
= Attribute Value Pairs

F AYP: 1=8 t=lUser-Name(l): 37506
AVP: 1=40 t=State(24): 52656175746853657373096f6e3a43304138303030313030. ..
AYP: 1=50 t=Class(25): 434143533a43304138303030313030303030353341333346...
AYP: 1=6 t=Session-Timeout(27): 856400
AVP: 1=6 t=Termination-Action(29): RADIUS-Request(1)
AVP: 1=b t=EAP-Message(79) Last Segment[1]
AVP: 1=18 t=Message-Authenticator(86): 1b2b37b613fb42244bc3cbc2c038172e
AVP: 1=67 t=EAP-KE!,r-HaI\E{l'El2}: +T43507024\,0200360<\033\220M\36 132 T\255\034\\
v AVP: 1=38 t=Vendor-Specific(26) v=Cisco(9)

» VSA: 1=32 t=Cisco-AVPair(l): cts:security-group-tag=0000-01

d = = - - - =

chlE, SAP RO I—23>0F—A2J ITUTILELTHEAZIET,

T, GSTEEEIhET, 2FY, FA—tv2FT4T—3FAAYFR, YTUARNHLSDORNT
749 % defaultvalue=0 TRIFHLET, (HOEZIRT-OHIC, ISE LICBENEEZERTE
TEEXT, ChIRIBLRNS 714V DO BRENET, F7FILNTR, F—t2FT17
—BAAYFRRBIEAES A EGTIVARNDESORNT T4V O REEITDED, FITRERNT T4
VIORBEBEMAShTFLA (L, ChIKISETEZEETEEXT ),

SGARUZ—0HAI>O—K

YD 2 D0 802.1x EAP-FAST v >3~ (12 PAC7OEZ3aZ>JHA. €5 1 25
A ) BANCEEMD RADIUS X#t (EAP &L ) "H V) ET. UTk. BT ISENOJTT,
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3% B 0O % (Peer Policy Download)l&. 3760X6_1—* MRADIUSZE R & RADIUS Accept& W5 &
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#ZRADIUSRKR#EEZRLTVWET, Chik, HT7UAKMDYSKNT T4V IRHADKRIS —%F D
VO—RIBDICHETT, 2 0O0KREFELBREHFROESY T,

= AVP: 1=31 t=Vendor-Specific(26) v=Cisco(9)

b VSA: 1=25 t=Cisco-AVPair(l): cts:trusted-device=true
- AYP: 1=38 t=Vendor-Specific(26) wv=Cisco(9)

b VSA: 1=32 t=Cisco-AVPair(1l): cts:security-group-tag=0000-01
= AVP: 1=38 t=Vendor-Specific(26) v=Cisco(9)

b ¥SA: 1=32 t=Cisco-AVPair(l): cts:authorization-expiry=86400

SDESH, A= TAT—RAAYFRITVAYNIR2>TSCTRIFHENIZRNT T 1Y
2 (cts:trusted-device=true) 2 E3EL . X FHFENTVEBEVWRT T4 Y U Etag=0TRIFIFLE
E

4FBOOY K, BEHD RADIUS XMERLET, £ELI TR, 3750X5 1—H (A —t>
TAT—ZR)YNFHRRTT, chldk, BAOETHABEVOR) S —ZHF OVEN BB LEHTT,
H7DA KNNFEIEHRE AAAY—NNDOIPT7RLAZASHBVRICBEBLTLKEE Y, F—t>
TAT—RAAYFHFYTVARNIRD2>TRID—2AIO—-—RITBDOEFEDEHTT,
COERIE, BICSAP XIS I -3 0O T (ISEMIPFTRLAEEEIC)HTUAY N
EBEEhET,

SAP x> I—>3>y

82X ALY a s N R TITHETIC, SAPEROSI—2a s A RELET, cOZXIYVI
—>aviE, ROBHNISHETT,

-BEULARILBREEESRASM—RNE2XT T — N9 % ( sap mode-list gcm-encrypt <> R
ZER )
TR RNZTA4VvIORICEYI I F—E2HETS
- F—HBERTOELAZRET S
CEMOEFIVTA FIVIERERITL, HIOFIEOLZLMHEZRRTS
SAP (&, 802.11i/D6.0 D RZ 7 KN /N—2 3 ICE DV T Cisco Systems AEkEtL =70
TT, atMlIC DOV T, TCisco TrustSec Security Association Protocol : Cisco Nexus 7000 A
Cisco Trusted Security ZHR—b T2 7O DN R=FSAQTFT I ELRAZHKBEL T EE L,

SAP X#ild 802.1AE ICEML TVWET, YT UA NEF—ED T 1T —XDOET Extensible
Authentication Protocol over LAN ( EAPOL ) ¥—A#'Ri#fieh, BSEAS/—hOXI>I—>3a>
EFIVFANTA—BZORB, BREF—OBEBENfRTEIAET, BSBHN S, Wireshark

L_Li PBEREINTDEAP A7 ICRTB2FIA—HXHNFHYVEL A,
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No. | Source Destination Protocol| Length | Info

22 Cisco _25:a5:14 Nearest EAP GO Success

23 Cisco_al:e5:01 Nearest 316 Unknown Type (0x9D)
24 Cisco 25:a5:14 Nearest EAPOL 159 Key

25 Cisco_25:a5:14 Nearest EAPOL 286 Unknown Type (0x9D)
26 Cisco_25:a5:14 Nearest EAPOL 159 Key

27 Cisco_a7:e5:01 Nearest EAPOL 113 Key

28 Cisco 25:a%:14 Nearest EAPOL 159 Key

20 Cisco al:e5:01 Nearest EAPOL 152 Key

30 Cisco al:e5:01 Nearest EAPOL 152 Key

31 Cisco 25:a5:14 Nearest EAPOL 129 Key

32 Cisco 25:a5:14 Nearest EAPOL 129 Key

33 Cisco 25:a5:14 Nearest EAPOL 129 Key

|
,,,,,,,

b Frame 23: 316 bytes on wire (2528 bits), 316 bytes captured (2528 bits) on interface ©
¢ Ethernet II, Src: Cisco_a7:e5:01 (10:f3:11:a7:e5:01), Dst: Nearest (01:80:c2:00:00:03)
= 802.1X Authentication
Version: 802.1X-2018 (3)
Type: Unknown (157)
Length: 298
= Data (298 bytes)
Data: B80000a3042810714015601221e5b57f28f4267813c4195dd. ..
[Length: 298]

CNSDEENEBICETIRE, EF21UT14 FYSI—>32 (SA) FEILET,
H7VANAAMYFLETROFIEZETLET,
bsns-3750-6#show cts interface gl/0/1

Global Dotlx feature is Enabled
Interface GigabitEthernetl/0/1:

CTS is enabled, mode: DOT1X
IFC state: OPEN
Authentication Status: SUCCEEDED
Peer identity: "3750Xx"
Peer's advertised capabilities: "sap"
802.1X role: Supplicant
Reauth period applied to link: Not applicable to Supplicant role
Authorization Status: SUCCEEDED
Peer SGT: 0 : Unknown
Peer SGT assignment: Trusted
SAP Status: SUCCEEDED
Version: 2

Configured pairwise ciphers:
gcm-encrypt

Replay protection: enabled
Replay protection mode: STRICT

Selected cipher: gcm-encrypt
Propagate SGT: Enabled
Cache Info:

Cache applied to link : NONE

Statistics:
authc success: 12



authc reject: 1556

authc failure: 0
authc no response: 0
authc logoff: 0
sap success: 12
sap fail: 0
authz success: 12
authz fail: 0
port auth fail: 0
L3 IPM: disabled.

Dotlx Info for GigabitEthernetl/0/1

PAE = SUPPLICANT
StartPeriod = 30

AuthPeriod = 30

HeldPeriod = 60

MaxStart =3

Credentials profile = CTS-ID-profile
EAP profile = CTS-EAP-profile

F—tE2TAT—BLETROFIRZERITLET,

bsns-3750-5#show cts interface gl/0/20

Global Dotlx feature is Enabled
Interface GigabitEthernetl/0/20:
CTS is enabled, mode: DOT1X
IFC state: OPEN
Interface Active for 00:29:22.069

Authentication Status: SUCCEEDED
Peer identity: "3750X6"

Peer's advertised capabilities: "sap"
802.1X role: Authenticator
Reauth period configured: 86400 (default)
Reauth period per policy: 86400 (server configured)

Reauth period applied to link:

86400 (server configured)

Reauth starts in approx. 0:23:30:37 (dd:hr:mm:sec)
Peer MAC address is 10f3.11a7.e501

DotlX is initialized

Authorization Status: ALL-POLICY SUCCEEDED

Peer SGT: 0 :Unknown

Peer SGT assignment: Trusted

SAP Status: SUCCEEDED

Version: 2
Configured pairwise ciphers:
gcm-encrypt
{3, 0, 0, 0} checksum 2

Replay protection: enabled
Replay protection mode: STRICT

Selected cipher: gcm-encrypt

Propagate SGT: Enabled
Cache Info:
Cache applied to link : NONE
Data loaded from NVRAM: F
NV restoration pending: F

Cache file name : GigabitEthernetl_0_20_d
Cache valid . F
Cache is dirty : T

Peer ID : unknown



Peer mac : 0000.0000.0000
DotlX role : unknown
PMK :
00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

Statistics:
authc success: 12
authc reject: 1542
authc failure: 0
authc no response: 0
authc logoff: 2
sap success: 12
sap fail: 0
authz success: 13
authz fail: 0
port auth fail: 0

L3 IPM: disabled.

Dotlx Info for GigabitEthernetl/0/20

PAE = AUTHENTICATOR
QuietPeriod = 60
ServerTimeout =0

SuppTimeout = 30

ReAuthMax =2

MaxReq =2

TxPeriod = 30

TR, R—bNIE gcm-encrypt=E ReEALET. chik, NZ714 Y UHFEEIC SGT X
JiHEN, REAEBRTEFTILOMENBZFATVWDIEEZEKRLET. WThOTFNAMRE,

ISE LOBEDRY ND—0 FNAARMRV—%Z2FALEFRA. ChiF. NI AL SEHER
ENEIXNTORS 74V IDN0DTFT7ANN RT2FEATRIEZERLET, 512, @A
DALY FHFETHSZELESCGT ZEHELEFT (E7 RUVP—0OFXD 2 O0—R T7I1—AN5
® RADIUS BN =8 ),

BAB LR —OERH

WA DT /NA AN CTS U5V RIZEREND L, REBLURUS—OEHIBRENET, R
HOEFHIE, SCT LEMERBIZNDICLET, RS —OEHE, ISE TEHE hiz SGACL
EAIVO-RIBOILHETT,

COEBRET, Y7UAVKEAAA Y —NOIP7RLAEZITICH>TVWANOT, BHEHETZ
hzeRITTEEY,

RESIORVS—OFHICETAEHMCOVTIE., FASA & KU Catalyst 3750X ) —A A
A4 Y F TrustSec SREBNS IO RS TN 1 —F 14200 HA R #SHBLTLKEEZL,

HREENIZ RADIUS H—NABEEET. CTSUV I (A—E2TAT—3R AV FICAHLD
YR IO LEGE, YTUAN A4 YFIERADIUSH—/NXD IP 7 RLAZEEBLET,
ELU, R4V FIC, ThEeRFNICEnEEDIEETEET,

bsns-3750-6#show run | i radius

aaa authentication dotlx default group radius
aaa authorization network default group radius
aaa authorization network ise group radius


https://techzone.cisco.com/t5/Identity-Services-Engine-ISE/Trustsec-on-ASA-and-3750X-configuration-example-and/ta-p/301156
https://techzone.cisco.com/t5/Identity-Services-Engine-ISE/Trustsec-on-ASA-and-3750X-configuration-example-and/ta-p/301156

aaa accounting dotlx default start-stop group radius
radius-server vsa send authentication

bsns-3750-6#show cts server-list

CTS Server Radius Load Balance = DISABLED

Server Group Deadtime = 20 secs (default)

Global Server Liveness Automated Test Deadtime = 20 secs
Global Server Liveness Automated Test Idle Time = 60 mins
Global Server Liveness Automated Test = ENABLED (default)

Preferred list, 1 server(s):
*Server: 10.48.66.129, port 1812, A-ID C40A15A339286CEAC28A50DBBAC59784
Status = ALIVE
auto-test = TRUE, keywrap-enable = FALSE, idle-time = 60 mins,
deadtime = 20 secs
Installed list: CTSServerListl1l-0001, 1 server(s):
*Server: 10.48.66.129, port 1812, A-ID C40A15A339286CEAC28A50DBBAC59784
Status = ALIVE
auto-test = TRUE, keywrap-enable = FALSE, idle-time = 60 mins,
deadtime = 20 secs

bsns-3750-6#show radius server-group all
Server group radius
Sharecount = 1 sg_unconfigured = FALSE
Type = standard Memlocks =1
Server group private_sg-0
Server (10.48.66.129:1812,1646) Successful Transactions:
Authen: 8 Author: 16 Acct: O
Server_auto_test_enabled: TRUE
Keywrap enabled: FALSE

bsns-3750-6#clear cts server 10.48.66.129

bsns-3750-6#show radius server-group all
Server group radius
Sharecount = 1 sg_unconfigured = FALSE
Type = standard Memlocks =1
Server group private_sg-0

BTVAYN A4V TFORES LRI —Z2BEBITRICRE. AOIN RZADLET,

bsns-3750-6#show cts environment-data
CTS Environment Data

Current state = COMPLETE
Last status = Successful
Local Device SGT:
SGT tag = 0-01:Unknown
Server List Info:
Security Group Name Table:
0-00 :Unknown
2-00:VLAN10
3-00:VLAN20
4-00:VLAN100
Environment Data Lifetime = 86400 secs
Last update time = 03:23:51 UTC Thu Mar 31 2011
Env-data expires in 0:13:09:52 (dd:hr:mm:sec)
Env-data refreshes in 0:13:09:52 (dd:hr:mm:sec)
Cache data applied = NONE
State Machine is running

bsns-3750-6#show cts role-based permissions

RS —HFRRENBEVOIEETT A, cts enforcement ZBXICL TRUS—ICEAL VR



W, RUS—BRREhFRA

bsns-3750-6 (config) #cts role-based enforcement
bsns-3750-6 (config) #cts role-based enforcement vlan-list all
bsns-3750-6#show cts role-based permissions
IPv4 Role-based permissions default:
Permit IP-00
IPv4 Role-based permissions from group 2:VLAN1l0 to group Unknown:
ICMP-20

F—t>F 45 —2IZIE, Unknown 2T II—LIT20ICEHORI)S—KFHDDICHL, 37
DABMCE12LATIN—=THFEBEVOREBEETTH,

bsns-3750-5#show cts role-based permissions

IPv4 Role-based permissions default:
Permit IP-00

IPv4d Role-based permissions from group 2:VLAN1O to group Unknown:
ICMP-20

IPv4 Role-based permissions from group 2:VLAN10 to group 3:VLAN20:
ICMP-20
Deny IP-00

9547 NOR— NBE

MS Windows 254 7> K&k, 3750-5 A4 Y F®0 g1/0/1 R— BN CERB LRI TVWET

-}

bsns-3750-5#show authentication sessions int gl1/0/1

Interface: GigabitEthernetl/0/1

MAC Address:

IP Address:
User-Name:

Status:
Domain:
Security Policy:
Security Status:
Oper host mode:

0050.5699.4eal
192.168.2.200
cisco

Authz Success

DATA

Should Secure

Unsecure

multi-auth

Oper control dir: both
Authorized By: Authentication Server
Vlan Policy: 20
ACS ACL: XACSACLx-IP-PERMIT_ ALL_TRAFFIC-51134bb2
SGT: 0003-0
Session timeout: N/A
Idle timeout: N/A
Common Session ID: COA80001000001BD336EC4D6

Acct Session ID: 0x000002F9

Handle: O0xF80001BE

Runnable methods list:

Method State
dotlx Authc Success
mab Not run

T, AMYF3750-5 . TORARDSDODRNT T4V IECTSUVTIRICEEFEENDIEIC
SGT=3 TR HEhDIBENFHDEZH>TVET,



SCTICKRDNTFT71YIODEFXY
RST74YIREDERSICAZY 74 VI BIVBRBLET A,
ROEHDSTNEHEETT,

HAHIABNTY N FATFYE, IPRSTAYVIICRLTOEBR—RNENET ( i,
SGT HLUV MACsec R/ AO— RZHFIBEEhfcA—FRYN TJL—ALTT ),

- replication ¥F—J— RZFBALEASYFRR—NTFFZFA4Y (SPAN) R—K : 5FEV
<TREMEHYETY, BEEEREY >3 OBER—MNCEHE hit Wireshark 28D
PC #F, 8021AE ZHR—RNLBEVEHILTIL—AZROYTITRCETT, chix/\—R
JIFP LRITRELET,

- replication ¥F—7— RZ#AL B SPAN R— RNk, BER—BNCOBHFBHENIC cts AV E
—ZHIBRLE T,

SGACL L&D RVZ—DiEA

CTS 759 KTORUY—DOBAE. BLRER— N TRBENET, Shid, BEOT/TAZ
DI, TOAAY FIZEEERENEIY RRA2 N FINAADREE SCT ZH>TVWB A S
TYe NTYRNRBIEFTSCT DA ZEELE T, RETZICIEF. EEFETERED SGT AN X
BT,

TFINAAFISELSINTORIS—ZATIO—RIDVBENBLVORETDEZHTT, TORK
by, FNAACEEEGENETFNA AN HSD SCT ICHETIRIS—O—HBOXKNHBET
ERD

ROBIE, YTIVAY N ALY FTHS 3750-6 TT,

bsns-3750-6#show cts role-based permissions

IPv4 Role-based permissions default:
Permit IP-00

IPv4 Role-based permissions from group 2:VLAN10 to group Unknown:
ICMP-20

COBITREARID—HF22HYNET, 1 2BRRIBLRNZ 74V IRODTF7AIRTT
(toffrom) . 2 DBk SCT=2 A5, 0 THBXTBL SGTETNENTT, ORI —F,
TINAABHENF USEASD SGARD S —ZFEAL SGT=0 ICBL TV LEHICFEELET, &
2. SGT=0 FF7 2N KNDEITTTF, LENF>2T, KFT714Y U to/from SGT=0 I T B J)L—
LNE2FE ORI —FXTEAVO—RIBDUBENFHYVET, XKNUYIRAERDE, TOLS
BRIV —M1DOEFERTENET, 2 ~ 0T,

ROBIE, F—E2TAT—2 ALY FTHS 3750-5 T,

bsns-3750-5#show cts role-based permissions

IPv4 Role-based permissions default:
Permit IP-00

IPv4 Role-based permissions from group 2:VLAN10 to group Unknown:
ICMP-20

IPv4 Role-based permissions from group 2:VLAN10 to group 3:VLAN20:
ICMP-20
Deny IP-00

£3120RUT—F2A83TF, hid. 802.1x 754 F >~ (MS Windows ) A g1/0/1 (23



fieh, SGT=3 TRIFHENTWVWBRHLS5TT, SGT=8 ICINXNTORII—ZAIO—RT
PRBENHBDDETDLHTT,

3750X-6 ( SGT=0) A'5 MS Windows XP ( SGT=3) IC ping Z#21TL T &\, 3750%X-5 I
BRI AOFT/NAATT,

ZOHEIC, SGT=0AS5 SCT=3DKrZ 74V IMMFIZISE LTRSS —ZRETIVENHYE
o cDBlE. permiticmplog ® 1 1TMH Ak %ZEL SGACL ® Internet Control Message Protocol
(ICMP ) Z#H L. SGT=0 A5 SGT=3 D RS 74 Y YBICI N Y I ADFTENEFAL
TVWET,

ROBIE, BRATDADASYFLEIIHETDIRVS—0OFEH., BRCHFHL VRS — DRI Z R
LEXY,

bsns-3750-5#cts refresh policy
Policy refresh in progress

bsns-3750-5#show cts role-based permissions

IPv4 Role-based permissions default:
Permit IP-00

IPv4 Role-based permissions from group 2:VLAN10 to group Unknown:
ICMP-20

IPv4 Role-based permissions from group Unknown to group 3:VLAN20:
ICMPlog-10
Deny IP-00

IPv4 Role-based permissions from group 2:VLAN10 to group 3:VLAN20:
ICMP-20
Deny IP-00

7oA MAO—=I VAN (ACL) A ISEASHTYO—RENIZEZHETSICE, X
DIOANZ RZAHDLET,

bsns-3750-5#show ip access-lists ICMPlog-10
Role-based IP access list ICMPlog-10 (downloaded)
10 permit icmp log



ASAFBRZNEZE (N—RIIT7 HR—K ) ZHWEIZICRF. ROOXV RZADLET,

bsns-3750-5#show cts rbacl | b ICMPlog-10
name = ICMPlog-10
IP protocol version = IPV4
refcnt = 2
flag = 0x41000000
POLICY_ PROGRAM_SUCCESS
POLICY_RBACL_IPV4
stale = FALSE
ref_q:
acl_infop(74009FC), name(ICMPlog-10)
sessions installed:
session hld(460000F8)
RBACL ACEs:
Num ACEs: 1
permit icmp log

ROBIE., ICMP OBIOHDI>RTT,

bsns-3750-5#show cts role-based counters
Role-based IPv4 counters

# '-' in hardware counters field indicates sharing among cells with identical
policies

From To SW-Denied HW-Denied SW-Permitted HW-Permitted
2 0 0 0 4099 224

* * 0 0 321810 340989

0 3 0 0 0 0

2 3 0 0 0 0

ROFE, SGT=0 (3750-6 AL Y F ) H S MS Windows XP ( SGT=3 ) "D ping BXTFHT >
2T,

bsns-3750-6#ping 192.168.2.200
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.2.200, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

bsns-3750-5#show cts role-based counters
Role-based IPv4 counters

# '-' in hardware counters field indicates sharing among cells with identical
policies

From To SW-Denied HW-Denied SW-Permitted HW-Permitted
2 0 0 0 4099 224

* * 0 0 322074 341126

0 3 0 0 0 5

2 3 0 0 0 0

ROBIF. ACLHD>ZTT,



bsns-3750-5#show ip access-lists ICMPlog-10
Role-based IP access list ICMPlog-10 (downloaded)
10 permit icmp log (5 matches)
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