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. Cisco 10S® JL—#& & Call Manager /N1 AZRETHHEEHALET. h5D VPN
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CORFIXVNIELTRHENNEARSY T A,
FERAFDIAVR—FT b
ZORFIXYNOBERE. RON—RTVITFEYIRIITON—DAVILETVTVET,

. Cisco 10S 15.1(2)T LABE

cTA—F v EYNTAEVA: CiscolOS DAZN—HI) (F—ER2ELVTEFIVTAH X
CUC) H—EABRERIL—Z (ISR)-G2

.T74—F v EYNZAEVA: CiscolOSISROEELZEFIUT A

. Cisco Unified Communications Manager ( CUCM ) Release 8.0.1.100000-4 LAR%
- IP Phone 'J 1) —2& 9.0(2)SR1S - Skinny Call Control Protocol (SCCP) LA

FEALTVSD CUCM ON—2 32 THR—RMNENBEFROTLEBUANIDOVTR, ROFIE
ZRITLTLKEZL,

1. Z® URL : https:// <CUCM Server IP Address>.8443/cucreports/systemReports.do ZFH &
=7,
2. [Unified CM Phone Feature List] > [Generate a new report] > [Feature: Virtual Private
Network] D JEIZEIRL £9,
COREREFTHEALTVB VD —RAICRRDEDHNEENRTVET,

- CiscoIOS JL—% U 1) —X 15.1(4)M4

- Call Manager 'J ') —A 8.5.1.10000-26

. IP Phone 'J 1J—2Z 9.1(1)SR1S
KEDEHRIE. BENDTARREBICHDTFNAAILETVTERENLEENTT, CORFIXY
RTERAITZDZINTOTFNA AR, 1 (F7 2N ) REORELSEEBLTVET, HEEF
NDERY NIT—UTHEEEZTSEES, ONVROFEICODVTTDICERLESATHEELTLKE
=L\,

RXJE

CODHETE, CORFIXNTHATAHEDEREICHEREREZHBLET,

FCo0EUTAVTHERATATVWS AR ROFEMZFAXNSIZIE. Command Lookup
Tool (B&RI—YEHA ) 2FAL TEZL,

XY KMDO—=0 bROD

CORFIXNTHEATD NAROZICIE, 1 0)C|sco IP Phone, %17 YTY KN LAY
(SSL)VPNT—FTI’fthUDCiSCOIOS)L 3. BFS —RNJIA4ELTO CUCM A E
FhEJ,


//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

192,153_,1041100 10.198.16.144 172.16.250.34

CUCM SSLVPN Gateway = Cisco IP Phone

SSL VPN B —/YORE

CNIETIE, BE SSLVPN IZ#ZAREIC T A O CiscolOSAY RIV REZRETHDHE%E
HEALET,

HEOREFIH

1.1024 /N4 b O R & O Rivest-Shamir-Adleman ( RSA ) F—Z4£ KL TTFE L\

Router (config) #crypto key generate rsa general-keys label SSL modulus 1024

2. ACEBEAHABEORNFANRA Y N ZHEKL, SSLRSAF—ZTRYFLET,

Router (config) #crypto pki trustpoint server-certificate
enrollment selfsigned

usage ssl-server

serial-number

subject-name CN=10.198.16.144

revocation-check none

rsakeypair SSL

B.RFARKRAVRNERELZS, ROOANY RTHEERIAHAEEZZRLE T,

Router (config) #crypto pki enroll server-certificate
% Include an IP address in the subject name? [no]: no
Generate Self Signed Router Certificate? [yes/no]: yes

Router Self Signed Certificate successfully created

4. ANY RIVRTIELV AnyConnect N\Y T —SZBMICLET, BEFE®KEONY T—
TS OVO-RLEEA, LAL, NV T8 BVWE, VPN RO IIILHFBILEOEE
Ao, Cisco.com TAFTERRHDIZATUORNYIYTIRNIDITON—T a2 2EATEC
CEBRLET., COHITRE. N—232 313103 2FALET,

& Cisco I0S N— a2 T, ChRNYT—S2BMCTBLHOIYY RTY,
Router (config) #webvpn install svc flash:anyconnect-win-3.1.03103-k9.pkg
EEL, &5 O Cisco l0S /N—2 3> TRk, ChiAOINY RTY,

Router (config) #crypto vpn anyconnect flash:/webvpn/anyconnect-win-
3.1.03103-k9.pkg sequence 1



5 VPN T =RV I A 2R ELET, WebVPNT—KRTI Ak, I—HH 5D SSL #htz24&
TIRLHICERAETIhKT,

Router (config) #crypto vpn anyconnect flash:/webvpn/anyconnect-win-
3.1.03103-k9.pkg sequence 1

ECCTHAETND IPTRLANEEBEERIDAVR—TI(AEALUYTZY ME
CHBD., FLERT—RNIIANIIL—BOA2R—TIA AL SEEXEENILEN HY)
o T—hNITAR, L—ENIFATNIHLTEBZRATDEOICEAT AL
AEEZERIDILOICEHEATIET,
6. BERFICOZTATUNIIP 7RLAZEHTHEHICEATZIO-HIIL T-ILZ2ERL
£9,

Router (config) #crypto vpn anyconnect flash:/webvpn/anyconnect-win-
3.1.03103-k9.pkg sequence 1

AAA BEEZER Y D RRE

CHIETE, EFERALITZLHIC, AAAT—NELERO—NIL F—ER—AZERETRHEIC
BEBIAIVRICODVTHBALET, BREAICAAZTNOHDRAZFEATEIFETHIE, RO
HICEATLSEZL,

A—Y F—IR—ADOHRE
L=20OA=NI) F—=ER—AKLBIND AA —NZRAICERATEERT,
A=A F—ER-AZRETZICH, ROIXY REAHDLET,

Router (config) #fcrypto vpn anyconnect flash:/webvpn/anyconnect-win-
3.1.03103-k9.pkg sequence 1

- WAEDT=H I E— B AAARADIUS H—/NZRETAICEF. ROOAN RZAHDLET,

Router (config) #crypto vpn anyconnect flash:/webvpn/anyconnect-win-
3.1.03103-k9.pkg sequence 1

FEITHFARNB LT IN—-T RV —0ORE
RBOVTFANE, RDOKLS%, VPN EHZHHIIRMEZERI D LOICERATLET,

- BEEREICER TS URL
cIDZATNTRLAZEN HTRDEHICERATZ T
- ERATRREALN
RDAXY RiE, 94T N AAARILZEATAH A TFANDHITT,

Router (config) #crypto vpn anyconnect flash:/webvpn/anyconnect-win-
3.1.03103-k9.pkg sequence 1

DSAF2 R RBEACIP 742 0O0—N) THMZIHAE (LSC) ZEAITIKRE

CHETEE, EFRCHLTAABR-ADITA T AR ZRET D EHICHAEZIT Y RIC
DWTHBALET, LEL, ChZzeT5 R, EFAHECREOANBNI VETT,



. Manufacturer Installed Certificate ( MIC ) - MIC I&, 7941, 7961, &L TFHLVWEFILD
Cisco IP Phone 22 ENhTVWET, MIC RS AIDRIS (CA) &> TEEE hi
2,048 EY N ¥F—DFAETT., CUCM Ik MIC SIFAEREFET S oI, CUCM OFEREE
BEARNTICEFICA 2 ARN=)LE hiz CAZEBHE CAP-RTP-001, CAP-RTP-002, &V
Cisco_Manufacturing CA 2L £, COIAAERFBRTNI RILSICREEBEICK
TEBEEIND D, 9TATRRAICCOIIRAEEZFEATILREBHBOLER A,

. LSC-LSC FFRAFLRFBESHICETZITFNAAEF1 )T 14 T—RZFZEL % CUCM
CEFEBOEREZRELET, LSC k. CUCM Certificate Authority Proxy
Function ( CAPF ) B ¥+ —TCTEK & /= Cisco IP Phone D ¥ —ZREBELET, ik
KVREBFETT (MIC OFEREIEHBIIIC ) o
AE: EF1VFTFAOVAINEE2TWVWSREH, LSCOA 2 AN—=)LT MIC [FBEILTHE
AL, #ENICERALBEVC 2 AOR#HELE T, Transport Layer Security ( TLS ) 72
AR TDMOBERT MIC 2 3% &S IC Cisco IP Phone 2 E T 2 5H 5 1. Zb@ﬁ%d)a
FETIT2>TLSEEL,

DEREHI TR, LSCIREFZRATAOICEATIET,

EVN: ERZERIZIBERERHER, AAABL AAARRRLZEAED B - ZERGLZ
FRATRIHETT, TRETNICEAITZIONRZ 1 DOREITFANTHEHAEDE
D, ChERETERY,

DSATF P lAREZRAETDI OO NS A MRS FORRE

IP7#2h5 LSC 2T H1=DHIC, I—RIZCAPFAEAEZ A AR =L THLBEND
WET. COMBAFTZEMEL., L—RCAAR—ILTRICRE. ROFIEZRTLET,

1. CUCM Operating System (OS) Administration @ Web R—ZIC T VAL ET,
2. [Security] > [Certificate Management] ZiEIRL £ 9,
X COBFAE CUCM ON—2 3 VICESVWTEDRBENF HYET,

3.CAPF E WS IRINFFVEEHEZR DT, pem 77/ ) ZA D O—RLET, Ch
M7 7AMILNELTRELET,

4 GEAEEHELES, L—ZFIEHLVKRTARRSA Y NZERL, ROKSIC CAPF TS
ARRA U NERIELET, Base64 TL1—RENi CASIBEE RS NEBER.
AO—RUE pem 77A4ILOTFAN%Z BEGIN 1745 END 1TE CiIR U TEEY) 303
9,

Router (config) #crypto pki trustpoint CAPF
enrollment terminal

authorization username subjectname commonname
revocation-check none

Router (config) #crypto pki authenticate CAPF
Router (config)#

<base-64 encoded CA certificate>

quit

EEHIE

CFEAZBRIIL—RICFETA VAN —ILTIUENf HD-H. BEFZERFHERTT,

CODTAT M ERETOEEICLI—HRELTHEFERATINZIL—RIZERTDICE,
authorization username N> RABETT, OHITE, I—REHES (CN) 2FEAHL
£9,



- BRELPAEICEAAERMIARN (CRL) AMERENTVERVES, RMF TV VFEMIC

TRIMBEANHYET, EMCLBWVWEES, ELHEFEXBL., Public Key
Infrastructure ( PKI ) ®F/NY FIZROHEINRRENET,

Jun 17 21:49:46.695: CRYPTO_PKI: (A0076) Starting CRL revocation check

Jun 17 21:49:46.695: CRYPTO_PKI: Matching CRL not found

Jun 17 21:49:46.695: CRYPTO_PKI: (A0076) CDP does not exist. Use SCEP to
query CRL.

Jun 17 21:49:46.695: CRYPTO_PKI: pki request queued properly

Jun 17 21:49:46.695: CRYPTO_PKI: Revocation check is complete, 0

Jun 17 21:49:46.695: CRYPTO_PKI: Revocation status = 3

Jun 17 21:49:46.695: CRYPTO_PKI: status = 0: poll CRL

Jun 17 21:49:46.695: CRYPTO_PKI: Remove session revocation service providers
CRYPTO_PKI: Bypassing SCEP capabilies request 0

Jun 17 21:49:46.695: CRYPTO_PKI: status = 0: failed to create GetCRL

Jun 17 21:49:46.695: CRYPTO_PKI: enrollment url not configured

Jun 17 21:49:46.695: CRYPTO_PKI: transaction GetCRL completed

Jun 17 21:49:46.695: CRYPTO_PKI: status = 106: Blocking chain verification
callback received status

Jun 17 21:49:46.695: CRYPTO_PKI: (A0076) Certificate wvalidation failed

FEIATFARNBRTTIN—T RIS —ORRE
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Jun 17 21:49:46.695: CRYPTO_PKI: (A0076) Starting CRL revocation check
Jun 17 21:49:46.695: CRYPTO_PKI: Matching CRL not found

Jun 17 21:49:46.695: CRYPTO_PKI: (A0076) CDP does not exist. Use SCEP to
query CRL.

Jun 17 21:49:46.695: CRYPTO_PKI: pki request queued properly

Jun 17 21:49:46.695: CRYPTO_PKI: Revocation check is complete, 0

Jun 17 21:49:46.695: CRYPTO_PKI: Revocation status = 3

Jun 17 21:49:46.695: CRYPTO_PKI: status = 0: poll CRL

Jun 17 21:49:46.695: CRYPTO_PKI: Remove session revocation service providers
CRYPTO_PKI: Bypassing SCEP capabilies request 0

Jun 17 21:49:46.695: CRYPTO_PKI: status = 0: failed to create GetCRL

Jun 17 21:49:46.695: CRYPTO_PKI: enrollment url not configured

Jun 17 21:49:46.695: CRYPTO_PKI: transaction GetCRL completed

Jun 17 21:49:46.695: CRYPTO_PKI: status = 106: Blocking chain verification
callback received status

Jun 17 21:49:46.695: CRYPTO_PKI: (A0076) Certificate validation failed

Call Manager D &&E
_ ZTlE, Call Manager DEREFIBIZ DOV THBALET,
BCREAARTLEETAFoTATAAHBEZL—2DS CUCMICTIIARAR—MTD

IW—ZhSHAEETIAR—KNL, BFFL VPN BOEEMIIAESL L THAHEE Call
Manager 4 7 R—KT2ICIE, XOFIEEERTLET,

1.SSLICEAET N TVWBIIAEEERLET,



Router#show webvpn gateway SSL
SSL Trustpoint: server-certificate

2.GEAEEZTVAR—NLET,

Router (config) #crypto pki export server-certificate pem terminal
The Privacy Enhanced Mail (PEM) encoded identity certificate follows:

BWARASCHOTHFANEIE—L., pem 77 AIILELTRELET,

4. BIOFIETRELVLAAEI 7ML ZTY 70— RTBICE, Call Manager (O 1> L.
[Unified OS Administration] > [Security] > [Certificate Management] > [Upload Certificate] >
[Select Phone-VPN-trust] M JEIZEIRL £,

CUCM TVPNS—RIIA, =7, BRECTA77(ILERETS

1. Cisco Unified CM Administration [CEEL £9,
2. XZ1— /)N\—75'5. [Advanced Features] > [VPN] > [VPN Gateway] Zi#RL £9,

wlial  Cisco Unified CM Administration
CI5€0 k4 Cisco Unified Communications Solutions

System +  Call Routing « unm-lmmrm-

Cisco Unified CM Adr

System version: 8.5.1.10000-26

VPN Profie

Please visit the License Report Page for more getaiis. VPN Group

VMware Installation: 2 wCPU Intel{R) Xeon{R) CPU E5540 @ I.EBGHZ, VPN Gateway

VPN Feature Configuration

Last Successful Logon: May 12, 2013 9:40:00 4M
3. [VPN Gateway Configuration] 74 > RUT, ROFIEZERTLTLSEZ L,
[VPN Map Name] 7 1 —JL RT. BHiZANLES, Chid, EABBRICETEET,
[VPN Gateway Description] 7 1 —)L RIZBHBZ AN L ET (EEER ) . [VPN Gateway
URL] 71— RIC, I—RTEZRENLTI—7 URL ZAHLET, [VPN Certificates in
this Location] 7 41 —JL R T, EEANTHASCOEMICEE TS -8 ICLLFIIC Call
Manager IC7 Y 7’O0— R U REEAEZBIRLE T,




-VPH Gateway Information
VPN Gateway Name ™ ms_ssL_Phnne:
WPN Gateway Description

VPN Gateway URLY hittps:// 10, 198. 15, 144/551 Phones

-VPN Gateway Certificates

VPN Certificates in your Truststore | SUBIECT:
¢ unstructuredNBme=ASASS20-C.cigco.com, CN=ASASS20-C.cigeo.com ISSUER: DC=com,DC=crtac,DC: _ |
{ C=CR,0=Cieco, 0U=VPN,CN=ASAS520-C. cisco.com, unstructuredName=ASAS520-C.cisco.com ISSUER
t CH=10.198.16.140:8443 ISSUER: CN=10.198.16.140:8443 S/N: a7:22:72:4f

: CN=ASAS510-F-1P-PHONE unstructuredName=ASA5510-F.osco.com ISSUER: CN=ASASS510-F-1P-PHOM =

CHN=10.198.16.136,unstructuredName=10.193.16.136 ISSUER: Cuﬂlﬂ.igﬂ.lﬁ.lx,uﬂﬂl'uﬂumdulﬂ'milﬁ

PN Certificates in this Location™®

¢ CN=10.1598.16. 144, SERLALNUMBER =FTX 13004406 +unstructuradNama=R261 1. vpn.osoa-tac. com 1SS

b

-| save | | Delete | | Copy | | Add New |

4. XZ1— )N\—H» 5. [Advanced Features] > [VPN] > [VPN Group] Zi#IRL £ 9,

System * Cal Routing + Media Resources + | Advanced Features + | Device + Application *  User Management =  Bulk Admini

VPN Gateway Configuration M ¥
SAF [

mem[ﬁwﬂ'ﬂ'm EMCC v

Bl Intercompany Media Services k
Falback .
@Mﬂ Ready
IL VRN , VEN Profile |
-VPN Gateway Information VPN Group I
VPN Gateway Name* 10S_SSL_Phones VPN Gateway
VPN Gateway Description VPN Feature Configuration
VPN Gateway URL* https://10.198.16.144/SSLPhones

5. [All Available VPN Gateways] 7 1 —JL R T, BABIICEZE L /= [VPN Gateway] ZBIRL £ T
o FERHEZEDVYOVLTGERLES—NIDIA%ZBEL, ZO[VPNGroup] 74— KD
[Selected VPN Gateways] (BB L £7,



VPN Group Configuration

QS&V& xDElete Copy #Aﬂdﬂew

- Status

Status: Ready

WEN Group Name*

~VPMN Group Information

105_55L_Phones
WPMN Group Description -

—VPN Gateway Information

All Available VPN Gateways

Selected VPN Gateways in this VPN Group™

m. | »

1

W N
105 _S5L_Phones -

»<

—[Savel[Delete ] [ Cﬂp}fl[ﬂddwew]

6. XZ1— /N\—#» 5. [Advanced Features] > [VPN] > [VPN Profile] Z#RL £ 7,

System =  Cell Routing «

VPN Group Configuration

Media Resources + | Advanced Features «

Device ~

Application +  User Management ~  Bulk Adminis

VPN Group Name*
VPN Group Description

- VPN Group Information

105_SSL_FPhones

s R
SAF ]
EMCC k
Intercompany Media Services b
Fallback k
VPN vl venprofie L
WPN Group
VPN Gateway
WPH Feature Configuration

7.VPN O7OT77AIINERETDICE. TARVAY (*) TY—FTEhTVWRINTO
71— READLET,



VPN Profile Configuration

B Save x Delete Copy E:;I:J Add New

—¥PM Profile Information

Name* 105_S5L_FPhones

Drescription

D Enable &uto MNetwork Detect

- Tunnel Parameters
MTU* 1240

Fail to Connect® 35

D Enable Host 1D Check

— Client Authentication

Client Authentication Method* certificate -

"l Enable Password Persistence

—[ Save ] [ Celete ] [ Copy ] [ Add New ]

[Enable Auto Network Detect] : BXIC L 7=z3%&. VPN Phone [& TFTP H#—/\% ping L &
T, REEZZR/LEAN>LHZER. VPN ERZBBHMNICHK L £9. [Enable Host ID
Check] : BMICL =B 4A. VPNPhone & VPN —KRJIA URL DELEBHRX A B
(FQDN) EFEFHE D CN/ARL—2 TUT7 XY RD—T (SAN) ZHEBELET, <hs
OEENFMF—HBLEBEVWS, FEFTARAZUVAY (*)ORFWVWEDAI RAO—REAE (*) H'E
BAENTVBEBE, 9547 NIEHRTE £ A, [Enable Password Persistence] : _ 1
ZfEATBE. VPN Phone [FRD VPN EGEHATICHATI—HEBENAD—REZF YV
1LFET,

HEORFE7O77ANEEALTIL-THLTC7O7 7ML ZIP 742 CBRATS

#FL W VPN BREZBEA TS IZIE. [Common Phone Profile Configuration )] 7 1 > R™JT [Apply
Configl 22 JUY 2 L&ET, AN [Common Phone Profile] A9 2 A, £EHLVLWI OV
TANZERTEET,



EN————— |
Device - | Application = User Management =  Bulk Administration + Help -

CTl Route Point
Gatekeeper
Gateway
Phone

Trunk

Remote Destination

m Device Settings L Device Defaults

Firmware Load Information
Default Device Profile
Device Profile

Phone Button Template
=oftkey Template

Phone Services i

SIP Profile

Commen Device Configuration

Common Phone Profile

Common Phone Profile Configuration

B Save x Delste Copy %I Reset  Apply Config |:B= Add New

VPN Information

VPN Group 105_SSL_Fhones -
VPN Profile 105 _SSL_Phones v

H$EOBEIO77ALEIP 722 CHEAYTS

BEOEFH I —YRHOHLWIO7 71N Z2EML 2B E. [Phone Configuration] 7 1 > KR
JICBELET, [Common Phone Profile] 7 4 —)L KT, [Standard Common Phone Profile] %
BIRLET,



wres * | Device « | Appication * User Management *  Bulk Adminstration + Help -
- SR E [TAPPS R Back To Find/List
Gatekeeper
Config O Haliviy
Il O
Phone {
MAC ICB64FS76113
Trunk -
Desc A uto 1000
. Remote Destination
Devi Default » View Details
Device Settings (3 | . .
Com £ None = = View Details
Phone Button Template* Standard 7962G SCCP -
Softkey Template ialter Bhonses il

1:§ommm Phone Profile® Standard Commen Phone Pral_lrgl,g:) -

O—A) TEEOIEHASE (LSC) IP BFEZ onCisco 1 AM—J)LTTFZL

RXDHA RAO—HITEEDIHE IPEFEZ onCisco 1 VAN—=ILTIDICHEATEI LN
TEET, CNDATYTRELSCZHEAL (RN FERAENZBETORETHSETT,
Manufacterer ZfEH L TFREEKEEHAEZE (MIC) Z4 VAN —)LLELEFLERI—HE LT N
AT—RELSCHAM VAR =—ILENBEISICERLER A,

FEFIFICCUCM VTZ AR EF IV TAE—RABREENTVRELEERETLSCZEZA VA M—
LLTTFE L,

FLLREZA I O—RTDHICREEE Call Manager CBERRT S
chid, REZ7OEAOREREOFIETT,

-4

IL—2 O%GE

L—50 VPN £93 3> OB ERERR TSI, ROV KREEALT, 1—YHEH
AERLOHN OB (BWBRR ) £RALET,

A—YRINAT— REBADOHE :

Router#show webvpn session user phones context SSL
Session Type : Full Tunnel
Client User-Agent : Cisco SVC IPPhone Client v1.0 (1.0)

Username : phones Num Connection : 1
Public IP : 172.16.250.34 VRF Name : None

Context : SSL Policy Group : SSLPhones

Last-Used : 00:00:29 Created : 15:40:21.503 GMT
Fri Mar 1 2013

Session Timeout : Disabled Idle Timeout : 2100

DPD GW Timeout : 300 DPD CL Timeout : 300

Address Pool : SSL MTU Size : 1290

Rekey Time : 3600 Rekey Method :


/content/en/us/support/docs/unified-communications/unified-communications-manager-callmanager/200934-Install-an-LSC-on-a-Phone-with-CUCM-Clus.html
/content/en/us/support/docs/unified-communications/unified-communications-manager-callmanager/200934-Install-an-LSC-on-a-Phone-with-CUCM-Clus.html

Lease Duration 43200

Tunnel IP 10.10.10.1 Netmask 255.255.255.0
Rx IP Packets 106 Tx IP Packets 145
CSTP Started 00:11:15 Last-Received
CSTP DPD-Reqg sent
Msie-ProxyServer

00:00:29
0 Virtual Access : 1
None Msie-PxyPolicy Disabled

Msie-Exception

Client Ports 51534
DTLS Port 52768
Router#

Router#show webvpn session context all

WebVPN context name: SSL
Client_Login_Name Client_IP_Address No_of_Connections Created
phones 172.16.250.34 1 00:30:38

LR S0

Router#show webvpn session user SEP8CB64F578B2C context all
Full Tunnel
Cisco SVC IPPhone Client v1.0

Session Type

Client User-Agent (1.0)

Username SEP8CB64F578B2C Num Connection : 1
Public IP 172.16.250.34 VRF Name None

CA Trustpoint : CAPF

Context SSL Policy Group

Last-Used 00:00:08 Created 13:09:49.302 GMT

Sat Mar 2 2013
Session Timeout
DPD GW Timeout
Address Pool
Rekey Time

Disabled Idle Timeout 2100
300 DPD CL Timeout 300

SSL MTU Size 1290

3600 Rekey Method

Lease Duration 43200

Tunnel IP 10.10.10.2 Netmask 255.255.255.0

Rx IP Packets 152 Tx IP Packets 156

CSTP Started 00:06:44 Last-Received 00:00:08
CSTP DPD-Reqg sent 0 Virtual Access : 1
Msie-ProxyServer None Msie-PxyPolicy Disabled

Msie-Exception
Client Ports
DTLS Port

50122
52932

Router#show webvpn session context all

WebVPN context name: SSL
Client_Login_Name Client_IP_Address No_of_ Connections Created
SEP8CB64F578B2C 172.16.250.34 1 3d04h

CUCM DREE

Last_Used
00:00:20

Last_Used
00:00:16

J—2A SSLEHRICREL LBV HTSNIZT RLATIP 7 # 24 Call Manager ICE&RE N T

WD L ZHRBLET,

_ Mhoms [1-4o74)

Find Prong where Devioe Name = beging with =

St RiiT oF &flE dedrch bl v

Find | [ Clear fiker | [ 4 [ =]

Davice NamaiLina) Dasesiption Drvitn Pl Loirviva Probessl Bhatus 18 bddras
= SEDODOETIIEELE Aute 1007 afault SCCP Unkeen Leenzme
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= EEPHCROAFETOBIC Ayto 1002 Donfauit SCCR ] Registered with 152165100 100 10,19.10:5 |




NZTN21—-F120T
SSL VPN #—=/SOF/)\v J

Router#show debug

WebVPN Subsystem:

WebVPN (verbose) debugging is on
WebVPN HTTP debugging is on

WebVPN AAA debugging is on

WebVPN tunnel debugging is on

WebVPN Tunnel Events debugging is on
WebVPN Tunnel Errors debugging is on
Webvpn Tunnel Packets debugging is on

PKI:

Crypto PKI Msg debugging is on

Crypto PKI Trans debugging is on

Crypto PKI Validation Path debugging is on

BEHNSOF/INVYT

1. CUCM #' 5 [Device] > [Phone] ICBEIL £,
2. TFINA ARER—T T, [Web Access] % [Enabled] ICEREL £,
3.[Save] 22y U LT, [Apply Configl 20 )Y O LET,

Web Access” | Enabled :) o

4. 75IYHSBEDIPTRLAZAAL, ERAIOXZ1—T [Console Logs] ZiBRL £F

o

N Console Logs

CISCO Cisco Unified IP Phone CP-7965G ( SEPI1D4SB6409( )

5. §XTD [FS/cacheflog*log 77 A )L &X D O—RLET, AV—-)ILOT 7714
&, BFEAN VPN ICERTEAVERIZIODVTOBBIEEFNATVET,



BOET /YT

Cisco bug ID CSCty46387, IOSSSLVPN : AV TFARNZETF 7 AL NCTB-HDHLE
Cisco bug ID CSCty46436, I0S SSLVPN : 754 7~ NEBAERIL O BEIC Xt 9 B HL5k


https://tools.cisco.com/bugsearch/bug/CSCty46387
https://tools.cisco.com/bugsearch/bug/CSCty46436
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