DJ4YLALAN > MO—Z ®D22-ILOBMNZ
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=

FHTRAR—F b
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NSNS a—F42Y

ISR T WLCM Z B L % L)

WLCM 7 —KT75v 21 %2FYTIL—RTEETH,
WLCM 7Ry RRADY T AIGETT A,

WLCM THHR—BNEhTWLVS LAP

WLCM D7 7FABN A=Y RY NCTFIEATERV

WLCM QAT —RADTERR
CLOO>74FalL—>3> D4 —RTHEBEEETIDHE
LAP A" ISRWLCM ICEF=hnB W - FLLBVWIIAEN YEL &= WLCM
LAP A" WLCM B &= nix ) - AT LABZRERE

WLCM O/NA T — R[EIE

Cisco WLCM LED

A bO—S077—LDITOTYTITL—RIKK

COP ZAX—7NICTERV

ip-helper address 1¥ > R# KT ip-forward protocol AN RZFERL = LAP ® WLCM N\ D%
%

WLCM O RSTNZa—F42F ARV R

B E B R

FU®IC

CORFIXAYRNTUE, Cisco T4 FLALAN I RO—5 EZ1—)L (WLCM ) DEEXH %
FEORNS TN 1—FT A IFIBICOVTHBLET,

LI Sua

=
ROEACHT AR BT NET,




. Lightweight Access Point Protocol ( LWAPP; Lightweight 727X R4 >~ 7O ) (I
B9 2 A

- WLCM ®EZ 1 —)L % Cisco Unified Wireless Network IZZ N33 XS ICRET D HENE
RS HE, EFRI-—FTHY, WLCM TOEEERBZROBEF. TCisco WLAN T
CRO—F XY RD—0 EDI1—-)LEEETA Ry ZBSRL TS EEL,

FATRIIAR—F b

CORFIAIXNODEBERIE., KOV TIRIITEN—RIITON—2aVICEIKENDTT,

. N—232 3211621 21795 WLCM ZFERATH/N—23 2 12411 T 2179 %
Cisco 2811 H—E AHAE)L—4& (ISR )
. Cisco 1030 & & T* Cisco 1232 AG Lightweight AP ( LAP )
. N— 3> 25 #E1TF S Cisco 802.11a/blg 74 YL A LAN (WLAN ) Y54 F> K P4
7R
. IN\—> 32 3.2 253179 % Cisco Secure Access Control Server ( ACS )
ERICRTAVR—FME, COXEOERICEAENETNAALETFTY, WLCM ZHR
—RMLULTWBISREELT WLCM THR—KL TV LAP OFEHBVARNIOVTREF IO RFD
XVRNAD TRSTNaA—=F4200 1 ZBRBLTLKEEV,

TEDEHE. BEODTRARELCLHDTFNAAZEITVTERENLEENOTT, CORFIXY
RTEATZIXNTOTFNARARK, Y (F7FIEN ) REOREHLSEBLTVERT, HEH
DY NIT—OTHEZITSHBE, ANV ROFEII DV THHICERLIESATHEEL TLKE
=L

RECE
REIXD NEROBMEE, TYRITIZNL T4y TAOKRE EBBLTKLEE W,
BRI

Cisco WLCM &, Cisco 2800 & & T Cisco 3800 1) —X ISR & KT Cisco 3700 >\ —X JL—
SHAD 80211 EEZY RD—oODY ) 1—>30%F/NE¥ (SMB) BLUEDTSUF #
TAADBEFICEHITBIESICHRHEThTVET,

Cisco WLCM %2 fEf 9% & Cisco ISR 8 KU Cisco 3700 > —X IL—XTHE K6 &N WLAN 7
DHEARAUN (AP) ZBETE, WLAN OEAXEBNfERILEINET, COARL—TFT 4
DU DATATR, IXNTOTF—RITAT N, BE. BRUOATLEEOHMEZEEL .,
IRV —AEE (RRM ) WEEEETL, ARL—FTA1VT AT ALEF21)FT4 (0SS) %
FEALTATALALEKOEE) T4 RUS—ZEFEBL, OSST7L—ALAD—0%FERALTIANT
DEF1)T A BEEFARLET,

Cisco WLCM T & Cisco Aironet LAP, A DA VYLA OO A=) ZATL(WCS)., &
& U Cisco Wireless Location Appliance £ B#L T, Zv23> JUFA1AILNBEIDAL VLA F—
2, BE, BLROCETFAFA T7VTr—232 23 R—MLET,

ST aA-F142T

CCTR. WLCM ICBEET 2 EANBEEO NS TN 1—FT 4« VI FIREZFHAL T,
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ISR T WLCM ZFERL &L

WLCM . XD ISR 7SY RT3 —ALEFTHR—KREhTVET,

. Cisco 3725 B LTV 3745 )L — &
. Cisco 2811, 2821, 2851 ISR
. Cisco 3825 & & U 3845 ISR

COUARTHEEENLEEDOUAD ISRAFHBHEE. WLCM AT hEt A, BEUE/N\—
ROIT7ZERALTWVWAREZHALET,

¥: WICM EZRY RD—20 E2a2—)L AOY NTOAYR—RNENET, Cisco2821 BV
2851 ISR THEATZ % EVM AOY NTREYR—RFEhTVWEEA,

EADOOIN—BR v —IZERETE S CiscoWLCM IE 1 BEWFTY,
WLCM ICE T2 EHOKR N T RNIITEHEHYET,

ISR T WLCM £R# 9 3(2(E. ISR Tlt. CiscolOSPY 7RI TTF UU—2R 12.4(2)XA1 ()L—
XRYVTRNIIT ) UREFEATEIHENHYET,

WLCM 7 —K75921%&FYvTI9L—RKRTEETH,

Cisco WLCM &, B IF5hTWBHE D 256 MB Compact Flash XE!) h—RADSEEL
F¥9, CompactFlash XE! A—RICIE7—~O—4A, Linux 7—%JL, Cisco WLCM & AP ®
EITAEET 7 A, B KV Cisco WLCM FRENM M TVET,

Cisco WLCM ® Compact Flash XEJ A— Rk, BEXBAETEH Y EH A,

WLCM R Y RADY FAgETT H.

WLCM E—FBD ISR 7T Y N7 #—ATWRFY NADY THETRESYEEA, I NO—7
T2 21— )LOSEMFR (OIR) &, Cisco 3745 )L—2 & KT Cisco 3845 ISR TOHHHR— K& h
TVWET,

WLCM THR—bZHh TS LAP

I N T O LWAPP XS Cisco Aironet AP A" R— k& hTH VY, ZhlliE Cisco Aironet 1000,
1100, BRTF 1200 ) —ANEENETT, HWIC-AP A U EZ—T I A A H—REYR—KEh
TWEBA,

WLCM D7 ZAM A —HBRXRYBNCTFIOLATERZEWV

chik, EELZEHETT, CiscoWLCM OBIEL—KIHZIAHBT7AN /1 —HFY KN FR—

REHR—RENhTWEEA, NM-WLC (WLCM B2 1 —)L ) ICIERIPIICAAN IL—R(ZHE

BENiE1 D207 7ANAM—HZY N KR—RNO&EIHY, NMOBESL—NCHIAET 7R
NA—HZXYNR=—RNEFAE—TIICENTHYERATAETT,

WLCM D AT—RADER

WLCM AL —RIZBBEhTHY, ELKREEIhTVWRHESH ZHEEITBICE., ISRAS



show version N> RZHITLE T,

2800- | SR- TSVEEB#show ver si on

Cisco 10S Software, 2800 Software (C2800NM ADVSECURI TYK9-M, Version 12.4(11)T,
RELEASE SOFTWARE (f c2)

Techni cal Support: http://ww.cisco. conltechsupport

Copyright (c) 1986-2006 by Ci sco Systens, Inc.

Conpil ed Sat 18-Nov-06 17:16 by prod_rel _team

ROM System Bootstrap, Version 12.4(1r) [hqgluong 1r], RELEASE SOFTWARE (fcl)

2800- | SR-TSWEB uptinme is 50 m nutes
Systemreturned to ROM by power-on
Systeminmage file is "flash:c2800nm advsecurityk9-ne. 124-11.T. bin"

Thi s product contains cryptographic features and is subject to United States

and |l ocal country |laws governing inport, export, transfer and use.

Delivery of Ci sco cryptographic products does not inply third-part y authority

to inport, export, distribute or use encryption. |Inmporters, exporters, distributors
and users are responsible for conpliance with U S. and local country |aws.

By using this product you agree to conply with applicable | aws and regul ati ons.

If you are unable to conply with U S. and local laws, return this product inmediately.

A summary of U.S. |aws governing G sco cryptographic products nay be found at:
http://ww. ci sco. conf wM / export/crypto/tool/stqrg. htm

If you require further assistance please contact us by sending enail to export@isco.com

Cisco 2811 (revision 53.50) with 249856K/ 12288K bytes of menory.
Processor board | D FTX1014A34X

2 FastEthernet interfaces

1 termnal line

1 Virtual Private Network (VPN) Mdul e

1 cisco Wreless LAN Controller(s)

DRAM configuration is 64 bits wide with parity enabl ed.
239K bytes of non-volatile configuration nenory.
62720K bytes of ATA Conpact Fl ash (Read/ Wite)

Configuration register is 0x2102
WLCM D RAT—RAZFAXBICIE. service-module wlan-controller slot/port status 1Y > R & F
TLET,

2800- | SR- TSWEB#ser vi ce- nodul e W an-controller 1/0 status
Service Mdule is Csco wlan-controllerl/0

Servi ce Mddul e supports session via TTY |line 66

Service Mdule is in Steady state

Getting status fromthe Service Mdule, please wait..

Cisco WLAN Controller 3.2.116. 21

service-module wlan-controller 1/0 statistics 1< > R&ZFHITL TWLCM OE> 21—)L UtY N K
HEREFARDELEETEET,

2800- | SR- TS\\EB#ser vi ce-nodul e Wl an-controller 1/0 statistics
Modul e Reset Statistics:



CLI reset count =0

CLI reload count =0

Regi stration request timeout reset count = 0
Error recovery tinmeout reset count = 0

Modul e regi stration count = 4

BEICE2>TR, COIT—HNRRENET,

Rout er #servi ce-nmodul e Wl an-control l er 4/0 status
Service Mdule is Cisco wan-controller4/0

Servi ce Moddul e supports session via TTY |line 258
Service Mddule is trying to recover fromerror
Service Mdule status is not available

O this:

Rout er #servi ce-modul e Wl an-controller 1/0 status
Service Mdule is Csco wlan-controllerl/0
Service Mddul e supports session via TTY |line 66
Service Mdule is failed

Service Mdule status is not available

COIS—@F., N\—RIUITORBENrEETHDAREEF HVET, TACOHY—ERXUUITA
REFA—7>LT, COBBORNS TN 2—F142002K0TL<EEY, TACT—ARERLIC
&, SRAOEDEUNULETT, CiscoTAC ICEETAICWE., TUVZHIL HYR—KESBLT
<EEV,

WLCM D75 1EH %= X RT S ZIF show sysinfo IX > RERKITLET,

(Cisco Controller) >show sysinfo

Manufacturer's Nanme............. ... ... ... ... Ci sco Systens, Inc
Product Name........... ... i Cisco Controller
Product Version............. .. ... 3.2.116. 21

RTOS Version. . ... e e e 3.2.116. 21

Bootl oader Version............ ... .. 3.2.116. 21

Bui I d Type. . ... DATA + WPS

System Name. . .. ... .. W.CM

System Location............. ...
System Contact........... ...

System QbjectID........... 1.3.6.1.4.1.14179.1.1.4.5

I[P Address. .. ... 60.0.0.2

SystemUp TimB. ... 0 days 0 hrs 39 mins 18 secs
Configured Country....... ... United States

State of 802.11b Network......................... Enabl ed

State of 802.11a Network......................... Enabl ed

Nummber of WLANS. . ... . . . 1

3rd Party Access Point Support................... Di sabl ed

Number of Active Clients........... ... ... ....... 0

CLIOY74F1L—>32 DAY —RTBEZRTIDEE

CLIO>74F1L—>3> D4 —RZEHEHALTWLCM Z#H T (KEET7FILbADY
Y NRIC ) RETRHE. RELEEZTOCR-F—2FALET, RICHAZRLET,

CCT, I—YiFE admin EANTERDYIZ, ChEBETDEHIZadminnZADLET,
ROTOVTRNT, Z#ADL, [Enter] 29UV ILET, PATALANBOTOVTNCREWET
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(Cisco Controller)

Wel come to the Cisco Wzard Configuration Tool
Use the '-' character to backup

System Nane [Cisco_e8:38:¢c0]: adm nn

1--- The user enters adm nn instead of adm n.

Enter Adm nistrative User Nane (24 characters nmax): -
l--- In order to nmake the corrections, the user enters -

System Nane [Cisco_e8:38:c0] (31 characters max): admin
l--- The user is again pronpted for the systemnane and !--- then enters the correct system nane
admi n.

LAP # ISRWLCM & hiExW\W - FLLBVEARN KL = WLCM

NM-AIR-WLC6-K9 & & T NM-AIR-WLC6-K9= ® WLCM IZIEER - REBEN B L TVWET,
A RE T, WLCNM & Cisco & Airespace M AP ICk 2 TRRREE hEEB A, 2006 F 2 F 1
HAS 2006 3 A 22 HOBICHRAIE N WLCM ICEENHYET, REIRTOFRESICK
V., BRELANI>NO—F0XY NITD—0 EZ1—IILOF/NAAICELVIERAENf AE—Eh
TVWEBA, BROLIAATICKY RSAF—OF—HBAHNREL. LWAPP X—AD AP T,
WLCNM ¥ DA, BIEMNIT, BRAIKKLET,

FHICOWTIE, FField Notice : FN62379- DA VYL ALAN O NO—F XY RD—0 D
1—)LA Cisco & Airespace 7 It A RA 2 NTRIESHhBEWVW - N—RIDTIF FYvFT7IL—R

g ZSRBLTLKEEL, O Field Notice (Zl&, BEIEKICMZ, HEEZZFD XY RND—U D
1—)1/0)%55:%%&:/') TILBESHEENTVET,

LAP #* WLCM C BB hBE W\ - S AT LARBRAREE

WLCM IZ2 AT LD BRERAZERETDILEN HVET. FETHREITDLE, NTP U —
NEFERATEIRSICWLCM ZRETRCEETERT, BUEBNIREETATVEWES,
LAP (& WLCM ICBEEhEB A, CLIVAHY—RT, DATLOBRNEKZNEZANTEILSRE
TNERT, BRZADLBWVWES, ROBEXY E—IHFRRENETT,

Warning! No AP will conme up unless the tinme is set
Pl ease see docunentation for nore details.

RZEFBHTHRETSICE. WLCM O CLIASROONYY RERITLET,

Warning! No AP will conme up unless the tinme is set
Pl ease see docunentation for nore details.

WLCM TNTP H—NZHERAT2HEE. COOX RERITLET,

Warning! No AP will conme up unless the tinme is set
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Pl ease see docunentation for nore details.

WLCM O/ A — REHE

WLCM IO A4 > T3S DNATD—RESENEEES,. WLCM ICT7 VAT RHE—DFEIE.
WLCM 2F 7 # ) RBREICVEY RTBZETT, CNHBE. WLCM OREEINTUEY N
TENBDT, RN SEELBEIXLEN HYET,

HEFROMHPREIC WLCM ZUEY hFB2HFEICOVTE, "WICM ZF7 )L hREICU L
Y b, ZZRULTLEE W,

Cisco WLCM LED

XD IIE, Cisco WLCM O LED £ ZDEKZERLET,

LE
D =k
Compact Flash D XE) A—RHFTFTIOFT147 T

CF

ED1-IIBEILTTAMIERL, L—2THEA
TEET,

BEREIMO—Z0OED1—-I/ITEATERY,

EN

PW
R

A MO D7 F—LIIFDTFTYTIL—RIRHK

FYv7I9L—RZ7OBAODEFTHIC, PFY7IL—R J7OCAICEENH DTS —HINRETDH
EFHYNVET, cOEIADTR, IZ— AXAVE—TJ0ERBLVOIZ—%24%< LT MO
—SETFTYTYIL—RIBDAHZEICOVTEHBLET,

"Code file transfer failed-No reply from the TFTP servery : COILT— XY tE—IHFRRE
hanlk, TFTIPHY—NFT7IOT17TRBEWVEETT. —/NO TFTP Y—EAN M Z—
TILILBE2TVRIAESHERERBLET,

- T'Code file transfer failed - Error from server:1 "File was not found., "Aborting transfer
COS T77AUNTFTIPH—NOF 72K FALIRNIICEELBEVES, COIF— X
YVE—INRTIENET, COIT—2BLTFICE. TFTPH—NOF7FI)ILN F4L U B
DICAX—=2 774 ) Z2dE—-LET,

. TTFTP Failure while storing in flash!y : TFTP 4 —/NICEBEAN®H B BEEICCOIT—HNRE
LET, —HOTFTPH—NTR, BETEZT77AMILOH A XANFRENATVET, Flo
TFTPH—N1—FT1VF1Z2ERALTLKEETY, FRATELSERNO TFTP Y—/N1—7T4
T4 JFRBHEHREATVET, Tipd32 N—>3220&EVS TFTPH—NZFEATSE
EEHBHHLEXRT, TFTP . Tftpd32

. The install partitions are destroyed or the image is corrupted : Y7 RN DI F7&2T7Y7TIL—R
LEASELTERIERELARTZEER., A X—TJHFHEBELTVD AR BYET, R
ATV AN HR—BICEHL T, YR—PMZHEEBLTSEZV,

WLCM O 7 7—ALDIT 2TV 7TIL—RIBDFEDFHM-OVTIE, MCisco WLAN 1> [
—ZEDANWVIIRIVITOFTYTIL—R, 2ZBRLTEZ,
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CDP Z#A4 Z—7)LIcTE AL

3750 ISR ICA A R—J)LEhTLWB WLCM £ 0 Cisco Discovery Protocol ( CDP ) & 1—H%#" 4
ZF=TNICTEFERA, ROXYE—DHFRRENET,

Warning! No AP will cone up unless the tine is set
Pl ease see docunentation for nore details.

J—4HH CDP 24 X—7I)LICT B 7=%IZ configcdp enable Y RERITLTE, COFELU X
YE—IANRRENET,

Warning! No AP will cone up unless the tinme is set
Pl ease see docunentation for nore details.

Zhlk, CiscoBugID CSCsg67615 NM"EERTHRAEL FT, 3750G ICFEL TVWBHEET A VL
ALAN OV RMO—Z TR CDP ZHR—KRLTVEHAN, 2O MO—ZICXL T CDP CLI
OXREFERATEET, Zhid 4.0206.0 THRENATVWET,

ip-helper address Y >/ R$ KT ip-forward protocol AN REFERALU & LAP @
WLCM A\ D& &

WLCM ZFEAT2 &, LAPHA IPHT7ZY ROTO—RFY¥ARMCKY, WL.CM ZRETZ &
FHR#TT, chik, ISRONYITL—IZRTSD WLCM OERFZEE, BERBIO IP YT
ZYNIBREENTWVWS LAP OEREBSZ (#E ) HNEBHTT, PHT7ZYRMNODT7O—RFYR
No®EZIEFEICETTSICIE, ip helper-address & ip forward-protocol udp 12223 1Y > R%&
BITLET,

—fRIZ, ChSsOON ROEME, P7O—RFYANTHIAHELEOHD 7L —LEREEE
FREUL—9%CETT, COUL—EWLCEEBA U RA—TIA4AANOFREMFTIE. WLC DI
ENBREICLAP ICRZEHICTOTHIHENHYET,

ip helper-address 1V > R, LAP FEH{ENTVDR AV EZ—T IS ADTTRITTIDHEND
V). ip helper-address X > Rik, WLC DEEB A E—T7 IA AZEITHBENfHVET,

Warning! No AP will cone up unless the tinme is set
Pl ease see docunentation for nore details.

ip forward-protocol AN > RiFJO—/N)L A7 4F21L—>32 ANV RTT,

Warning! No AP will cone up unless the tinme is set
Pl ease see docunentation for nore details.

WLCM D RSN a—F14 20 OAIVR

CCTl. WCMBEZNZ TN 2—TFT 4200 F21EOHICEATE S debug IY¥ > RERL



£,
O O—-5CBBRTS LAP 28895 debug T K
LAP A" WLCM ICBEREhTVWB A ESH ERRTHICIE., XD debug AN RZFEALET,

. debug mac addr <AP-MAC-address xx: XX: XX: XX: XX: Xx> : LAP ® MAC 7 RLAOF/NNv T
EBRELET,
. debug Iwapp events enable : LWAPP A X NETT— XV E—S0FNY I ZBRELET

.debugpmpkienable : ¥ 1T 4 RV —IXZX—JFED1—=I)LOFNYTZRELE
9,
LAP % WLCM (&89 % & & O debug Iwapp events enable 1Y > ROE HHl & RIZRLET,

Mon Mar 12 16:23:39 2007: Received LWAPP DI SCOVERY REQUEST from AP 00: Ob: 85: 51: 5a: e0
to 00:15: 2c:e8:38:¢c0 on port "1’
Mon Mar 12 16:23:39 2007: Successful transm ssion of LWAPP Di scovery-Response to
AP 00: Ob: 85: 51: 5a: e0 on Port 1
Mon Mar 12 16:23:52 2007: Received LWAPP JO N REQUEST from AP 00: Ob: 85:51:5a:e0 to
00: 15: 2c: e8:38:c0 on port '1'
Mon Mar 12 16:23:52 2007: LWAPP Joi n- Request MIU path from AP 00: Ob: 85: 51: 5a: e0
is 1500, renpote debug node is O
Mon Mar 12 16:23:52 2007: Successfully added NPU Entry for AP 00: Ob: 85:51: 5a: e0
(index 49)Switch IP: 60.0.0.3, Switch Port:
12223, intIfNum1, vlianld 0 AP IP: 10.77.244.221, AP Port: 5550,
next hop MAC. 00:17:94:06:62: 98
Mon Mar 12 16:23:52 2007: Successfully transm ssion of LWAPP Join-Reply to
AP 00: Ob: 85: 51: 5a: e0
Mon Mar 12 16:23:52 2007: Register LWAPP event for AP 00: Ob: 85:51:5a:e0 slot O
Mon Mar 12 16:23:52 2007: Register LWAPP event for AP 00: Ob: 85:51:5a:e0 slot 1
Mon Mar 12 16:23:53 2007: Received LWAPP CONFI GURE REQUEST from AP 00: Ob: 85: 51: 5a: e0
to 00:15:2c:e8:38:c0
Mon Mar 12 16:23:53 2007: Updating IP info for AP 00: Ob: 85:51: 5a:e0 --
static 0, 10.77.244.221/ 255. 255. 255. 224, gtw 10.77. 244. 220
Mon Mar 12 16:23:53 2007: Updating | P 10.77.244.221 ===> 10.77.244.221 for
AP 00: Ob: 85: 51: 5a: e0
Mon Mar 12 16:23:53 2007: spanVerifyRegDonmai n RegDomain set for slot 0 code O
regstring -A regDfronCh -A
Mon Mar 12 16:23:53 2007: spanVerifyRegDonmai n RegDomain set for slot 1 code O
regstring -A regDfronCh -A
Mon Mar 12 16:23:53 2007: spantEncodeDonmi nSecr et Payl oad: Send donmi n secret
WLCM Mobi i ty<bc, 73, 45, ec, a2, c8, 55, ef , 14, 1e, 5d, 99, 75, 2,19, 63, af, 74, d9, 02> to
AP 00: Ob: 85: 51: 5a: e0
Mon Mar 12 16:23:53 2007: Successfully transm ssion of LWAPP Confi g- Message to
AP 00: Ob: 85: 51: 5a: e0
Mon Mar 12 16:23:53 2007: Runni ng spanEncodeCr eat eVapPayl oad for SSID ' W.CM TSWEB'
Mon Mar 12 16:23:53 2007: Runni ng spanEncodeCr eat eVapPayl oad for SSID ' W.CM TSWEB'
Mon Mar 12 16:23:53 2007: AP 00:0b: 85:51: 5a: e0 associ ated. Last AP failure was due to
AP reset
Mon Mar 12 16:23:53 2007: Received LWAPP CHANGE_STATE_EVENT from AP 00: Ob: 85: 51: 5a: e0
Mon Mar 12 16:23:53 2007: Successfully transm ssion of LWAPP Change- St at e- Event
Response to AP 00: Ob: 85: 51: 5a: e0
Mon Mar 12 16:23:53 2007: Received LWAPP Up event for AP 00:0b: 85:51:5a:e0 slot 0!
Mon Mar 12 16:23:53 2007: Received LWAPP CONFI GURE COVMAND RES from AP 00: Ob: 85: 51: 5a: e0
Mon Mar 12 16:23:53 2007: Received LWAPP CHANGE_STATE_EVENT from AP 00: Ob: 85: 51: 5a: e0
Mon Mar 12 16:23:53 2007: Successfully transm ssion of LWAPP Change- St at e- Event
Response to AP 00: Ob: 85: 51: 5a: e0
Mon Mar 12 16:23:53 2007: Received LWAPP Up event for AP 00:0b:85:51:5a:e0 slot 1!
Mon Mar 12 16:23: 54 2007: Received LWAPP CONFI GURE COVMAND RES from AP 00: Ob: 85: 51: 5a: e0



12
12
12
12
12

16: 23:
16: 23:
16: 23:
16: 23:
16: 23:

54 2007:
54 2007:
54 2007:
54 2007:
54 2007:

Recei ved
Recei ved
Recei ved
Recei ved
Recei ved

Mon Mar

LWAPP CONFI GURE COMWAND RES from AP 00: Ob:
LWAPP CONFI GURE COMWAND RES from AP 00: Ob:
LWAPP CONFI GURE COMWAND RES from AP 00: Ob:
LWAPP CONFI GURE COMWAND RES from AP 00: Ob:
LWAPP CONFI GURE COMWAND RES from AP 00: Ob:

85:51:
85:51:
85:51:
85:51:
85: 51:

ba:
ba:
ba:
ba:
ba:

el
el
el
el
el

LAP % WLCM (&89 % & & O debug pm pki enable 1Y > ROHAHZRICRLET,

Mon Mar
Mon Mar

12 16:30: 40 2007
12 16: 30: 40 2007:
Mon Mar 12 16: 30: 40 2007:
Mon Mar 12 16: 30: 40 2007:
L=San Jose, O-airespace Inc
MAI LTO=support @i r espace. com
Mon Mar 12 16:30:40 2007: sshpntet| ssuer Handl es:
L=San Jose, O=airespace Inc, OUnone, CN=ca,
MAI LTO=support @i r espace. com
Mon Mar 12 16:30:40 2007: sshpntet| ssuer Handl es:
00: Ob: 85: 51: 5a: e0
12 16: 30:
12 16: 30:
12 16: 30:
12 16: 30:
12 16: 30:
12 16: 30: 40
12 16: 30: 40
>bsnd dDef aul t CaCert <
Mon Mar 12 16:30: 40 2007:
>bsnDef aul t Root CaCert <

Mon Mar 12 16:30: 40 2007:
>bsnDef aul t CaCert <

Mon Mar 12 16:30: 40 2007:

Mon Mar 12 16:30: 40 2007:
>bsnDef aul t CaCert <

Mon Mar 12 16:30: 40 2007:

Mon Mar 12 16:30: 40 2007:
>bsnd dDef aul t CaCert <

Mon Mar 12 16: 30: 40 2007:

Mon Mar 12 16:30: 40 2007:
>bsnd dDef aul t CaCert <

Mon Mar 12 16:30: 40 2007:

Mon Mar 12 16: 30: 40 2007:
>bsnd dDef aul t CaCert <

Mon Mar 12 16: 30: 40

2007/ 03/ 12/ 16: 30: 40
Mon Mar 12 16: 30: 40

send a Cisco cert to

12 16: 30: 40

12 16: 30: 40

12 16: 30: 40

12 16: 30: 40

12 16: 30: 40 2007:

12 16: 30: 40 2007:

>cscoDef aul t NewRoot CaCert <

12 16: 30: 40 2007:

12 16: 30: 40 2007:

12 16: 30: 40 2007:

12 16: 30: 40 2007:

12 16: 30: 40 2007:

Cl D 0Ox15b4c76e

Mar 12 16: 30: 40
Mon Mar 12 16: 30: 40

>bsnd dDef aul t CaCert <

sshpnGet | ssuer Handl es:
sshpmGet | ssuer Handl es:
sshpmGet | ssuer Handl es:
sshpmGet | ssuer Handl es:

CN=000b85515ae0,

40
40
40
40
40

2007:
2007:
2007:
2007:
2007:
2007:
2007:

sshpmGet | ssuer Handl es:
sshpmGet CID: called to
sshpnGet CI D: conpari ng
sshpnGet CI D: conpari ng
sshpnGet CI D: conpari ng
sshpnmGet Cert FronCI D: ¢
sshpnmGet Cert FronCI D: ¢

sshpnmGet Cert FronCI D: ¢

sshpnmGet Cert FronCI D: ¢

c
f

ssphnser Cert Veri fy:
ssphnser Cert Veri fy:

sshpnGetCID: called to
sshpmGet CI D: conpari ng

sshpmGet Cert FronCI D: ¢
sshpmGet Cert FronCI D: ¢

ssphnser Cert Verify:
ssphnser Cert Verify:

c
u
2007: sshpntet | ssuer Handl es:
2007:
AP.

2007:
2007:

2007:
2007:

sshpmGet | ssuer Handl es:

sshpnGet Cl D:
sshpnGet Cl D:
sshpnGet Cl D:
sshpnGet Cl D:
sshpnGet Cl D:
sshpnGet Cl D:

called to
conpari ng
conpari ng
conpari ng
conpari ng
conpari ng

sshpnGet Cl D:
sshpnGet Cl D:
sshpnGet CI D: conpari ng
sshpnGet CI D: conpari ng
sshpmGet Cer t Fr omHandl e

conpar i
conpar i

ng
ng

2007:
2007:

sshpmGet Cert FronCI D: ¢
sshpmGet Cert FronCI D: ¢

| ocking ca cert table
calling x509_alloc() for
cal ling x509_decode()
<subj ect> C=US, ST=California,

user cert

<i ssuer> C=US, ST=California,

Mac Address in subject is

Cert is issued by Airespace Inc.

eval uat e <bsnDef aul t CaCert >

to row 0, CA cert >bsnd dDefaul t CaCert<
to row 1, CA cert >bsnDef aul t Root CaCert <
to row 2, CA cert >bsnDefaultCaCert<
alled to get cert for CID 2816f436
onparing to row 0, certnane

onparing to row 1, certname
onparing to row 2, certname

al i ng x509_decode()
ailed to verify AP cert

eval uat e <bsnd dDef aul t CaCert >
to row 0, CA cert

alled to get cert for CID 226b9636
onparing to row 0, certnane

al i ng x509_decode()
ser cert verfied using

ValidityString (current):
AP sw version is 0x3027415,

eval uat e <cscoDefaul tldCert>

to row 0, CA cert >bsnd dDefaul t CaCert<
to row 1, CA cert >bsnDefaul t Root CaCert <
to row 2, CA cert >bsnDefaultCaCert<

to row 3, CA cert >bsnDefaul tBuil dCert<
to row 4, CA cert

to row 5, CA cert >cscoDefault M gCaCert<
torow O, IDcert >bsndO dDefaultldCert<
torow 1, IDcert >bsnDefaultldCert<
torow 2, IDcert >cscoDefaultldCert<

. calling sshpntGet Cert FronCl D()

alled to get cert for CI D 15b4c76e
onparing to row 0, certnane



Mon Mar 12 16:30:40 2007: sshpmCet CertFronCl D: conparing to row 1, certnamne
>bsnDef aul t Root CaCert <
Mon Mar 12 16:30:40 2007: sshpmCet CertFronCl D: conparing to row 2, certnamne
>bsnDef aul t CaCert <
Mon Mar 12 16:30:40 2007: sshpmCet CertFronCl D: conparing to row 3, certnamne
>bsnDef aul t Bui | dCert <
Mon Mar 12 16:30:40 2007: sshpmCet CertFronCl D: conparing to row 4, certnamne
>cscoDef aul t NewRoot CaCert <
Mon Mar 12 16:30:40 2007: sshpmCet CertFronCl D: conparing to row 5, certnamne
>cscoDef aul t M gCaCert <
Mon Mar 12 16:30:40 2007: sshpmCet CertFronCl D: conparing to row O, certnamne
>bsnd dDef aul t 1 dCert <
Mon Mar 12 16:30: 44 2007: sshpmCet CertFronCl D: conparing to row 1, certnamne
>bsnDef aul t I dCert <
Mon Mar 12 16:30: 44 2007: sshpmCet CertFronCl D: conparing to row 2, certnamne
>cscoDef aul t1dCert<
Mon Mar 12 16:30: 44 2007: ssphmPublicKeyEncrypt: called to encrypt 16 bytes
Mon Mar 12 16:30: 44 2007: ssphnPublicKeyEncrypt: successfully encrypted, out is 192 bytes
Mon Mar 12 16:30: 44 2007: sshpnPrivat eKeyEncrypt: called to encrypt 196 bytes
Mon Mar 12 16: 30: 44 2007: sshpmGet Openssl PrivateKeyFronCID: called to get key for
Cl D 15b4c76e
Mon Mar 12 16:30: 44 2007: sshpmCet Openssl Privat eKeyFronCl D: conparing to row 0, certnane
>bsnd dDef aul t 1 dCert <
Mon Mar 12 16:30: 44 2007: sshpmCet Openssl Privat eKeyFronCl D: conparing to row 1, certnane
>bsnDef aul t I dCert <
Mon Mar 12 16:30: 44 2007: sshpmCet Openssl Privat eKeyFronCl D: conparing to row 2, certnane
>cscoDef aul t1dCert<
Mon Mar 12 16:30: 44 2007: sshpmCet Openssl Privat eKeyFronCID: match in row 2
Mon Mar 12 16:30: 44 2007: sshpnPrivat eKeyEncrypt: calling RSA private_encrypt
with 196 bytes
Mon Mar 12 16:30: 44 2007: sshpnPrivat eKeyEncrypt: RSA private_encrypt returned 256
Mon Mar 12 16: 30: 44 2007: sshpnPrivat eKeyEncrypt: encrypted bytes: 256

Web SEREZ#EET S debug IV K

Web FZREA" WLCM TEREES YW ICEBEL TVWR A ESH ZHFETSHICIE. XD debug AV R
ZEALET,

. debugaaaallenable : IXTD AAA XY E—DOFNY T EZBRELE T,

. debug pem state enable : Policy Manager A7— kK X2 OFNY TZERELET,

. debug pem events enable : RV — XFX—2 v ARVKNOFNY T ZRELET,

. debug pm ssh-appgw enable : 7 7’V —> 3> F—RKIJITAOFNY T EZERELE T,

. debug pm ssh-tcp enable : RS> — X ZX— ¥ tcp REBOF/NY T EZEZELE T,
S50 debug INY RO—FOH > FIELZRIZRLET,

(Cisco Controller) >debug aaa all enable

User userl authenticated
00: 40: 96: ac: €6: 57 Returni ng AAA Error 'Success' (0) for nobile 00:40:96: ac: e6: 57
Aut hori zati onResponse: Oxbadff97c

structureSize. . ... 70

resultCode. . ... 0

protocol Used. . ......... .. . 0x00000008

proxyState. . ... .. 00: 40: 96: AC: E6: 57-00: 00

Packet contains 2 AVPs:
AVP[ 01] Service-Type. ... ... ... 0x00000001 (1) (4 bytes)
AVP[ 02] Airespace / WLAN-Identifier.............. 0x00000001 (1) (4 bytes)

00: 40: 96: ac: e6: 57 Applying new AAA override for station 00:40: 96: ac: e6: 57
00: 40: 96: ac: e6: 57 Override values for station 00:40:96: ac: e6: 57 source: 48,



valid bits: Ox1 gosLevel: -1, dscp: Oxffffffff, dotlpTag: Oxffffffff, sessionTineout: -1
dat aAvgC:. -1, rTAvgC -1, dataBurstC -1, rTineBurstC -1 vlanlfNanme: '', acl Name:
00: 40: 96: ac: €6: 57 Unable to apply override policy for
station 00:40: 96: ac: e6: 57 - VapAl | owRadi usOverride is FALSE
Account i ngMessage Accounting Start: 0xa62700c
Packet contains 13 AVPs:

AVP[ 01] User-Name. . ........ ... userl (5 bytes)

AVP[02] Nas-POort........c...uiiiiiinnnn 0x00000001 (1) (4 bytes)

AVP[ 03] Nas-lp-Address. . ...........iiiiiinao... 0x0a4df 4d2 (172881106) (4 bytes)
AVP[04] NAS-Identifier...........coiiiinnnnn. 0x574c4331 (1464615729) (4 bytes)
AVP[ 05] Airespace / WLAN-Identifier.............. 0x00000001 (1) (4 bytes)

AVP[ 06] Acct-Session-Id.......................... 45e84f 50/ 00: 40: 96: ac: e6:57/9 (28 bytes)
AVP[ 07] Acct-Authentic.......... ... ... ... ....... 0x00000002 (2) (4 bytes)

AVP[ 08] Tunnel -Type. ... ... ... .. 0x0000000d (13) (4 bytes)

AVP[ 09] Tunnel -Medium Type. .. ............ ... ..... 0x00000006 (6) (4 bytes)

AVP[ 10] Tunnel -Goup-1d............ ... ... ....... 0x3330 (13104) (2 bytes)

AVP[ 11] Acct-Status-Type. . ... ... 0x00000001 (1) (4 bytes)

AVP[ 12] Calling-Station-Id....................... 10.0.0.1 (8 bhytes)

AVP[13] Called-Station-Id.............couuna.. 10. 77.244. 210 (13 bytes)

when web authentication is closed by user:
(Cisco Controller) >

Account i ngMessage Accounting Stop: 0xa627c78
Packet contains 20 AVPs:

AVP[ 01] User-Name. .. ... ...t userl (5 bytes)

AVP[02] Nas-Port........c...uiiiiiiiinnnn 0x00000001 (1) (4 bytes)

AVP[ 03] Nas-lp-Address. . ...........iiiiiinaon.. 0x0a4df 4d2 (172881106) (4 bytes)
AVP[04] NAS-Identifier........ ... 0x574c4331 (1464615729) (4 bytes)
AVP[ 05] Airespace / WLAN-Identifier.............. 0x00000001 (1) (4 bytes)

AVP[ 06] Acct-Session-Id.......................... 45e84f 50/ 00: 40: 96: ac: e6:57/9 (28 bytes)
AVP[ 07] Acct-Authentic.......... ... ... ... ....... 0x00000002 (2) (4 bytes)

AVP[ 08] Tunnel -Type. ... ... ... 0x0000000d (13) (4 bytes)

AVP[ 09] Tunnel -Medium Type. .. ...... ... . ... ..... 0x00000006 (6) (4 bytes)

AVP[ 10] Tunnel -Goup-1d............ ... ... ....... 0x3330 (13104) (2 bytes)

AVP[ 11] Acct-Status-Type. . ... ... 0x00000002 (2) (4 bytes)

AVP[ 12] Acct-lnput-Qctets. ... ... ... ... ... 0x0001820e (98830) (4 bytes)

AVP[ 13] Acct-Qutput-Cctets......... ... ... ....... 0x00005206 (20998) (4 bytes)

AVP[ 14] Acct-lnput-Packets....................... 0x000006ee (1774) (4 bytes)

AVP[ 15] Acct-CQutput-Packets...................... 0x00000041 (65) (4 bytes)

AVP[ 16] Acct-Terminate-Cause. .................... 0x00000001 (1) (4 bytes)

AVP[ 17] Acct-Session-Time..............c. oo 0x000000bb (187) (4 bytes)

AVP[ 18] Acct-Delay-Tine......... ... ... . ....... 0x00000000 (0) (4 bytes)

AVP[ 19] Calling-Station-Id....................... 10.0.0.1 (8 bhytes)

AVP[20] Called-Station-Id.............ciuuuna.. 10.77.244.210 (13 bytes)

(Cisco Controller) >debug pem state enabl e

Fri Mar 2 16:27:39 2007: 00:40:96:ac:e6:57 10.0.0.1
WEBAUTH_REQD (8) Change state to START (0)

Fri Mar 2 16:27:39 2007: 00:40:96:ac:e6:57 10.0.0.1
START (0) Change state to AUTHCHECK (2)

Fri Mar 2 16:27:39 2007: 00:40:96:ac:e6:57 10.0.0.1
AUTHCHECK (2) Change stateto L2AUTHCOVPLETE (4)

Fri Mar 2 16:27:39 2007: 00:40:96:ac:e6:57 10.0.0.1
L2AUTHCOMPLETE (4) Change state to WEBAUTH_RECQD ( 8)
Fri Mar 2 16:28:16 2007: 00:16:6f:6e:36:2b 0.0.0.0
START (0) Change state to AUTHCHECK (2)

Fri Mar 2 16:28:16 2007: 00:16:6f:6e:36:2b 0.0.0.0
AUTHCHECK (2) Change state to L2AUTHCOWPLETE (4)

Fri Mar 2 16:28:16 2007: 00:16:6f:6e:36:2b 0.0.0.0



L2AUTHCOVMPLETE (4) Change state to DHCP_REQD (7)

Fri Mar 2 16:28:19 2007: 00:40:96:ac:e6:57 10.0.0.1
WEBAUTH_REQD (8) Change state to WEBAUTH _NOL3SEC (14)
Fri Mar 2 16:28:19 2007: 00:40:96:ac:e6:57 10.0.0.1
WEBAUTH_NOL3SEC (14) Change state to RUN (20)

Fri Mar 2 16:28:20 2007: 00:16:6f:6e:36:2b 0.0.0.0
START (0) Change state to AUTHCHECK (2)

Fri Mar 2 16:28:20 2007: 00:16:6f:6e:36:2b 0.0.0.0
AUTHCHECK (2) Change state to L2AUTHCOWPLETE (4)

Fri Mar 2 16:28:20 2007: 00:16:6f:6e:36:2b 0.0.0.0
L2AUTHCOVMPLETE (4) Change state to DHCP_REQD (7)

Fri Mar 2 16:28:24 2007: 00:40:96:af:a3:40 0.0.0.0
START (0) Change state to AUTHCHECK (2)

Fri Mar 2 16:28:24 2007: 00:40:96:af:a3:40 0.0.0.0
AUTHCHECK (2) Change state to L2AUTHCOWPLETE (4)

Fri Mar 2 16:28:24 2007: 00:40:96:af:a3:40 0.0.0.0
L2AUTHCOVMPLETE (4) Change state to DHCP_REQD (7)

Fri Mar 2 16:28:25 2007: 00:40:96:af:a3:40 40.0.0.1
DHCP_REQD (7) Change stateto RUN (20)

Fri Mar 2 16:28:30 2007: 00:16:6f:6e:36:2b 0.0.0.0
START (0) Change state to AUTHCHECK (2)

Fri Mar 2 16:28:30 2007: 00:16:6f:6e:36:2b 0.0.0.0
AUTHCHECK (2) Change state to L2AUTHCOWPLETE (4)

Fri Mar 2 16:28:30 2007: 00:16:6f:6e:36:2b 0.0.0.0
L2AUTHCOMPLETE (4) Change state to DHCP_REQD (7)

Fri Mar 2 16:28:34 2007: 00:16: 6f:6e:36:2b 30.0.0.2
DHCP_REQD (7) Change stateto WEBAUTH REQD ( 8)

(Cisco Controller) >debug pem events enabl e

Fri Mar 2 16:31:06 2007: 00:40:96: ac:e6:57 10.0.0.1
START (0) Initializing policy
Fri Mar 2 16:31:06 2007: 00:40:96: ac:e6:57 10.0.0.1
L2AUTHCOMPLETE (4) Pl unbed mobil e LWAPP rul e on AP 00: Ob: 85: 5b: f b: dO
Fri Mar 2 16:31:06 2007: 00: 40: 96: ac: e6:57 10.0.0.1
WEBAUTH_REQD (8) Adding TMP rule
Fri Mar 2 16:31:06 2007: 00:40: 96: ac: e6:57 10.0.0.1
WEBAUTH_REQD (8) Replacing Fast Path rule
type = Tenporary Entry on AP 00: Ob: 85: 5b: fb: d0, slot O,
interface = 1 ACL Id = 255,
Junbo Franmes = NO 802.1P = 0, DSCP = 0, Tokenl D = 1506
Fri Mar 2 16:31:06 2007: 00:40: 96: ac: e6:57 10.0.0.1
WEBAUTH_REQD (8) Successfully plunbed nmobile rule (ACL | D 255)
Fri Mar 2 16:31:06 2007: 00:40: 96: ac:e6:57 10.0.0.1
WEBAUTH_REQD (8) Del eting nobile policy rule 27
Fri Mar 2 16:31:06 2007: 00: 40: 96: ac: e6: 57
Addi ng Wb Rul el D 28 for nobile 00:40: 96: ac: e6: 57
Fri Mar 2 16:31:06 2007: 00:40: 96: ac:e6:57 10.0.0.1
WEBAUTH_REQD ( 8) Addi ng TMP rul e
Fri Mar 2 16:31:06 2007: 00:40: 96: ac:e6:57 10.0.0.1
WEBAUTH_REQD ( 8) Repl aci ngFast Path rule type = Tenporary Entry
on AP 00: Ob: 85:5b:fb:d0, slot O, interface = 1 ACL Id = 255,
Junbo Franmes = NO 802.1P = 0, DSCP = 0, Tokenl D = 1506
Fri Mar 2 16:31:06 2007: 00:40: 96: ac:e6:57 10.0.0.1
WEBAUTH_REQD ( 8) Successful ly plunbed nmobile rule (ACL | D 255)
Fri Mar 2 16:31:06 2007: 00:40:96: ac: e6:57 10.0.0.1 Renoved NPU entry.
Fri Mar 2 16:31:06 2007: 00:40:96: ac: e6:57 10.0.0.1 Added NPU entry of type 8
Fri Mar 2 16:31:06 2007: 00:40:96: ac: e6:57 10.0.0.1 Added NPU entry of type 8

DHCP O E){EZ®FR TS debug AV K

DHCP DU ZAT U RNEY—NOTIT1ET 1 ZHFETHICE. XD debug AN RZEFEAL
9,



- debug dhcp message enable : DHCP V24 7> NOT7 9T 1 ET 1 ICEAT D TF/NY J1EHKk
ZXRNRL, DHCPNT Y NROARAT—RAZE_ZLET,
- debug dhcp packet enable : DHCP ®/NT Y N LRI EHREXRRLET,
chs®debug AN ROV TIEHZRIZRLET,

(Cisco Controller) >debug dhcp nessage enabl e

00: 40: 96: ac: €6: 57 dhcp option len,including the nagi c cookie = 64

00: 40: 96: ac: €6: 57 dhcp option: recei ved DHCP REQUEST mnsg

00: 40: 96: ac: €6: 57 dhcp option: skipping option 61, len 7

00: 40: 96: ac: e6: 57 dhcp option: requested ip = 10.0.0.1

00: 40: 96: ac: €6: 57 dhcp option: skipping option 12, len 3

00: 40: 96: ac: €6: 57 dhcp option: skipping option 81, len 7

00: 40: 96: ac: €6: 57 dhcp option: vendor class id = MSFT5.0 (len 8)

00: 40: 96: ac: e6: 57 dhcp option: skipping option 55, len 11

00: 40: 96: ac: e6: 57 dhcpParseOptions: options end, |len 64, actual 64

00: 40: 96: ac: e6: 57 Forwardi ng DHCP packet (332 octets)from 00: 40: 96: ac: e6: 57

-- packet received on direct-connect port requires forwarding to external DHCP server.
Next-hop is 10.0.0.50

00: 40: 96: ac: €6: 57 dhcp option len, including the magic cookie = 64

00: 40: 96: ac: €6: 57 dhcp option: received DHCP ACK nsg

00: 40: 96: ac: e6: 57 dhcp option: server id = 10.0.0.50

00: 40: 96: ac: €6: 57 dhcp option: |ease time (seconds) =86400

00: 40: 96: ac: €6: 57 dhcp option: skipping option 58, len 4

00: 40: 96: ac: €6: 57 dhcp option: skipping option 59, len 4

00: 40: 96: ac: €6: 57 dhcp option: skipping option 81, len 6

00: 40: 96: ac: €6: 57 dhcp option: netmask = 255.0.0.0

00: 40: 96: ac: €6: 57 dhcp option: gateway = 10.0.0.50

00: 40: 96: ac: e6: 57 dhcpParseOptions: options end, |len 64, actual 64

(G sco Controller) >debug dhcp packet enable

Fri Mar 2 16:06: 35 2007: 00: 40: 96: ac: e6: 57 dhcpProxy: Received packet:

Client 00:40:96: ac: e6:57 DHCP Op: BOOTREQUEST(1), IP len: 300,

switchport: 1, encap: Oxec03

Fri Mar 2 16:06: 35 2007: 00: 40: 96: ac: e6: 57 dhcpProxy: dhcp request,

client: 00:40:96:ac:e6:57: dhcp op: 1, port: 1, encap Oxec03

old mscb port nunmber: 1

Fri Mar 2 16:06: 35 2007: 00: 40: 96: ac: e6: 57 Determing relay for 00:40: 96: ac: e6: 57
dhcpServer: 10.0.0.50, dhcpNetmask: 255.0.0.0, dhcpGateway: 10.0.0.50,

dhcpRel ay: 10.0.0.10 VLAN 30

Fri Mar 2 16:06: 35 2007: 00:40: 96: ac: e6: 57 Relay settings for 00:40:96: ac: e6: 57

Local Address: 10.0.0.10, DHCP Server: 10.0.0.50, Gateway Addr: 10.0.0.50,

VLAN: 30, port: 1

Fri Mar 2 16:06: 35 2007: 00: 40: 96: ac: e6: 57 DHCP Message Type recei ved: DHCP REQUEST nsg
Fri Mar 2 16:06:35 2007: 00: 40: 96: ac: e6: 57 op: BOOTREQUEST

htype: Ethernet,hlen: 6, hops: 1

Fri Mar 2 16:06:35 2007: 00: 40: 96: ac: e6: 57 xid: 1674228912, secs: 0, flags: O

Fri Mar 2 16:06:35 2007: 00: 40: 96: ac: e6: 57 chaddr: 00: 40: 96: ac: e6: 57
Fri Mar 2 16:06:35 2007: 00: 40: 96: ac: e6: 57 ciaddr: 10.0.0.1, vyiaddr: O
Fri Mar 2 16:06:35 2007: 00: 40: 96: ac: e6: 57 siaddr: 0.0.0.0, giaddr: 10
Fri Mar 2 16:06:35 2007: 00: 40: 96: ac: e6: 57 DHCP request to 10.0. 0. 50,

len 350,switchport 1, vlan 30

Fri Mar 2 16:06: 35 2007: 00: 40: 96: ac: e6: 57 dhcpProxy: Recei ved packet:
Client 00:40:96:ac:e6:57 DHCP Op: BOOTREPLY(2), IP len: 300

switchport: 1, encap: Oxec00

Fri Mar 2 16:06: 35 2007: DHCP Reply to AP client: 00:40: 96: ac: e6: 57

frame | end412, switchport 1

Fri Mar 2 16:06:35 2007: 00: 40: 96: ac: e6: 57 DHCP Message Type received: DHCP ACK mnsg
Fri Mar 2 16:06:35 2007: 00: 40: 96: ac: e6: 57 op: BOOTREPLY, htype: Ethernet,

hl en: 6, hops: 0

Fri Mar 2 16:06:35 2007: 00: 40: 96: ac: e6: 57 xid: 1674228912, secs: 0, flags: O

0

.0.0.
.0.0.10



Fri Mar 2 16:06:35 2007: 00:40: 96: ac: e6: 57 chaddr: 00: 40: 96: ac: e6: 57

Fri Mar 2 16:06:35 2007: 00: 40: 96: ac: e6: 57 ciaddr: 10.0.0.1, vyiaddr: 10.0.0.1
Fri Mar 2 16:06:35 2007: 00: 40: 96: ac: e6: 57 siaddr: 0.0.0.0, giaddr: 0.0.0.0
Fri Mar 2 16:06:35 2007: 00:40:96: ac: e6: 57 server id: 1.1.1.1

rcvd server id: 10.0.0.50

TFTP 7Y 7 JL—R%ZW#EETS debug AV K

. show msglog : Cisco 74 YL ALAN O RA—FDF—ZRXR—AICEFEIAETEN XY £—
> OJ2RR"LET, 15INJEBADESRE. PICTRITAVE—DZRTRITDBELS5K
HosnNETI,

- debug transfer trace : AKX FE T Y 7 IL—ROFNY T Z2BELEFT,

X \Z debug transfer trace 1Y > RO R RLFE T,

Cisco Controller) >debug transfer trace enable

(Cisco Controller) >transfer downl oad start

MDA, TFTP

Data Type. . ..o Code

TFTP Server [P ... 172.16.1.1

TFTP Packet Timeout............ ... ..., 6

TFTP Max Retries. ... ... ... 10

TFETP Path. . ... d:\Wrel essl mages/

TFTP Filename. .. ... Al R- W.C2006- K9- 3- 2- 78- 0. aes

This nmay take sone tine.

Are you sure you want to start? (y/n) y

Mon Feb 13 14:06: 56 2006: RESULT_STRING TFTP Code transfer starting.
Mon Feb 13 14:06: 56 2006: RESULT_CODE: 1

TFTP Code transfer starting.

Mon Feb 13 14:06:59 2006: Still waiting! Status = 2

Mon Feb 13 14:07: 00 2006: Locking tftp semaphore, pHost=172.16.1.1

pFi | ename=d: \ W r el essl mages/ Al R- W.C2006- K9- 3- 2- 78- 0. aes

Mon Feb 13 14:07: 00 2006: Semaphore | ocked, now unl ocking, pHost=172.16.1.1
pFi | ename=d: \ W r el essl mages/ Al R- W.C2006- K9- 3- 2- 78- 0. aes

Mon Feb 13 14:07: 00 2006: Semaphore successfully unl ocked, pHost=172.16.1.1
pFi | ename=d: \ W r el essl mages/ Al R- W.C2006- K9- 3- 2- 78- 0. aes

Mon Feb 13 14:07:02 2006: Still waiting! Status =
Mon Feb 13 14:07: 05 2006: Still waiting! Status =
Mon Feb 13 14:07: 08 2006: Still waiting! Status =
Mon Feb 13 14:07:11 2006: Still waiting! Status =
Mon Feb 13 14:07:14 2006: Still waiting! Status =
Mon Feb 13 14:07:17 2006: Still waiting! Status =
Mon Feb 13 14:07:19 2006: tftp rc=0, pHost=172.16.1.1 pFilenanme=d:\ W rel essl mages/

Al R- W.C2006- K9- 3- 2- 78- 0. aes pLocal Fi | enane=/ mt/downl oad/ | ocal .t gz

Mon Feb 13 14:07:19 2006: tftp = 6, file_name=d:\Wrel essl mages/

Al R- W.C2006- K9- 3- 2- 78- 0. aes, ip_address=172.16.1.1

Mon Feb 13 14:07:19 2006: upd_get_code_via_tftp = 6 (target=268435457)

Mon Feb 13 14:07:19 2006: RESULT_STRING TFTP receive conplete... extracting conponents.
Mon Feb 13 14:07:19 2006: RESULT_CODE: 6

e

TFTP receive conplete... extracting conponents.

Mon Feb 13 14:07:20 2006: Still waiting! Status =
Mon Feb 13 14:07:23 2006: Still waiting! Status =
Mon Feb 13 14:07:23 2006: Still waiting! Status =
Mon Feb 13 14:07:23 2006: Still waiting! Status =1

Mon Feb 13 14:07:25 2006: RESULT_STRING Executing init script.
Mon Feb 13 14:07:25 2006: RESULT_STRI NG Executing backup script.

RN



Executi ng backup script.

Mon Feb
Mon Feb
Mon Feb

Witing
Mon Feb
Mon Feb

Executing i

Mon Feb
Mon Feb
Mon Feb
Mon Feb

Witing
Mon Feb
Mon Feb
Mon Feb

13 14:07:26 2006: Still
13 14:07:29 2006: sStill

wai ting!
wai ting!

13 14:07:31 2006: RESULT_STRI NG

new boot | oader
13 14:07: 32 2006: Still

to

flash disk.
wai ting!

13 14:07:33 2006: RESULT_STRI NG

13
13
13
13

new Code

13
13
13

nstal | _boot| oader script.

14: 07:
14: 07:
14: 07:
14: 07:

35
35
36
36

2006:
2006:
2006:
2006:

flash
2006:
2006:
2006:

to
38
41
42

14: 07:
14: 07:
14: 07:

Still waiting!
RESULT_STRI NG
RESULT_STRI NG
RESULT_STRI NG

di sk.

Still waiting!
Still waiting!
RESULT_STRI NG

Executing install _code script.

Mon Feb
Mon Feb
Mon Feb

Witing
Mon Feb
Mon Feb

Executing i

Feb
Feb
Feb
Feb
Feb
Feb
Feb

Executing i
13 14:07:56 2006: Still

Mon Feb
Mon Feb

Witing
Mon Feb
Mon Feb

Executing i

Feb
Feb
Feb
Feb
Feb

13
13
13

14:07: 44 2006:
14:07: 47 2006:
14:07: 48 2006:

new APIB to fl ash

13
13

13
13
13
13
13
13
13

14: 07: 50 2006:
14:07: 51 2006:

Still waiting!
Still waiting!
RESULT_STRI NG

di sk.
Still waiting!
RESULT_STRI NG

nstall _apib script.

14:
14:
14:
14:
14:
14:
14:

07:
07:
07:
07:
07:
07:
07:

53
53
53
53
53
54
56

2006:
2006:
2006:
2006:
2006:
2006:
2006:

Still waiting!
Still waiting!
Still waiting!
Still waiting!
Still waiting!

RESULT_STRI NG
RESULT_STRI NG

nstall _apib script.

wai ting!

13 14:07:59 2006: RESULT_STRI NG

new APIB to fl ash di sk.

13 14:08:00 2006: still

wai ting!

13 14:08: 00 2006: RESULT_STRI NG

13
13
13
13
13

Reboot the

Mon Feb
Mon Feb
Mon Feb

13
13
13

nstall _apib script.

14: 08: 03 2006:
14: 08: 03 2006:
14: 08: 03 2006:
14: 08: 03 2006:
14:08: 04 2006:

Still waiting!
RESULT_STRI NG
RESULT_STRI NG
RESULT_STRI NG
RESULT_STRI NG

Status = 2
Status =1
Witing new bootl oader to flash disk.
Status = 2
Executing install_bootl oader script.
Status = 2

Witing new RTOCS to flash di sk.
Executing install_rtos script.
Witing new Code to flash disk.

Status = 2
Status = 1
Executing install_code script.
Status = 2
Status = 1
Witing new APIB to flash disk.
Status = 2
Executing install_apib script.
Status = 2
Status = 1
Status = 1
Status = 1
Status = 1

Witing new APIB to flash disk.
Executing install_apib script.

Status = 2
Witing new APIB to flash disk.

Status = 2
Executing install_apib script.
Status = 2

Witing new Cert-patch to flash disk.
Executing install_cert_patch script.
Executing fini script.

TFTP File transfer is successful.

switch for update to conplete.

14:08: 06 2006:
14:08: 08 2006:
14:08: 08 2006:

Still waiting!
umount i ng:

<unmount /mt/downl oad/ >

Status = 2

cwd = /mt/application

fini shed umounting

802.1X/WPA/RSN/PMK F ¥ v 2> M debug Y > K

- debug dot1x all enable : 802.1X F/\Y JEHERRLET, cOON ROBEHHIZRICTH

LET,

(Cisco Controller) >debug dotix all

enabl e



Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_USER NAME(1) index=0

Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_CALLI NG_STATI ON_I D(31) i ndex=1
Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_CALLED_STATI ON_I D(30) i ndex=2

Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_NAS_PORT(5) index=3

Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_NAS_| P_ADDRESS(4) i ndex=4

Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_NAS_| DENTI FI ER(32) i ndex=5

Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_VAP_ID(1) index=6

Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_SERVI CE_TYPE(6) i ndex=7

Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_FRAMED_MTU( 12) i ndex=8

Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_NAS_PORT_TYPE(61) index=9

Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_EAP_MESSAGE(79) index=10

Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_MESS_AUTH( 80) i ndex=11

Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

AAA EAP Packet created request = Oxbbdfe944.. !l
Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

AAA Message 'Interim Response' received for nobile 00:40: 96: ac: e6: 57
Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Recei ved EAP Attribute (code=1, |ength=24,id=1, dotlxcb->id = 1)
for mobile 00:40:96: ac: e6: 57

Fri Mar 23 21:35:01 2007: 00000000: 01 01 00 18 11 01 00 08 38 93 8c 47 64 99
el do ........ 8.....

00000010: 45 41 50 55 53 45 52 31 EAPUSERL
Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Ski ppi ng AVP (0/80) for nobile 00:40: 96: ac: e6: 57
Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_USER NAME(1) index=0

Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_CALLI NG_STATI ON_I D(31) i ndex=1
Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_CALLED_STATI ON_I D(30) i ndex=2

Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_NAS_PORT(5) index=3

Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_NAS_| P_ADDRESS(4) i ndex=4

Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_NAS_| DENTI FI ER(32) i ndex=5

Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_VAP_ID(1) index=6

Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_SERVI CE_TYPE(6) i ndex=7

Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_FRAMED_MTU( 12) i ndex=8

Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_NAS_PORT_TYPE(61) index=9

Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_EAP_MESSAGE(79) index=10

Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_MESS_AUTH( 80) index=11

Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

AAA EAP Packet created request = Oxbbdfe944.. !l
Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57



AAA Message 'InterimResponse' received for nobile 00:40: 96: ac: e6: 57
Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Recei ved EAP Attribute (code=3, |ength=4,id=1, dotlxch->id = 1)
for mobile 00:40:96: ac: e6: 57

Fri Mar 23 21:35:01 2007: 00000000: 03 01 00 04

Fri Mar 23 21:35:01 2007: 00: 40: 96: ac: e6: 57 Ski ppi ng AVP ( 0/ 80)
for mobile 00:40:96: ac: e6: 57

Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_USER NAME(1) index=0

Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_CALLI NG_STATI ON_I D(31) i ndex=1

Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_CALLED_STATI ON_I D(30) i ndex=2

Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_NAS_PORT(5) index=3

Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_NAS_| P_ADDRESS(4) i ndex=4

Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_NAS_| DENTI FI ER(32) i ndex=5

Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_VAP_ID(1) index=6

Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_SERVI CE_TYPE(6) i ndex=7

Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_FRAMED_MTU( 12) i ndex=8

Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_NAS_PORT_TYPE(61) index=9

Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_EAP_MESSAGE(79) index=10

Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_MESS_AUTH( 80) i ndex=11

Fri Mar 23 21:35:05 2007: 00:40:96: ac: e6: 57

AAA EAP Packet created request = Oxbbdfe944.. !l

Fri Mar 23 21:35:05 2007: 00:40:96: ac: e6: 57

AAA Message ' Success' received for nobile 00:40:96: ac: e6: 57

- debug dot11 all enable : EROBEDT/NY T4 Z—TIICLET,
show client summary <mac> : MAC 7 RLAIC& W IS4 T NOENIERERRLET,
COOXRY ROBABZRIZRLUERT,

(Cisco Controller) >show client sumary

Number of dients.......... ... .. 1
MAC Addr ess AP Nane St at us W.AN Auth Protocol Port
00: 40: 96: ac: e6: 57 AP0015. 63e5. 0c7e Associ at ed 1 Yes 802. 11a 1

- Cisco P24 VYLALANONA—F AN R V7 7L 2 A

. CiscoWLAN O NA—5 XY RD7—9 ES 21— )L#8EHL R
. Wireless LAN Controller Module ( WLCM ) DO E&TEHI

- 24YLALAN O bO—5 ® Web EREEDEEEHI

- WLAN Controller (WLC ) T® EAP B2 0 58 5 f

TOZAL HR—bE RFI X2 D - Cisco Systems



//www.cisco.com/en/US/docs/wireless/controller/3.2/command/reference/clic1.html#wp2433099?referring_site=bodynav
//www.cisco.com/en/US/docs/ios/12_4/12_4x/12_4xa/boxernm.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk722/tk809/technologies_tech_note09186a00807112e2.shtml?referring_site=bodynav
//www.cisco.com/en/US/tech/tk722/tk809/technologies_configuration_example09186a008067489f.shtml?referring_site=bodynav
//www.cisco.com/en/US/tech/tk722/tk809/technologies_configuration_example09186a0080665d18.shtml?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	ワイヤレス LAN コントローラ モジュールのトラブルシューティング
	目次
	はじめに
	前提条件
	要件
	使用するコンポーネント
	表記法

	背景説明
	トラブルシューティング
	ISR で WLCM を認識しない
	WLCM のブートフラッシュをアップグレードできますか。
	WLCM はホットスワップ可能ですか。
	WLCM でサポートされている LAP
	WLCM のファスト イーサネットにアクセスできない
	WLCM のステータスの確認
	CLI コンフィギュレーション ウィザードで修正を実行する方法
	LAP が ISR WLCM に登録されない - 正しくない証明書が付属した WLCM
	LAP が WLCM に登録されない - システム時刻未設定
	WLCM のパスワード回復
	Cisco WLCM LED
	コントローラのファームウェアのアップグレードが失敗
	CDP をイネーブルにできない
	ip-helper address コマンドおよび ip-forward protocol コマンドを使用した LAP の WLCM への登録
	WLCM のトラブルシューティング コマンド

	関連情報


