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x COREICE,
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CORFIXVNIBEITZETODEHRIEHYEEA,

FERATZAVR—FT b

CORFIXYNOIEREE, CiscolOS® Y7 RIITT VU—ZA 121 ICETVWTVLWET,
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WEFBIIOVTHRRCERL THBEFBYET,
RELE

RICEDFHMBICOVWTR, RO TFTI-HAINTAYTADREHE 2FRLTSEEL,

T

axX AE

CNEVIAVTER, CORFIXNTHPTIOHMELZRETDEOICHERBRERMHELT
WET,

A CONETHERAETNATVWAIAN ROFMEFINSDIZIE,. "Command Lookup Y —JL1 &fE
ALTEE W (BRI—HDX ).

XY RNI—=UK

CORFIXVRNTR, ROZRY RT—U Y NTYTZERALET,

LNS
E10 I <0 S0
E a i
E0
LAC

remotel]
ED
locall
remote?

A2 74F21L—>32
CORFIXNTR, ROV 74F¥21L—>32&FRALET,
« JL—2& remote1 :
Loopback0:17.17.17.1/32_1—%& : remote1@cisco.com ISDNZE & (BRI 0):6122
« JL—2%Z remote2
IW—=T"INY D :17.17.17.2/321—HA : remote2@cisco.com ISDNZE 5 (BRI 0):6121
« L—Z LAC:

IL—7)Xv % :18.18.18.1/32 ISDNES(E1 0):8211 UTFIA VB —T I A X
(S0):18.18.18.6/30
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« L—XLNS:

W—=7INY 7 :18.18.18.2/32> U FILA4 > X —7 I 4 X(S0):18.18.18.5/301 —H R Y h A
> Z2—7 T 4 A(E0):10.200.20.24/24

 JL—2A locall :
V=TIV 17171731324 —H %Y R4 > & —T T 1 A(E0):10.200.20.32/24

remote1@cisco.com M JL—A & remote2@cisco.com N JL—ZX &, ISDN ZfEHL T L2TP
Access Concentrator ( LAC; L2TP 7V A At ML —X ) ICTFIVEALET, COFRET
. NvoOY—=—Nv oDV FI VU %ERAL TLAC & L2TP Network Server ( LNS; L2TP
ZXYRD—=0 =N ) FEHENATVWET, locall L—RE LNSBERILA —HZRY N D O%
HEBELET,

Z7OEARRODEHVTT,

1. L2TPA 4 Y )L A > :remote1@cisco.comP 54 7 > Nlocall L — R EBET D HLEN H V)
E£9, ISDN I—=)ILZEERKL., CHIZK LNSAD L2TP R RIS, L2TP Y
JAVHIHABRENET, LACIKINS EO RN RIBIUICRXASA 2 BZFEALET, LNS &
DE—N1—9Z0O0—HNIIICFEELET,

2. L2TPA A4 ¥ )L 7 7 M:locall )L — & Hremote2@cisco.com! ) E—RN IS4 T NEDBE%:
ERLET, INSHLACEDEICHABEEON XL EZFERALT, HILLWL2TP Y S 3
VERILET,

A CNSORER, BERHRERTIDLEHICNETSATVET,

LAC

hostname LAC

!

!

ip subnet-zero

no ip domain-Tookup
|

vpdn enable
no vpdn logging
vpdn search-order domain

I-—- VPDN tunnel authorization is based on the domain only.
!

vpdn-group 1

request-dialin

!I--- Enables the LAC to make requests to the LNS for dialin.

protocol 12tp
domain cisco.com
accept-dialout

I--- Enables the LAC to accept requests from the LNS for dialout.




protocol 12tp
dialer 1

!I--- Specifies the dialer used to dial out.

terminate-from hostname LNS
initiate-to ip 18.18.18.2

Tocal name LAC

12tp tunnel password 12tptunnel
source-ip 18.18.18.1

|

isdn switch-type primary-net5

|

!

controller E1 O

clock source 1ine primary
pri-group timeslots 1-31

|

interface LoopbackO

ip address 18.18.18.1 255.255.255.255
|

interface Ethernet0

ip address 10.200.20.34 255.255.255.0
no ip route-cache

no ip mroute-cache

no cdp enable

|

!

interface Serial0

description -- Connection to the LNS
ip address 18.18.18.6 255.255.255.252
no fair-queue

clockrate 64000

no cdp enable

|

interface Serial0:15

no ip address

encapsulation ppp

dialer rotary-group 1

isdn switch-type primary-net5
no cdp enable

ppp authentication chap

ppp chap hostname LAC

|

interface Dialerl

ip unnumbered Loopback0
encapsulation ppp

dialer in-band

dialer aaa

I-—— L2TP dialout functionality requires this command even if you do not use AAA.

dialer-group 1

no cdp enable

ppp authentication chap

ppp chap hostname LAC

ppp chap password 7 1511021F0725
|

no ip http server
ip classless
ip route 18.18.18.2 255.255.255.255 18.18.18.5




dialer-1list 1 protocol 1ip permit
no cdp run

LNS

hostname LNS
|

vpdn enable
vpdn-group 1
accept-dialin

I--- Enables the LNS to accept request from the LAC for dialin.

protocol 12tp
virtual-template 1

I--- For each user, a virtual-access is cloned from this virtual-template.
request-dialout
I--- Enables the LNS to request the LAC for dialout.

protocol 12tp
pool-member 1

I--- Specifies the dialer profile to be used to dial out.

terminate-from hostname LAC
initiate-to ip 18.18.18.1

Tocal name LNS

12tp tunnel password 12tptunnel
source-ip 18.18.18.2

I

!

interface Loopback0

ip address 18.18.18.2 255.255.255.255
I

interface Ethernet0

ip address 10.200.20.24 255.255.255.0
no ip route-cache

no ip mroute-cache

I

interface Virtual-Templatel

ip unnumbered Loopback0

no peer default ip address

ppp chap hostname LNS

I

interface Serial0

description -- Connection to the LAC
ip address 18.18.18.5 255.255.255.252
no ip route-cache

no ip mroute-cache

I

interface Dialerl

!I--- For each user, a dialer profile is configured.




ip unnumbered Loopback0
encapsulation ppp
dialer pool 1

I--- "dialer pool 1" must match "pool-member 1" in the VPDN-group.

dialer remote-name remotel@cisco.com
dialer string 6122

I--- ISDN number that the LAC uses to dialout the remote client remotel@cisco.com.
dialer vpdn
!I--- Enables the dialer profile to use L2TP dialout, and so place a VPDN call.

dialer-group 1

ppp authentication chap callin

ppp chap hostname LNS

|

interface Dialer2

ip unnumbered Loopback0

encapsulation ppp

dialer pool 1

dialer remote-name remote2@cisco.com

dialer string 6121

dialer vpdn

dialer-group 1

no cdp enable

ppp authentication chap callin

ppp chap hostname LNS

|

no ip http server

ip classless

ip route 10.200.16.26 255.255.255.255 10.200.20.1
ip route 17.17.17.1 255.255.255.255 Dialerl

ip route 17.17.17.2 255.255.255.255 Dialer2

ip route 17.17.17.3 255.255.255.255 10.200.20.32
ip route 18.18.18.1 255.255.255.255 18.18.18.6
|

dialer-1list 1 protocol 1ip permit

no cdp run

bl

e

CCTR, BENELKHELTVWA L ZHRBIDLHICEATIERERLET.

|
51

BED show IV Rk, Output Interpreter Tool ( BEI—HER ) IC&>THR—KREhTV
F9, cOVY—ILEFERTDE, show AN REIO BT ERTRTEET,

« showvpdn : 7OT A4 7B LARIN27#D—F 42 F(2F) 7O N RILICET 315K
& . Virtual Private Dialup Network ( VPDN ; N—F ¥ LT SAR—=KREAL VI TV TZY K
D=0 )YDXY —DEBIFZRRLUET,
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<tfroot>
LAC#

show debug

Dial on demand:

Dial on demand events debugging is on
VPN:

L2X protocol events debugging is on

VPDN events debugging is on
PPP:

PPP authentication debugging is on

PPP protocol negotiation debugging is on
ISDN:

ISDN events debugging is on

ISDN events debug DSLs. (On/Off/No DSL:1/0/-)
DSL O --> 1
1 -

LNS#

show debug

Dial on demand:

Dial on demand events debugging is on
VPN:

L2X protocol events debugging is on

VPDN events debugging is on
PPP:

PPP authentication debugging is on

PPP protocol negotiation debugging is on
VTEMPLATE :

Virtual Template debugging is on

RREL
e O %

remote1@cisco.com JL—Z N locall L—RICI—ILERELEI,

LAC#

LAC (Z ISDN J—/LAEEL XY,

Sep 29 02:25:42.923: ISDN Se0:15: Incoming call id = 0x011B, ds1 O

Sep 29 02:25:42.927: Negotiated CCB->int_id 0 B-chan 0, reg->int_id 0, B-chan 18
Sep 29 02:25:42.931: CCPRI_ReleaseChan CCB->B_Chan zero

Sep 29 02:25:42.939: ISDN Se0:15: received CALL_INCOMING call_id Ox11B



Sep 29 02:25:42.939: ISDN Se0:15: CALL_INCOMING: call type is DATA , bchan = 17
Sep 29 02:25:42.943: ISDN Se0:15: Event: Received a DATA call from 6122 on B17
at 64 Kb/s

Sep 29 02:25:42.947: ISDN Se0:15: RM returned call_type 0 resource type 0

Sep 29 02:25:42.959: ISDN Se0:15: isdn_send_connect(): msg 74, call id 0x11B,
ces 1 bchan 17, call type DATA

Sep 29 02:25:43.031: %LINK-3-UPDOWN: Interface Serial0:17, changed state to up
Sep 29 02:25:43.059: Se0:17 PPP: Treating connection as a callin

Sep 29 02:25:43.063: Se0:17 PPP: Phase is ESTABLISHING, Passive Open

Sep 29 02:25:43.067: Se0:17 LCP: State is Listen

Sep 29 02:25:43.127: ISDN Se0:15: received CALL_PROGRESSing call_id 0x11B

Sep 29 02:25:43.199: Se0:17 LCP: I CONFREQ [Listen] id 125 len 10

Sep 29 02:25:43.203: Se0:17 LCP: MagicNumber OxEB818699 (0x0506EB818699)

Sep 29 02:25:43.207: Se0:17 LCP: O CONFREQ [Listen] id 7 len 15

Sep 29 02:25:43.211: Se0:17 LCP: AuthProto CHAP (0x0305C22305)

Sep 29 02:25:43.215: Se0:17 LCP: MagicNumber O0x6BDE50CC (0x05066BDE50CC)

Sep 29 02:25:43.219: Se0:17 LCP: O CONFACK [Listen] id 125 len 10

Sep 29 02:25:43.223: Se0:17 LCP: MagicNumber OxEB818699 (0x0506EB818699)

Sep 29 02:25:43.247: Se0:17 LCP: I CONFACK [ACKsent] id 7 len 15

Sep 29 02:25:43.251: Se0:17 LCP: AuthProto CHAP (0x0305C22305)

Sep 29 02:25:43.255: Se0:17 LCP: MagicNumber O0x6BDE50CC (0x05066BDE50CC)

Sep 29 02:25:43.259: Se0:17 LCP: State is Open

Sep 29 02:25:43.259: Se0:17 PPP: Phase is AUTHENTICATING, by this end

LAC A" CHAP S tAIAERZ2 VA 7> MIEEBLET,

Sep 29 02:25:43.263: Se0:17 CHAP: Using alternate hostname LAC
Sep 29 02:25:43.267: Se0:17 CHAP: O CHALLENGE 1id 7 len 24 from "LAC"

LAC A" CHAP [5EZZEFELEXIH. I—HORFRERITVEE A, LNS ARBREZITVERT,

Sep 29 02:25:43.295: Se0:17 CHAP: I RESPONSE 1id 7 Ten 38 from "remotel@cisco.com"
Sep 29 02:25:43.303: Se0:17 PPP: Phase is FORWARDING
Sep 29 02:25:43.303: Se0:17 VPDN: Got DNIS string 211

LAC & RX 4> Tcisco.comi NEETIHESHEEREL., INSED N RIIBILICHERE
MEWNELET,

Sep 29 02:25:43.307: Se0:17 VPDN: Looking for tunnel -- cisco.com --

Sep 29 02:25:43.347: Se0:17 VPDN/LAC/1: Got tunnel info for cisco.com

Sep 29 02:25:43.351: Se0:17 VPDN/LAC/1: LAC LAC

Sep 29 02:25:43.351: Se0:17 VPDN/LAC/1: source-ip 18.18.18.1

Sep 29 02:25:43.355: Se0:17 VPDN/LAC/1: 12tp-busy-disconnect yes

Sep 29 02:25:43.359: Se0:17 VPDN/LAC/1: 12tp-tunnel-password XXXXxx

Sep 29 02:25:43.359: Se0:17 VPDN/LAC/1: IP 18.18.18.2

Sep 29 02:25:43.371: Se0:17 VPDN/1: curlvl 1 Address 0: 18.18.18.2, priority 1

Sep 29 02:25:43.375: Se0:17 VPDN/1: Select non-active address 18.18.18.2, priority 1
Sep 29 02:25:43.379: Tnl 45029 L2TP: SM State idle



LACA'LNS EDO R RN ZHBBLET,

Sep 29 02:25:43.383: Tnl 45029 L2TP: O SCCRQ

Sep 29 02:25:43.391: Tnl 45029 L2TP: Tunnel state change from idle to
wait-ctl-reply

Sep 29 02:25:43.395: Tnl 45029 L2TP: SM State wait-ctl-reply

Sep 29 02:25:43.399: Se0:17 VPDN: Find LNS process created

Sep 29 02:25:43.403: Se0:17 VPDN: Forward to address 18.18.18.2

Sep 29 02:25:43.403: Se0:17 VPDN: Pending

Sep 29 02:25:43.411: Se0:17 VPDN: Process created

Sep 29 02:25:43.463: Tnl 45029 L2TP: I SCCRP from LNS

Sep 29 02:25:43.467: Tnl 45029 L2TP: Got a challenge from remote peer, LNS

Sep 29 02:25:43.471: Tnl 45029 L2TP: Got a response from remote peer, LNS

Sep 29 02:25:43.475: Tnl 45029 L2TP: Tunnel Authentication success

Sep 29 02:25:43.479: Tnl 45029 L2TP: Tunnel state change from wait-ctl-reply
to established

Sep 29 02:25:43.483: Tnl 45029 L2TP: O SCCCN to LNS tnlid 11407

Sep 29 02:25:43.487: Tnl 45029 L2TP: SM State established

Sep 29 02:25:43.495: Se0:17 VPDN: Forwarding...

Sep 29 02:25:43.499: Se0:17 DDR: Authenticated host remotel@cisco.com with no
matching dialer map

Sep 29 02:25:43.503: Se0:17 VPDN: Bind interface direction=1

Sep 29 02:25:43.507: Tn1/C1 45029/291 L2TP: Session FS enabled

Sep 29 02:25:43.511: Tn1/C1 45029/291 L2TP: Session state change from idle to
wait-for-tunnel

Sep 29 02:25:43.515: Se0:17 Tn1/C1 45029/291 L2TP: Create session

Sep 29 02:25:43.519: Tnl 45029 L2TP: SM State established

LAC A" 1—1% remote1@cisco.com DY a > ZHREBLET,

<ttroot>

Sep 29 02:25:43.523: Se0:17 Tn1/C1 45029/291 L2TP: O ICRQ to LNS 11407/0

Sep 29 02:25:43.531: Se0:17 Tn1/C1 45029/291 L2TP: Session state change from
wait-for-tunnel to wait-reply

Sep 29 02:25:43.535: Se0:17 VPDN: remotel@cisco.com is forwarded

Sep 29 02:25:43.635: Se0:17 Tn1/C1 45029/291 L2TP: O ICCN to LNS 11407/303

Sep 29 02:25:43.639: Se0:17 Tn1/C1 45029/291 L2TP: Session state change from
wait-reply to established

Sep 29 02:25:44.535: %LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0:17,
changed state to up

Sep 29 02:25:49.055: %ISDN-6-CONNECT: Interface Serial0:17 is now connected to

6122 remotel@cisco.com

LAC#

show vpdn

L2TP Tunnel and Session Information Total tunnels 1 sessions 1

LocID RemID Remote Name State Remote Address Port Sessions
45029 11407 LNS est 18.18.18.2 1701 1



LocID RemID TunID Intf Username State Last Chg Fastswitch
291 303 45029 Se0:17 remotel@cisco.com est 00:00:14 enabled

% No active L2F tunnels

HFAVYILTI b

locall JL— & # remote2@cisco.com L—RICA—I)LZRELET,

LAC#

LAC A" LNS A S DERZZFEL., HAVYILTORNAOFHFR LY IV EZRBLET,

Sep 29 02:26:19.479: Tnl 45029 L2TP: I OCRQ from LNS tnl 11407

Sep 29 02:26:19.483: Tn1/C1 45029/292 L2TP: Session FS enabled

Sep 29 02:26:19.487: Tn1/C1 45029/292 L2TP: New session created

Sep 29 02:26:19.491: 1D4C: Same state, O

Sep 29 02:26:19.495: DSES 1D4C: Session create

Sep 29 02:26:19.499: L2TP: Send OCRP

Sep 29 02:26:19.503: Tn1/C1 45029/292 L2TP: Session state change from
idle to wait-cs-answer

LAC A" ISDN ZfEAL T, 56121 21— L XTI,

Sep 29 02:26:19.511: DSES 0x1D4C: Building dialer map

Sep 29 02:26:19.511: Dialout 0x1D4C: Next hop name 1is 6121

Sep 29 02:26:19.515: Se0:15 DDR: rotor dialout [priority]

Sep 29 02:26:19.519: Se0:15 DDR: Dialing cause dialer session 0x1D4C

Sep 29 02:26:19.523: Se0:15 DDR: Attempting to dial 6121

Sep 29 02:26:19.523: ISDN Se0:15: Outgoing call id = 0x8055, ds1 0O

Sep 29 02:26:19.527: ISDN Se0:15: Event: Call to 6121 at 64 Kb/s

Sep 29 02:26:19.531: ISDN Se0:15: process_pri_call(): call id 0x8055,
number 6121, speed 64, call type DATA

Sep 29 02:26:19.539: building outgoing channel id for call nfas_int is 0 len is O

Sep 29 02:26:19.623: ISDN Se0:15: received CALL_ACCEPT call_id 0x8055

Sep 29 02:26:19.623: ISDN Se0:15: PRI Event: CALL_ACCEPT, bchan = 30,
call type = DATA

Sep 29 02:26:20.043: ISDN Se0:15: received CALL_CONNECT call_id 0x8055

Sep 29 02:26:20.115: %LINK-3-UPDOWN: Interface Serial0:30, changed state to up

Sep 29 02:26:20.147: Dil: Session free, 1D4C

Sep 29 02:26:20.151: : 0 packets unqueued and discarded

Sep 29 02:26:20.155: Se0:30 VPDN: Bind interface direction=1

Sep 29 02:26:20.159: Se0:30 Tn1/C1 45029/292 L2TP: Session state change
from wait-cs-answer to established

Sep 29 02:26:20.163: L2TP: Send OCCN



LAC A" ISDN v < 3> se0:30 # VPDN Y < 3 IZHIBRLET,

<{froot>

Sep 29 02:26:20.167: Se0:30 VPDN: bound to vpdn session

Sep 29 02:26:20.175: ISDN Se0:15: received CALL_PROGRESSing call_id 0x8055

Sep 29 02:26:26.143: %ISDN-6-CONNECT: Interface Serial0:30 is now connected to 6121
LAC#

LAC#

show vpdn

L2TP Tunnel and Session Information Total tunnels 1 sessions 2

LocID RemID Remote Name State Remote Address Port Sessions
45029 11407 LNS est 18.18.18.2 1701 2

LocID RemID TunID Intf Username State Last Chg Fastswitch
291 303 45029 Se0:17 remotel@cisco.com est 00:00:57 enabled
292 304 45029 Se0:30 est 00:00:20 enabled

% No active L2F tunnels
LAC#

NZ7ILZ1—hk
COEIYAVTE, BEONSTAY1—F A VY CRABBERNLET.
NZTND1—FT4270EHOOATU R

$FED show N > Rik, Output Interpreter Tool ( BFEI—HER ) IC& 2> THR—RNEhTL
£, COVY—IILZEFEATDE, show AN REID S HERRTEERT,

5 :debug AN RZEFEATDHEIC, debug ANV RICETIEELER 25RBLTLKESE
(A

- debug dialerevents : XA VIS4V R—T IAATEFENLENTY NZETB TNV T
HEXRRLET,

« debug vpdn I2x-events : BED N RIBAEL@E Y Y NI O—ETHR ARV NIC
BEga2XYvE—2ZRTFLUET,

« debug vpdn I2x-packets : KT EF7ORNIUNTY NZRRLET, cOINV RE
FRTDE, REOTFNYIT XV E—DHFERENBDAEEN HYYET, COIN RE
VTOTFAT v a1 LA BRELBEVWTFNY T D= TOHETLTILEETY

o

« debug vpdn I2x-errors : R RIIOEIULZHEEITDI IS —, ELBFBIAILEThENXILZED
O—X¥25I7—%&2%XRLET,
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« debug ppp negotiation : PPP A7’ 3 AR I —K&Ehd PPP Y N7 Y 7 HRICEE
TN PPP/NNTY K%, debugppp AN RTERRENDKLSICLET,

« debug ppp authentication:debug ppp AN RTRIAZONINXY L= Z R RSB RT
o =X YE—T(C&, Challenge Handshake Authentication Protocol ( CHAP; F+¥ L >
N ROT—=OFRFE7ORIL ) N7y KX Password Authentication Protocol ( PAP;
NAD—RRBIAZORIN ) RBHFEENET,

- debug isdn events:!ISDNA > Z—T7 I 4 AD (JL—2 D ) I—HRITHRLE T BIntegrated
Services Digital Network ( ISDN ; H—EABETFZRILFKY RT—0 ) ARV NERRL
79,

« debugisdn 931 : O—ANIIL—% (I—Hf ) £XY ND—JRBDISDNR Y N — T ##
(LAY3) 0=ty N NT7YTETATRAIICHATRIHERERTLET,

- debug vtemplate : RIEF> 7L —rASOO-Z2JEnBHREAS, O-ILFRERTLT
RETIOECRAAVER—TIAANT I REILLBDIETO, BETIELA AV EZ—T 1A
ADOO—Z2JEHERRLUET,

LNS TOF/N\NY T

AALYINA>

remote1@cisco.com JL—& N locall L—RICO—=I)LZRELFT,
LNS A"LAC A S DR RIMBEREZELET,

Sep 29 02:25:44.531: L2TP: I SCCRQ from LAC tnl 45029

Sep 29 02:25:44.539: Tnl 11407 L2TP: Got a challenge in SCCRQ, LAC

Sep 29 02:25:44.543: Tnl 11407 L2TP: New tunnel created for remote LAC,
address 18.18.18.1

Sep 29 02:25:44.547: Tnl 11407 L2TP: O SCCRP to LAC tnlid 45029

Sep 29 02:25:44.555: Tnl 11407 L2TP: Tunnel state change from idle to
wait-ctl-reply

Sep 29 02:25:44.623: Tnl 11407 L2TP: I SCCCN from LAC tnl 45029

Sep 29 02:25:44.627: Tnl 11407 L2TP: Got a Challenge Response in SCCCN from LAC

Sep 29 02:25:44.631: Tnl 11407 L2TP: Tunnel Authentication success

Sep 29 02:25:44.635: Tnl 11407 L2TP: Tunnel state change from wait-ctl-reply
to established

Sep 29 02:25:44.639: Tnl 11407 L2TP: SM State established

INSA LACASDEY S avHBHEREZZIELET,

Sep 29 02:25:44.667: Tnl 11407 L2TP: I ICRQ from LAC tnl 45029

Sep 29 02:25:44.671: Tnl1/C1 11407/303 L2TP: Session FS enabled

Sep 29 02:25:44.679: Tnl1/C1 11407/303 L2TP: Session state change from idle
to wait-connect

Sep 29 02:25:44.679: Tn1/C1 11407/303 L2TP: New session created



Sep 29 02:25:44.683: Tnl1/C1 11407/303 L2TP: O ICRP to LAC 45029/291

Sep 29 02:25:44.791: Tn1/C1 11407/303 L2TP: I ICCN from LAC tnl 45029, c1 291

Sep 29 02:25:44.799: Tn1/C1 11407/303 L2TP: Session state change from wait-connect
to established

LNS A" 1—4 remote1@cisco.com NRET7 VA EERHL T,

Sep 29 02:25:44.803: Vtl VTEMPLATE: Unable to create and clone vaccess
Sep 29 02:25:44.803: Vi2 VTEMPLATE: Reuse Vi2, recycle queue size 1
Sep 29 02:25:44.807: Vi2 VTEMPLATE: Hardware address 0060.4780.ac23
Sep 29 02:25:44.807: Vi2 VPDN: Virtual interface created for remotel@cisco.com
Sep 29 02:25:44.811: Vi2 PPP: Phase is DOWN, Setup
Sep 29 02:25:44.815: Vi2 VPDN: Clone from Vtemplate 1 filterPPP=0 blocking
Sep 29 02:25:44.819: Vi2 VTEMPLATE: Has a new cloneblk vtemplate,
now it has vtemplate
Sep 29 02:25:44.827: Vi2 VTEMPLATE: ####¥ksid CLONE VACCESS2 ¥k
Sep 29 02:25:44.827: Vi2 VTEMPLATE: Clone from Virtual-Templatel interface
Virtual-Access2
encapsulation ppp
ip unnumbered loopback 0
ppp chap hostname LNS
ppp authentication chap
end

Sep 29 02:25:46.975: %LINK-3-UPDOWN: Interface Virtual-Access2,
changed state to up

Sep 29 02:25:46.995: Vi2 PPP: Using set call direction

Sep 29 02:25:46.999: Vi2 PPP: Treating connection as a callin

Sep 29 02:25:46.999: Vi2 PPP: Phase is ESTABLISHING, Passive Open

Sep 29 02:25:47.003: Vi2 LCP: State is Listen

Sep 29 02:25:47.007: Vi2 VPDN: Bind interface direction=2

Sep 29 02:25:47.007: Vi2 LCP: I FORCED CONFREQ Ten 11

Sep 29 02:25:47.011: Vi2 LCP: AuthProto CHAP (0x0305C22305)

Sep 29 02:25:47.015: Vi2 LCP: MagicNumber 0x6BDE50CC (0x05066BDE50CC)

LAC A" remote1@cisco.com 7547 NEXA I —MUELCPLAVE LNSASELET
o CODE®H, INSKEIZAFTURELCPZEBRXIYI—MLEHA,

<tfroot>

Sep 29 02:25:47.019: Vi2 VPDN: PPP LCP accepted rcv CONFACK

Sep 29 02:25:47.019: Vi2 VPDN: PPP LCP accepted sent CONFACK

Sep 29 02:25:47.023: Vi2 PPP: Phase is AUTHENTICATING, by this end
Sep 29 02:25:47.023: Vi2 CHAP: Using alternate hostname LNS

Sep 29 02:25:47.027: Vi2 CHAP: O CHALLENGE +id 8 Ten 24 from "LNS"

Sep 29 02:25:47.039: Vi2 CHAP: I RESPONSE 1id 7 1en 38 from "remotel@cisco.com"
Sep 29 02:25:47.051: Vi2 CHAP: O SUCCESS id 7 Ten 4

Sep 29 02:25:47.055: Vi2 PPP: Phase 1is UP

Sep 29 02:25:47.059: Vi2 IPCP: O CONFREQ [Not negotiated] id 1 len 10
Sep 29 02:25:47.063: Vi2 IPCP: Address 18.18.18.2 (0x030612121202)
Sep 29 02:25:47.111: Vi2 IPCP: I CONFREQ [REQsent] id 110 1en 10

Sep 29 02:25:47.115: Vi2 IPCP: Address 17.17.17.1 (0x030611111101)
Sep 29 02:25:47.119: Vi2 IPCP: O CONFACK [REQsent] id 110 1en 10

Sep 29 02:25:47.123: Vi2 IPCP: Address 17.17.17.1 (0x030611111101)



Sep 29 02:25:47.127: Vi2 IPCP: I CONFACK [ACKsent] id 1 Ten 10
Sep 29 02:25:47.131: Vi2 IPCP: Address 18.18.18.2 (0x030612121202)
Sep 29 02:25:47.135: Vi2 IPCP: State is Open

Sep 29 02:25:47.143: Vi2 IPCP: Install route to 17.17.17.1

Sep 29 02:25:48.131: %LINEPROTO-5-UPDOWN: Line protocol on
Interface Virtual-Access2, changed state to up

LNS#

show vpdn

L2TP Tunnel and Session Information Total tunnels 1 sessions 1

LocID RemID Remote Name State Remote Address Port Sessions
11407 45029 LAC est 18.18.18.1 1701 1

LocID RemID TunID Intf Username State Last Chg Fastswitch
303 291 11407 Vi2 remotel@cisco.com est 00:00:22 enabled

% No active L2F tunnels

HFAVYILTI b

locall JL— & # remote2@cisco.com L—RICA—I)LZRELFT,

LNS#

Sep 29 02:26:20.531: Vil VTEMPLATE: Reuse Vil, recycle queue size 0

Sep 29 02:26:20.531: Vil VTEMPLATE: Hardware address 0060.4780.ac23

Sep 29 02:26:20.535: Vil PPP: Phase 1is DOWN, Setup

Sep 29 02:26:20.543: Vil VTEMPLATE: Has a new cloneblk dialer, now it has dialer

Sep 29 02:26:20.547: Vil DDR: Dialing cause 1ip (s=10.200.20.32, d=17.17.17.2)

Sep 29 02:26:20.551: Vil DDR: Attempting to dial 6121

Sep 29 02:26:20.555: Tn1/C1 11407/304 L2TP: Session FS enabled

Sep 29 02:26:20.559: Tnl1/C1 11407/304 L2TP: Session state change from idle
to wait-for-tunnel

Sep 29 02:26:20.563: Tnl1/C1 11407/304 L2TP: Create dialout session

Sep 29 02:26:20.567: Tnl1 11407 L2TP: SM State established

LNS " LAC ICH A VIL 7O RERZEFEL T,

Sep 29 02:26:20.571: L2TP: O OCRQ

Sep 29 02:26:20.575: Vil Tn1/C1 11407/304 L2TP: Session state change from
wait-for-tunnel to wait-reply

Sep 29 02:26:20.579: Vil VPDN: Bind interface direction=2

Sep 29 02:26:20.635: Vil Tn1/C1 11407/304 L2TP: I OCRP from LAC tnl 45029, cl1 0O

Sep 29 02:26:20.639: Vil Tn1/Cl1 11407/304 L2TP: Session state change from
wait-reply to wait-connect

Sep 29 02:26:21.299: Vil Tn1/C1 11407/304 L2TP: I OCCN from LAC tnl 45029, c1 292

Sep 29 02:26:21.303: Vil Tn1/C1 11407/304 L2TP: Session state change from
wait-connect to established

Sep 29 02:26:21.307: Vil VPDN: Connection is up, start LCP negotiation now



Sep 29 02:26:21.315: %LINK-3-UPDOWN: Interface Virtual-Accessl, changed state to up
Sep 29 02:26:21.335: Vil DDR: Dialer statechange to up

remote2@cisco.com DERENFHET S 7 O7 7 A )L dialer 2 | virtual-access 1 #"/N1 > R&h
9,

Sep 29 02:26:21.335: %DIALER-6-BIND: Interface Vil bound to profile Di2
Sep 29 02:26:21.339: Vil DDR: Dialer call has been placed

LNS & remote2@cisco.com 7544 7> NOET PPP 7 I —ANHBEhET,

<tfroot>

Sep 29 02:26:21.343: Vil PPP: Treating connection as a callout

Sep 29 02:26:21.343: Vil PPP: Phase 1is ESTABLISHING, Active Open

Sep 29 02:26:21.347: Vil PPP: No remote authentication for call-out
Sep 29 02:26:21.351: Vil LCP: O CONFREQ [Closed] id 1 Ten 10

Sep 29 02:26:21.355: Vil LCP: MagicNumber Ox6F87121F (0x05066F87121F)
Sep 29 02:26:21.427: Vil LCP: I CONFREQ [REQsent] id 79 len 39

Sep 29 02:26:21.431: Vil LCP: AuthProto CHAP (0x0305C22305)

Sep 29 02:26:21.435: Vil LCP: MagicNumber 0x059935DB (0x0506059935DB)
Sep 29 02:26:21.435: Vil LCP: MRRU 1524 (0x110405F4)

Sep 29 02:26:21.439: Vil LCP: EndpointDisc 1 Local

Sep 29 02:26:21.443: Vil LCP: (0x13140172656D6F74653240636973636F)
Sep 29 02:26:21.447: Vil LCP: (Ox2E636F6D)

Sep 29 02:26:21.451: Vil LCP: O CONFREJ [REQsent] id 79 len 28

Sep 29 02:26:21.455: Vil LCP: MRRU 1524 (0x110405F4)

Sep 29 02:26:21.455: Vil LCP: EndpointDisc 1 Local

Sep 29 02:26:21.459: Vil LCP: (0x13140172656D6F74653240636973636F)
Sep 29 02:26:21.463: Vil LCP: (Ox2E636F6D)

Sep 29 02:26:21.467: Vil LCP: I CONFACK [REQsent] id 1 len 10

Sep 29 02:26:21.471: Vil LCP: MagicNumber O0x6F87121F (0x05066F87121F)
Sep 29 02:26:21.559: Vil LCP: I CONFREQ [ACKrcvd] id 80 1en 15

Sep 29 02:26:21.563: Vil LCP: AuthProto CHAP (0x0305C22305)

Sep 29 02:26:21.567: Vil LCP: MagicNumber 0x059935DB (0x0506059935DB)
Sep 29 02:26:21.571: Vil LCP: O CONFACK [ACKrcvd] 1id 80 1en 15

Sep 29 02:26:21.575: Vil LCP: AuthProto CHAP (0x0305C22305)

Sep 29 02:26:21.579: Vil LCP: MagicNumber 0x059935DB (0x0506059935DB)
Sep 29 02:26:21.583: Vil LCP: State 1is Open

Sep 29 02:26:21.583: Vil PPP: Phase is AUTHENTICATING, by the peer
Sep 29 02:26:21.647: Vil CHAP: I CHALLENGE +id 8 Ten 38 from "remote2@cisco.com"
Sep 29 02:26:21.651: Vil CHAP: Using alternate hostname LNS

Sep 29 02:26:21.655: Vil CHAP: O RESPONSE id 8 Ten 24 from "LNS"

Sep 29 02:26:21.699: Vil CHAP: I SUCCESS id 8 Ten 4

Sep 29 02:26:21.703: Vil PPP: Phase 1is UP

Sep 29 02:26:21.707: Vil IPCP: O CONFREQ [Closed] 1id 1 len 10

Sep 29 02:26:21.711: Vil IPCP: Address 18.18.18.2 (0x030612121202)
Sep 29 02:26:21.715: Vil IPCP: I CONFREQ [REQsent] 1id 40 len 10

Sep 29 02:26:21.719: Vil IPCP: Address 17.17.17.2 (0x030611111102)
Sep 29 02:26:21.723: Vil IPCP: O CONFACK [REQsent] 1id 40 len 10

Sep 29 02:26:21.727: Vil IPCP: Address 17.17.17.2 (0x030611111102)
Sep 29 02:26:21.775: Vil IPCP: I CONFACK [ACKsent] id 1 1en 10

Sep 29 02:26:21.779: Vil IPCP: Address 18.18.18.2 (0x030612121202)
Sep 29 02:26:21.783: Vil IPCP: State 1is Open



Sep 29 02:26:21.791: Vil DDR: dialer protocol up

Sep 29 02:26:21.795: Di2 IPCP: Install route to 17.17.17.2
Sep 29 02:26:22.703: %LINEPROTO-5-UPDOWN: Line protocol on
Interface Virtual-Accessl, changed state to up

LNS#

show vpdn

L2TP Tunnel and Session Information Total tunnels 1 sessions 2

LocID RemID Remote Name State Remote Address Port Sessions
11407 45029 LAC est 18.18.18.1 1701 2

LocID RemID TunID Intf Username State Last Chg Fastswitch
304 292 11407 Vil est 00:00:16 enabled
303 291 11407 Vi2 remotel@cisco.com est 00:00:52 enabled

% No active L2F tunnels

BYIE 5 2
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