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LAC

version 12.2

service tinmestanps debug dateti ne nsec

service tinmestanps | og datetinme nsec

|

host nane LAC

! spe 2/0 2/9

firmvare | ocation system/ucode/ m ca_port_firmare

|

!

nmodem country m ca bel gi um

|

vpdn enabl e

! -- Enables VPDN. ! vpdn search-order domain ! -- VPDN
tunnel authorization is based on the domain name ! --
(the default is DNIS). ! vpdn-group G oupCi sco request-
dialin protocol |2tp ! -- L2TP is used instead of the
default (L2F). dommin cisco.com ! -- The domain name
cisco.com is used to identify a VPDN user when ! --
receiving the CHAP response from the user. initiate-to

ip 10.48.74.35 ! -- The tunnel and session are
initialized to the ethernet ip address of the ! -- LNS
10.48.74.35. |12tp tunnel password cisco ! -- for tunnel
authentication ! isdn switch-type primary-net5 !
controller E1 O clock source line prinmary pri-group
timeslots 1-31 ! interface EthernetO ip address

10.48.75.7 255.255.254.0 ! interface Serial0:15 no ip
address encapsul ation ppp dialer rotary-group 1 isdn
switch-type primary-net5 isdn incom ng-voice nodem !
interface Group-Asyncl no ip address encapsul ati on ppp
async node dedi cated ppp authentication chap pap group-

range 1 120 ! interface Dialerl no ip address

encapsul ati on ppp ppp authentication chap pap ! ip
classless ip route 0.0.0.0 0.0.0.0 10.48.74.1 ! line con
0 exec-timeout 0 O line 1 120 nodem | nQut transport
input all line aux O line vty O 4 exec-tineout 0 O
password cisco login !

LNS

version 12.2

service tinmestanps debug dateti ne nsec

service tinmestanps |og datetinme nsec

|

host nane LNS

!

usernane User| SDN@i sco. com password O ci sco

user nane User Anal og@i sco. com password 0 ci sco

! -- The LNS authenticates the remote users locally. !

vpdn enable ! -- Enables VPDN. ! vpdn-group VPDN accept -
dialin ! -- Enables the LNS to accept VPDN request.
protocol |2tp !/-- L2TP is used instead of the L2F
(default). virtual -tenplate 1 ! -- For each user, the
virtual-template 1 is used to terminate the PPP session.
term nate-from hostname LAC ! -- The LNS accepts VPDN
request from router LAC. |2tp tunnel password cisco ! --
for tunnel authentication ! ! | | interface Loopbackl ip

address 12.12.12.1 255. 255. 255. 255 no ip route-cache no
ip nroute-cache ! interface EthernetO ip address




10. 48. 74. 35 255.255.254.0 no ip route-cache no ip

nr out e-cache no cdp enable ! interface Virtual - Tenpl atel
! -- The PPP session 1s terminated in the virtual-access
cloned from this ! -- virtual-template ip unnumnbered
Loopbackl peer default ip address pool G oupC sco ppp
aut hentication chap pap ! ip local pool GoupGC sco
12.12.12.2 12.12.12.50 ! -- The LNS assigns an 1ip
address to the remote user ip classless ip route 0.0.0.0
0.0.0.0 10.48.74.1

E:ERORETRE., FMVYF1BIGTIN—TFRAPIA 2 E2—T I ALCKRPDRAZ MY —
RAVRNZTORIDPPP)A T3V HAREENATVET,

PPP LRI TOMEEM EZAREICTS (PPPRYIILFUZ Y, BB E ) Iz, LNS DZEHTS
AVE—TIAARBREBTTL—RM1ICChSOBEZEMTEIHEN HYET,

BE A VYZ1A4R3—TIARETIN—TFAP1 412 E—TIAATERLLZINTD
PPP #7232k, #F LNS DRIET>TL—KM1 TRETIHBENFHYVET.

REFTT7L—M1E&., LACEVZAT7 2 NEATERIAYI—NEhELCP AT a0 TOE
_J ZZELET, LAC t'??*f?‘/ RETXIASI—NEhkA72arfREFT7TL—K

THREENATVEVES, INSEKEVPDN Y>3z P0UTFLET, EL, LNSICOTA
7"/ NeD LCP OBXII—NZFA T3, VPDN 7' )L—7" T Icp renegotiation always
F /=& Icp renegotiation on-mismatch A > RZRELE ¥,

¥ :F7A)BNTIE., LACELNSIKL2TPRIENT Y RTHRANBZFRALET, COBEEZEE
I2IZlE, vpdn JIL—7"W T localname N> RZEEHZL FTF, LNS OFREHZRIZRLET

o

vpdn- group VPDN
accept-dialin

protocol |2tp

virtual -tenplate 1

term nat e-from host nanme LAC
I ocal name LNS-cental

-4
ST, REAEL<BELTVSCLERRIBEHLEATIREERLET,

TIORTYINADR=7TD)RZY—=), (BEHEI—YEH) (OIT) . BE®D show I R&EY
AR—BRLET, OITZFEAL T, show AN ROB IO ERRLET,

. showvpdntunnel : 7971 7B IXTOLIFB K VPL2TP R RILICBET 2 BHREZ BEWFER
TRRLET,
. showcallerip : IELVUE IP 7P RLAOREEWBOMEERTLET,

7M1 —b

CCTR, REODKRS TN 1—FT4 VI ERATERBERERLET,

NSTIN22A—F4200EHOIAIVR
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X :debug OV REFEATDHIKC, "TNYYT ARV ROEELBEHR, 2SBLTLEE L,

LAC fl :

. debug vpdn event:VPDNDOBED N RILBALEREEFED v Y REIO—ETHBHL2TPIS
—EARNERRLULET,

- debug vpdn I2x-event: 12xDBED N RIIBU R LR Y Y RITO—THBD ARV N
CEATB XY E—2ZKRRLUET,

. debug vpdn 12x-error:2xDIEML & T B A, FEFBEOEELZB T I2x7ORNILIZ—
ZRTULET,

- debug ppp negotiation : PPP # 7> a> xS I —hEh3d PPP Y N7 Y THICEE
EhdPPPINTY MN%E, debugppp ANV RTRREhD&LSICLET,

- debugisdn q931 : O—ANIIL—ZF (1—Hfl ) XY ND—JBDISDNR Y T — T4
(LA¥3)DOA—LtEY NTYTETATRIVICETZDBERERTLET,
. debug modem : PV A =N LOEFLOREEEZRRLET,

LNS fl :

- debug vpdn event

- debug vpdn I2x-event

- debug vpdn 12x-error

. debug vtemplate : REF > 7L —MASOVO—Z2JEhEBRAS, I—ILFETLTIR
BTFORAAVEB—TIAAHFAIV REIEBDIETO, KRBT I/ELAAMVE—TILAD
sO0—-ZIBBERRLET,
- debug ppp negotiation

RIZ, D54 TF 2 b UserlSDN@cisco.com A5 ® ISDN J—J)LZRLUET,

FNXY I LACHOOR > R

LAC &, 58101 S DO ISDN - /)LEZELET,

LACH

*Feb 1 14:45:09.684: |SDN Se0:15: RX <- SETUP pd = 8 callref = 0x3D03

*Feb 1 14:45:09.688: Sending Conplete

*Feb 1 14:45:09.688: Bearer Capability i = 0x8890

*Feb 1 14:45:09.688: Channel IDi = 0xA18387

*Feb 1 14:45:09.688: Calling Party Nunber i = OxAl, '8101', Pl an: | SDN,
Type: Nat i onal

*Feb 1 14:45:09.688: Called Party Number i = 0x81, '214', Pl an:| SDN,

Type: Unknown
*Feb 1 14:45:09.692: %1 NK-3-UPDOWN: | nterface SerialO:6,

changed state to up
*Feb 1 14:45:09.692: Se0:6 PPP: Treating connection as a callin
*Feb 1 14:45:09.692: Se0:6 PPP: Phase is ESTABLI SH NG Passive Open

[0 sess, 0 |oad]
*Feb 1 14:45:09.692: Se0:6 LCP: State is Listen
*Feb 1 14:45:09.696: |SDN Se0:15: TX -> CALL_PROC pd = 8 callref = 0xBD03

*Feb 1 14:45:09.696: Channel IDi = 0xA98387
*Feb 1 14:45:09.696: |SDN Se0: 15: TX -> CONNECT pd = 8 cal lref = 0xBD03
*Feb 1 14:45:09.696: Channel IDi = 0xA98387

! -- The ISDN phase is finished and the B channel is up ! -- as soon as the LAC receives RX <-
CONNECT_ACK. *Feb 1 14:45:09.752: | SDN Se0: 15: RX <- CONNECT_ACK pd = 8 callref = 0x3D03 *Feb 1
14: 45: 09. 752: |1 SDN Se0: 15: CALL_PROGRESS: CALL_CONNECTED call id 0x90, bchan 6, dsl 0 ! -- ppp
starts with LCP phase : authentication protocol and other LCP ! -- options (compression,

multilink, and so on) are negotiated. ! -- In the debug below, only chap is negotiated. *Feb 1
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14: 45: 09.844: Se0:6 LCP: | CONFREQ [Listen] id 179 len 10 *Feb 1 14:45:09. 844: Se0:6 LCP:

Magi cNunber 0x5B90B785 (0x05065B90B785) *Feb 1 14:45:09.844: Se0:6 LCP: O CONFREQ [Listen] id 1
len 15 *Feb 1 14: 45:09. 844: Se0:6 LCP: AuthProto CHAP (0x0305C22305) *Feb 1 14:45:09.844: Se0:6
LCP: Magi cNurmber Ox1A9DC8A5 (0x05061A9DC8A5) *Feb 1 14:45:09.844: Se0:6 LCP: O CONFACK [Listen]
id 179 len 10 *Feb 1 14:45:09.844: Se0:6 LCP: Magi cNunber 0x5B90B785 (0x05065B90B785) *Feb 1

14: 45: 09. 876: Se0:6 LCP: | CONFACK [ACKsent] id 1 len 15 *Feb 1 14:45:09.876: Se0:6 LCP:

Aut hProt o CHAP (0x0305C22305) *Feb 1 14:45:09.876: Se0:6 LCP: Magi cNunmber Ox1A9DC8A5
(0x05061A9DC8A5) *Feb 1 14:45:09.876: Se0:6 LCP: State is Open *Feb 1 14:45:09.876: Se0: 6 PPP:
Phase is AUTHENTI CATING by this end [0 sess, 0 load] ! -- The LAC sends the client a CHAP
challenge. *Feb 1 14:45:09.876: Se0:6 CHAP: O CHALLENGE id 1 len 24 from"LAC'. ! -- The LAC
receives the CHAP response from the client with username ! -- UserISDN@cisco.com. *Feb 1
14:45:09.924: Se0:6 CHAP: | RESPONSE id 1 len 39 from"Userl SDN@i sco.com' ! -- The LAC checks
out if UserISDN@cisco.com is a VPDN client or not. ! -- Because the domain cisco.com is
configured in the vpdn-group ! -- GroupCisco, UserISDN@cisco.com is a VPDN client. The LAC takes
! —— the VPDN parameters in the vpdn-group where the domain name ! -- cisco.com is located. *Feb
1 14:45:09.924: Se0:6 PPP: Phase is FORWARDI NG [0 sess, 0 load] *Feb 1 14:45:09.924: Se0:6 VPDN:
Got DNIS string 214 *Feb 1 14:45:09.924: Se0:6 VPDN: Looking for tunnel -- cisco.com-- *Feb 1
14: 45: 09. 928: Se0: 6 VPDN RPMS/ GroupCi sco: Got tunnel info for cisco.com*Feb 1 14:45:09. 928:

Se0: 6 VPDN RPM5/ GroupCi sco: LAC *Feb 1 14:45:09.928: Se0: 6 VPDN RPMS/ G oupCi sco: | 2t p- busy-

di sconnect yes *Feb 1 14:45:09.928: Se0:6 VPDN RPM5/ GroupCisco: | P 10.48.74.35 *Feb 1

14: 45: 09. 928: Se0: 6 VPDN G oupCi sco: curlvl 1 Address 0: 10.48.74.35, priority 1 *Feb 1

14: 45: 09. 928: Se0: 6 VPDN GroupCi sco: Sel ect non-active address 10.48.74.35, priority 1 *Feb 1
14: 45: 09. 928: Se0: 6 VPDN: Find LNS process created *Feb 1 14:45:09.928: Tnl 2027 L2TP: SM State
idle ! -- In order to bring up the tunnel, the LAC sends SCCRQ (Start Control ! -- Connection
Request) to the LNS. ! -- A CHAP challenge is included in the packet. *Feb 1 14:45:09.928: Tnl
2027 L2TP: O SCCRQ *Feb 1 14:45:09.928: Tnl 2027 L2TP: Tunnel state change fromidle to wait-
ctl-reply *Feb 1 14:45:09.928: Tnl 2027 L2TP: SM State wait-ctl-reply *Feb 1 14:45:09.928: Se0:6
VPDN: Forward to address 10.48.74.35 *Feb 1 14:45:09.928: Se0:6 VPDN: Pending *Feb 1

14: 45: 09. 932: Se0: 6 VPDN: Process created ! -- The LAC receives from the LNS SCCRP (Start
Control Connection Reply). ! -- The response to its own chalenge and another chap chalenge from
the LNS ! -- are included in the packet. *Feb 1 14:45:09.956: Tnl 2027 L2TP: | SCCRP from LNS

*Feb 1 14:45:09.956: Tnl 2027 L2TP: Got a challenge fromrenote peer, LNS *Feb 1 14:45:09. 956:
Tnl 2027 L2TP: CGot a response fromrenote peer, LNS *Feb 1 14:45:09.956: Tnl 2027 L2TP: Tunnel
Aut henti cation success *Feb 1 14:45:09.956: Tnl 2027 L2TP: Tunnel state change fromwait-ctl -
reply to established ! -- The LAC sends to the LNS SCCCN (Start Control Connection Connected). !
-- The response to LNS's challenge is included in the packet. *Feb 1 14:45:09.956: Tnl 2027
L2TP; O SCCCN to LNS tnlid 11514 *Feb 1 14:45:09.956: Tnl 2027 L2TP: SM State established *Feb 1
14: 45: 09. 956: Se0: 6 VPDN: Forwarding... *Feb 1 14:45:09.956: Se0:6 VPDN: Bind interface
direction=1 *Feb 1 14:45:09.956: Tnl/C 2027/18 L2TP: Session FS enabled *Feb 1 14:45:09. 956:
Tnl/C 2027/ 18 L2TP: Session state change fromidle to wait-for-tunnel *Feb 1 14:45:09. 960:
Se0:6 Tnl/d 2027/ 18 L2TP. Create session *Feb 1 14:45:09.960: Tnl 2027 L2TP:. SM State
established ! -- The Tunnel is up. The LAC brings up the session for the user ! --
UserISDN@cisco.com. For that, it sends ICRQ (Incoming Call ReQuest). *Feb 1 14:45:09.960: Se0:6
Tnl/C 2027/ 18 L2TP: O ICRQ to LNS 11514/0 *Feb 1 14:45:09.960: Se0:6 Tnl/Cd 2027/18 L2TP:
Session state change fromwait-for-tunnel to wait-reply *Feb 1 14:45:09.960: Se0: 6 VPDN:

User | SDN@i sco.comis forwarded ! -- After receiving ICRP (Incoming Call Reply, we don't see it
in the debug) ! -- the LAC sends ICCN Incoming Call Connected. The VPDN session is up . ! --
Then the LAC forwards to the LNS what it has negotiated with the client ! -- (LCP options) along
with the username and chap password of the client. *Feb 1 14:45:10.008: Se0:6 Tnl/C 2027/18
L2TP: O ICCN to LNS 11514/6 *Feb 1 14:45:10.008: Se0:6 Tnl/Cd 2027/18 L2TP: Session state change
fromwait-reply to established *Feb 1 14:45:10.960: 9%. NEPROTO 5- UPDOAN: Li ne protocol on
Interface Serial 0: 6, changed state to up *Feb 1 14:45:15.692: 9% SDN- 6- CONNECT: Interface

Serial 0:6 is now connected to 8101 User| SDN@i sco. com LACH

TNy J LNSOTY > R

LNS (. LAC /"5 SCCRQ #ZF{EL £,

LNS#

*Mar 1 02:13:06.499: L2TP: | SCCRQ from LAC tnl 2027

*Mar 1 02:13:06.507: Tnl 11514 L2TP: Got a challenge in SCCRQ LAC

*Mar 1 02:13:06.511: Tnl 11514 L2TP: New tunnel created for renote LAC, address
10.48.75.7



! —— The LNS replies with SCCRP which includes the CHAP response to LAC's ! -- challenge and a
CHAP challenge. *Mar 1 02:13:06.515: Tnl 11514 L2TP: O SCCRP to LAC tnlid 2027 *Mar 1

02: 13: 06. 523: Tnl 11514 L2TP: Tunnel state change fromidle to wait-ctl-reply ! -- The LNS
receives SCCCN. *Mar 1 02:13:06.535: Tnl 11514 L2TP: | SCCCN from LAC tnl 2027 *Mar 1
02:13:06.539: Tnl 11514 L2TP: Got a Chall enge Response in SCCCN from LAC *Mar 1 02:13: 06. 543

Tnl 11514 L2TP: Tunnel Authentication success *Mar 1 02:13:06.543: Tnl 11514 L2TP: Tunnel state
change fromwait-ctl-reply to established *Mar 1 02: 13: 06.547: Tnl 11514 L2TP: SM State
established ! -- The tunnel is up. The LNS receives ICRQ to bring up the session. *Mar 1

02: 13: 06. 555: Tnl 11514 L2TP: | ICRQ from LAC tnl 2027 *Mar 1 02:13:06.559: Tnl/C 11514/6 L2TP
Session FS enabled *Mar 1 02:13:06.563: Tnl/Cd 11514/6 L2TP: Session state change fromidle to
wai t-connect *Mar 1 02:13:06.567: Tnl/Cd 11514/6 L2TP: New session created ! -- The LNS replies
with ICRP (Incoming Call Reply). *Mar 1 02:13:06.567: Tnl/d 11514/6 L2TP: O I CRP to LAC 2027/18
! —-- The LNS receives ICCN (Incoming Call coNnected). The VPDN sesion is up, ! -- then the LNS
receives the LCP layer along with the username ! -- and chap password of the client. ! -- A
virtual-access 1s cloned from the virtual-template 1. *Mar 1 02:13:06.583: Tnl/C 11514/6 L2TP

I ICCN fromLAC tnl 2027, cl 18 *Mar 1 02:13:06.591: Tnl/d 11514/6 L2TP: Session state change
fromwait-connect to established *Mar 1 02:13:06.591: Vt1l VIEMPLATE: Unable to create and cl one
vaccess *Mar 1 02:13:06.595: Vil VTEMPLATE: Reuse Vi1, recycle queue size 1 *Mar 1 02:13: 06. 595:
Vi1 VTEMPLATE: Hardware address 0000. Oc4a. 4314 *Mar 1 02:13:06.599: Vil VPDN: Virtual interface
created for Userl SDN@i sco.com *Mar 1 02:13: 06.603: Vil PPP: Phase is DOM, Setup [0 sess, O

|l oad] *Mar 1 02:13:06.603: Vil VPDN: Clone fromVWtenplate 1 filterPPP=0 bl ocking *Mar 1
02:13:06.607: Vil VTEMPLATE: Has a new cl onebl k vtenplate, now it has vtenplate *Mar 1
02:13: 06. 611: Vi1l VITEMPLATE: ***xx***xxxx%x (] ONE VACCESSL ********kkxxxkskkxx *x\Ngr 1 02:13:06. 615
Vi1 VTEMPLATE: Clone from Virtual - Tenpl atel interface Virtual - Accessl default ip address no ip
address encap ppp i p unnunbered Loopbackl end *Mar 1 02:13:07.095: 9% NK-3- UPDOMN: | nterface

Vi rtual - Accessl, changed state to up *Mar 1 02:13:07.099: Vil PPP: Using set call direction *Mar
1 02:13:07.103: Vil PPP: Treating connection as a callin *Mar 1 02:13:07.103: Vil PPP: Phase is
ESTABLI SHI NG, Passive Open [0 sess, 0 load] *Mar 1 02:13:07.107: Vil LCP: State is Listen *Mar 1
02:13:07.111: Vil VPDN: Bind interface direction=2 *Mar 1 02:13:07.111: Vil LCP: | FORCED
CONFREQ Il en 11 *Mar 1 02:13:07.115: Vil LCP: AuthProto CHAP (0x0305C22305) *Mar 1 02:13:07.119:
Vil LCP: Magi cNunmber Ox1A9DC8A5 (0x05061A9DC8A5) *Mar 1 02:13:07.119: Vil VPDN. PPP LCP accepted
rcv CONFACK *Mar 1 02:13:07.123: Vil LCP: | FORCED CONFACK len 6 *Mar 1 02:13:07.127: Vil LCP
Magi cNunber 0x5B90B785 (0x05065B90B785) *Mar 1 02:13:07.131: Vil VPDN: PPP LCP accepted sent
CONFACK ! -- The LNS authenticates the user. It doesn't send a new CHAP challenge ! -- (the
debug may be confusing) since it has received the CHAP challenge ! -- and response from the LAC.
*Mar 1 02:13:07.131: Vil PPP: Phase is AUTHENTI CATING by this end [0 sess, 0 load] *Mar 1
02:13:07.135: Vil CHAP: O CHALLENGE id 2 len 24 from"LNS" *Mar 1 02:13:07.143: Vil CHAP: |
RESPONSE id 1 len 39 from "Userl SDN@i sco. com *Mar 1 02:13:07.151: Vil CHAP:. O SUCCESS id 1 |en
4 *Mar 1 02:13:07.155: Vil PPP: Phase is UP [0 sess, O load] ! -- The IPCP phase starts. ! --
The IP address 12.12.12.2 is assigned to the client. *Mar 1 02:13:07.159: Vil | PCP. O CONFREQ
[Closed] id 1 len 10 *Mar 1 02:13:07.163: Vil I PCP: Address 12.12.12.1 (0x03060C0C0C01) *Mar 1
02:13:07.215: Vil IPCP: | CONFREQ [ REQsent] id 34 len 10 *Mar 1 02:13:07.219: Vil | PCP: Address
0.0.0.0 (0x030600000000) *Mar 1 02:13:07.223: Vil |IPCP: Pool returned 12.12.12.2 *Mar 1
02:13:07.227: Vil IPCP: O CONFNAK [ REQsent] id 34 len 10 *Mar 1 02:13:07.231: Vil | PCP: Address
12.12.12.2 (0x03060C0C0C02) *Mar 1 02:13:07.235: Vil IPCP: | CONFACK [REQsent] id 1 len 10 *Mar
1 02:13:07.239: Vil IPCP: Address 12.12.12.1 (0x03060C0COC0O1) *Mar 1 02:13:07.271: Vil IPCP: |
CONFREQ [ACKrcvd] id 35 Ien 10 *Mar 1 02:13:07.275: Vil |IPCP: Address 12.12.12.2
(0x03060C0C0OC02) *Mar 1 02:13:07.279: Vil IPCP: O CONFACK [ACKrcvd] id 35 len 10 *Mar 1
02:13:07.283: Vil I PCP: Address 12.12.12.2 (0x03060C0C0C02) *Mar 1 02:13:07.287: Vil IPCP:. State
is Open *Mar 1 02:13:07.295: Vil IPCP: Install route to 12.12.12.2 ! -- The virtual-access is
up. *Mar 1 02:13:08.159: %.| NEPROTO 5- UPDOMN: Line protocol on Interface Virtual - Accessl

changed state to up LNS#

show N> R

LACH#show vpdn tunnel

L2TP Tunnel Information Total tunnels 1 sessions 1

Locl D Reml D Renpte Nane State Renbte Address Port Sessions
36556 45655 LNS est 10.48.74.35 1701 1

9%MNo active L2F tunnels

9%MNo active PPTP tunnels

9%MNo active PPPoOE tunnel s

LACH



LNS#show vpdn tunnel

L2TP Tunnel Information Total tunnels 1 sessions 1

Locl D Rem D Renpte Nanme State Renpte Address Port Sessions
45655 36556 LAC est 10.48.75.7 1701 1

9No active L2F tunnels

9%No active PPTP tunnels

9%No active

LNS#show caller ip

Line User | P Address Local Nunmber Renote Nunmber <->
Vil User| SDN@i sco. com \

12.12.12.2 214 8101 in

LNS#

EEH
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